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1. Password Security
For our safety sign in and sign out of your personal accounts such as your email and social media by
creating a password that is powerful - the definition of this is that it contains a capital letter, lower case
letter, digits and symbols.
A second way to secure your online safety is to have different passwords according to ‘fraud risk focus
blog', for all your personal accounts to reduce the resuit of having all accounts hacked by the same cyber
criminal. In the case that one of your accounts got hacked first this could lead to an easy entry to the
rest of your accounts that have similar or same passwords.
ADVICE: use ‘Password Managers !!!

2.Software Installation & App Updates:
Keep yourself alert for the latest software and app updates which includes important safety updates
to securely guard and defend your device from cyber hackers.
Prevent risks by using anti-virus software’s to defend your technology from being
Infected by maltware .
ADVICE: Switch On 'Automatic Updates” in settings !!!

3.Don't Overshare on social media.

Be Careful of the type and amount of personal information you may share on your socials and other
networking platforms since there is such an ease of accessibility. Therefore, it's best to reduce the
sharing of your personal information by keeping these information’s concealed on all platform's e.g. (do
not share your birthdate, or the name of family members, or your current location, this is because you
may have used these in

passwords or memorable details at some point in the past). In reference to (Mitchell, 1970} he states
"“Think twice before posting or uploading holiday pictures telling everybody your home is unoccupied”
Take Preventative Measures with the use of anti-virus software's to guard your device from being
impacted by malware.

ADVICE: Carefully read through your ‘Privacy’ settings!!

4.Confirming or Double Checking Online Sites
be aware of the type of website links you are clicking on due to the high volume of cyber criminals using
this tactic so verify the link before clicking on it since it could be malware-infected sites. Please Avoid
Fraudulent Websites, this can be easy with some practice. If you are unsure about the legitimacy of a
website link you can verify or confirm by searching for the website directly through
new tab to fimit any risk or by contacting the company or website holder, A second way is by reviewing
the bottom of the website for any clues or suspicion of fraud e.g. (if the ‘customer service ' button
works, or if there is no establishment date for the site, or if the site seems unprofessional or like a
dummy prototype, or if the images are bad quality)
ADVICE: Be aware of Details !!!
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