Since the establishment of the internet, every significant terrorist organisation has had presence in the virtual world, whether it be dedicated websites or simple twitter or Facebook profiles (Frieburger and Crane, 2008, p. 310; Rusmanov, 2016, p. 138). The use and spread of the internet has been on an incline since mass introduction of the tool, this increase of use has not escaped terrorists organisations. Despite terrorist internet use being actively and strongly policed by states and private organisations, terrorists continue to fight these ever-strengthening regulations and refuse to give up their space in the digital sphere. There are several reasons that terrorists’ groups refuse to give up their online presence. The internet is a powerful tool and can be utilised in many ways, it can be used to spread propaganda, it can be used radicalize and recruit, and it can even be used as a tool for monetary gain and financing (Rusmanov, 2016, p. 138). These three are examples of how the internet can be utilised, but these examples can also be executed in more traditional methods. The nature of the internet as a digital cultural space offers unique opportunities over traditional methods, opportunities that terrorists’ groups readily take advantage of. These advantages include but are not limited to, accessibility; all you need is a connection to the internet, and you can access an overwhelming encyclopaedia of information (Rusmanov, 2016, p. 138). Anonymity at the point of use is a key reason for internet usage by terrorist organisations, there is a virtually unlimited prospective audience, and with how quickly information can be spread and published, communication data is readily spread quickly (Rusmanov, 2016, p. 138).  These advantages are not stand alone, they intersect to create a cacophony of reproducibility and facelessness. The ease of access and anonymity is the perfect case study, when a terrorist run twitter account publishes propaganda and recruitment messages, there are methods in place to shut down and destroy the messages published (Frieburger and Crane, 2008, p. 309). However, the ease of access and anonymity means all they must do to start producing these messages anew is create a new profile (Frieburger and Crane, 2008, p. 307). And add the bureaucratic and bungled nature of cross-jurisdictional international politics and policing to the mix, then this cacophony of reproducibility and facelessness threatens to deafen us. However, we are increasingly starting to carry ear plugs.
There are concerted efforts by state and private organisation to combat terrorist internet use, no matter the goal of that use. However, those efforts are not universal and evolve and respond to the specific reason for that internet usage. For example, the counter terrorist strategies employed by state actors to dismantle terrorist financing via the internet is vastly different than that of the strategies used to counter online radicalization. 
The “lifeblood” of terrorism is finance (Gupta, 2005, p. 28; Freeman, 2011, p. 461). Without being able to get an adequate supply of financial support the challenges terrorism provides to western states and policing agencies would not exist.  For inadequate funds would seriously dampen a terrorist outfits organisational and operational capability and may even result in the collapse of the organisation (Freeman, 2011, p. 462). The operational cost of terrorist originations can vary from the annual 15 million raised by the PIRA in 1990 to as high as 1 billion as seen with FARC in Colombia (Freeman, 2011, p. 462). Even specific actions require significant funding, it is estimated that the 9/11 attack may have cost as high as 500,000 thousand (Freeman, 2011, p. 461).  And as the internet has evolved, what can be achieved on the internet has evolved with it, entirely digital currencies such as bitcoin and Ethereum which have an inbuilt “pseudo-anonymity” (Dyntu and Dykji, 2021, p. 67) which has resulted in a major shift from terrorists to these digital currencies (Department of Justice, 2020).  
Police response to threat of terrorist internet use has been vast, and often falls into two distinct but interrelated categories of “positive” and “negative” measures (Garth et al, 2016, p. 57).  Positive refers to measures that offer counter narratives to content produced by terrorists’ organisations, with outfits such as Radical Middle Way using highly esteemed Islamic clerics and scholars giving insight and attempting to dismantle extremism from a theological point of view (Hussain and Saltman, 2014, p. 99). Continuing, as Hussain and Saltman (2014, p. 99) state by founding its counter narratives on theology the organisations appeal may dwindle as a significant amount of those radicalised online are not drawn to the ideological aspect of Islamic terrorism and extremism but are rather drawn to the excitement of action and respect from Muslim peers (Atran and Tomass, 2017, p. 218). Nevertheless, this organisation has it place in counter terrorism in online spaces. 
[bookmark: _Hlk99467573]The negative measure is concerned with the censorship of extremist ideologs and ideologies in the digital sphere (Hussain and Saltman, 2014, p. 83). This approach seems be a favoured one among many western democracies, however there are several issues with this approach. It has been highlighted that the use of censorship as a tool to combat digital terrorism has the potential to be misused and threaten freedom of speech (Hussain and Saltman, 2014, p. 83).  Furthermore, not all online communications which promotes an “extremist worldview” may in fact be illegal, which again causes a threat to freedom of speech, as banning these communications, despite them not being illegal creates a dangerous precedent for future censorship (Hussain and Saltman, 2014, p. 83). This in combination with the sheer volume of potential extremist content being produced makes negative measures costly, in both a “financial and political” sense (Hussain and Saltman, 2014, p. 105). 
In responding to the ever-developing terrorist threat the Counter Terrorism Internet Referral Unit (CTIRU) was established by the metropolitan police in 2010 (Counter Terrorism Policing, 2018). This unit is based on an intelligence and community-based model of policing (Awan, 2012, p 96). Through an anonymous public “referral system”, extremist content is reported to the unit then in cooperation with private sectors attempted to be removed from online spaces (Awan, 2012, p 96). This approach would be considered a negative measure, one that intended to censor content. We have previously discussed some of the criticisms of this approach above, one limiting factor is time consumption, having actors whose specific role is to browse the internet for extremist content is unviable due to how vast and quickly content is produced. However, the CTIRU relies on a public reporting community-based system, this approach means that this time-consuming issue is not relevant, but those roles and issues still exist in cyberspace policing. 
Continuing, the CITRU are often reliant on public responses and in general are a reactive force rather than a proactive one, but the United Kingdom cyber security strategy established the need and goal for a creation of a national cyber security centre and national cyber force (NCF). And this force has been established to be proactive and “conduct offensive operations” towards certain actors, such as terrorist organisations (Devanny et al, 2021, p. 4). There is very limited research on the efficacy of the NCF, majorly due to it government guidelines of not discussing operations and how recently operations began, with the force finding a permanent residence in October 2021 (Ministry of Defence, 2021).
Nevertheless, the Cabinet Office released its National Cyber Strategy (2022, p. 42) and this provides some details on what operations may look like. The strategy sets out that the force will aim to disable terrorist groups “command and control communication and limiting the dissemination of extremist medias” and while also aiming to “influence individuals and groups” (Cabinet office, 2022, p. 42).  This seems to indicate that the force will take a blended approach of both positive and negative measures (Garth et al, 2016, p. 57). What this means in practise remains to be seen, however, Devanny et al (2021, p. 24) suggests that the role of this new force should be to target the cyber infrastructure of dedicated actors, ensuring that this remains low lying and does not escalate to targeting of key cyber services and industries which are needed in positions like hospitals. Continuing with highlighting that there has yet to have been a major cyber terrorist attack, that most cyber terrorism is in relation to radicalization, financing and propaganda, however as terrorist actors continue to become further sophisticated in their methods, this force provides a useful tool for preparation should a cyber terrorist attack finally occur (Devanny et al, 2021, p. 9). It is to unclear what is meant by “influence”, is the intention to influence terrorist actors to provide information or act in a manner as Greenberg (2016, p. 176) offers to provide interactive counter messaging to prevent radicalization which could be seen as an example of counter terrorists’ usage of differential association. As the NCF continues to grow and evolve perhaps we will see what strategies it will use to counter terrorist internet usage. 
The above discussed are some examples of the ear plugs that the United Kingdom is using to prevent itself from being deafened from terrorist internet usage. The Cabinet Office (2022) recently released its cyber security strategy for 2022-2030, and with the establishment of the NCF and other organisations. This shows a commitment and a belief that going forward a more cyber secure United Kingdom is needed, and it seems that the NCF and CTIRU will a part in that cyber security, how effective they will be however, remains to be seen. 
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