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________________________________________ 
1. Introduction 
Modern Healthcare providers collect, store, process, and analyse large amounts of personal sensitive and clinical data on patients. Healthplus Analytics is one of those companies based in the UK that procures healthcare data of patients for processing and analysis. It provides numerous data-related services and tools to assist healthcare providers interpret patient records and medical histories so they can improve patient experience and medical services they offer.
Protecting this sensitive data is of utmost importance; we cannot risk breaches that may violate our clients’ privacy, incur financial losses, downtime, and tarnish the organization’s image.
The Security Policy and Information Classification Handbook set forth below will aid HPA through defining cybersecurity policies, information handling procedures as well as best practices necessary when dealing with sensitive information. This will allow HPA to effectively mitigate internal as well as external cybersecurity threats.
HPA has established and designed this Security Policy Framework to comply with information security laws and align with best practices defined by ISO 27001, NIST Cybersecurity Framework (CSF), and the GDPR. This Security Policy Framework defines policies, plans, incident response procedures for managing sensitive information along with controls to reduce risks from Cybersecurity threats.
Goals of this report 
• Define cybersecurity threats that HPA could face. 
• Define best practices and possible solutions to mitigate risks of cybersecurity attacks.
• Define cybersecurity controls that will detect threats and minimize the impact in case of an attack.
• Define methods to educate staff to ensure best practices are always followed.
Defining the cybersecurity threat landscape, policies and procedures, and best practices will ensure that all employees at HPA understand their role when it comes to protecting sensitive data.
________________________________________ 
2. Executive Summary 
HPA handles extremely sensitive information on patients, extremely large data that requires strong and robust security solutions. This report provides a data security framework that ensures the CIA (Confidentiality, Integrity, Availability) of sensitive information at HPA.
Overview of the Framework: 
• Classifies cybersecurity threats from External and Internal Sources.
• Align Security Policies with ISO 27001, NIST CSF, and GDPR to enforce standardization while adhering to industry regulatory standards.
• Define Controls to prevent data breaches. 
• Defines Monitoring/Detection and Response solutions to anticipate attacks.
• Define Staff Training best practices to educate employees.
Implementing this data security framework will allow HPA to prevent data breaches, avoid downtime of critical services, ensure compliance with regulatory bodies, anticipate threats and respond to attacks swiftly.
________________________________________ 
3. Cybersecurity Threats 
Cybersecurity threats are constantly evolving, both external and internal threat actors are always finding new ways to steal information or make patient services unavailable. Using new tools and techniques these threat actors find vulnerabilities in Technology as well as people.
HPA categorizes cybersecurity threats into two/categories, 
External threats: Originate from outside the HPA organization 
Internal threats: Originate from people or services within HPA. 
This separation allows HPA to focus on mitigating each specific threat and allocate resources where they are needed.
________________________________________ 
3.1 External Sources of Threats 
External threat actors are individuals or groups outside HPA that intend to steal sensitive information or cause downtime to HPA patient services. External threats HPA will focus on include, 
Phishing Attacks: Attackers send out emails impersonating legitimate organizations in hopes that employees will provide their private credentials or click on malicious links. Healthcare organizations have seen a 60% increase in phishing attacks between 2021 and 2024 (Anderson et al., 2021). Phishing attacks are becoming more common and can allow attackers access HPA networks.
Malware: Programs that are specifically designed to damage or take unauthorized control of a computer or its data. Hacker can use malware to gain control of patient servers or lock important patient records using ransomware.
Distributed Denial-of-Service Attacks: Attacks where the server cannot handle an overload of requests and thus refuses to provide service to legitimate requests. Since patient services provide critical services which are required in real-time DDoS Attacks can take down patient services.
SQL Injection Attacks: Occurs when vulnerabilities in database servers can be used to extract sensitive data.
Internal Sources of Threats 
Figures are referenced according to APA Style Guide



Figure 1: External and Internal [image: ]

(Insert Diagram 1: Infographic showing diagrammatically different kinds of threats with corresponding icons for each.)
________________________________________ 
3.2 Threats Originate Internally 
Cybersecurity threats can originate from both external and internal sources and internal attacks are responsible for 34% of data breaches in the healthcare industry.
HPA’s internal threats include: 

Accidental Data Exposure: Loss or release of data caused by misconfigured systems, lost/stolen devices, mishandling data etc.
 
Malicious Attacks :Hostile activities originating from employees or contractors 
• Weak Passwords: Simple passwords recycled across accounts 
Uneducated Staff: Lack of knowledge around policies governing Protected Health Information
HPA combats internal attacks with appropriate access control, authentication protocols and periodic security awareness reminders/education sessions.
________________________________________ 
4. Information Security Policies/Frameworks 
HPA’s security policies follow international standards and frameworks for proper information risk management.
________________________________________ 
4.1 ISO 27001 Controls 
ISO/IEC 27001 is an international standard for information risk management that HPA follows in our policies.
HPA follows ISO’s Annex A controls for healthcare information:
• A.5 Information Security Policies 
›Security policies that outline roles and responsibilities, define mission and scope, as well as governance
• A.6 Organization of Information Security 
›Assignment of responsibility and accountability for managing information security
• A.7 Human Resource Security 
›Employee screening and security awareness initiatives 
• A.8 Asset Management 
›Classification and inventory of information assets 
• A.9 Access Control 
›Least privilege and role-based access controls 
• A.10 Cryptography 
›Encryption of sensitive information 
• A.11 Physical and Environmental Security 
›Security of physical buildings and information systems 
• A.12 Operations Security 
›Maintenance of system integrity and uptime 
• A.13 Communications Security 
›Security of patient information as it is transmitted internally and externally
• A.14 System Acquisition, Development, and Maintenance 
›Security by design 
• A.15 Supplier Relationships 
›Supplier relationships requiring proof of conformity to HPA’s security requirements
• A.16 Information Security Incident Management 
›Documented processes for reporting and managing security incidents
• A.17 Business Continuity Management 
›Processes that manage resilience and restore normal operations in the event of a disruption
• A.18 Compliance 
›Internal and external audits to ensure compliance to relevant laws/regulations.
________________________________________ 
4.2 Aligned with NIST CSF 
The NIST Cybersecurity Framework consists of five functions that provide a strategy to mitigate cyber risk. They are: 
• Identify 
Perform asset management. Know what devices and software are available on the network. Perform risk assessment. Understand which assets are most important to the organization’s security and should be prioritized.
• Protect 
Put controls in place to protect sensitive data. Firewall management, access controls and encryption are tools that can prevent data from falling into the wrong hands.
• Detect 
Monitor system logs and packets. Keep an eye on your network traffic and analyse your endpoints for any suspicious behaviour.
• Respond 
Have a formalized and actionable process in place to respond to detected attacks.
• Recover 
Resume normal operations after a cybersecurity incident and use the opportunity to bolster your defences.
HPA’s security strategy aligns with ISO 27001 controls and the NIST CSF. Combining industry standards creates a robust yet flexible cybersecurity strategy.
________________________________________ 
4.3 GDPR 
General Data Protection Regulation (GDPR) is a set of regulations that dictate how European businesses may process customer data, but our security policies comply with GDPR standards.
Some key principles include: 
• Data minimization 
• Purpose limitation 
• Storage Limitation 
• Integrity and Confidentiality 
• Accountability 
HPA acknowledges and acts upon Patient Rights such as Right of Access, Right to Rectification, and Right to Erasure.
Figure 2:
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HPA Security Framework Alignment 

(Diagram 2. Security and Resilience Venn diagram with ISO 27001, NIST CSF and GDPR overlapping and featuring combined benefits of protection, compliance and operational resilience.)
________________________________________ 
5. Controls to Mitigate Threats 
Mitigation reduces the probability of successful cybersecurity events. HPA utilizes the below controls:
	Threat
	Mitigation
	Implementation

	
Human Vector
Software Vector
Infrastructure Vector
	Training
Anti-Virus/Anti-Malware
ISP Level Protection
	Staff meetings, phishing tests, reporting mechanisms
Endpoint protection platform & patching
DNS filtering, cloud DDoS protection

	
	
	

	
	
	

	SQL
	Parameterized Queries
	Secure coding practices and regular database audits

	Internal Leaks
	Data Loss Prevention / SQL Injection Access Controls
	Monitoring of data flows, role-based access, encryption

	Malicious Insiders
	Background Checks / Auditing
	Vetting during recruitment, monitoring, anomaly detection

	Weak Passwords
	Strong Policies / MFA
	Enforced complex passwords, mandatory multi-factor authentication

	Lack of Awareness
	Ongoing Training / Phishing Simulations
	Continuous education programs and periodic testing


Figure 3: Threat Mitigation Workflow
[image: ]
(Insert Diagram 3: Flowchart showing threat → mitigation → implementation steps, with visual icons for each threat and control.)
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(Insert Diagram 4: Circular diagram showing six phases with arrows, emphasizing continuous improvement.)

HPA Monitoring and Incident Response Plan
6. Monitoring and Incident Response Plan ________________________________________ 
6.1 Detection and monitoring HPA currently monitors suspicious activity with various detection tools that allows detection of potential threats quickly:
 • Security Information and Event Management (SIEM): SIEM collects logs from various sources to analyse activities on the network. 
• Intrusion Detection System (IDS): Identifies network traffic or system logs for suspicious activity. 
• Vulnerability Scanning: Identifies known security vulnerabilities on applications and systems. 
• Endpoint Detection and Response (EDR): Analyses endpoints continuously to detect malware, ransomware and abnormal behaviour. HPA integrates all these tools together allowing potential attacks to be detected and responded to quickly. 
________________________________________ 
6.2 Incident Response Plan HPA’s incident response lifecycle includes six stages including: 
1. Preparation: Creating policies, procedures, communication plans and allocating resources. 
2. Identification: Quickly confirming and identifying security incidents. 
3. Containment: Attempting to isolate affected systems to limit the effects of the attack.
 4. Eradication: Eliminating malware or any attacker/malicious data. 
5. Recovery: Recovering data and information systems back to normal. 6. Lessons Learned: Documenting security events. Figure 4: Incident Response Lifecycle at HPA

7.Staff Security Training - Security Awareness Training
Human error can contribute to many security incidents. HPA will implement an organized, continuous program to improve security awareness:
•Periodic Security Awareness Training: Annual mandatory employee awareness training on existing threats, standards, and policies. 
•Phishing Test Exercises: Simulated attacks to test employee reactions. 
•Targeted Security Training: Additional training will be provided to employees who access sensitive data or have system admin privileges. 
•Policies and Procedures Updates: Ongoing communication of new processes or regulatory changes. 

Figure 5: Staff Training Cycle
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(Insert Diagram 5: Circular cycle illustrating training → assessment → reinforcement → improvement.)

. 8. Conclusion 
The Security Policy and Information Classification Handbook provide HPA with complete cybersecurity coverage. Technical controls, security policies, and employee training combine to reduce operational risk and keep confidential healthcare information safe from unauthorized disclosure.
HPA’s adoption of ISO 27001, NIST CSF, and GDPR standards keep the company compliant while maintaining business operations and improving cybersecurity resilience. By enforcing regular security audits, continuous improvement programs, and threat monitoring, HPA will stay one step ahead of cybercriminals and have an incident response plan in place. Additionally, when all staff members are informed of best practices for information security, HPA can promote a culture of security awareness from the top down.
________________________________________ 
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Figure 1: External and Internal Cybersecurity Threats
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Figure 2: Security Framework Alignment for HPA
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Figure 4: HPA Incident Response Lifecycle
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