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[bookmark: _Toc2104111832][bookmark: _Toc1624861621]Abstract
This report critically evaluates the EU cybersecurity regulatory landscape, focusing on GDPR, NIS2, and DORA. While these frameworks strengthen governance, risk management, and incident reporting, their overlapping requirements create a fragmented compliance environment that challenges organisational efficiency. The analysis highlights that organisations often prioritise compliance documentation over meaningful security improvements, raising concerns about real cyber resilience. Additionally, strict reporting timelines and supply-chain obligations increase operational pressure, particularly for smaller organisations. The report concludes that integrated frameworks, automation and unified controls can reduce complexity, but greater regulatory harmonisation
 It is needed to ensure compliance leads to effective, rather than superficial, security outcomes.
[bookmark: _Toc163179166][bookmark: _Toc1863691414]1. Introduction
Modern organisations operate in a complex regulatory environment where cybersecurity, data protection and operational resilience requirements increasingly overlap. Regulations such as the General Data Protection Regulation “GDPR”, the Network and Information Security Directive 2 “NIS2”, and the Digital Operational Resilience Act “DORA” impose different but interconnected obligations related to governance, risk management, incident reporting and supply-chain security. Rather than treating compliance as a checklist activity, organisations must develop integrated security environments capable of anticipating, protecting against, detecting and responding to cyber threats. These regulations are designed to strengthen organisational resilience in response to the rapid growth of cyber-attacks targeting critical infrastructure, financial systems and personal data.
Cyber threats have become more frequent, sophisticated and disruptive, affecting both private organisations and public services. In response, regulators across the European Union have implemented stronger legal frameworks requiring organisations to adopt proactive cybersecurity strategies. GDPR focuses primarily on the protection of personal data and individual privacy rights. NIS2 strengthens cybersecurity requirements for essential and important sectors such as energy, healthcare, transport and digital infrastructure. DORA focuses specifically on financial services, ensuring that financial institutions can maintain operational continuity even during major ICT disruptions. Although these regulations address different areas, they collectively emphasise strong governance, risk management and resilience.
The existence of multiple regulatory frameworks creates a fragmented compliance landscape for organisations operating across sectors or jurisdictions. Each regulation introduces different reporting timelines, governance expectations and technical controls. For example, GDPR requires organisations to notify supervisory authorities of personal data breaches within 72 hours. NIS2 requires an initial incident notification within 24 hours followed by a detailed report within 72 hours and a final report within one month. DORA introduces centralised reporting requirements for ICT-related incidents affecting financial services. These differing timelines and reporting obligations increase complexity for organisations attempting to maintain compliance.
Despite this fragmentation, the core cybersecurity principles underlying these regulations are closely aligned. Organisations can therefore benefit from implementing unified security frameworks that address common requirements across multiple regulations simultaneously. This paper critically evaluates how GDPR, NIS2 and DORA reshape organisational cybersecurity strategies and proposes a unified, risk-based compliance model supported by automation, continuous monitoring and strong governance structures. By aligning regulatory obligations with internationally recognised standards such as ISO/IEC 27001 and the NIST Cybersecurity Framework, organisations can transform regulatory compliance into a driver of operational resilience and long-term security.
[bookmark: _Toc1176216643][bookmark: _Toc1385504841][bookmark: _Toc290712391]2. Overview of Key Regulations
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[bookmark: _Toc137506871][bookmark: _Toc2059382768][bookmark: _Toc1222577517]A. GDPR: Data Protection and Accountability
The General Data Protection Regulation “GDPR” forms the foundation of data protection law within the European Union and establishes strict requirements for organisations that process personal data [1]. Although GDPR is primarily focused on protecting individual privacy rights rather than cybersecurity directly, it strongly influences security practices because it requires organisations to implement appropriate technical and organisational measures to protect personal data. Organisations must also conduct risk assessments, maintain documentation of processing activities and demonstrate accountability for how personal data is handled.
Several core principles underpin GDPR compliance. These include data minimisation, which requires organisations to collect only the data necessary for specific purposes, and purpose limitation, which ensures that personal data is used only for clearly defined objectives. GDPR also emphasises the security of processing, requiring organisations to protect the confidentiality, integrity and availability of personal data. Accountability and documentation requirements ensure that organisations can demonstrate compliance during regulatory audits. In addition, GDPR strengthens the rights of data subjects, allowing individuals to access, correct or delete their personal data [2].
One of the most significant compliance requirements under GDPR is breach notification. Organisations must report personal data breaches to the relevant supervisory authority within 72 hours unless the breach is unlikely to result in risk to individuals. This requirement encourages organisations to implement strong detection and monitoring capabilities so that incidents can be identified and reported quickly.
[bookmark: _Toc1420633051][bookmark: _Toc863464185][bookmark: _Toc1028601407]B. NIS2: Cybersecurity for Critical and Important Entities
The Network and Information Security Directive 2 “NIS2” significantly expand cybersecurity obligations across a wide range of sectors. Unlike GDPR, which focuses on personal data protection, NIS2 targets the resilience of essential and important services such as energy, healthcare, digital infrastructure, transport and public administration. The directive aims to strengthen cybersecurity across the European Union by introducing stricter risk management requirements and improving incident reporting mechanisms.
Under NIS2, organisations must implement comprehensive risk management measures designed to protect network and information systems from cyber threats [3]. These measures include incident detection capabilities, business continuity planning, disaster recovery strategies and supply-chain security controls. The directive also emphasises leadership accountability by requiring senior management to oversee cybersecurity strategies and approve risk management frameworks [4].
NIS2 introduces strict reporting timelines that require organisations to notify regulators rapidly when incidents occur. Organisations must submit an initial notification within 24 hours, followed by a detailed report within 72 hours and a final incident report within one month. These requirements encourage organisations to develop strong monitoring systems capable of detecting incidents quickly and collecting the information required for regulatory reporting.
[bookmark: _Toc530040427][bookmark: _Toc738884563][bookmark: _Toc525385185]C. DORA: Digital Operational Resilience in Financial Services  
The Digital Operational Resilience Act “DORA” focuses specifically on the financial sector and aims to strengthen the ability of financial institutions to withstand and recover from ICT disruptions. Financial organisations rely heavily on digital systems and third-party technology providers, making them particularly vulnerable to cyber-attacks and operational failures. DORA addresses this challenge by establishing comprehensive requirements for ICT risk management, resilience testing and third-party risk oversight [5].
DORA requires financial institutions to implement structured ICT risk management frameworks that identify, assess and mitigate technology-related risks. Organisations must also conduct regular resilience testing, including advanced threat-led penetration testing, to ensure that their systems can withstand sophisticated cyber-attacks. In addition, DORA emphasises the importance of managing risks associated with third-party ICT providers, such as cloud service providers or software vendors [6].
Incident reporting is another critical component of DORA compliance. Financial institutions must report significant ICT incidents to regulators through centralised reporting mechanisms. The objective is to ensure rapid regulatory awareness of disruptions that could threaten financial stability or customer trust. By strengthening operational resilience across the financial sector, DORA aims to reduce systemic risks and maintain confidence in digital financial services.
[bookmark: _Toc1258935162][bookmark: _Toc347898358][bookmark: _Toc1976841983]3. Common Requirements Across GDPR, NIS2 and DORA
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Although GDPR, NIS2 and DORA address different sectors and objectives, they share several common cybersecurity principles. These shared requirements provide an opportunity for organisations to develop unified security strategies rather than separate compliance programmes. Key overlapping requirements include risk-based governance, incident detection and reporting, supply-chain security, continuous monitoring and leadership accountability.
Risk-based governance is a central principle across all three regulations. Organisations are expected to identify critical assets, assess potential risks and implement controls proportionate to those risks. Incident detection and reporting capabilities are also essential, as regulators require organisations to report security incidents within defined timelines. Supply-chain security has become increasingly important as cyber-attacks frequently originate through third-party suppliers or service providers [7].  Continuous monitoring ensures that security controls remain effective over time, while leadership accountability ensures that cybersecurity is treated as a strategic business risk rather than solely a technical issue.
By recognising these shared requirements, organisations can implement a single integrated control framework that addresses multiple regulatory obligations simultaneously.
[bookmark: _Toc1706648697][bookmark: _Toc941385800][bookmark: _Toc750513305]4. Anticipating Threats: Proactive Risk Management
Anticipating cyber threats requires organisations to move beyond reactive security practices and adopt proactive risk management strategies. Effective risk management begins with identifying critical assets, assessing vulnerabilities and evaluating potential impacts on business operations [8]. Both NIS2 and DORA require organisations to maintain formal risk management processes supported by documented policies and controls.
A mature risk management approach typically includes asset inventories that identify critical systems and data resources, as well as classification processes that determine the sensitivity of information assets. Threat modelling techniques can be used to identify potential attack scenarios, while vulnerability scanning tools help detect weaknesses in systems before they can be exploited [9]. Risk registers link identified threats to business processes and help organisations prioritise remediation efforts. Regular board-level reviews ensure that risk management strategies remain aligned with organisational objectives.
Supply-chain risk management is another critical aspect of anticipating cyber threats. Many modern cyber-attacks exploit vulnerabilities within third-party suppliers rather than directly targeting the primary organisation [10]. Both NIS2 and DORA therefore require organisations to monitor vendor security practices and include security requirements in contractual agreements. Effective supply-chain security strategies include vendor risk assessments, continuous monitoring of supplier security posture and incident notification clauses that require suppliers to report security breaches promptly.
Automation and threat intelligence can further enhance proactive risk management. Automated monitoring tools can collect security data continuously and identify emerging threats in real time. Threat intelligence feeds provide information about new vulnerabilities, attack techniques and malicious actors. By integrating these capabilities into risk management processes, organisations can detect potential threats earlier and respond before significant damage occurs.
[bookmark: _Toc1193392827][bookmark: _Toc505879322][bookmark: _Toc364760122]5. Protecting Systems and Data
Protecting organisational systems and data requires layered security controls supported by well-defined governance structures. International standards such as ISO/IEC 27001 and the NIST Cybersecurity Framework provide structured approaches for implementing these controls while supporting regulatory compliance [11]. These frameworks define security policies, roles and responsibilities that help organisations manage cybersecurity risks effectively.
Key technical security controls include encryption, access management, network segmentation and multi-factor authentication. Encryption protects sensitive data during storage and transmission, while strong access controls ensure that only authorised individuals can access critical systems. Network segmentation limits the spread of cyber-attacks by separating sensitive systems from less secure networks. Multi-factor authentication adds an additional layer of protection by requiring users to provide multiple forms of verification before accessing systems.
Security by design and default is another important principle promoted by modern regulations. This approach ensures that security considerations are integrated into system development processes from the earliest stages. Secure software development practices, privacy impact assessments and configuration hardening help reduce vulnerabilities before systems are deployed. Continuous testing and security reviews ensure that security controls remain effective throughout the system lifecycle.
Governance and leadership accountability play a critical role in ensuring that security strategies are implemented effectively. NIS2 introduces explicit board-level responsibility for cybersecurity, requiring senior management to approve risk strategies, allocate resources and review compliance evidence. By integrating cybersecurity into corporate governance structures, organisations ensure that security decisions align with broader business objectives.
[bookmark: _Toc2057885584][bookmark: _Toc493472263]6. Detecting Incidents Through Continuous Monitoring
Effective detection capabilities are essential for identifying cyber incidents before they escalate into major disruptions. Continuous monitoring systems provide real-time visibility into network activity and system behaviour. Many organisations use Security Information and Event Management “SIEM” platforms or Extended Detection and Response “XDR” tools to collect and analyse security data from multiple sources [12].
These monitoring platforms aggregate logs from servers, applications, network devices and security tools. Advanced analytics techniques, including behavioural analysis and anomaly detection, help identify suspicious activity that may indicate a cyber-attack. Intrusion detection systems monitor network traffic for known attack signatures, while automated alerting mechanisms notify security teams when potential threats are detected.
Incident classification and reporting processes are also essential for regulatory compliance. Organisations must define severity levels for different types of incidents and establish clear workflows for reporting them. Because regulations such as GDPR, NIS2 and DORA impose different reporting timelines, automated incident management platforms can help organisations coordinate responses and ensure timely reporting to regulators.
Regular testing and simulation exercises further improve detection and response capabilities. DORA requires financial institutions to conduct resilience testing, including threat-led penetration testing. These exercises simulate realistic cyber-attacks to evaluate how effectively organisations can detect and respond to threats.
[bookmark: _Toc1012251757][bookmark: _Toc255365869][bookmark: _Toc2112358692]7. Responding and Recovering from Cyber Incidents
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When cyber incidents occur, organisations must respond quickly to contain damage and restore normal operations. All three regulations require organisations to maintain documented incident response plans that define roles, responsibilities and communication procedures. Effective incident response processes include containment strategies to prevent the spread of attacks, eradication procedures to remove malicious software and evidence preservation practices to support forensic investigations.
Business continuity and disaster recovery planning are also critical components of operational resilience. Organisations must ensure that essential services remain available even during major disruptions. Strategies such as data backups, redundant systems and failover infrastructure enable organisations to restore operations quickly after incidents. Recovery time objectives define how quickly systems must be restored, while crisis management teams coordinate organisational responses during emergencies.
Post-incident reviews help organisations learn from security incidents and improve their security controls. By analysing root causes and identifying weaknesses in existing processes, organisations can implement corrective measures that reduce the likelihood of similar incidents in the future [13].
[bookmark: _Toc677405984][bookmark: _Toc581371743]8. Challenges of a Fragmented Compliance Landscape
Despite their benefits, overlapping regulations create significant challenges for organisations. One major challenge is regulatory complexity. Different reporting timelines, sector-specific requirements and governance expectations can increase administrative burden and create confusion about compliance responsibilities. Organisations may inadvertently duplicate controls when attempting to satisfy multiple regulatory frameworks.
Resource constraints present another challenge, particularly for small and medium-sized organisations that may lack the expertise or financial resources required for advanced cybersecurity capabilities. Supply-chain dependencies also introduce risks that organisations cannot fully control. Even when internal security controls are strong, vulnerabilities within third-party suppliers can lead to regulatory breaches.
Finally, modern regulations increasingly require organisations to provide real-time evidence of compliance rather than relying solely on static documentation. Continuous monitoring and automated reporting capabilities are therefore becoming essential for demonstrating regulatory compliance [14].
[bookmark: _Toc2010098001][bookmark: _Toc373796105]9. Building an Integrated Compliance and Resilience Model
To address regulatory complexity, organisations should adopt integrated compliance models based on unified control frameworks. Implementing an Information Security Management System aligned with ISO/IEC 27001 provides a structured approach for managing cybersecurity risks while supporting compliance with multiple regulations. Unified frameworks reduce duplication of controls, simplify audits and ensure consistent governance across the organisation.
A risk-based approach is essential for prioritising security investments. Rather than focusing solely on regulatory checklists, organisations should evaluate the potential business impact of cyber incidents and allocate resources accordingly. Critical systems and data assets should receive the highest level of protection.
Automation and continuous compliance technologies can significantly improve regulatory compliance. Automated tools can monitor systems continuously, collect compliance evidence and enforce security policies. These technologies enable organisations to detect security incidents more quickly and respond within regulatory reporting timelines.
Finally, developing a strong security culture is essential for maintaining effective cybersecurity practices. Human error remains one of the leading causes of security breaches. Regular training programmes can improve employee awareness of security risks, encourage responsible data handling practices and ensure that incidents are reported promptly [15].
[bookmark: _Toc880938387][bookmark: _Toc2046573201]10. Critical Evaluation
GDPR, NIS2 and DORA collectively strengthen cybersecurity governance across the European Union by establishing clear legal obligations for risk management, incident reporting and operational resilience. However, the existence of multiple regulations also introduces complexity that organisations must manage carefully. Organisations that treat compliance purely as a legal obligation may prioritise documentation over meaningful security improvements.
In contrast, organisations that adopt integrated security frameworks, automation and risk-based controls can transform regulatory compliance into a strategic advantage. Stronger enforcement mechanisms, including financial penalties and management liability, encourage organisations to invest in robust cybersecurity capabilities. Academic research indicates that multi-layered regulatory enforcement improves compliance outcomes compared with weaker regulatory frameworks.
Nevertheless, smaller organisations may struggle to meet these requirements due to limited resources and expertise. Greater regulatory harmonisation and the adoption of shared security frameworks could help reduce duplication and improve the overall effectiveness of cybersecurity regulation.[16]
[bookmark: _Toc1359250308][bookmark: _Toc530807818][bookmark: _Toc490739473]11. Conclusion
GDPR, NIS2 and DORA collectively represent a significant shift in how cybersecurity is managed within modern organisations. Cybersecurity is no longer viewed solely as a technical issue but as a strategic governance responsibility that requires leadership involvement and organisational commitment. Although the regulatory landscape may appear fragmented, the core principles underlying these regulations are closely aligned.
Organisations can build resilient security environments by implementing unified information security management frameworks, adopting risk-based governance strategies and integrating automation and continuous monitoring capabilities. Strong governance structures, security-by-design practices and regular resilience testing further strengthen organisational security posture.
When implemented effectively, regulatory compliance becomes more than a legal obligation. It becomes a catalyst for improving organisational resilience, strengthening stakeholder trust and ensuring the long-term stability of digital systems in an increasingly complex threat landscape. 
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Task 2: Zero-Trust Security Programme for Medi Trust Analytics Ltd. 
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Abstract 
This report presents a Zero-Trust security strategy for Medi Trust, addressing cybersecurity challenges in cloud-based healthcare and AI environments. It critically integrates governance, organisational structure, policies and technical controls aligned with NIST CSF 2.0, GDPR, NIS2, and DORA. The approach emphasises continuous verification, least-privilege access and proactive risk management across identity, cloud, software development and supply-chain domains. Key mechanisms include SIEM monitoring, secure CI/CD pipelines, SaaS security controls, and incident response planning. While Zero-Trust enhances resilience and regulatory compliance, the report highlights operational complexity and resource demands, concluding that integrated frameworks and automation are essential for achieving effective, scalable cybersecurity outcomes. 
1. Introduction  
Medi Trust Analytics Ltd is expanding into the European healthcare market and must comply with strict cybersecurity, operational resilience, and data protection regulations, particularly the General Data Protection Regulation “GDPR”, the Digital Operational Resilience Act “DORA” and the Network and Information Security Directive “NIS2”. The organisation develops AI-driven healthcare analytics platforms that process extremely sensitive medical information, including electronic patient records, diagnostic imaging, AI training datasets, and real-time IoT patient monitoring data. In addition, Medi Trust operates within a hybrid workforce environment where developers, researchers and analysts collaborate remotely and rely heavily on multi-cloud platforms and external research partners. While this architecture enables innovation and scalability, it also significantly expands the organisation’s attack surface. 
The processing of sensitive healthcare data introduces a range of cybersecurity risks. These include unauthorised access to patient records, manipulation or theft of AI training datasets, compromise of open-source software dependencies used in machine learning models, cloud infrastructure misconfigurations and ransomware attacks targeting intellectual property or clinical systems. Healthcare organisations are particularly attractive targets for cybercriminals because of the high value of medical data and the critical nature of healthcare services. A successful cyber-attack could therefore disrupt clinical decision systems, compromise patient privacy and undermine trust among healthcare providers and regulatory authorities. 
To mitigate these risks, Medi Trust requires a comprehensive cybersecurity strategy aligned with modern regulatory expectations and advanced security architectures. A Zero-Trust security programme provides an appropriate approach because it assumes that no user, device, application should be trusted by default. Instead, all access requests must be continuously verified, authorised, and monitored. This model is particularly suitable for cloud-based and hybrid environments where traditional perimeter-based security is insufficient. The Zero-Trust approach also aligns with regulatory expectations under GDPR, NIS2 and DORA, which emphasise strong identity management, risk-based security controls, and operational resilience. 
This report proposes a forward-looking security architecture for Medi Trust that integrates organisational governance, security policies, regulatory compliance frameworks, risk management processes, and modern protection technologies. The design emphasises Zero-Trust identity verification, secure cloud architecture, supply-chain security, and incident response capabilities. By adopting this integrated approach, Medi Trust can protect sensitive healthcare data, comply with European regulatory requirements, and maintain trust with hospitals, clinicians and research partners while continuing to innovate in AI-driven healthcare technologies. 
 
2. Zero-Trust Security Strategy  
The Zero-Trust security model is built on the fundamental assumption that cyber-attacks can originate from both external and internal sources. Traditional security architectures relied on perimeter defenses such as firewalls and virtual private networks, which assumed that users within the corporate network could be trusted. However, modern digital environments include remote workers, cloud services, and third-party integrations that make network boundaries difficult to define. Zero-Trust addresses this challenge by eliminating implicit trust and requiring continuous verification of all users, devices, and applications [1]. 
The model is based on three core principles. The first principle is explicit verification, which requires every access request to be authenticated and authorised using strong identity controls such as multi-factor authentication, device health verification, and contextual access policies. The second principle is the privilege of access, which ensures that users and services receive only the minimum level of access required to perform their tasks. Limiting privileges reduces the potential impact of compromised accounts and prevents attackers from moving laterally across systems. The third principle is the assumption of breach, which recognises that cyber-attacks may eventually bypass preventative controls. Continuous monitoring, segmentation, and behavioral analytics are therefore used to detect suspicious activity and contain attacks quickly. 
For Medi Trust, the Zero-Trust model must be implemented across several critical technology domains. Identity and access management systems will control authentication for employees, developers, and external partners. Cloud workloads and software-as-a-service platforms will require secure identity federation and access monitoring. AI development pipelines must include secure coding practices, dependency scanning and access restrictions to protect proprietary machine learning models. IoT medical data ingestion systems must authenticate devices and validate data integrity before they enter clinical analytics platforms. Third-party integrations with research partners or healthcare providers must also be carefully monitored to prevent unauthorized access or data leakage. 
By applying Zero-Trust principles across these domains, Medi Trust can protect sensitive patient information, safeguard AI intellectual property and maintain secure collaboration with external partners. The architecture also supports regulatory compliance by enforcing strong authentication, access controls, and monitoring mechanisms required under GDPR, NIS2, and DORA. 
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Information Security Unit Organisational Structure 
	Role 
	Key Responsibilities 
	Related Security Domain 

	Chief Information Security Officer (CISO) 
	Defines cybersecurity strategy, oversees governance, reports risks to leadership 
	Security Governance 

	Cloud Security Architect 
	Designs secure multi-cloud infrastructure, manages CSPM tools and identity controls 
	Cloud Security 

	Development Security Lead 
	Implements secure coding, software composition analysis and CI/CD security 
	Application Security 

	Security Operations Manager 
	Manages SIEM, EDR, threat detection and incident response operations 
	Security Operations 

	Governance, Risk and Compliance Manager 
	Maintains risk registers, manages compliance with GDPR, NIS2 and DORA 
	Compliance & Risk 

	Data Protection Officer (DPO) 
	Ensures lawful processing of patient data and GDPR compliance 
	Data Protection 

	Third-Party Risk Analyst 
	Evaluates suppliers, cloud providers and research partners for security risks 
	Supply-Chain Security 


 
 
 
3. Organizational Structure  
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The organisational structure enhanced by integrating Cloud Security Architecture and DevSecOps practices. Cloud Security ensures secure configuration and monitoring of cloud-based systems, while DevSecOps embeds security controls into the software development lifecycle. Together, these components strengthen operational resilience and support compliance with GDPR, NIS2 and DORA.” 
3.1 Proposed Structure  
Implementing an effective cybersecurity strategy requires clear governance structures and defined responsibilities. Medi Trust should establish a dedicated Information Security Unit responsible for managing cybersecurity operations, regulatory compliance and risk management. A structured organisational framework ensures accountability and enables the integration of security practices into cloud architecture, software development, and operational processes. 
At the leadership level, a Chief Information Security Officer (CISO) should oversee the organisation’s overall security strategy. The CISO is responsible for defining cybersecurity policies, ensuring compliance with regulatory requirements and reporting security risks to executive leadership and the board. The role also involves coordinating security investments and aligning cybersecurity objectives with business goals. 
A Cloud Security Architect should design and maintain secure multi-cloud infrastructure. This role includes implementing Cloud Security Posture Management tools, defining identity access controls and ensuring that SaaS platforms are configured securely. Because Medi Trust relies heavily on cloud platforms to process healthcare data and train AI models, secure cloud architecture is essential for protecting sensitive workloads. 
A Development Security Lead should integrate security practices into the AI development lifecycle. Responsibilities include secure coding standards, software composition analysis to detect vulnerable open-source dependencies and the implementation of secure continuous integration and continuous deployment pipelines. This role ensures that security is embedded within software development processes rather than applied only after systems are deployed. 
Operational security activities should be managed by a Security Operations Manager who oversees threat detection, monitoring and incident response. This function typically includes the management of Security Information and Event Management systems, Endpoint Detection and Response platforms and automated incident response tools. 
A Governance, Risk and Compliance Manager is responsible for aligning organisational policies with regulatory requirements such as GDPR, NIS2 and DORA. This role maintains risk registers, coordinates security audits, and ensures that compliance evidence is documented. 
In addition, a Data Protection Officer must oversee GDPR compliance and ensure that patient data is processed lawfully and securely. A Third-Party Risk Analyst should evaluate the cybersecurity posture of suppliers, research partners and cloud providers to ensure that external dependencies do not introduce additional vulnerabilities. 
This organisational structure ensures that cybersecurity responsibilities are clearly defined while embedding security expertise into cloud architecture, software development, and regulatory compliance processes [2]. 
4. Policies and Procedures  
Effective security governance requires clearly defined policies and procedures that guide employee behaviors and technical controls. For Medi Trust, several critical policies must be implemented to address risks associated with AI development, SaaS platforms, and hybrid working environments. 
 
Security Policies Implemented by Medi Trust 
	Policy 
	Purpose 
	Key Controls 

	AI Usage Policy 
	Protect AI models and training datasets 
	Data validation, RBAC access control, monitoring for model manipulation 

	Secure SaaS Configuration Policy 
	Prevent misconfiguration of cloud applications 
	SSO authentication, MFA, CASB monitoring, API logging 

	BYOD Policy 
	Secure employee-owned devices in hybrid work 
	Device registration, MDM enforcement, encryption, remote wipe 


 
 
4.1 AI Usage Policy  
An AI usage policy is necessary to protect machine learning systems and training data. AI models are vulnerable to attacks such as data poisoning, where malicious inputs manipulate training datasets, and model theft, where attackers attempt to replicate proprietary algorithms. The policy should therefore require that only approved and anonymised datasets are used for AI training, and that data integrity validation mechanisms verify dataset authenticity. Access to AI models should be restricted using role-based access control, while monitoring systems should analyses model outputs to detect abnormal behaviors that could indicate manipulation or exploitation. The policy must also prohibit the use of sensitive patient data in external AI tools that are not controlled by the organization. 
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4.2 Secure SaaS Configuration Policy  
Because Medi Trust relies on multiple SaaS platforms for collaboration and development, a secure SaaS configuration policy is also essential. Misconfigured cloud applications can expose sensitive information to unauthorised users. The policy should therefore require single sign-on authentication with phishing-resistant multi-factor authentication, enforce least-privilege access for SaaS applications and enable detailed logging of user activity and API access. Security tools such as Cloud Access Security Brokers and SaaS Security Posture Management platforms should monitor configurations and detect potential vulnerabilities. Regular security reviews should also be conducted to ensure compliance with internal security standards. 
[image: ] 
 
4.3 BYOD Policy for Hybrid Workforce  
Hybrid working environments introduce additional security risks through employee-owned devices and remote access. A Bring-Your-Own-Device policy should therefore establish clear security requirements for personal devices used to access organisational systems. Devices must be registered and verified through compliance checks, while mobile device management systems enforce encryption and remote wipe capabilities. Local storage of patient data should be prohibited to prevent data leakage. Secure network access should be provided through Zero-Trust Network Access technologies rather than traditional VPNs, and endpoint detection tools should monitor all devices for malicious activity. 
Together, these policies ensure that organisational behaviors and technical controls align with regulatory requirements and Zero-Trust security principles. 
 
5. Governance and Strategy “NIST CSF 2.0 Aligned”  
NIST Cybersecurity Framework 2.0 Alignment 
	NIST CSF Function 
	Medi Trust Implementation 

	Govern 
	Security leadership structure, policies, risk management strategy 

	Identify 
	Asset inventory of AI systems, cloud workloads and IoT data 

	Protect 
	Zero-Trust access, encryption, secure CI/CD pipelines 

	Detect 
	SIEM monitoring, behavioural analytics and cloud logging 

	Respond 
	Incident response plans aligned with NIS2 and DORA 

	Recover 
	Backup restoration, disaster recovery procedures and resilience testing 


 
Medi Trust’s cybersecurity strategy should align with the NIST Cybersecurity Framework 2.0, which provides a structured model for managing cybersecurity risk. The framework includes several core functions that guide governance, protection, and incident management activities [6]. 
5.1 Govern  
The governance function defines security roles, responsibilities, organisational policies. Cybersecurity objectives must be aligned with broader business goals such as protecting patient trust, maintaining service availability, and supporting expansion into European markets. Risk tolerance levels should also be defined to guide investment in security controls [6]. 
5.2 Identify  
The identification function involves maintaining accurate inventories of organisational assets, including AI models, cloud workloads, medical data sources, and IoT monitoring systems. Risk assessments and data classification processes help identify which assets require the highest level of protection [7]. 
5.3 Protect  
Protection mechanisms include Zero-Trust identity management, encryption of sensitive data during storage and transmission, and the implementation of secure CI/CD pipelines. Detection capabilities rely on centralised [8]. monitoring systems that analyze logs and identify abnormal behaviors. Incident response procedures must define how security teams investigate and contain attacks while meeting regulatory reporting timelines. Finally, recovery strategies ensure that critical services can be restored quickly following disruptions [9]. 
By aligning security governance with the NIST framework, Medi Trust can ensure that cybersecurity processes support regulatory compliance and long-term business growth. 
5.4 Detect  
The Detect function focuses on identifying cybersecurity incidents as early as possible so that they can be contained before causing significant damage. For Medi Trust, this will involve deploying a Security Information and Event Management (SIEM) system integrated with behavioural analytics. A SIEM platform collects and centralises security logs from multiple sources such as cloud platforms, servers, applications, network devices, and endpoint security tools. By analysing this data in real time, the SIEM system can identify suspicious patterns that may indicate a cyber-attack, such as unusual login attempts, abnormal file access, or unexpected system behavior. Behavioral analytics strengthens detection by learning normal user and system behavior over time and then alerting security teams when activity deviates from this baseline. 
In addition, Medi Trust must continuously monitor cloud logs and AI model access because sensitive healthcare data and machine learning models are stored and processed within cloud environments. Cloud monitoring tools can track actions such as user authentication attempts, configuration changes, data transfers, and API requests. Any unusual activity, such as access from unfamiliar locations, excessive data downloads or unauthorised modifications to AI training datasets, should trigger alerts for investigation. Monitoring access to AI models is particularly important because attackers may attempt to steal or manipulate proprietary algorithms. By combining SIEM monitoring, behavioural analytics and detailed cloud logging, Medi Trust can detect threats quickly and respond before they disrupt healthcare services or compromise patient data [10]. 
5.5 Respond  
The Respond function focuses on taking quick and organised action when a cybersecurity incident is detected. Medi Trust must create a clear incident response plan that defines how security teams identify, contain, and manage cyber incidents. The plan should include defined roles and responsibilities, communication procedures and steps for investigating and resolving security events. 
The response process must also align with NIS2 and DORA reporting requirements. Under NIS2, organisations must send an initial incident notification within 24 hours, followed by a detailed report within 72 hours and a final report within one month. DORA also requires organisations to report significant ICT-related incidents to regulators and maintain records of disruptions affecting services. 
To support these timelines, Medi Trust should use automated security tools such as SIEM and incident management systems to quickly classify incidents, trigger alerts, guide response actions. This ensures that attacks are contained rapidly, affected systems are secured and regulators are informed within the required time limits. 
 
5.6 Recover  
 By aligning security governance with the NIST framework, Medi Trust can ensure that cybersecurity processes support regulatory compliance and long-term business growth [12]. 
6. Compliance with DORA and NIS2  
Compliance with European regulatory frameworks requires structured operational resilience and incident reporting processes. DORA focuses on ensuring that financial and digital service providers can withstand ICT disruptions, while NIS2 emphasises cybersecurity resilience across critical sectors. Although Medi Trust operates within healthcare, its cloud-based analytics services and AI platforms must still demonstrate strong operational resilience. [13] 
6.1 DORA Operational Resilience  
To meet DORA requirements, Medi Trust must implement comprehensive ICT risk management frameworks, monitor third-party cloud providers, and conduct resilience testing such as threat-led penetration tests. Business continuity plans must ensure that healthcare analytics platforms remain available during cyber incidents or infrastructure failures. Centralised incident reporting mechanisms must also be established to provide regulators with timely information about disruptions [14] 
 
  
6.2 NIS2 Incident Reporting  
NIS2 introduces strict reporting timelines that organisations must follow when reporting cybersecurity incidents. An initial notification must be submitted within 24 hours, followed by a detailed report within 72 hours and a final report within one month. To meet these requirements efficiently, Medi Trust should implement automated incident classification capabilities within its security monitoring systems so that regulatory reporting workflows are triggered automatically when incidents are detected [15]. 
7. Risk Management  
Risk management processes must address vulnerabilities across the software supply chain and cloud infrastructure. AI systems depend heavily on open-source libraries and external datasets, which may introduce security risks if not properly monitored. Threat actors may attempt to poison training datasets, introduce malicious code through compromised libraries, and manipulate CI/CD pipelines to distribute infected software [16]. 
7.1 Software Supply Chain Risks  
Mitigation strategies include software composition analysis tools that detect vulnerable dependencies, code signing mechanisms that verify software integrity, secure build environments that prevent unauthorised modifications to source code. Continuous vulnerability scanning should also monitor software dependencies and alert developers to newly discovered vulnerabilities [17]. 
  
7.2 Cloud Misconfiguration Risks  
Cloud misconfiguration is another common risk in multi-cloud environments. Incorrect access permissions or exposed storage buckets can unintentionally reveal sensitive information. Cloud Security Posture Management tools should therefore monitor cloud infrastructure continuously and detect configuration errors. Identity and access management policies must enforce least privilege permissions for cloud resources to minimise exposure [18]. 
 
8. Protection Mechanisms  
Cybersecurity Protection Technologies 
	Security Technology 
	Function 

	Multi-Factor Authentication 
	Prevents credential theft attacks 

	Zero-Trust Network Access 
	Secures remote access without relying on VPN 

	SIEM 
	Collects and analyses logs to detect threats 

	EDR 
	Monitors endpoints for malicious activity 

	SOAR 
	Automates incident response actions 

	CASB 
	Monitors and secures SaaS platform usage 

	DLP 
	Prevents unauthorised sharing of sensitive healthcare data 


 
 
To strengthen its cybersecurity posture, Medi Trust should implement a range of modern protection technologies that support Zero-Trust architecture. Phishing-resistant multi-factor authentication using hardware security keys can prevent credential-based attacks. Zero-Trust Network Access systems replace traditional VPN connections and verify device security posture before granting access to internal applications. 
Cloud Security Posture Management tools provide continuous monitoring of cloud configurations, while Security Information and Event Management platforms collect and analyse logs from multiple systems to detect suspicious behaviour. Automated response technologies such as Security Orchestration, Automation and Response platforms can isolate compromised systems and trigger remediation processes automatically. 
Endpoint Detection and Response solutions should monitor all employee devices for malicious activity. Data Loss Prevention tools protect sensitive healthcare information from unauthorised sharing, while Cloud Access Security Brokers provide visibility into SaaS usage. Secrets management platforms should securely store API keys and credentials used by applications and cloud services. 
These technologies collectively reduce the organisation’s attack surface while enabling rapid detection and response to cyber threats [19]. 
 
 9. Contingency Planning: Ransomware Scenario  
9.1 Attack Scenario  
Despite strong preventative controls, organisations must prepare for potential cyber incidents such as ransomware attacks. A plausible scenario for Medi Trust involves attackers compromising developer credentials and deploying ransomware that encrypts AI training datasets and source code repositories. Such an attack could disrupt machine learning development processes and delay healthcare analytics services [20]. 
Encrypting AI training datasets ensures that sensitive data is converted into an unreadable format that can only be accessed by authorised users with the correct decryption keys. This protects patient information from unauthorised access, reduces the risk of data breaches, and supports compliance with regulations such as GDPR, NIS2 and DORA.  
9.2 Response Plan  
Detection mechanisms such as endpoint detection systems would identify abnormal encryption behaviour and automatically isolate affected systems from the network. Incident response teams would disable compromised accounts; segment affected cloud workloads and block malicious network traffic to contain the attack. 
Once containment is achieved, malware removal and vulnerability patching processes would eliminate the attacker’s access. Recovery procedures would restore encrypted data from immutable backups and rebuild compromised CI/CD pipelines. AI model integrity checks would verify that training datasets and algorithms have not been manipulated [21]. 
Communication procedures would ensure that regulators and partners are informed of the incident in accordance with NIS2 and DORA reporting requirements. Regular testing of backup and recovery procedures ensures that the organisation can restore operations quickly following disruptions. 
 
 
10. Strategic Benefits of the Zero-Trust Programmer  
Implementing a comprehensive Zero-Trust security program provides several strategic benefits for Medi Trust. The architecture protects sensitive patient data and proprietary AI models while ensuring compliance with GDPR, NIS2, and DORA regulatory requirements. Secure development practices strengthen the integrity of the AI development lifecycle, reducing the risk of compromised software components. 
Enhanced supply-chain security reduces exposure to third-party vulnerabilities, while automated monitoring and incident response capabilities improve operational resilience. These improvements increase trust among healthcare providers, research institutions, and regulatory authorities that rely on Medi Trust’s platforms. 
Most importantly, cybersecurity becomes an enabler of innovation rather than an obstacle. A secure digital infrastructure allows Medi Trust to expand confidently into European markets while maintaining the integrity and reliability of its AI-driven healthcare solutions [22]. 
 
 
11. Conclusion  
Implementing a comprehensive Zero-Trust security programmed provides several strategic benefits for Medi Trust. The architecture protects sensitive patient data and proprietary AI models while ensuring compliance with GDPR, NIS2, and DORA regulatory requirements. Secure development practices strengthen the integrity of the AI development lifecycle, reducing the risk of compromised software components. 
Enhanced supply-chain security reduces exposure to third-party vulnerabilities, while automated monitoring and incident response capabilities improve operational resilience. These improvements increase trust among healthcare providers, research institutions, and regulatory authorities that rely on Medi Trust’s platforms. 
Most importantly, cybersecurity becomes an enabler of innovation rather than an obstacle. A secure digital infrastructure allows Medi Trust to expand confidently into European markets while maintaining the integrity and reliability of its AI-driven healthcare solutions. 
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