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[bookmark: _Toc229492994]Executive Summary

Vigilant Trust and Asset Management (VTAM) is a medium-sized UK financial services firm that has recently experienced two serious cyber incidents: a targeted phishing campaign that bypassed its email security gateway, and an attempted ransomware intrusion halted before full encryption. The board has asked for a modernised security framework built around Zero Trust. This report reviews the current threat picture for financial services, proposes policies and technical controls aligned with NIST CSF 2.0 and ISO/IEC 27001:2022, and outlines a 24/7 monitoring model supported by SIEM and SOAR. A continuous awareness programme covering monthly phishing tests, role-specific training and a Security Champions initiative is also proposed. Recommendations are mapped to the six CSF Core Functions and grounded in recent cases including the MOVEit Transfer compromise.
[bookmark: _Toc229492995]1. Introduction
Financial services remain one of the most targeted industries for cybercrime. FinCEN recorded 432 ransomware incidents against US financial firms between 2022 and 2024, with reported payments of approximately $365.6 million [1]. In the UK, the NCSC continues to rate ransomware as the most disruptive cyber threat facing British businesses, and the FCA now expects all regulated firms to demonstrate strong operational resilience under PS21/3 [2]. VTAM has not been an exception: within the last quarter, a phishing email bypassed the firm's Microsoft 365 filters and harvested staff credentials, and a ransomware payload was detected on a finance workstation and contained only marginally before encryption completed.
This report responds to the board's mandate for a modern framework. It uses the Zero Trust model defined in NIST SP 800-207 as the overarching design philosophy [3], and adopts NIST CSF 2.0 together with ISO/IEC 27001:2022 as the structural reference for policies and controls [4][5]. Patch priorities are drawn from the CISA Known Exploited Vulnerabilities (KEV) catalogue, and recommendations are grounded in recent real-world cases, most notably the MOVEit Transfer breach.

[bookmark: _Toc229492996]2. Identification of Modern Threats 
Four threats stand out as current and directly relevant to VTAM.


[bookmark: _Toc229492997]2.1 Ransomware-as-a-Service
Ransomware as a Service (RaaS) has lowered the technical barrier for ransomware operators. Groups such as LockBit, ALPHV/BlackCat and Play run affiliate schemes in which less experienced attackers rent tooling and split proceeds with the developers [6]. Sophos reported that 65% of financial services firms were hit by ransomware during 2024 [7], and IBM's 2024 Cost of a Data Breach report placed the average financial-sector breach at $6.08 million, roughly a third above the all-industry average [8]. For VTAM, a successful attack would bring recovery costs, FCA regulatory exposure and measurable reputational harm.
[bookmark: _Toc229492998]2.2 AI-Powered Social Engineering
Generative AI has made phishing and vishing harder to spot. Attackers produce grammatically clean, context-aware emails and, increasingly, deepfake audio that impersonates executives or IT staff [9]. The markers older filters relied on — poor grammar, mismatched signatures — have largely disappeared. Both CISA and the NCSC have confirmed AI-generated content is driving a sharp rise in business email compromise (BEC) [2][9]. The campaign VTAM suffered earlier this year shows the same traits.
[bookmark: _Toc229492999]2.3 Software Supply Chain Compromises
The MOVEit Transfer vulnerability (CVE-2023-34362) disclosed in May 2023 is the clearest recent example [10]. A SQL-injection flaw in Progress Software's file-transfer product allowed the Cl0p ransomware group to access data held by more than 2,600 organisations worldwide through a single upstream weakness. VTAM depends on multiple SaaS providers for portfolio management, CRM and document exchange, and any of these is a potential route in if the vendor is compromised.
[bookmark: _Toc229493000]2.4 Cloud Misconfiguration and Hybrid Work
Cloud misconfiguration consistently appears in the Cloud Security Alliance's top three causes of cloud-related breaches [11]. VTAM now runs Microsoft 365 alongside several cloud-based trading and reporting tools, so data that once sat on internal file servers is held by external providers and accessed from home networks and, in some cases, personal devices. Weak second-factor authentication such as SMS codes, which remain vulnerable to SIM-swapping, materially widens the attack surface.
Table 1 — Threat-to-Impact Mapping for VTAM
	Threat
	Typical Vector
	Business Impact
	NIST CSF Function

	RaaS (LockBit, ALPHV)
	Exploited CVEs, phishing-delivered loaders
	Operational downtime, regulatory penalty, data theft
	Protect, Detect, Recover

	AI Vishing / BEC
	Deepfake audio, AI-crafted spear-phishing
	Fraudulent wire transfers, credential theft
	Protect, Detect

	Supply Chain (MOVEit-style)
	Third-party software exploit
	Mass data breach, vendor liability, compliance failure
	Govern, Identify

	Cloud Misconfiguration
	Weak IAM, exposed storage, shadow IT
	Client data exposure, ICO / FCA fines
	Identify, Protect


Table 1: Principal threats facing VTAM and their mapping to NIST CSF 2.0 Core Functions.
[bookmark: _Toc229493001]3. Security Policies Aligned with Zero Trust
Zero Trust rests on a single premise: no user, device or connection is trusted by default, whether or not it sits inside the corporate network [3]. Every request is verified against identity, device posture and context. For VTAM, this replaces the older "castle-and-moat" model with a granular, evidence-based one. NIST CSF 2.0 provides the governance structure through its six Core Functions (Govern, Identify, Protect, Detect, Respond, Recover) [4]. The new Govern function is particularly relevant because it links cyber risk directly to enterprise risk management, which is what the FCA expects under its operational resilience rules.
Five policies are proposed:
1. Least Privilege Access. Accounts are granted only the permissions required for their role, reviewed quarterly and revoked automatically on leaver or role-change events. Supports ISO/IEC 27001:2022 Annex A.5.15 [5].
1. Network Micro-Segmentation. The internal network is split into functional zones so a compromise in one area cannot easily spread. Addresses the lateral-movement phase of ransomware (CSF PR.IR).
1. Continuous Verification. Sessions are re-evaluated against device health, location and behavioural signals. Adaptive MFA is required for access to client data and financial systems.
1. Third-Party Risk Management. Vendors with access to VTAM data must pass a security review before onboarding and annually thereafter (CSF GV.SC).
1. Data Classification and Encryption. Data is classified into Public, Internal, Confidential and Restricted tiers. Confidential and Restricted data is encrypted with AES-256 at rest and TLS 1.3 in transit [5].
Figure 1 — Proposed Zero Trust Architecture for VTAM
	Layer 1 — Users & Devices
	Layer 2 — Policy Decision & Enforcement
	Layer 3 — Resources

	Verified identity (Entra ID) Compliant device (Intune) FIDO2 / authenticator MFA Contextual signals: location, risk score
	Policy Engine (conditional access) Policy Administrator Policy Enforcement Point Continuous re-evaluation against session signals
	Client portfolio systems Microsoft 365 / SharePoint Finance & trading applications Segmented cloud workloads


Figure 1: Zero Trust logical architecture adapted from NIST SP 800-207. The Policy Decision Point evaluates each request against identity, device posture and context before the Enforcement Point grants or denies access.
[bookmark: _Toc229493002]4. Technical Mitigation Measures
Each control set out below addresses at least one threat from Section 2 and is mapped to CSF 2.0 categories.
[bookmark: _Toc229493003]4.1 Phishing-Resistant Multi-Factor Authentication
MFA remains the most effective single control against credential theft, but not all MFA is equal. SMS and push factors are now routinely bypassed through SIM-swap and MFA-fatigue attacks. FIDO2 hardware keys (e.g. YubiKey 5) are recommended for privileged accounts — domain administrators, payment approvers, executives — with Microsoft Authenticator number-matching as a secondary option for general staff [12]. FIDO2 removes the shared-secret problem because the private key never leaves the hardware token. Mapping: PR.AA.
[bookmark: _Toc229493004]4.2 SIEM and SOAR
A Security Information and Event Management (SIEM) platform centralises logs from endpoints, identity, firewalls and cloud services, then uses correlation rules and anomaly detection to surface threats no single tool would see alone [13]. Microsoft Sentinel is proposed given VTAM's existing Microsoft estate, though Splunk or Elastic are viable. A Security Orchestration, Automation and Response (SOAR) layer automates common responses — disabling an account, isolating an endpoint, blocking a malicious IP — reducing mean time to respond from hours to minutes. Mapping: DE.CM, DE.AE, RS.MA.
[bookmark: _Toc229493005]4.3 Cloud Security Posture Management
A Cloud Security Posture Management (CSPM) tool such as Microsoft Defender for Cloud or Wiz continuously scans the cloud estate for misconfigurations, weak IAM policies and drift against compliance baselines [14], directly addressing Section 2.4. Mapping: ID.AM, PR.DS.
[bookmark: _Toc229493006]4.4 Immutable Backups and KEV-Driven Patching
Backups should follow the 3-2-1-1-0 rule: three copies, on two media types, with one offsite, one immutable, and zero errors verified through monthly restore tests. Immutable storage prevents attackers encrypting or deleting the backups themselves — a tactic observed repeatedly in LockBit intrusions. Patching is prioritised via the CISA KEV catalogue [15], which currently lists over 1,200 actively-exploited CVEs; VTAM should apply a patch or compensating control within the CISA deadline (typically 14 days) for any KEV CVE affecting its estate. Mapping: PR.PS, RC.RP.
[bookmark: _Toc229493007]4.5 Endpoint Detection and Response
Endpoint Detection and Response (EDR), such as Microsoft Defender for Endpoint or CrowdStrike Falcon, is proposed across all endpoints. Unlike signature-based antivirus, EDR uses behavioural indicators and, in some cases, can roll back ransomware encryption at the file-system level. Mapping: DE.CM, RS.MI.
[bookmark: _Toc229493008]5. Proactive Monitoring and Incident Response
VTAM does not have the in-house staffing to operate a 24/7 Security Operations Centre (SOC). A managed SOC arrangement — Managed Detection and Response (MDR) or a retained specialist — is the realistic option, using the SIEM and SOAR described in Section 4.2 as its primary toolset. The incident response procedure follows NIST SP 800-61 Revision 2 [16] and aligns with the CSF Respond and Recover functions. Figure 2 below shows the six-phase flow applied to a ransomware-specific incident.
Figure 2 — Ransomware Incident Response Flow
	1. Detect
	2. Analyse
	3. Contain
	4. Eradicate
	5. Recover
	6. Review

	SIEM alert on anomalous encryption activity or known ransomware IOC
	SOC analyst confirms scope, affected hosts; escalates to IR lead
	Isolate endpoints; block C2 domains at firewall; disable compromised accounts
	Remove malware; reset credentials; patch root-cause CVE from CISA KEV
	Restore from immutable backups; verify data integrity; resume operations
	Root-cause analysis; update SOAR playbook; board briefing

	DE.AE
	DE.AE
	RS.MA
	RS.MI
	RC.RP
	GV.RM


Figure 2: Six-phase ransomware response mapped to NIST CSF 2.0 categories.
VTAM's policy should be that ransoms are not paid. Sophos found 69% of organisations which paid a ransom were attacked again within a year [7], and payment carries regulatory risk under UK sanctions law given links between several ransomware operators and sanctioned Russian entities. Immutable backups with tested restore procedures make payment unnecessary in most scenarios. SOAR playbooks should be pre-built for the three most likely scenarios — ransomware, BEC and compromised credentials — each defining automated actions, human decision points and the communication path, including the materiality threshold for board notification. Tabletop exercises should run every six months with IT, Legal, Compliance and a board representative, following NIST SP 800-84.
[bookmark: _Toc229493009]6. Continuous Training and Awareness
Most successful attacks against financial firms still begin with a person clicking something they should not have. Verizon's 2024 DBIR found 68% of breaches involved a non-malicious human element, mostly social engineering or error [17]. Annual compliance videos will not change this.
[bookmark: _Toc229493010]6.1 Simulated Attack Programme
Monthly phishing simulations are proposed via a platform such as KnowBe4 or Proofpoint. Templates should rotate through current dominant patterns: invoice fraud, MFA-fatigue prompts, fake HR communications and deepfake-voice follow-ups. Staff who click a simulated phish receive a short micro-training module rather than being named publicly, because blame-based cultures reduce reporting of genuine incidents [9]. Quarterly vishing simulations are recommended for finance and executive staff, where deepfake impersonation risk is highest.
[bookmark: _Toc229493011]6.2 Role-Based Training
Different roles face different risks:
1. Finance teams: invoice fraud, wire-transfer verification, BEC indicators
1. IT administrators: privilege management, secure configuration, recent adversary TTPs
1. Executives: deepfake awareness, threat briefings, FCA operational resilience duties
1. All staff: password hygiene, data handling, reporting procedures
This aligns with CSF category PR.AT and ISO/IEC 27001 Annex A control A.6.3.
[bookmark: _Toc229493012]6.3 Security Champions and Culture
One volunteer from each department is appointed as a Security Champion. Champions meet monthly with the security team and translate guidance into plain language for their area. An internal leaderboard ranks departments on phishing-test performance and incident-reporting rates, with quarterly recognition for the top team. Aldawood and Skinner [18] show that peer-led and gamified training produces better retention than traditional compliance formats.
Table 2 — Annual Awareness Schedule
	Activity
	Frequency
	Audience
	Delivery

	Phishing simulation
	Monthly
	All staff
	Automated (KnowBe4)

	Vishing simulation
	Quarterly
	Finance, executives
	Live call simulation

	Role-specific workshop
	Bi-annual
	IT, Finance, HR
	Workshop (live / Teams)

	Executive threat briefing
	Quarterly
	Board, senior management
	Briefing with Q&A

	Security Champions meeting
	Monthly
	Department reps
	Roundtable

	New-starter induction
	On hire
	All new staff
	Online module + quiz


Table 2: Proposed annual awareness programme.
[bookmark: _Toc229493013]7. Conclusion
The incidents VTAM has experienced this year are consistent with the wider trend across financial services, and that trend is not reversing. Attackers are well resourced, increasingly AI-assisted, and organised into service-based criminal ecosystems. The Zero Trust framework proposed here, combined with NIST CSF 2.0 and ISO/IEC 27001:2022 as baselines, is a realistic industry-standard response.
No single control is sufficient on its own. The highest-priority first step is phishing-resistant MFA across all systems, since credential abuse remains the most common initial vector in financial services [17]. Combined with immutable backups and a managed SOC, this establishes a defensible baseline from which the broader programme can be built out over 12 to 18 months.
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