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1. Introduction 

This report documents the configuration of a virtualised enterprise network for NOSS 2026 Inc. The network consists of a 

Windows server (Swansea) and Debian server (London), connected via a WAN link, using the domain jacob.acca. Both 

servers are connected to a single client, using Windows 10 and Debian GUI respectively. 

 

2. Routing 

Routing and Remote Access Service (RRAS) was installed within the Swansea Windows Server 2022 S-DC. Static IP 

addresses were configured on two network adapters, the Swansea LAN adapter was assigned 192.168.1.1/24 as shown 

in Figure 1. The WAN link adapter was assigned 20.0.0.1/30 in order to connect the London network as illustrated in 

Figure 2. 

[Figure 1: S-DC LAN IPv4 Configuration] 
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[Figure 2: S-DC WAN Link IPv4 Configuration] 

 

3. Domain Configuration 

[Figure 3: S-DC Active Directory Domain Services Installation] 
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[Figure 4: S-DC PowerShell Domain Configuration] 

[Figure 5: S-DC Confirmed Login As Domain Administrator] 
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As illustrated within Figure 3, a new Active Directory forest and domain jacob.acca was created within the S-DC, acting 
as the primary domain controller for the Swansea network [1]. Figure 4 showcases the domain’s configuration within 
PowerShell via the Get-ADDomain command, while Figure 5 confirms within the terminal that the user is logged in as the 
domain administrator [2]. 

 

4. DNS 

[Figure 6: S-DC A Records Configuration] 
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[Figure 7: S-DC DNS Zones] 

[Figure 8: S-DC DNS Lookup Results] 
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[Figure 9: S-DC Swansea PTR Records] 

[Figure 10: S-DC London PTR Records] 
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[Figure 11. S-DC Reverse Lookup Zones] 

Figures 6 - 11 illustrate the Domain Name System (DNS) configuration within S-DC Server Manager, with both forward 
and reverse lookup zones for the jacob.acca domain. Records were created for all clients and servers across both 
networks, while Pointer Records (PTR) were configured for reverse lookups in both the Swansea and London subnets [3]. 
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5. Domain Membership 

[Figure 12: ClientS1 Joins Domain] 

[Figure 13: L-CD Joins Domain and Domain List] 
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[Figure 14: S-DC jacob.acca Domain Members] 

ClientS1 (Windows 10), L-CD (Debian CLI) and Client L1 (Debian GUI) were all successfully joined to the jacob.acca 
domain. As shown in Figure 14. Client S1 was joined via System Properties, while both Debian machines utilised the 
realmd and sssd dependencies as illustrated in Figures 12 and 13. 
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6. DHCP 

[Figure 15: ClientS1 DHCP Enabled] 

[Figure 16: ClientL1 DHCP Enabled] 
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[Figure 17: S-DC DHCP Address Leases Windows] 

[Figure 18: S-DC DHCP Address Leases Debian] 

 



- 14 - 
 

[Figure 19: L-CD DHCP Relay Install] 

As illustrated within Figures 15 - 19, S-DC was configured as the DHCP server for both the London and Swansea 
Networks, with addresses ranging from 192.168.2.10-20 and 192.168.1.10-20 respectively. L-CD was configured as the 
DHCP relay server to forward requests from the London network to the Windows Server 2022 [4]. 

 

7. Users 

As shown within Figure 20, 307 domain user accounts were created using a PowerShell Script and the provided CSV file. 
The script can be found within Appendix 1. Each account was formatted with the first letter of the first name followed by 
a full stop and the last name, for example, j.moseley@jacob.acca. 

[Figure 20: S-DC User Creation PowerShell Script Output] 
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8. IIS Web Server 

[Figure 21: S-DC IIS Authentication Configuration] 

[Figure 22: S-DC webs.jacob.acca Welcome Message] 
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[Figure 23: S-DC IIS Manager Sites] 

Internet Information Services (IIS) was installed on S-DC and a website named webs.jacob.acca was created within the 
C:\inetpub\webs directory. As shown within Figure 21, Anonymous Authentication was disabled and Windows 
Authentication was enabled in order to ensure only domain users are able to access the site [5]. 
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10. Appendix 

Appendix 1: 

# ACCA5023 -  Bulk Create AD Users from CSV  

# Run on S - DC as Administrator  

 

$csvPath = "C: \ Users \ Administrator \ Desktop \ users_list_updated.csv"  

$domain = "jacob.acca"  

$password = ConvertTo - SecureString "NotebooK@123" - AsPlainText - Force  

 

$users = Import - Csv $csvPath | Where - Object { $_.domain - eq "YOURNAME.ACCA" }  

 

foreach ($user in $users) {  

    $firstName = $user.first_name.Trim()  

    $lastName = $user.last_name.Trim()  

    $samAccount = ($firstName.Substring(0,1) + "." + $lastName).ToLower()  

    $email = "$samAccount@$domain"  

    $displayName = "$firstName $lastName"  

    $departme nt = $user.department.Trim()  

    $city = $user.city.Trim()  

    $company = $user.company.Trim()  

    $title = $user.job.Trim()  

 

    if (Get - ADUser - Filter { SamAccountName - eq $samAccount } - ErrorAction SilentlyContinue) {  

        Write - Output "SKIP: $samAccount already exists"  

        continue  

    }  

 

    try {  



- 19 - 
 

        New- ADUser `  

            - GivenName $firstName `  

            - Surname $lastName `  

            - Name $displayName `  

            - SamAccountName $samAccount `  

            - UserPrincipalName "$samAccount@$domain" `  

            - EmailAddress $email `  

            - Department $department `  

            - City $city `  

            - Company $company `  

            - Title $title `  

            - AccountPassword $password `  

            - Enabled $true `  

            - PasswordNeverExpires $true  

 

        Write - Output "CREATED: $samAccount ($displayName)"  

    }  

    catch {  

        Write - Output "ERROR: $samAccount -  $_"  

    }  

}  

 

Write - Output  ""  

Write - Output "Done! Verifying user count..."  

$count = (Get - ADUser - Filter * | Where - Object { $_.SamAccountName - notin @("Administrator", 
"krbtgt", "Guest") } | Measure - Object).Count  

Write - Output "Total domain users: $count"  


