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Software known as a hypervisor enables numerous virtual machines (VMs) to operate on a single physical computer. It does this by separating the hardware from the operating system (OS). This helps with better resource usage, flexibility, and cost saving. Hypervisors are very important in IT, especially in cloud computing and data centers.[1]

Types of Hypervisors
Two primary categories of hypervisors exist:
1. Type 1 Hypervisor (also known as bare-metal)
· This type runs directly on the hardware. It does not need an operating system to work. [2]
· Because it runs directly on hardware, it is faster and more secure. [3]
· It is used mostly in big companies, data centers, and cloud services. [4]
· Citrix XenServer, VMware ESXi, Microsoft Hyper-V, and KVM are a few examples.
2. Hosted Hypervisor, or Type 2 Hypervisor
· This type runs on top of an existing OS (like Windows or Linux). [3]
· It is easier to install and use, but it is slower than Type 1.
· Good for testing, development, and small businesses.
· Examples: VMware Workstation, Oracle VirtualBox, Parallels Desktop.

Comparison of Type 1 and Type 2 Hypervisors
[image: Comparison of Type 1 and Type 2 Hypervisors
]


Features of Hypervisors
Resource Allocation 
· The hypervisor has the ability to assign storage, CPU, and RAM to several virtual machines.
Live Migration
· Certain hypervisors enable the seamless transfer of virtual machines (VMs) across physical servers. [5]
Snapshots and Cloning
· A virtual machine (VM) can be taken as a snapshot and then restored at a later time.
Security Isolation
· Since virtual machines are isolated from one another, they remain safe even if one is compromised. [4]

Different Hypervisors in the Market
1. Very powerful, VMware ESXi (Type 1) is utilized in cloud computing and large enterprises. [6]
2. Microsoft Hyper-V (Type 1): Compatible with Windows Server, it works well in Windows systems.
3. Linux users will benefit from KVM (Kernel-based Virtual Machine) (Type 1), which is open-source.
4. Enterprise cloud services make use of Citrix XenServer (Type 1). [6]
5. Type 2 Oracle VirtualBox: Free, useful for learning and testing.
6. The VMware Workstation (Type 2) is a fantastic choice for developers who wish to run multiple operating systems on a single workstation.

When it comes to virtualization, hypervisors are crucial. Due to its speed and security, Type 1 is ideal for large enterprises. Type 2 is more user-friendly and suitable for personal or testing purposes. Which hypervisor is best for you will rely on your needs, including cost, scalability, security, and performance.[5]
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How Data Travels on the Internet & Role of IP Addresses
Data is divided into packets before being sent over the Internet by a computer. There are two IP addresses in every packet: the source, or sender, and the destination, or receiver. Before arriving at the destination device, these packets pass via several networks. [7]

IP addresses function similarly to home addresses for Internet-connected devices. They assist guarantee that data gets to the right device by identifying where it should go. Computers would not know how to send or receive data without IP addresses. [8]

IP addresses come in two primary varieties:
· IPv4 (e.g., 192.168.1.1) – Most common, but has limited addresses. [9]
· IPv6 (e.g., 2001:db8::ff00:42:8329) – Newer, more available addresses.

How Internet Data Flow Is Assisted by Routers and Switches
Routers decide how best to transfer data between multiple networks. When a packet moves between networks, routers read its target IP before forwarding it to the next router until it reaches the correct device. [10]
Switches are used in local networks, like those found in workplaces. They use MAC addresses to send data to the right device within the same network.

Together, routers and switches help organize and direct Internet traffic, making communication between devices smooth and fast.

Exploring IP Addressing in Networks
IPv4 and IPv6 Structure, Format, and Representation
An illustration of a 32-bit IPv4 address in dotted decimal format is 192.168.1.1. It has four octets, each of which has eight bits, and can hold about 4.3 billion different addresses. Due of address exhaustion, IPv6 was introduced. [11]

IPv6 is a hexadecimal formatted 128-bit address, such as 2001:db8::ff00:42:8329. It enables improved security and auto-configuration and offers a significantly greater number of addresses.


Subnetting & Efficient IP Utilization
Subnetting divides a large network into smaller subnetworks (subnets), reducing congestion and improving security. It is done by adjusting the Subnet Mask, which defines the network and host portions. [12]
Example:
· Class C network: 192.168.1.0/24 → 256 addresses
· Subnetting: 192.168.1.0/26 → 64 addresses (4 subnets: 0, 64, 128, 192)
This helps in efficient use of IP addresses and prevents waste.
Practical Applications
· IPv4 for local networks (e.g., office networks using 192.168.x.x private addresses).
· IPv6 for future-proofing (e.g., ISPs using public IPv6 for scalability). [12]

Diagram Example of Subnetting
This is a graphic representation of subnetting that illustrates the division of a Class C network (192.168.1.0/24) into smaller subnets:
[image: 图示
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The division of a Class C network (192.168.1.0/24) into four /26 subnets is depicted in this diagram. This illustration shows how subnetting aids effective IP distribution, preventing addresses from being squandered while preserving network structure.
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The optimum way for data to move across networks is decided by routing protocols. They give routers the ability to communicate, create routing tables, and decide what to forward. Ensuring that data packets arrive at their destination effectively is the aim. [13]

Two primary categories of routing exist:
· Static routing refers to manually set routes that remain unchanged unless an administrator updates them.
· Dynamic Routing: This method automatically updates routes by using router-to-router communication and algorithms. [14]

Static vs. Dynamic Routing
[image: 表格
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Common Routing Protocols and Their Use Cases
1. Routing Information Protocol, or RIP
Uses the maximum number of hops (15) as a statistic. Benefit: straightforward and simple to set up. Problem: Slow convergence makes it unsuitable for big networks. [15]
2. Open Shortest Path First, or OSPF
Finds the shortest path by applying Dijkstra's algorithm. Benefits include wide network support and quick convergence. Problem: More processing power is needed due to the complex arrangement. [16]
3. Improved Interior Gateway Routing Protocol, or EIGRP
Cisco's unique protocol blends efficiency and speed. Benefit: Better performance and faster than OSPF. Problem: Not compatible with every gadget. [17]
4. Border Gateway Protocol, or BGP
Used to route traffic between big networks (Internet backbone) and ISPs. Benefit: Extremely adaptable and scalable.
Problem: Intricate and requires a lot of resources. [18]
Case Study Example
BGP is used to link to numerous ISPs for redundancy, whereas OSPF is used for internal routing in a large organization with multiple branches. This maintains worldwide connectivity while guaranteeing effective routing within the organization.

Routing protocols are necessary to keep network communication dependable and effective. While dynamic routing automatically adjusts to changes, static routing is straightforward but rigid. The size, speed, and complexity of the network all affect which protocol is best.
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VPNs, or virtual private networks
VPNs provide secure, encrypted connections over the internet, allowing users who are located far away to access private networks. To encrypt data and guard against interception, they employ protocols like WireGuard, OpenVPN, and IPSec. Strong encryption standards, split tunneling to maximize performance, and multi-factor authentication (MFA) are examples of best practices. Increased latency and possible security threats from incorrect configuration are obstacles. [19]

DHCP, or Dynamic Host Configuration Protocol
IP address assignments are automated by DHCP, which lowers administrative burden. It guarantees that devices are dynamically assigned default gateways, subnet masks, and valid IP addresses. Best practices to increase efficiency include establishing DHCP reservation for key devices and setting a suitable lease time. However, MAC address filtering and DHCP snooping can reduce hazards because DHCP might be a security problem if unwanted devices gain IPs. [20]

AD DS, or Active Directory Domain Services
Windows-based networks make use of AD DS, a centralized identity management and authentication service. Through Group Policy Objects (GPOs), it makes user authentication, policy enforcement, and access control possible. Strong password policies, frequent audits, and least privilege access control are examples of best practices. However, privileged account monitoring is crucial since AD DS is susceptible to pass-the-hash attacks. [21]

Certificate Authorities (CAs)
Digital certificates are issued by CAs to encrypt communications and authenticate users. They facilitate code signing, email security, and SSL/TLS encryption. Implementing a hierarchy (Root CAs and Intermediate CAs), managing certificate revocation, and upholding strict cryptographic requirements are examples of best practices. Security lapses and certificate fraud can result from inadequate CA management. [22]

Security, identity management, and automation all depend on network services like CAs, DHCP, AD DS, and VPNs. Reliability and vulnerability mitigation are ensured by adhering to best practices.


[bookmark: _Toc191395877]Technical Documentation 
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For this network, Type 2 hypervisors are the best choice due to their ease of use, flexibility, and compatibility.
Easier to Install – They run on top of an existing operating system, like an app, so no need to change your whole system.
More Compatible – Work on normal computers without special hardware.
Good for Testing – You can quickly create and delete virtual machines for experiments.
Cheaper – No need for expensive server hardware.
But they are slower than Type 1 because they don’t run directly on hardware.
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Windows server Download:
Google search – windows server 2022 evaluation download. 
[image: ]
Click the red circle into the website.
[image: ]
Select ISO download 64-bit edition and should automatically download ISO File.
Windows 10 Client download:
Google search – windows 10 evaluation download. 
[image: ]
Click the red circle into the website.
[image: ]
Select ISO -Enterprise download 64-bit edition and should automatically download ISO File.


Debian Linux Server and Client download:
Google search – Debian Linux 12.5. 
[image: 电脑萤幕的截图
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Click the red circle into the website.
[image: ]
Select debian-12.9.0-amd64-netinst.iso and should automatically download ISO File.


You should have three ISO files when you finished download:
[image: 电子设备的屏幕
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Now open VirtualBox start setup windows server:
[image: 图形用户界面
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Give a name, select folder save data, select iso file , chose type and version.
[image: 图形用户界面, 应用程序
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Give base memory and processors.
[image: ]
Give disk space and click finish

Config Network Setting 
Enable 2 Adapters, Choose Host only Adapter 
[image: ]
[image: ]

Start the virtual machine
[image: ]
Click Time currency format and Choose English (United Kingdom)
[image: ]
Click Install 

[image: ]
Select the operating system need to install 
[image: ]
Click agree and continue 

[image: ]
Select Custom install 

[image: ]
Config Drive, enter value that you want leave for the future and click new , apply it
[image: ]
Check and click next 

[image: ]
Wait the install finish



[image: ]
Should Restating after install
[image: ]
Give Password

[image: ]
Login in 

[image: 电脑萤幕的截图

AI 生成的内容可能不正确。]
Change computer name and workgroup


Window 10 Client Configuration
[image: ]
Give a name, select folder save data, select iso file, chose type and version.


[image: ]
Give base memory and processors.
[image: ]
Give disk space and click finish




[image: ]
Click start

[image: ]
Click Time currency format and Choose English (United Kingdom)



[image: ]
Click Install 

[image: ]
Click agree and continue 



[image: ]
Select Custom install 
[image: ]
Config Drive, enter value that you want leave for the future and click new, apply it



[image: ]
Wait the install finish

[image: ]
Select region 



[image: ]
Keyboard 

[image: ]
Username 



[image: ]
Enter Password

[image: ]
Confirm Password



[image: ]
Click questions that you want answer, and click next will be login into your clients1

Debian Linux install configuration – C-Server
[image: ]
Give a name, select folder save data, select iso file, chose type and version.

[image: ]
Give base memory and processors.

[image: ]
Give disk space and click finish

[image: ]
Start the VMs and click Graphical Install



[image: ]
Choose language
[image: ]
Location and Click continue 
[image: ]
Wait Install finished 


[image: ]
Give Hostname
[image: ]
Domain name




[image: ]
Setup Password
[image: ]
Username
[image: ]
Username for your account
[image: ]
Password

[image: ]
Disk configuration
[image: ]
Click continue	

[image: ]
Select No and continue

[image: ]
Finish Sever install

ClientC1 Install configuration 
Most of the setup steps are the same as the server, but the names are different
[image: 文本
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[image: 电脑画面的截图
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Configure IP Addressing
Virtual Box network configuration
Make sure that three Host-only Ethernet setup right IP address
[image: 图形用户界面, 文本
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[image: 图形用户界面, 文本
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[image: 图形用户界面, 文本
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Window server – S-DC
Adapter 1 and 2 should be connected to S-DC
[image: 电脑萤幕的截图
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[image: 图形用户界面, 应用程序
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Right click Network icon, Open Network setting, click change adapter options
[image: 电脑萤幕的截图
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Find Adapter 1 right click and choose properties 
[image: 电脑屏幕截图
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Select internet protocol version 4 and modified IP address and DNS server address

[image: 电脑萤幕的截图
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Find Adapter 2 right click and choose properties 
[image: 电脑萤幕的截图
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Select internet protocol version 4 and modified IP address

Window client – ClientS1
Adapter 2 should be connected to S-DC
[image: 电脑萤幕的截图
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[image: 图形用户界面, 应用程序
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Right click Network icon, Open Network setting, click change adapter options

[image: 图形用户界面, 应用程序
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Find Adapter 2 right click and choose properties 
[image: 电脑萤幕的截图
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Select internet protocol version 4 and modified IP address


Debian Linux server – C-Sever
Adapter 1 and 3 should be connected to C-Server
[image: 电脑萤幕的截图
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Login in 
Enter “ip a “command show adapter IP address 
[image: 文本
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Enter “su – “into root mode
Then enter “nano /etc/network/interfaces” into network interfaces
[image: 文本
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Modified the adapter network
Using those commands: 

auto enp0s3 		# Configure Adapter 1 (external interface):
iface enp0s3 inet static
address 192.168.10.2
netmask 255.255.255.252 

auto enp0s8 		#Configure Adapter 2 (internal interface):
iface enp0s8 inet static
address 10.20.20.1
netmask 255.255.255.0

After save the interface files, enter the command

systemctl restart networking

to restart the network, then enter the “ip a” command again to check IP address right or not.


Debian Linux client – ClientC1
Adapter 3 should be connected to ClientC1
[image: 电脑萤幕的截图
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Login in 
Enter “ip a “command show adapter IP address 
[image: 电脑萤幕的截图
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Enter “su – “into root mode
Then enter “nano /etc/network/interfaces” into network interfaces
[image: 电脑萤幕的截图
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Modified the adapter network
Using those commands: 

auto enp0s3        # Configure Adapter
iface enp0s3 inet static
address 10.20.20.100
netmask 255.255.255.0
gateway 10.20.20.1

After save the interface files, enter the command

systemctl restart networking

to restart the network, then enter the “ip a” command again to check IP address right or not.
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Success Ping Test: 
S-DC <--------> ClientS1 
[image: ]
C-Server <--------> ClientC1
[image: ]

C-Server <--------> S-DC
[image: 电脑萤幕的截图
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Unsuccess Ping:
ClientS1 <--------> ClientC1
[image: ]
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When trying to ping S-DC and C-Server, I found many problems. The first one was that the connection was unavailable, such as this situation:
[image: 电脑萤幕的截图
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This is because the firewalls on both sides are not closed.
[image: 电脑萤幕的截图
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Disable the firewall. Windows can disable it in the system settings, while Linux can disable it using the “ufw disable” command.

Another problem is that when Linux pings any other device, both parties need to ping each other at the same time to receive the signal, otherwise the "_" will keep flashing as shown in the picture below.
[image: 文本
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Subnetting Example: Splitting 192.168.1.0/24 into /26 Subnets
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