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Research Background

e Growth in the use of SDNs in enterprise and cloud networks [1]
* Vulnerabilities in the centralised control plane [2]
* DDoS remains a major threat [3]

* Most research uses either:

e Simulated environments using Mininet
* Public legacy datasets (KDD99, CICIDS2017) [1] [3]

e Lack of a realistic SDN-native dataset [4].
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Literature Review: Studies on SDN DDoS Detection

Hassan et al. InNSDN Simulated Acc, Prec, Rec, F1 Single dataset

[5]

ltagietal. [6] DL Custom dataset Simulated Acc Small dataset

Yu et al. [7] ML + DARPA, CAIDA  Simulated DR, FAR Vehicular SDN focus
Entropy

Belachew et ML CICIDS2017, Simulated Acc, Prec, Rec, F1, Time SDN-IloT focus

al. [8] Edge-lloTset

Conti et al. [9] Statistical = CAIDA, DARPA  Simulated DR, FAR, Acc, Time No real deployment

Acc — Accuracy, Prec — Precision, Rec — Recall, F1 — F1-Score, DR — Detection Rate, FAR — False Alarm Rate
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imitations of Existing Network Datasets in SDN
Research

INSDN [4] Simulated SDN PCAP -> CSV flows Mixed ~343K flows Virtual testbed

DARPA [10] Simulated enterprise  PCAP + logs Legacy ~9 weeks Unrealistic simulated
traffic

CAIDA [11] Internet backbone PCAP DDoS ~1 hour Limited attack diversity

CICIDS2017 Simulated enterprise  PCAP + flows Modern ~2.8M flows Controlled environment

[12]

Edge-lloTset loT/Edge testbed PCAP + CSV loT attacks ~1M + records loT-focused

[13]
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Research Problem

* The lack of properly structured and reproducible physical SDN DDoS
datasets reduces the reliability and comparability of existing detection
research. Therefore, the creation of a realistic SDN dataset is required.
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Aim and Objectives

To design, implement, and validate a physical SDN DDoS dataset, and to evaluate
its effectiveness using established DDoS detection techniques.

* Critically analyse existing SDN DDoS datasets to identify methodological gaps.
* Design a methodology for generating a physical SDN DDoS dataset.

* Implement the dataset generation process within a controlled physical SDN lab
environment.

 Validate the dataset using established DDoS detection techniques.
* Evaluate detection performance using quantitative metrics.
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Research Methodology

Philosophies

Experiment

Approaches Approaches

Mono method

Cross-sectional

Strategies Strategies

Data
collection
and data
analysis

Mixed
methods

Action
research

Choices Choices

Grounded

Longitudinal

Time
horizons

Time

Multi-method horizons

Archival research

Techniques and
procedures

Techniques and
procedures
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Dataset Design

Architecture Traffic Parameters
* Benign Traffic: . :
* OpenFlow-enabled . Web Traffic Attack duration
switches . Filel;l'ransfedrs ; * Packet rate
* Background Traffic N .
 Number of attackin
* SDN Controller * Attack Traffic: SOUrCes 5
y: . e TCP SYN Flood
* Legitimate clients - UDP Flood e Observation window size
* Attacker machines * ICMP Flood * Time synchronisation
* Mixed vector attacks hod
* Variable attack intensities metho
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Data Collection and Evaluation

Data Collection Dataset Structure Evaluation Strategy
* PCAP capture ) Iérg‘oerséffmpe‘j flow * Entropy-based
. Lot detection

Flow statistics * Attack labels (benign / _

» Packet in messages attack) * ML-based detection
e Controller CPU & * Scenario identifiers * Accuracy, Fl-score,
memory usage * Structured metadata false positive rate

* Export formats: CSV + * Detection latency &
* Latenc
y PCAP resource overhead

measurements
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Literature & Planning

Proposal presentation
Systematic literaure review
Review of literature

Refine gap & evaluation design
Draft proposal document
Revise & refine proposal

Final and submit proposal

Experiment

Experimental setup

Pilot testing & adjustments

Dataset generation

Complete dataset & documentation
Implement detection techniques
Evaluation and performance analysis

Writing

Draft introduction

Literature review section

Write methodology section

Write results and analysis

Write discussions and conclusions

Editing and final preperations
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Impact and Limitations

Impact

* Provides a reproducible physical SDN DDoS dataset

* Supports benchmarking of SDN detection techniques

* Improves methodological rigour in SDN security research
* Potential foundation for future research or publication

Limitations

* Limited hardware scale

e Controlled environment may not reflect real-world traffic complexity
e Time constraints limit attack scenario diversity

* Focus on selected detection techniques
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Conclusion

* The lack of a reproducible physical SDN DDoS datasets limit reliable
benchmarking.

* This project will design and validate a structured SDN dataset.

* The dataset will be experimentally evaluated using established detection
techniques.

* The phased methodology and timeline demonstrate feasibility within the
MSc timeframe.
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