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1. Research

1.1. Hypervisor
A hypervisor is “software that creates and runs virtual machines (VMs)”, allowing a host
computer to “support multiple guest VMs by virtually sharing its resources, such as memory

and processing” [1].

Type-1 (“bare-metal”’) Hypervisors run directly on hardware and “negotiate directly with
server hardware to allocate dedicated resources to VMs” without a host OS [2], [3]. This
reduced architectural layer enhances isolation, scalability and performance, reducing attack

surface by eliminating dependency on the host OS.

Type-2 (“hosted”) Hypervisors rely on the host OS for resource allocation, introducing
additional processing overhead and increased attack vulnerability due to host OS dependency,
meaning a compromised host could impact all VMs. However, as they are installed on the

host, requiring no “bare-metal” servers, they are far easier to install [2], [3].

For the specified network topology, the SWANSEA.ACCA domain environment, a Type-2
hypervisor, such as Oracle VM VirtualBox, would be sufficient. As the topology is a
controlled desktop development environment rather than an enterprise-level environment, the
enhanced scalability and high availability capabilities of type-1 would be surplus to
operational requirements, due to its small-scale, fixed size and non-necessity to be
operational 24/7. The requirement for cross-platform compatibility between Windows and
Debian VMs on an existing host OS, alongside potential limitations in RAM and CPU,
further supports this decision.

Although a Type-1 hypervisor provides superior isolation, scalability and performance, these
advantages would only become essential if the network were to expand to that of an
enterprise-level network. Therefore, due to its scale, enhanced performance and isolation are

traded for the ease of deployment and management of type-2 [3], [4], [5].

1.2. IP Addressing

An IP address is “the core of the TCP/IP protocol that is responsible for communication
between networks and the internet”, defining how data is transmitted [6]. Each network
device is assigned a unique identifier. Data transmission involves encapsulating data into a
‘packet’ containing source and destination IP addresses, and forwarding it through routers,

which route packets between networks, and switches, which handle packets within a local
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network, until the destination is reached [6]. This demonstrates the contributions of IP

Addressing to network functionality through unique device identification and addressing [7],

[8].

IPv4 addresses, the most common IP format, are “composed of a 32-bit binary number,
divided into four 8-bit segments”, with octets ranging from 0-255 (e.g. 192.168.1.2). Each
address contains ‘network’ and ‘host’ identifiers. IPv4’s main limitation is its “finite number
of possible combinations”, which, due to the rapid growth of networks, led to the

development of IPv6 [9].

IPv4 Address Format
185 . 107 . 80 . 231
| Oc_tet | l Octet | l Octet | | OC_tet |

! l

10111001 . 01101011. 01010000 . 11100111
| | ] |

I 1 |
1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits
I |

4 bytes = 32 bits

(Figure 1.2.1 — The structure of an IPv4 address [10])

[Pv6 addresses are “128 bits long and expressed in hexadecimal notation” (e.g.
2001:0db8:8523:0000:0000:8a2¢:0370:7334), structured to provide “more flexibility and
efficiency in routing and addressing allocation”. Each address includes a global routing prefix
(2001:0db8:85a3), subnet ID (0000:0000) which “identifies the network™, and interface ID
(8a2e:0370:7334) which “distinguishes the individual host”. IPv6 provides “virtually
unlimited” scalability, mandatory security specifications, enhanced routing efficiency, and

automatic configuration [9], [11].
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IPv6 address

2001: 0DC8: E004:0001:0000:0000:0000: FOOA

_ J
=

16 bits: 16 bits: 16 bits: 16 bits: 16 bits: 16 bits: 16 bits: 16 bits

LY =
——

128 Bits

(Figure 1.2.2 — The structure of an IPv6 address [12])

Subnetting is “used to divide a larger network into smaller sub-networks or subnets”, using a
forward-slash at the end of the address to indicate the network portion. For example,
“192.168.1.0/24 indicates that the first 24 bits are allocated for the network portion, leaving 8

bits for host addresses”, providing improved performance and efficient IP utilisation [9], [11].

Subnet Mask
11111111 . 11111111 . 11111111
255 . 255 . 255

255.255.255 . [
Network Host

(Figure 1.2.3 — The structure of a subnet mask [13])

1.3. Routing

Routing is a Layer 3 network function in which routers consult routing tables to optimally
forward packets between networks, enhancing efficiency, scalability and redundancy [14],

[15].

Static routing involves manually configured routes, with a fixed routing table populated by a
network administrator [6]. It is used for a single or preferred route, resulting in small routing

tables and minimal computation. However, static routes must be reconfigured whenever the
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topology changes, reducing adaptability, which can become time-consuming in an expanding

network [16].

Dynamic routing uses routing algorithms on each router which automatically “generate and
maintain routing tables through the exchange of routing information” [6]. Examples of
dynamic routing protocols include RIP, OSPF and BGP [17]. It is better suited to larger or
changing topologies as it provides automated re-routing, but it introduces additional

complexity and higher bandwidth requirements [16].

In this small-scale network, where the Debian server operates as a DHCP relay forwarding
client requests to the Windows server, static routing is sufficient [18]. Because traffic routes
are fixed and predictable, static routing provides reliable, efficient delivery with minimal
bandwidth and administrative changes required. Dynamic routing would provide unnecessary
complexity, exceeding operational needs in this small, fixed network. It could also introduce
security risks if automatic updates are not authenticated and secured [19], unlike static

routing with fixed entries.

Therefore, static routing meets the operational and security requirements of the
SWANSEA.ACCA network, providing predictable, predefined network paths and minimal

administrative intervention.

1.4. Network Services
Virtual Private Networks (VPN) “provide secure connectivity between devices in physically
separate locations” across untrusted networks by creating encrypted tunnels that protect data
integrity and confidentiality. The key features of VPNs are data encryption and tunnelling,
providing secure remote access and safeguarding internal networks from external attackers.
Best practices include deploying robust encryption standards, implementing multi-factor

authentication and enforcing clearly defined access controls to minimise potential attack

surface [20], [21].

Dynamic Host Configuration Protocol (DHCP) is “a system for assigning Internet Protocol
addresses” providing reliable IP address configuration and server management, reducing
administrative overhead and preventing IP conflicts to improve operational efficiency.
Structured DHCP policies and audit logging contribute to system governance. Best practices
include implementing a structured IP address plan and avoiding overlapping static routes to

provide enhanced scalability for future network development [22], [23], [24].
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Active Directory Domain Services (ADDS) “stores information about objects on the
network” in centralised stores, streamlining operations. It enforces diligent user
authentication, ensuring only authorised users can access the data, alongside policy
enforcement to maintain consistent security controls. Best practices include granting least-
privilege access, securing administrative hosts and domain controllers and regular account
and server auditing to reduce attack surface and detect access escalation attempts [25], [26],

[27].

Certificate Authorities (CA) are “a trusted organization that issues digital certificates to
websites” to validate ownership and enable encrypted communications between servers and
clients. Key features include certification issuance, ongoing monitoring, and identity
verification. Best practices include strict protection of root keys, controlled certificate

issuance, and regular certificate auditing to maintain organisational trust and integrity [20],

[21], [22].

2. Technical Documentation

2.1. Choose your Hypervisor
As stated in section 1.1, a type-2 hypervisor is most suitable for implementing the
SWANSEA.ACCA network topology. This decision is supported by the considerations of

cost efficiency, ease of deployment, scalability and security.

The cost efficiency of a type-2 hypervisor is greater than that of a type-1, as they are installed
on existing host OS, eliminating the need for dedicated server hardware. Free and widely
supported options, such as Oracle VM VirtualBox, further reduce costs, making them ideal
for a small-scale network. As the network isn’t an enterprise-level network, investing in
expensive a type-1 hypervisor and the required dedicated hardware, would be economically

unjustifiable [23], [24].

A type-2 hypervisor is installed on an existing host OS, functioning as a desktop application,
simplifying installation, configuration and management. This ease of use reduces operational
overhead and allows simple modifications or expansions of the network, which will be

advantageous for future work within this network [23].
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Type-2 Hypervisors are scalable, as they can be cloned and deployed virtually to provide
additional servers and clients where required. This means that the network can easily
accommodate additional Windows or Debian servers and clients without purchasing new

hardware, which is again vital for future developments to the network [3].

While type-1 hypervisors generally provide superior isolation, type-2 hypervisors are

sufficiently secure for a network of this size, provided that the host has adequate and robust
security. Given the scale of SWANSEA.ACCA, the risk of a security breach is manageable,
through host OS updates and firewalls, and does not outweigh the other benefits previously

mentioned [3].

In conclusion, a type-2 hypervisor will be used for the SWANSEA.ACCA network as it
balances cost, usability, scalability and security while supporting additional network services

which will be crucial for future developments in subsequent coursework.

2.2. Download and Setup

2.2.1. Download the chosen Hypervisor and Server, Client Operating Systems
for the relevant Sources
The Windows Server and Client ISO’s were downloaded from the official Microsoft website,

to ensure that downloads were from reliable sources:

v @ WhatsnewinMicosoftédge X | & Debian sewerinctal-Search X | @ Download Debian % | @ windows severinstalation - Seare X | (£ Windows Server 2022 | Microsot - X | =+ - & x

d windows: server- 2022 7msockid = 2be580eccOr26b5621a13323c 1126054 =+ @ - o

2 an our websites, such 35 through socisl medis connections, and to display personalized advertising based on your anlin setiviy. If you
ovide you the services will be used. You may change your selection by dicking “Manage Coakes” at the battom of the page, Prvac Accept Reject Manage caokies

8% Microsoft | Evaluation Center  wWindows Windows Senver + 50 Serve System Center . Micrasoft Security ~ Additional products Al Microsoft

Please select your Windows Server 2022
download

English (United States)
150 downloads VHD download Try on Azure Create 2 VM in
64-bit 64-bit Learn more > Azure

y > >
edition edition Learn more »

Chinese (Simplified)
150 downloads
64-bit

150 downloads.
64-bit N
edition

(Figure 2.2.1.1 — Downloading Windows Server 2022 from its relevant source)
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L What's newin Microsa X | © Dabian sarverinstall - X | O Download Dabian X | © windows sarverclient - X | O youtube-Search X | OB NOSS Series 2025 1 ot X | 1 microsoftwingows evat X | 7 Windows 11 Entarprise X 7 Windows 11 mterprise X - 8 x

& () hitps/fwww.microsoft.com/en-gb/evalcenter/downioad-windows-11-enterprise B @ - Do
O E)mpotfacuits (@ Saveto RefWorks P Lenara
Wi use optional cookies o improve your experience on our websites such as through sceial media connections, and to display persanalised advertising based on your online actv
(i) reject optional cookies, only cookies necessary to provide you the senvices will be used, You may change your selection by clicking 'Manage Cookies* at the bottom of the page.& Accept Reject Manage cookies
Statement Thics cokies

8" Microsoft | Evaluation Center

Windows Server . SQLSemver ~  SystemCenter . Microsoft Security «  Additional products

Please select your Windows 11 Enterprise
download

English (United States)

ISO - Enterprise download ISO - Enterprise LTSC download
64-bit edition > 64-bit edition >

English (Great Britain)
150 - F_rlkrlnise download 150 - Enhrprim LTSC download

64-bit edition >

Chinese (simplified)

IS0 - Enterprise download 1SO - Enterprise LTSC download
64-bit edition > 64-bit edition >

Chinese (Traditional)
150 - Enterprise download IS0 - Enterprise LTSC download
64-bit edition > 64-bit edition >

(Figure 2.2.1.2 — Downloading Windows 11 Enterprise from its relevant source)

The Debian ISO was downloaded from the official Debian website:

v © WhtsmwinMooschEdge X | O Debiansanarinsta-Search X @ Download Debian x

& G (B mips/Ammwdebianory/d

S ) mport favourites () Save o Reorks P Lenowo

@ Blog Micronews Planet Wiki
debian / downioad sebian

Download Debian
This page has options for downloading and installing Debian 13.3.0, the stable release

- Download mirrors of installation images

« Installation Manual with detailed installation instructions
« Release notes

« IS0 images for Debian testing

« Verifying authenticity of Debian images

Download an installation image Try Debian live before installing
« Asmall installation image: can be downloaded quickly and should be recorded onto a removable disk. To use this, You can try Debian by booting a live system from a CD, DVD or USB key without installing any files to the computer. You
you will need a machine with an Internet connection can also run the included Calamares Installer. Only availabie for 64-bit PC. Read more information about this methed

G468 PC netne! loronts

E L

- Alarger complete inst

jon image' conlains packages for all desklop environments, making it easier ta install
machines without an Infemet connection

‘543l PC DVD-1 is0, §4-0il FC lorents (DI

Buy CDs, DVDs or USB sticks from a vendor of Debian installation media Use a Debian cloud image

Many of the vendors sell the distribution for less than USS5 plus shipping (but not always internationally) An official cloud image, built by the cloud team, can be used on
Here are the basic advantages of CDs

« your OpanStack provider, in qcow2 or raw formats
« You can install on machines without an Intemat connection

= You can install Debian without downloading all packages yoursell T~ -0t AMDANte (qcowZ, raw), 64-0% ARM (gcou \ B4-0it Liftie Endian PowerPC (acow2, raw), 64-bt Mile-sndian FISC-V (ncows, raw)
Buy a computer with Debian pre-installed = alocal QEMU virtual machine, in qeow2 of raw formals.
Thero s 5 umior of 0 thie E cas? s Gt A0 S e Coc @ st an mocy ]

(Figure 2.2.1.3 — Downloading the Debian ISO from its relevant source)
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The downloaded ISO’s were stored in the ‘Downloads’ section, ready for use:

H 22 Type here 1o search ‘J‘il
(Figure 2.2.1.4 — All successfully downloaded files stored in the ‘Downloads’ section)

2.2.2. Deploy your network as per the given topology
Using Oracle VM VirtualBox, the Windows server and client VMs were set up, being
assigned relevant names in ‘ServerS-DC’ for the Swansea server, and ‘ClientS1’ for the
Swansea client. The Debian server and client VMs were also set up, being named ‘ServerL-

DC’ for the London server, and ‘ClientL.1’ for the London client:

(Figure 2.2.2.1 — All four Virtual Machines successfully set up in Oracle VM VirtualBox)
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The Swansea server and client were both functioning:

Taken
10/02/2026 17:52 (20 days w30}
O303/2026 18:35 (35 minutes age)

WELCOME TO SERVER MANAGER

B Local Server
& Al Servers o - i
Configure this local server
8§ File and Storage Services b =
ay

\dd roles and feature:

£ Type here 10 search

£ Type here 1o search

(Figure 2.2.2.2 — The Microsoft server and client both simultaneously running)

The internal adapters between the Swansea server (renamed from ‘JF’ after the following

screenshots were taken) and client, named ‘intswa’ were set up on both VMs:
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[1] "What Is a hypervisor?,” vmware, [Online]. Available:
https://wwew.vmware.com/topics/hypervisor. [Accessed 27 01 2026].

[2] A. U. Rehman, R. Agular and J. Barraca, Network Functions Virtualization: The Long Read
to Commarcial Deploymants, 2019,

(3] "What's the Difference Between Type 1 and Type 2 Hypervisors?,” Amazon Web
Services, [Online]. Available: htty he-difference-

2 ype-1-and-type-2-hyp Nl 022026].

(4] M. Ellis, *u i Type-1vs Type-2 E " Host Advice,
28,01 2026. [Online]. Avallable: https://hostadvice.com/blog/web- hosting/vps/type-1-
vs-type-2-hypenisor/. [Accessed 03 02 2026).

[5] M. Kumar, “Choose Best Hypervisor Type-1 & Type-2: Complete Guide,” HyperHC, 10

(Figure 2.2.2.3 — the internal adapter on the Microsoft server)
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(Figure 2.2.2.4 — the internal adapter on the Microsoft client)

After the Swansea network was set up correctly, the London network was started. The

Debian/Linux server and client were both functioning as a Command Line Interface and a

Graphical User Interface, respectively:

SR IaEET:

£ Type here to search

(Figure 2.2.2.5 — The Debian server and client both simultaneously running)
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The internal adapters of the London server were then set up, named ‘intlon’:

9
o T
Taois Lo e v
- ke Propertes Cone | semn os
ame e
% Current state
) serven-co A=
7 s i=
22 Clienti 1 ServerL €O - Setings - o x
Sntoro
e Metwork
scspter L Mot 2

User Interface

g — & 11°C Mostysunny -
(Figure 2.2.2.6 — the internal adapter on the Debian server)
i@

(Figure 2.2.2.7 — the internal adapter on the Debian server, displayed by the ‘ip a’ command)
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(Figure 2.2.2.8 — the internal adapter on the Debian client)

The external adapters of the two servers, named ‘intext” were then set up so that connection

could be made between the London and Swansea servers:

U R al e S8
008 v {:3[;?' w O

e | setis v o

= General = Preview
e e =
R < ruming =

=] ChientS1 {Successhd Ping To Server 10,02/26)
@ peversd ot

s120m
2

i Pard Dk, Optcal, Feopy
celeraton:  Nested Pagng, Hyper 4 Pare i tuskzstin

TN Servert-€D (sxcesshi Ping o Clent 240212025)
B < g ) oisplay.

2R Client 1 (Successfl Prg 1 Server 2602/2025) ) Serers-DC - Settings - o x
| @ Powered o
Hetwork

Adapterd  Adaptera  Adspter3

Attached to: [Internal Mtk -

storage
teame: [intest
Buds
P Advanced
Hetwark
eris Pt

FheeHeEMI

e

n L Type here to search

(Figure 2.2.2.9 — the external adapter on the Microsoft server)
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-
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[P etwork
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g £ Type here to search
(Figure 2.2.2.10 — the external adapter on the Debian server)

The internal adapter on the Swansea server had to be configured within the ‘Network

Connections’ settings:

B8 Servers-DC tSuccessl Ping To Clent 10/02726) [Runving] - Oracie VM Viruaton —
He whee vew Tox e e

{ e rotol Veron 4 (P14 Proparies
General
TH Yo can get P settings assgned aulomascaly if yeur netverk meperts
this capabity. Geheruise, you need t sk your netverk: sdmnszatar
T for e acoreciats [P setinge
) Cbtan an T acdiress autematicaly
@) U the fullowing IF address:
w.o0. 0.1
55,2,
Defat gatenay:

) Lise the foltwing DS server addresses:
Freferred DN server: w. 0

Aremate GHS server ()

Ll © Type here to search

EQOHELS S B RHG S recl

| = R ——

(Figure 2.2.2.11 — the configuration of ‘intext’ on the Microsoft server)
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The internal adapter on the London server had to be configured by adding its data to the

‘interfaces’ text file, which then added it to the configurations:

e mhne vy

@l Server-CO tSuccesstd Ping to Chant 24

ut Devess b

) [Bunningl - Oracle VM Viualfio

GHU nano 8.4

Lnterfaces &

Write to File: interface:

(Figure 2.2.2.12 — Inserting ‘intext’ into the ‘interfaces’ file)

8 Serverl-CO (Succassha Ping to Chert 2402/2026) [Running] - Oracle YW Viusicn
Fle Muhoe vew T Devs b

(Figure 2.2.2.13 — Displaying the IP information with the added external adapter)
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2.3. Configure IP Addressing

2.3.1. Appropriate IP Addressing
The IP addressing and naming conventions of the network were applied as per the specified

network topology, with all IP addresses and machine names matching accordingly.

The Swansea server was assigned 192.168.1.1 and named ‘S-DC’:

[ Servers-DC tSuccesstud Ping ) [Running] - Orace 9o = 8 B
Fe muha vew Tpt D
il 8 @
vz miegraten % @
Autn eapaure keyboard

Ll 2 Type here to search

i G & ) g

g £ Type here to search
(Figure 2.3.1.1 — The IP address of the Microsoft server)

[ Servers-DC tSuccasstut Ping To Cle
Fe Muhne vew ot Devess

2/26) [Running] - Oracle VM VinuaiBox 2 ol SC-1Q004-28 - a x

About
Your PC is monitored and protected.
See details in Windows Security

Device specifications
@) Power & sleep

= Storage
0B Tabler

B Multitasking ’
Fen and touch
&1 Projecting to this PC
Copy
»% Remote Desktop
Rename this PC
@  about

Windows specifications

B roms " HERDS 2

(Figure 2.3.1.2 — The device name of the Microsoft server)
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The Swansea client was assigned 192.168.1.10 and named ‘ClientS1’:

tuccesstul Ping To Server 10/02/26) [Running] - Oracle VM VinualBe - 8 x
e vew Tput Devees e

] 8@
Peuse mtegraten,
sute caprre keytoord

Ll P Type here to search

BRI S iRl v

P EmE =T =

(Figure 2.3.1.3 — The IP address of the Microsoft client)

G Clants! uccessol ing To Serve 1002/26) (Farring) - Gracie V1 Viroalon ® ol SC-10004-28 - B X = X
He mme e o Do e

About
Clients1

(@ Device Specifications
&) Projecting to this PC
Shared experiences Devica Name

Processor
System Components

Installed RAM

Clipbeard iy

Device ID

Remote Deskiop
" Product ID
Optional features
System Type

@ About
Penand touch 14

Frequently asked questions

ere to search

(Figure 2.3.1.4 — The device name of the Microsoft server)
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The London server was assigned 192.168.2.1 and named ‘L-CD’:

At caphre keybosrd .

5 P B @ ) wor vl

A26) [Running] - Dracle Y4 VirtualBiax 2ol SC-10004-28 - o X e

T HEEGQS® & O

(Figure 2.3.1.6 — The device name of the Debian server)
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The London client was assigned 192.168.2.10 and named ‘ClientL1’:

I Cent (uccestol P o Srvr 240272028 [amring] - Oracle ¥ Vst
Fe Muhos Ve Tnt Drvss b

® Joe@ClientL1: ~

joe@clientL1:~§ ipconti
bash: ipconfig: command not found
joeaclientLi:~$ ip addr
1: <LOOPBACK, UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group defaul
t qlen 1000
Link/Lloopback 06:¢ brd
inet 127.8.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid Lft forever preferred 1ft forever
<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 qdisc fq codel state U gr

f 3 brd
altnane enx086027199703
inet 192.168.2.16/24 brd 192.168.2.255 scope global neprefixroute enpds3
valid_Lft forever preferred 1ft forever
inets fedd::a80:2711:1ef9:9183764 scope Link noprefixroute
valid _Lft forever preferred 1ft forever
EH <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq _codel state
oup default qlen leee
link/ether 27:4
altnane enx086027460874
ClientLl:~§

brd

g £ Type here to search
(Figure 2.3.1.7 — The IP address of the Debian client)

B ol Gl Ping o Sevs 241022026 anning] - O ¥ ViuaBor X all g
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joe@ClientL: -

joeaclientL1:-§

(Figure 2.3.1.8 — The device name of the Debian client)
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2.4. Test and Troubleshoot

2.4.1. Perform Connectivity tests

The ping from Microsoft server to client was successful:

& 5 P 0§/ v

(Figure 2.4.1.1 — A successful ping from Microsoft server to client)

The ping from Microsoft client to server was also successful:

Hi &5

(Figure 2.4.1.2 — A successful ping from Microsoft client to server)
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Snapshots were taken of the correctly configured Swansea network after both successful

pings to save a copy of each machine:

H £ Type here to seard ’ﬁj‘l‘i
(Figure 2.4.1.3 — Snapshots taken of the successfully configured Microsoft network)

To perform a connectivity test on the London network, sudo had to be installed and updated.
This was done by displaying the IP configuration, logging into the administrator (root),

installing sudo, assigning the required use to the sudoers list, and updating the server:

(Figure 2.4.1.4 — Displaying he IP configuration of the Debian server)
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(Figure 2.4.1.5 — Installing ‘sudo’)

- e
(Figure 2.4.1.5 — Running ‘apt update’)
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The ping from Debian client to server was successful:

24Feb 17:41

® joe@ClientL1: ~

bytes from 192 : icmp_seq=45 ttl=64 time=8.336
bytes from 192.168.2.1: icmp 64 timesd.269
bytes from 192 : dcmp 64 tine=a.223
bytes from 192, .1: dcmp 64 time=g.401
bytes from 192.168.2.1: icmp 64 Time=a.419
bytes from 192.168.2.1: icmp 5 64 time=a.31l
bytes .2.1: dcmp s 64 time=0.272
bytes .168.2.1: icmp_seq=! 64 tine=p.327
bytes : dcmp 64 time=a.314
bytes .2.1: icmp : 64 timesn.295
bytes : icmp 64 .281 ms
bytes .168.2.1: icmp_s 64 296
bytes fr .2.1: dicmp 64 .278
bytes .2.1: dcmp : 64 L4158
bytes .2.1: icmp 64 .377
bytes .168.2.1: icmp s 64 306
bytes : dcmp 64 .296
bytes : dcmp 64 .398
bytes : icmp_se 64 408
bytes fr : .1: dcmp 64 Tine=n.242
bytes fr .2.1: dcmp 64 time=a.271
bytes 4 icmp 64 times.367
bytes 4 icmp 64 tine=0.506
bytes .168.2.1: icmp s 64 tine=0.280
bytes 2.1: icmp 64 time=a.321
bytes 2.1: icmp t1a64 time=0. 483
bytes 2.1: icmp_se 64 tine=a.369
bytes 2.1: icmp 64 time=n.332
bytes fr .2.1: dcmp 64 Time=a.441
bytes 2.1: icmp 64 timesa.380
bytes 2.1
bytes 2.1
bytes from 192 2.1

.1: icmp seq=7! 64 time=0.374
: dcmp s 64 time=0.267
: icmp_seq=77 Ttl=84 tine=0.400

192.168.2.1 ping statistics
packets transmitted, 77 received, 8% packet loss, time 81559ms
min/avg/max/ndev = ©.199/0.503/10.724/1.212 ns

g £ Type here to searc
(Figure 2.4.1.6 — A successful ping from Debian client)

The ping from Debian server to client was also successful:

) B @&
Mouss izgration..

At capte keyboard .

(Figure 2.4.1.7 — A successful ping from Debian server to client)

] 8@
Pz przgraten

st capare keyboard

Snapshots were taken of the correctly configured London network after both successful pings

to save a copy of each machine:
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Froperiies Cone _ Setiigs start
Taken

] ServerS-DC (Successii Ping To Chent 10/02/26)
G rovasacn

Successful Ping o Chent 24/02/2026 24/02/2026 18:01 (3 miutes age)
@ current State (changed)

Servert D (e g Gt 24022126) =
B U rowerea

B ChentL1 (successhd Pig to Server 2492/2025)
[ puipsm—r

H £ Type here to searc
(Figure 2.4.1.8 — Snapshots taken of the successfully configured Microsoft network)

The ping from Swansea server to London server was successful, which also demonstrates the

IP addressing of the external adapter:

| = R

(Figure 2.4.1.9 — A successful ping from Microsoft server to Debian server)
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The ping from London server to Swansea server was also successful, which also

demonstrates the IP addressing of the external adapter:

(Figure 2.4.1.10 — A successful ping from Debian server to Microsoft server)

As the network was correctly configured and fully functional, having successful connection
between each server and its client, alongside successful connection between the two servers,

snapshots were taken of the entire network to save a total backup:

F=EN Clentt 1 {Fuly configured SWANSER.ACCA netvrk 03/03/26)
D) Pomered o

(Figure 2.4.1.11 — Snapshots taken of the successfully configured SWANSEA.ACCA

network)
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3. Reflection

3.1.1. Write a Technical reflection covering network deployment and testing
Throughout the deployment of this network, some complications were faced. The first came
when trying to communicate between the servers and clients on both internal networks, which
was initially blocked by the default firewalls on the VMs. This prevented the network
connection from being tested. To solve this, the firewalls had to be disabled through the
Firewall settings menus on the Windows VMs, or through the command window on the
Debian VMs. For this specific deployment, it was acceptable to leave the firewalls disabled,
though for future work it is best practice to enable them after testing to ensure network

security.

Another issue faced was managing administrative changes on the Debian server.
Configuration changes, such as installing ‘sudo’ and assigning users to the ‘sudoers’ list,
required switching between the regular user account and the ‘root” administrator account.
High-level modifications should be done using the ‘root” account, while routine tasks should

use non-administrative accounts to minimise the risk.

3.1.2. Write your Personal Reflection
Completing this network deployment helped me to develop my technical skills and
knowledge in network operating systems and services. Working with both Windows and
Debian VMs, configuring IP addresses, managing administrative changes and testing
connectivity provided practical experience, reinforcing my understanding of networking
architecture. Challenges such as firewalls and administrative complications allowed me to
improve my troubleshooting ability and demonstrated the need to plan carefully. This task
has made me aware of the best practices to apply and what to anticipate in the subsequent
coursework, which is an extension of this network, allowing for a smooth, efficient

deployment of the enhanced topology.
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