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[bookmark: _Toc228152690]Executive Summary

HealthPlus Analytics (HPA) processes and stores sensitive patient information on behalf of hospitals and clinics across the UK. Recent incidents including unauthorised access to cloud-stored patient data and a ransomware attack on analytics servers have exposed critical vulnerabilities in the organisation’s security posture and raised concerns regarding compliance with the UK General Data Protection Regulation (UK GDPR) and NHS Digital Security Standards [1].
This report presents a comprehensive Data Security and Governance Framework structured around five pillars: 
· Threat Identification, 
· Security Policies, 
·  Mitigation Measures, 
·  Monitoring & Incident Response, and 
·  Staff Training & Awareness. 

The framework draws on ISO 27001 [2], the NIST Cybersecurity Framework [3], and the CIA Triad (Confidentiality, Integrity, Availability) to provide actionable, standards-aligned recommendations.
Key findings indicate that HPA faces threats from ransomware actors, phishing campaigns, insider misuse, insecure Bring-Your-Own-Device (BYOD) practices, and insufficient access controls. The recommended framework introduces layered technical controls, clear governance policies, a structured incident response plan, and a role-based security training programme, all designed to reduce risk, ensure regulatory compliance, and protect patient data.


[bookmark: _Toc228152691]1. Background & Scope

HPA operates in the healthcare technology sector, a high-value target for cyber threat actors due to the sensitivity of patient data and the critical nature of healthcare services. The organisation has experienced a pronounced shift towards hybrid and remote working, which has expanded the attack surface by introducing personal devices, home networks, and cloud-based collaboration tools into the corporate ecosystem.
The scope of this framework encompasses all HPA systems that store, process, or transmit patient data, including on-premises analytics servers, cloud infrastructure, mobile endpoints, and third-party integrations with NHS connected systems. The framework applies to all employees, contractors, and third-party suppliers with access to HPA systems.
[bookmark: _Toc228152692]Regulatory Context
UK GDPR (retained from EU GDPR post-Brexit) mandates lawful processing, data minimisation, and breach notification within 72 hours [4].
NHS Digital Data Security and Protection (DSP) Toolkit, requires annual self-assessment against the National Data Guardian’s 10 standards.
ISO/IEC 27001:2022 international standard for Information Security Management Systems (ISMS).
NIST Cybersecurity Framework (CSF) 2.0 provides Identify, Protect, Detect, Respond, Recover functions.


[bookmark: _Toc228152693]2. Threat Identification

A systematic threat assessment was conducted using the STRIDE model (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege), informed by the OWASP Top 10, NCSC threat intelligence, and HPA’s recent incident history.

[bookmark: _Toc228152694]2.1 External Threats
	Threat
	Vector
	Likelihood / Impact

	Ransomware
	Phishing emails, RDP exploitation, unpatched software
	High / Critical

	Phishing & Spear-Phishing
	Email, SMS (smishing), voice (vishing)
	High / High

	Advanced Persistent Threats (APTs)
	Supply-chain compromise, zero-day exploits
	Medium / Critical

	DDoS Attacks
	Botnet-driven volumetric attack on patient portals
	Medium / High

	Man-in-the-Middle (MitM)
	Unsecured Wi-Fi, TLS stripping on home networks
	Medium / High

	Third-Party/Supply Chain Attack
	Compromised NHS-connected vendors or cloud APIs
	Medium / Critical



[bookmark: _Toc228152695]2.2 Internal Threats
	Threat
	Description
	Likelihood / Impact

	Malicious Insider
	Disgruntled or financially motivated employee exfiltrating patient records
	Low / Critical

	Negligent Insider
	Accidental data exposure via misconfigured cloud storage or unencrypted email
	High / High

	BYOD Misuse
	Personal devices without MDM accessing corporate systems over public Wi-Fi
	High / High

	Privilege Abuse
	Excessive access rights enabling unauthorised queries on patient databases
	Medium / Critical

	Shadow IT
	Unapproved cloud apps storing patient data outside governed systems
	Medium / High




[bookmark: _Toc228152696]3. Security Policies

The following policies are developed in alignment with ISO 27001 Annex A controls, the NIST CSF, and UK GDPR requirements. Each policy addresses specific threat vectors identified in Section 2.

[bookmark: _Toc228152697]3.1 Information Security Policy
Establishes HPA's commitment to protecting the confidentiality, integrity, and availability of all patient and organisational data. All employees must acknowledge this policy annually. Violations are subject to disciplinary action up to and including termination and referral to regulatory authorities.

[bookmark: _Toc228152698]3.2 Access Control & Identity Management Policy
Role-Based Access Control (RBAC) must be implemented across all systems. Access to patient data is granted on a least-privilege basis. Privileged accounts require Multi-Factor Authentication (MFA). Access reviews must be conducted quarterly, and all accounts must be revoked within 24 hours of employee departure. This aligns with ISO 27001 A.9 and NIST PR.AC.

[bookmark: _Toc228152699]3.3 Data Classification & Handling Policy
All data must be classified into four tiers: Public, Internal, Confidential, and Restricted (patient health data). Restricted data must be encrypted at rest (AES-256) and in transit (TLS 1.3). Data minimisation principles under UK GDPR Article 5(1)(c) must be applied at all processing stages.

[bookmark: _Toc228152700]3.4 Acceptable Use & BYOD Policy
Personal devices may only access HPA systems through a registered Mobile Device Management (MDM) solution. Corporate data must not be stored on personal devices without encryption. Employees must use the HPA VPN when connecting from external networks. Non-compliant devices will be denied network access.

[bookmark: _Toc228152701]3.5 Patch Management Policy
All production systems must be patched within 30 days of a critical Common Vulnerabilities and Exposures (CVE) disclosure. Zero-day vulnerabilities require emergency patching within 72 hours. A rolling vulnerability scan schedule must be maintained using automated tooling (e.g., Nessus, Qualys).

[bookmark: _Toc228152702]3.6 Incident Response Policy
HPA must maintain a documented Incident Response Plan (IRP) aligned with NIST SP 800-61. All data breaches involving patient data must be reported to the ICO within 72 hours as required by UK GDPR Article 33. A post-incident review must be conducted within 10 business days.

[bookmark: _Toc228152703]3.7 Third-Party & Supplier Security Policy
All third-party suppliers with access to HPA systems or patient data must complete an annual security assessment aligned with the NHS DSP Toolkit. Data Processing Agreements (DPAs) must be in place prior to any data sharing. Supplier access must be monitored and time-limited.


[bookmark: _Toc228152704]4. Mitigation Measures

Mitigation measures are structured across three layers: Technical, Administrative, and Physical, following the defence-in-depth principle. Each measure directly maps to one or more identified threats. [5]. 
[bookmark: _Toc228152705]4.1 Technical Controls
■  Multi-Factor Authentication (MFA): Deploy MFA across all VPN, cloud, email, and privileged admin access using TOTP or FIDO2 hardware keys. Microsoft Entra ID (formerly Azure AD) or Okta can serve as the Identity Provider (IdP). Mitigates: credential theft, phishing, unauthorised cloud access.
■ Endpoint Detection & Response (EDR): Deploy EDR agents (e.g., CrowdStrike Falcon [8], Microsoft Defender for Endpoint) on all corporate and MDM-enrolled devices. Enable behavioural analytics to detect ransomware indicators such as mass file encryption events. Mitigates: ransomware, malware, APTs.
■ Network Segmentation & Zero Trust Architecture: Implement network micro-segmentation to isolate the analytics server environment from general corporate traffic. Adopt a Zero Trust model ("never trust, always verify") using software-defined perimeters. Mitigates: lateral movement, insider threat, MitM attacks.
■  Data Loss Prevention (DLP): Deploy DLP tools (e.g., Microsoft Purview) to monitor and block unauthorised exfiltration of patient records via email, USB, or cloud uploads. Apply content inspection policies based on data classification labels. Mitigates: insider data theft, shadow IT.
■  Security Information & Event Management (SIEM): Implement a SIEM platform (e.g., Microsoft Sentinel, Splunk) aggregating logs from endpoints, cloud services, network devices, and applications. Configure alerts for anomalous access patterns, off-hours logins, and bulk data downloads. Mitigates: all threat categories — enables detection.
■  Encryption: Enforce AES-256 encryption for all data at rest in cloud storage (S3 buckets, Azure Blob). Enforce TLS 1.3 for all data in transit. Implement full-disk encryption (BitLocker/FileVault) on all endpoints. Mitigates: data interception, MitM, device theft.
■  Vulnerability Management: Conduct fortnightly authenticated vulnerability scans of all internet-facing assets. Perform annual penetration testing by CREST-certified testers. Prioritise patching using CVSS scores. Mitigates: exploitation of unpatched systems.

[bookmark: _Toc228152706]4.2 Administrative Controls
Enforce least-privilege access and quarterly access reviews.
Establish a formal Change Management process for all system modifications.
Implement a Data Retention & Disposal Policy aligned with UK GDPR data minimisation principles.
Require signed confidentiality agreements and background checks for all staff with access to patient data.
Conduct annual ISO 27001 internal audits and NHS DSP Toolkit self-assessments.

[bookmark: _Toc228152707]4.3 Physical Controls
Restrict physical access to server rooms via biometric or key-card access with audit logging.
Implement CCTV monitoring in all data centre and server environments.
Enforce a clear desk policy for all staff handling patient data.
Secure destruction of physical media containing patient data (DIN 66399 standard).


[bookmark: _Toc228152708]5. Monitoring & Incident Response
HPA’s monitoring strategy follows the NIST CSF Detect and Respond functions, combined with the SANS Incident Response lifecycle: Preparation → Identification → Containment → Eradication → Recovery → Lessons Learned [6]. 

[bookmark: _Toc228152709]5.1 Continuous Monitoring Architecture
SIEM (Microsoft Sentinel): Real-time log aggregation and correlation from cloud, endpoints, and network devices.
Cloud Access Security Broker (CASB): Monitors and controls data movement between cloud services.
Intrusion Detection/Prevention System (IDS/IPS): Network-level threat detection using signature and anomaly-based rules.
User & Entity Behaviour Analytics (UEBA): Detects anomalous user behaviour indicative of insider threat or compromised accounts.
Automated alerting: Critical alerts escalate to the Security Operations Centre (SOC) within 5 minutes via PagerDuty or equivalent.


[bookmark: _Toc228152710]5.2 Incident Response Flowchart
The following flowchart summarises HPA's Incident Response process:
	STEP 1: DETECT
	SIEM alert / User report / EDR notification

	STEP 2: TRIAGE
	Severity classification (P1–P4). P1 = Critical breach of patient data

	STEP 3: CONTAIN
	Isolate affected systems. Revoke compromised credentials. Block malicious IPs.

	STEP 4: NOTIFY
	P1/P2: Notify CISO, DPO, Legal. ICO notification within 72 hrs if patient data at risk.

	STEP 5: ERADICATE
	Remove malware/threat actor foothold. Apply patches. Restore from clean backup.

	STEP 6: RECOVER
	Validate systems. Restore services. Monitor for recurrence.

	STEP 7: REVIEW
	Post-Incident Report within 10 business days. Update IRP and threat intel.



[bookmark: _Toc228152711]5.3 Key Performance Indicators (KPIs)
Mean Time to Detect (MTTD): Target < 15 minutes for P1 incidents.
Mean Time to Respond (MTTR): Target < 1 hour for P1 containment.
Patch compliance rate: ≥ 95% of critical patches applied within SLA.
Percentage of staff completing annual security training: Target 100%.
Number of unresolved high/critical vulnerabilities: Target 0 beyond 30-day SLA.


[bookmark: _Toc228152712]6. Staff Training & Awareness Programme

Research by Verizon’s 2024 Data Breach Investigations Report indicates that 68% of breaches involve a human element, underscoring the critical importance of staff education. HPA’s training programme adopts a risk-based, role-differentiated approach aligned with the NHS DSP Toolkit Standard 9 (Cyber Resilience) and ISO 27001 A.7.2.2.

[bookmark: _Toc228152713]6.1 Programme Structure
	Audience
	Frequency
	Content

	All Staff
	Annual
	Security fundamentals, phishing awareness, data handling, password hygiene, incident reporting

	IT & Engineering
	Bi-annual
	Secure coding (OWASP), patch management, cloud security, penetration testing basics

	Managers & Data Controllers
	Annual
	UK GDPR obligations, data subject rights, DPA management, breach response

	Executive & Board
	Annual
	Cyber risk governance, regulatory liability, strategic security investment

	New Joiners
	Within 30 days
	Security induction covering all policies, acceptable use, and incident reporting



[bookmark: _Toc228152714]6.2 Delivery Methods
E-learning modules: Self-paced, tracked, with completion certificates.
Simulated phishing campaigns: Using KnowBe4 or Proofpoint Security Awareness Training; employees who click are auto-enrolled in remedial training.
Live workshops: Annual tabletop incident response exercises for IT and management teams.
Intranet security hub: Ongoing resources including threat bulletins, policy summaries, and reporting guides.
Gamification: Monthly security challenges and leaderboards to sustain engagement.
[bookmark: _Toc228152715]6.3 Measuring Effectiveness
Phishing simulation click rates: Target reduction of ≥ 50% within 12 months.
Training completion rates: 100% completion required; non-completion flagged to line managers.
Security incident tickets attributed to human error: Track quarterly trend.
Post-training knowledge assessments: Minimum 80% pass score required.



[bookmark: _Toc228152716]7. Conclusion
The Data Security and Governance Framework presented in this report provides HPA with a robust, standards-aligned approach to managing the organisation’s cybersecurity risks. By addressing threats systematically from ransomware and phishing to insider misuse and supply chain vulnerabilities and coupling technical controls with governance policies, continuous monitoring, and staff education, HPA can significantly reduce its risk exposure and ensure ongoing compliance with UK GDPR and NHS Digital Security Standards.
The framework is intentionally iterative: annual reviews, post-incident analyses, and evolving threat intelligence will require continuous updates. Leadership commitment, adequate resourcing, and a culture that treats security as a shared organisational responsibility, not solely an IT function will be decisive in its long term success.
Implementation should proceed in three phases: (1) foundational controls and policy adoption within 90 days, (2) SIEM deployment, MFA rollout, and training programme launch within 6 months, and (3) Full ISO 27001 certification readiness and NHS DSP Toolkit submission within 12 months.
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