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Abstract
The current research paper aims at understanding cloud engineering through exploring its concepts as well as real-life implementation. More specifically, the importance of containerization and virtualization as foundations of computing in the digital age is addressed, and with the help of Docker technology, the paper discusses the development and testing of the containerized web application, with a special focus on the benefits associated with reduced memory footprint and faster start-up times. The analysis conducted within this research paper involves comparing several deployment alternatives, including the choice between AWS and Azure computing and Docker, with regard to cost efficiency and scalability.
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[bookmark: _Toc228747996]1. Introduction
This report analysed containerisation and cloud computing to assess how they are important to today's computing environments. Knowledge of the virtualisation theory was initially introduced in this report, showing the role of virtualisation in resource sharing. The focus was on the use of “Docker”, in which applications were containerised. Examples of bringing this to practice were showcased by developing and deploying a web application, images, volumes and networking. Other prominent cloud characteristics such as scalability, load balancing and application gateways were also explored. The significance of cloud technologies was also highlighted in terms of cost savings and adaptability.
[bookmark: _Toc228747997]2: Tools & Technologies
[bookmark: _Toc228747998]2.1: Platform of Containerisation
Containerisation was adopted as a modern approach to virtualisation and was tackled using “Docker”, which was used to facilitate application deployment in isolated environments. Containerisation was embraced as a more up-to-date version of virtualisation where code and its dependencies were assembled into containers. This allowed for consistency across computing environments and minimised incompatibilities.
Docker adopted a client-server architecture in which the commands are sent from the client to the daemon [1]. Images were built as read-only templates carrying instructions required to create containers. These images were further used to run containers in an independent manner with the same kernel as the host. This contributed to quicker start-up and lower resource overhead compared to the virtual machine.
In this case, a Dockerfile was used to specify the container image. This file defined actions like the base image to use and the files to copy to the image. Once the Dockerfile had been readied, the image was built and the container was run. This highlighted the potential for deployment of applications in an automated and consistent manner. In addition, other features of containerisation, such as networking and volumes, were used to add functionality. Networks were set up for container communication, and volumes were used to provide persistent storage outside of a container. These demonstrated the adaptability and scalability containerised applications can provide in cloud computing.
Thus, Docker was demonstrated to be a containerisation platform that made application deployment more convenient, more efficient, and that could be applied to scalable cloud environments [2].
[bookmark: _Toc228747999]2.2: Environment of Development
The development environment was set up to enable the development, configuration and deployment of containerised apps in an organised and efficient way. For the development environment, a local configuration was used, installing and setting up Docker Desktop to provide a container run-time environment. This platform was used to manage the building, running and monitoring of containers, streamlining the development process.
For the development of application files, the Visual Studio Code editor was used. Using this tool, critical files like the Dockerfile and HTML files were authored and edited (Rosa, 2024). This editor has a programming editor with syntax highlighting, extensions, and an integrated terminal, which speed up the development process while reducing potential bugs. Thus, an efficient build process was enabled.
The development platform for the operating system was a Windows environment where Docker Desktop was used to integrate the operating system and allow the running of containers. Additionally, the system used a command-line interface via PowerShell or Command Prompt to interact with Docker. Then, commands to build images, start containers, create and manage volumes and networks were issued through the CLI. This enabled very specific interaction with the container life cycle, and automation of common tasks.
Further to that, a web browser was employed to verify the correct operation of the containerised web server. After running the container and exposing a port, the application was then accessed using a local host address. This allowed the results of the containerised web server to be viewed and verified. This approach allowed for tests to be run that ensured the application was behaving in the container.
In summary, the development environment was set up to offer an integrated and smooth platform for developing and deploying containerised applications. This environment, which brought together Docker Desktop, Visual Studio Code and the command line, provided a versatile and robust framework that dedicated to support development and testing practices in a cloud environment.
[bookmark: _Toc228748000]2.3: Virtualisation
· Principles of Virtualisation
Virtualisation is the creation of software-based (virtual) representation of a physical resource, like servers, storage or networks. It's a form of resource abstraction, which logically decouples the hardware from the operating system.  The theory of virtualisation was applied to carry out the abstraction of physical resources to provide multiple logical resources. It was shown that the hypervisor enabled the co-existence of multiple different operating systems to be run on a single physical host, resulting in optimal use of resources. There was a consolidation of resources (such as CPUs, memory and storage) which were dynamically allocated to virtual machines, ensuring isolation. Additionally, the software-to-hardware isolation resulted in an improvement in portability and resiliency against disasters [4]. Thus, a highly efficient and scalable system was realised using these virtualisation techniques.
[bookmark: _Toc228748001]3. Methodology
[bookmark: _Toc228748002]3.1 Design and Development of Containerised Application
Design and development of the containerised application were performed in an organised way using "Docker". A web application was initially designed to illustrate the implementation of containerisation. A simple HTML file was developed as the front end of the application to display a webpage when opened in a web browser [5]. This allowed the application to be kept simple and demonstrated the important aspects of containerisation.
After developing the application file, a Dockerfile was created to specify the setup needed for the container image. In this file, a base image was indicated and the application files were copied into the required directory as part of the container build. The Dockerfile provided a recipe for building the image, which allowed for the image build process to be automated for subsequent deployments of the application. After the Dockerfile was finalised, an image was successfully created by issuing relevant Docker commands via the command-line.
Next, the image was applied to launch a container. At this point, port forwarding was used to connect containerised applications to the host system. Ultimately, the web application was able to be viewed in a browser via a local host. This showcased the ability to deploy and run applications in a containerised environment without interference from the host environment.
In this file, a base image was defined, and commands were added to the script to copy the application files to the container's directory. The Dockerfile acted as a specification document for building the image and thus provided a consistent way to build the image, making the application deployment process repeatable. With the Dockerfile defined, a Docker image was created and stored using commands via the command-line terminal.
The image was then used to spawn a container. At this point, a port was mapped for the container application to be accessible from the host machine. Hence, the web application was able to be rendered in the browser via the local host. This was an example of deploying and running applications in a containerised environment, which was independent from the host system’s configuration [6].
Further, the software development process for the application was improved through the creation of development tools like Visual Studio Code in which the application files and Dockerfile were generated and maintained. The built-in terminal in the development environment allowed the running of Docker commands, facilitating development.
Here, the design and development process demonstrated the benefits of containerisation for the deployment of applications. Encapsulating the application and its dependencies within a container facilitated consistency, portability and scalability. This approach showed that contemporary techniques of software development can be used to enable scalable and effective deployment of cloud applications.
[bookmark: _Toc228748003]3.2 Testing Process and Development
Testing and deploying was done to ensure that the containerized code artifact worked and could be accessed locally. Firstly, the container image that was built during the development process was run using "Docker". An instance of the container was created from the image and the necessary configuration parameters were set to allow the container to communicate with the host. A port was mapped to make the application accessible, enabling it to be viewed in a browser via local host.
Having deployed the container, the testing of the application's functionality by navigating to it in the browser. The web app was tested to make sure that the HTML content was presented as expected. This ensured that the container was correctly set up, and the application was functioning within a separate environment. If any errors were present, they were detected by examining the container logs, and the Dockerfile and/or configuration files were updated to correct the issues.
Beyond initial deployment, additional enhancements were also deployed. A Docker volume was created for this container, allowing persistent data storage. This made it possible to preserve data even in the face of container shutdown or deletion. Automated testing was also conducted using multiple containers, which were connected via a custom Docker network, allowing them to communicate with each other and thus establishing a real-life. This setup showcased the dynamism and scalability of container-based applications.
The testing approach was further enhanced by running several containers and confirming their standalone functionality. Containers were noted to operate independently but those that were to communicate, were able to do so via the network configuration. The speed and responsiveness of the application was assessed to verify that it performed optimally with the given configuration. This highlighted the possibility of sharing and deploying container images across various environments. In summary, the deployment and test process confirmed the dependability, portability and success of the containerised application in a cloud environment.
[bookmark: _Toc228748004]3.3 AWS vs AZURE Implementation
The deployment of containerised applications in the cloud platforms of "Amazon Web Services (AWS) and Microsoft Azure"were compared and contrasted. In AWS, containers were provisioned using Elastic Container Service (ECS), and Elastic Kubernetes Service (EKS), providing container orchestration and container scaling. Load balancing and auto-scaling mechanisms were used to optimise application performance irrespective of the demands. It was found that AWS offered a flexible environment with a range of configuration options in managing containerised applications.
Microsoft Azure implemented containerisation through Azure Kubernetes Service (AKS) and Azure Container Instances (ACI), based on which easy deployment and management were provided [9]. Better integration with other Microsoft services was provided, which was more convenient for developers who were a part of the Microsoft ecosystem. Built-in monitoring, security and application gateways were used to provide the necessary application hosting.
In summary, it was noted that both solutions effectively enabled the deployment of containerised applications; however, AWS was noted to be highly flexible and scalable whereas Azure was noted to be integrated and easy to manage.
[bookmark: _Toc228748005]3.4 Serverless vs Docker
In order to compare serverless and containerisation ("Docker") with respect to cost and use case, it has been considered the following. With serverless computing, services like "AWS Lambda" were used, in which code is run in response to events without the concern of managing infrastructure resources. It was found that in serverless architecture, cost optimisation was achieved by only paying for the amount of execution time and resources consumed. It was based on pay-as-you-go and was apt for low traffic applications.
However, with Docker-based containerisation, resources had to be provisioned while the containers were in use [10]. While this led to higher minimum costs, increased runtime flexibility was offered. Docker-based containerisation was preferred in longer running and microservices applications, and for set-ups that require customisations.
Regarding use cases, serverless computing was found to be ideal for event-driven architectures like APIs and background services, while Docker was better suited for applications requiring persistent running services and complicated architectures. In conclusion, both were found to be effective for deploying and running applications, with a trade-offs based on workload, cost and needs for control over the runtime environment.
[bookmark: _Toc228748006]4. Results and analysis
[bookmark: _Toc228748007]4.1 Results of Software analysis
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Figure 4.1.1: “my-docker-project” overview
An engineering procedure was executed, adhering to the project folder. First, a Dockerfile and an index.html file were created in the right format for compatibility with the system. The command line was then changed to the project directory to set up the build context. An image was created with the Docker Engine, in which the layers for the Nginx image are downloaded and unpacked. The new image was then checked via the Docker Desktop GUI. The image was then tagged to include a version and namespace to be ready to store in the cloud registry
[image: ]
Figure 4.1.2: Docker file overview
Visual Studio Code was used to edit the Dockerfile that configures the container. The web server container was set up by selecting a base image with the FROM nginx command. Project code was copied into the correct location in the container using the COPY instruction. This would ensure the index.html file was copied to the /usr/share/nginx/html directory to be served to the web. These commands were stored in order to build the image. This automatically configured approach to integrating the software eliminated the need to configure the host software. 
[image: ]
Figure 4.1.3: html file overview
Within the text editor an HTML document structure was created, which defined the user interface of the application. The project was started with a <!DOCTYPE html> and the language specifications were defined employing <html> tags. The page was given a title in the <head> section that read "My Docker App". In the <body> section, a main heading was stylized to show the text "Hello from Docker" and rocket emoji. This source code was saved as a static file which would be served by the Nginx container.
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Figure 4.1.4: command for environment setup
The terminal was used to verify that the environment was properly set up for the ACCA7027 assignment on the Cloud Engineering module by confirming that the version of the Docker was 29.4.0. The hello-world image was pulled from the Library/Hello-World repository, as it was not available locally. It was successfully pulled digest was verified and status updated. With the image pulled, a new container was created and run to produce an output message. This display was returned to the terminal, which indicated the Docker host and client were connected.
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Figure 4.1.5: image of docker build command
The terminal was switched to the folder containing the Dockerfile. The docker build command was used to initiate a new image, called rimage. The Docker daemon was able to load the build context and definition. Information on the image nginx:latest was obtained and the authentication token for pulling the image was verified. Several layers of the image were identified, downloaded and extracted in 60 seconds. The application's files were copied into the container's directory. The build was successful in eight steps.
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Figure 4.1.6: image building command and “my-web-server” repository
The Docker build command was used to build another image and the my-web-server repository was created. The Nginx build definition and metadata was loaded in a matter of seconds. A cached layer was used for the upload process to increase speed. The export and naming of the layers and manifest then took place. The seven steps in the process were all successfully completed in the terminal.
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Figure 4.1.7: image of localhost
The final step in our deployment of the containerized application involved testing of the deployment in a browser. The exposed port "8080" was properly bound to the internal web server to access it locally. The container handled the request and returned the desired response. The message "Hello from Docker Container" was shown at the top of the browser window, and confirmed the successful execution of software analysis and implementation.
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Figure 4.1.8: image of docker containers
The functioning of the containerized environment was tracked from the Docker Desktop. The memory and CPU usage resources were monitored to run a stable system hardware. Several containers such as the web server and application were also shown with port mappings to the port 8080. A green overlay was used to demonstrate containers were successfully running in the background.
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Figure 4.1.9: security vulnerability test
A security vulnerability test was conducted on the rimage: latest image whose results were obtained by using the Docker Scout scanning tool. A total of 89 vulnerabilities were found in the image hierarchy, and in the 19 layers that make up the image. Particular packages containing critical and high vulnerabilities were identified. These results were recorded to illustrate the need for recommended patches to be applied prior to use in a production environment.
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Figure 4.1.10: system logs
The container rcontainer was started with the rimage: latest image. The system logs from the startup were printed to log actions undertaken by shell scripts stored in the entry point directory. Various configuration steps, such as setting up the support of IPv6 and sourcing local resolvers, were performed. The Nginx engine eventually spawned some worker processes to handle the web requests [11].
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Figure 4.1.11: JSON presentation
The actual configuration of the container rcontainer was reviewed in the Inspect tab in Docker Desktop. A forensic representative in the form of a JSON representation of the runtime state was created. The container was found to be running with a certain process ID. Additionally; the entry point and its arguments were checked to confirm that the Nginx server was properly set up.
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Figure 4.1.12: rcontainer container inspection 
The contents of the running container's file system in rcontainer container were examined via the Docker Desktop user interface. It was found out that different directories such as "bin", "etc" or "home" and their respective permissions, dates of modification and so on. The script "docker-entrypoint.sh" was listed in the root. This overview was used to confirm the integrity of the containerised environment as part of the software assessment.
[image: ]
Figure 4.1.13: container performance
The Stats tab was used to monitor the performance of the container rcontainer. System CPU usage was found to be low. Thus, the network activity exhibited a peak in download. These metrics were used for assessing the performance of the web app in the isolated environment.
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Figure 4.1.14: Repository of Docker hub
The deployment process was initiated with a successful login using the docker login command. The build was then re-tagged to link the local image to the r45tre repository, using the docker tag command. The docker push command was then invoked, in which the different layers of the application were pushed to the public registry. This proved that the local development environment was able to move from the local development machine to a centralised cloud environment. By doing so, the web application was assessed to be portable and thus supported the application migration to various environments.
· Here is my Docker assignment YouTube Video link:
                https://youtu.be/ekaJ2sDuTZE
· Sharing Hardware with the Hypervisor
The Hypervisor (Virtual Machine Monitor) is at the heart of virtualisation, and it allows many operating systems to run on a single piece of hardware.
Type 1 (Bare Metal): Installed on bare hardware (e.g., VMware ESXi, Microsoft Hyper-V). It's fast and is the default for data centres.
Type 2 (Hosted): An app that runs on an existing OS (e.g., Oracle VirtualBox). This is probably what you used if running Docker on a Linux VM on Windows.  
· Virtual Machines (VMs) vs. Containers
VM, and Containers, they are both isolated, but their structure is very different:
Virtual Machines: Virtualizes the hardware. Their Guest OS comes with each VM and they are resource intensive but very secure as they are isolated at the hardware level.  
Containers: Abstract the operating system. They are fast to boot (seconds) and lightweight as they share the host's operating system kernel.
· Cloud Concepts
There are three main concepts to ensure high availability and performance:
Load Balancing: Load balancing (LB) ensures incoming traffic is spread across a number of backend servers (or containers).
Scalable:  It is capable of scaling. Vertical (increasing the RAM/CPU of one node) vs. Horizontal (increasing the number of containers).  
Application Gateway: A special type of load balancer that works at Layer 7 (Application layer) and can route traffic based on URL paths or HTTP headers and can be used as an Integrated Firewall (WAF).  
Load balancing and scaling complementary. In this regard, calling adds the resources and load balancing configures traffic to access the new resources. Without this, an individual won't have Elasticity.
[bookmark: _Toc228748008]4.2 Performance and Efficiency of Containerised Application
The speed and efficiency of the containerised application was assessed to see the effectiveness of the containerised approach over the conventional approaches. The application was run using Docker, from which it was noticed that start up times of the application were dramatically increased. Compared to virtual machines, where a complete operating system needed to be booted, containers start almost immediately as the containers were very light and used the kernel of the host operating system [15]. This allowed for quick deployment and run-time of the application.
The resource consumption of the container was monitored. It was found that the application consumed the least amount of CPU and memory resources as only necessary components for the application were packaged into the container. This was a result of the absence of multiple system processes that are usually present in a virtualised environment. As a result, several containers could be run on one host without hindering the performance in any substantial manner. This showcased the ability of containers to allow efficient use of hardware resources in the cloud.
Additionally, the system ensured the reliability of application behaviour across multiple runs. Containerisation bundled the application with its dependencies, thus removing any environmental inconsistencies. This prevented runtime issues and increased the application's stability. The application was run multiple times, each with consistent execution results, suggesting the containerised environment was a reliable execution environment.
The system's performance was optimised by leveraging Docker features like caching during image building. Reusing layers helped cut down the time it took to rebuild images upon small code changes. This feature resulted in quicker build times and increased productivity. Further, containers isolated applications from the underlying host environment, ensuring that they did not affect other processes.
Another aspect that contributed to performance efficiency was scalability. The system was tested by running multiple copies of the container to simulate concurrent workloads, and it was found that the system was able to accommodate them without compromises in performance. The ability to spin up containers quickly enabled the application to be scaled out, thus meeting the performance demands at different load levels. Combining these tests, the findings showed that containerising the application with Docker improved performance and efficiency overall.
[bookmark: _Toc228748009]4.3 Scalability and Reliability Analysis
The scalability and reliability of the containerised application was analysed to determine how the deployed container was able to maintain consistent performance under different operating conditions. The application was run within a container by using "Docker", which provided a consistent environment for the application [15]. It was noticed that the container provided reliable behaviour on subsequent executions because all the components of the application were bundled together in a single package. This avoided any compatibility issues which may have occurred in conventional environments.
In addition, the container was re-executed and tested multiple times, demonstrating its reliability. The application was re-deploying many times, each time with the same set of results. This meant that the performance of the application was not significantly affected by external factors like configuration and environmental differences. Containers logs were also checked for errors, and it was observed that errors were being quickly recognized and addressed as the container environment was transparent.
The system's dependability was also enhanced by the use of Docker volumes. Data persistence was enabled by binding volumes to the container, which prevented data loss even when a container was destroyed or shut down. This capability was crucial for applications with persistent data storage, as it ensured data was not lost, improving reliability of the system. In addition, container networking was set up within multiple containers, facilitating the development of sophisticated and dependable applications.
Scalability was tested by considering various instances of the application deployed in containers. It was found that new containers could be easily and quickly launched. This enabled the application to scale effectively to meet the growing demands by employing multiple instances. Scaling was made easier because containers were lightweight and consumed fewer resources than VMs.
Additionally, the capability to store and share container images in a registry like "Docker Hub" will also support scalability. This allowed for quick and easy deployment of the containers to multiple environments, making it possible to quickly replicate the application. This made it possible to scale to demand in cloud computing environments, where demand may vary.
In conclusion, the study showed that using containers could offer a highly reliable and scalable deployment environment allowing for rapid application replication. Stability, persistence, energy efficiency and rapid scalability of applications were achieved. These attributes demonstrated the potential of containerised systems for use with today's cloud computing environment, where reliability and scalability are vital.
[bookmark: _Toc228748010]4.4 Critical Analysis
The efficacy of containers compared to both Virtual Machines (VMs) was justified in this. For the given Dell Inspiron system, it was calculated that the estimated amount of memory required for the Guest OS of a traditional VM would have been around 2GB. However, the Dockized service was trailed using just 7.68MB of memory space, thus exhibiting an efficiency ratio considered pivotal for freelancing [9]. In addition, during scanning 69 vulnerabilities were detected. It was determined that although the debian:13-slim base image reduced the attack surface of the container, the security risks of shared kernel architecture and vulnerability of Glibc required the use of CI/CD build automation to ensure the patching of any vulnerabilities to prevent container breakout.
[bookmark: _Toc228748011]5. Discussion of findings 
[bookmark: _Toc228748012]5.1 Containerisation and its Effect on Efficiency
Containerisation's effect on cloud efficiency was rigorously examined to establish the benefits modern cloud deployment practices have gained from containerisation. Through the adoption of "Docker" application components were distributed together with their middleware dependencies to be run in the same environment. This effectively eliminated problems with different configuration issues and incompatibilities. This played a significant role in boosting the reliability and productivity of cloud deployments.
The lightweight nature of containers was noted to have a positive impact on performance. Containers did not require their own operating system like virtual machines but utilised the kernel of the host operating system. As a result, containers were more resource-efficient, enabling the simultaneous execution of multiple containers without excessive demand on computing resources. As a result, this led to an improved resource efficiency of the computing infrastructure, which is one of the crucial considerations in cloud computing to optimise cost and performance.
In addition, containerisation also led to quicker startup times. Container startup took a matter of seconds and allowed for effective scaling and resource allocation in response to workloads. This feature was especially useful in cloud computing environments where there is a high variability in workload. The rapid creation and duplication of containers meant that applications continued to perform well and be available, even under heavy loads.
Furthermore, containerisation made it easier to adopt a microservices-based approach, in which applications were broken down into smaller components. These components were then independently deployed in containers, enabling effective management, update and scaling of services. This allowed for greater agility and minimised disruption, enabling incremental updates to the application's components without downtime.
Containerisation also combined well with cloud computing services like "Amazon Web Services" and "Microsoft Azure" [17]. These systems offered orchestration, monitoring and scalability features, which synergised with containers. Therefore, the deployment of applications was accelerated, and operational costs were lowered. In conclusion, the results showed that the containerisation contributed to an enhanced cloud efficiency [22]. This led to better resource utilisation, shorter deployment times, scalability, and flexibility, demonstrating the effectiveness of containerisation in today's cloud technology.
[bookmark: _Toc228748013]5.2 Analysis of Deployment Models and Technologies[1][1][1]
Deployment scenario and technology assessment was undertaken to assess their suitability in modern cloud computing. Two main technologies, containerisation and serverless computing, were evaluated and their pros and cons determined. Containerisation was achieved through the use of "Docker, which involved encapsulating applications and their environment in containers. This enabled portability and allowed for better control of application running and configuration.
It was found that containerisation provided a high degree of flexibility, with the ability to customise and deploy applications as needed. Direct container management enabled precise resource, network and storage management. In addition, cloud-based container orchestration and distribution became possible with scaling management tools [18]. Thus, containerisation was seen to be particularly well suited for complex applications, microservices and long-running services. On the other hand, it was observed that a greater level of management was needed, as infrastructure setup and container maintenance were the user's responsibility.
On the other hand, the use of serverless computing was analysed as a different model for running applications, allowing the execution of code without managing infrastructure. Event-driven services like "AWS Lambda" were used to execute functions in response to events. It was found to simplify operations, as the cloud provider managed the infrastructure. And it was found to be cost-effective as billing was based on the consumed computing resources and time. This approach was found to be appropriate for event-driven, intermittent and fast-development use cases.
The impact of cloud platforms, such as “Amazon Web Services” (AWS) and “Microsoft Azure” (Azure), was also discussed in the context of these deployment schemes [19]. These were found to provide a rich set of features for container orchestration, serverless deployment, load balancing and scaling. AWS was found to have broad flexibility and range of services available, while Azure was found to seamlessly integrate with enterprise platforms and easier to use.
In summary, the assessment showed that both containerisation and serverless computing were viable deployment options and depended on the specific scenario. Containerisation offered more control, flexibility, and fit to complex applications and systems while serverless computing provided simplicity, ease of management and cost savings [20]. Therefore, the decision as to which technology to use was based on the specific needs of the application, the nature of the workload and the corporate preferences.
[bookmark: _Toc228748014]6. Conclusion
This project’s conclusion extended to include a critical analysis of the findings of the dissertation. The use of containerisation technology was thoroughly analysed, where it was found that Docker employed tools which successfully achieved improved consistency and scalability. Although it was found that diminished resource consumption (7.68MB memory size) was achieved, it was also discovered that a major security issue of various vulnerabilities was caused. Thus, an architectural balance was concluded to be needed in view of performance and security vulnerabilities. Overall, the appropriate choice of cloud technologies was determined crucial to achieving high efficiency.
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© Restricted Mode is intended for safe code browsing. Trust this window to enable allfeatures. Manage ~ Lear More
< indexhtml @ Dockerfile X
E: > Docker > # Dockerfile

Q 1 FROM nginx:latest

2 COPY index.html /usr/share/nginx/html/index.html

(IR =]




image4.png
) File Edit Selecton View Go Run - <« Search (2302 BODBO
@ Restricted Mode is intended for safe code browsing. Trust this window to enable allfeatures. Manage  Leam More
< indexhtml X @ Dockerfile

E:> Docker > ¢ indexhtml > @ html
1 htm1>
<head>
<title>Cloud Assignment</title>
</head>
<body>
<h1>Hello from Docker Container</h1>
<p>This website is running inside Docker.</p>
</body>
</html>
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B Windows PowerShell X+

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\MyPC> docker —-version
Docker version 29.4.0, build 9d7ad9f
PS C:\Users\MyPC> docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

u

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub_docker. con/

For more examples and ideas, visit:
https://docs. docker. con/get-started/

PS C:\Users\MyPC>
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Users\MyPC> cd E:\Docker
Docker> docker build —t Rimage
ERROR: docker: 'docker buildx build' requires 1 argument

Usage: docker buildx build [OPTIONS] PATH | URL | -
Run 'docker buildx build --help' for more information

What's next:
Debug this build failure with Gordon » docker ai "help me fix this build failure"
PS E:\Docker> docker build -t Rimage .
[+] Building 0.0s (8/0)
ERROR: failed to build: invalid tag "Rimage": repository name must be lowercase

What's next
Debug this build failure with Gordon » docker ai "help me fix this build failure"

PS E:\Docker> docker build -t rimage .

[+] Building 3.7s (7/7) FINISHED

=> [internal] load build definition from Dockerfile

transferring dockerfile: 1048

[internal] load metadata for docker.io/library/nginx:latest

[internal] load .dockerignore

> transferring context: 28

=> [internal] load build context

> transferring context: 328

[1/2] FROM docker.io/library/nginx:latest@sha256: 70adcalfc6c29c8dct9a2e90037a10ba20dc266baaedd988e9FbudodsbaSbad

> resolve docker.io/library/nginx:latest@sha256: 7£0adcalfc6c29c8dcti9a2e90037a10ba20dc266baaedd988e9fbUdod8baSba0

CACHED [2/2] COPY index.html /usr/share/nginx/html/index.htnl

exporting to image

=> exporting layers

exporting manifest sha256:80fca82aub99bf392cdd77170bU30e691559a0b212¢535F2d75¢9U3F2b2Uab79

exporting config sha256:349c317aa53a26cUdf8c05803Ufda302297Uelbac9bdcdecO1fdc360bb7531d9

exporting attestation manifest sha256:73b8732cefU2d21a12U5e30fc2ae175d7c29338F16e85U088132187b51696b89

exporting manifest List sha256:c965e27a9387adul0c5aaf2e2f5275ded92d7127U520ab145¢852ad221a2d673

naming to docker.io/library/rimage:latest

unpacking to docker.io/library/rimage:latest

docker:desktop-linux

docker:desktop-Linux

©c000000R000OOOO00®

1s
1s
3s
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PS_E:\Docker> docker build -t r

[+]
=
=>
=>
=>
=
=
=
=
=
=
=

=>

age
Building 3.7s (7/7) FINISHED

[internal] load build definition from Dockerfile

=> transferring dockerfile: 1048

[internal] load metadata for docker.io/library/nginx:latest

[internal] load .dockerignore

=> transferring context: 28

[internal] load build context

=> transferring context: 328

[1/2] FROM docker.io/library/nginx:latest@sha25 'fBadcalfc6c29cB8dcd9a2e90037a10ba20dc266baaed0988e9fbudd8b85bad
=> resolve docker.io/library/nginx:latest@sha25 'fadcalfc6c29c8dci9a2e90037a10ba20dc266baaed0988e9fbUdod8b85bad
CACHED [2/2] COPY index.htnl /usr/share/nginx/html/index.html

exporting to image

=> exporting layers

=> exporting manifest sha256:80fca82a4b99bf392cdd77470b430e691559a0b212f535F2d75c9432b24ab79

=> exporting config sha256:3U9c317aa53a26cUd¢8c05803UFda302297UelibacObdcdecO]fdc360bb7531d9

=> exporting attestation manifest sha256:73b8732cefd2d21al2u5e30fc2ael75d7c29338f16e854088132187b51696b89

=> exporting manifest list sha256:c965e27a9387adul0c5aaf2e2¢5275ded92d7127U520ab145c8522d221a2d673

=> naming to docker.io/library/rinage:latest

unpacking to docker.io/library/rimage:latest

docker: desktop-linux
s

P00 0000HEEO000000D
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X @ Cloud Assignment

@ localhost:8080

Hello from Docker Container

This website is running inside Docker.
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Containers  Give feedback @

Container CPU usage ()

Container memory usage

0.00% / B0O% (& CPUS available) 37.43MB / 7.48GB
Q sha256:7f0adca1fc6c29c8dc49: (I =@ only show running containers

() Name Container ID Image Port(s) CPU (%)
(m] ®  pedantic_yonatl 69daedc115ae nginx 8081:80 (7 0%
() ®  serene_roentge cf2eeac4fb70 nginx 0%

Memory usag...

7.66MB / 7.66GB

7.65MB / 7.66GB

RAM 1.52GB CPU0.00% Disk: 20.40 GB used (limit 1006.85 GB)

Show charts.

Memory ( Actions

0l @
L& @ uf

Showing 2 items.

>_ Terminal - Update available
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¢

Analyzed by ‘.' S

Give feedback @
[ show excepted

Reset filters

Presentin | Affecte

@ Images / rimage:latest
® q :
rimage:latest wuse CREATED  SIZE
@ © ossaararns Sdoango 2371aMe | Recommendedfixes v W
=}
(=]
» a7 () Vulnerabilities (89)  Packages (243)
® > nginc o N
= Q Package or CVE name
P3
@ O v 3 riddhimendpara/rimage:l. 0 0 0 0 0
18 ‘COPY index.html /usr/share/nginx/html/i... 24.58 KB CVEID
&

> CVE-2026-33164
> CVE-2026-28387
> CVE-2026-4775

- > CVE-2026-33846

"o RAM 1.53 GB CPU0.00% Disk: 20.40 GB used (limit 1006.85 GB)

= [ Fixable
\ Severity  Fixable

87 @

81 @ v

780 v

758

< deb/di
< deb / d
<> deb/di
<> deb/ di

>_ Terminal (D Upd
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@ docker desktop

@ Containers / rcontainer
@ q
rcontainer
@ Q © 8c2b88f6165 5 &3 rimagelatest :::K Omes s u > -
a 8080:80 3
=] i . §
ogs Inspect  Bindmounts  Exec Files Stats
»
® Jdocker-entrypoint.sh: [docker-entrypoint.d/ is not empty, will attempt to perforn configuration Q
Jdocker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
> Jdocker-entrypoint.sh: Launching /docker-entrypoint.d/10-Listen-on-ipve-by-default.sh =
® 10-Listen-on-ipvé-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf o
16-1isten-on-ipve-by-default.sh: info: Enabled listen on Ipvs in fetc/nginx/conf.d/default.conf o
© Jdocker-entrypoint. sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh o
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
o /docker-entrypoint.sh: Launching /docker -entrypoint.d/30-tune-worker-processes.sh (2

/docker-entrypoint.sh: Configuration complete; ready for start up
2026/05/10 [notice] using the "epoll” event method
2026/65/16 26:20:38 [notice] nginx/1.29.8
2026/65/16 20:20:38 [notice] built by gcc 14.2.0 (Debian 14.2.0-19)
2626/65/16 26:20:38 [notice] 1#1: 0S: Linux 6.6.87.2-microsoft-standard-WsL2
2026/05/10 20:20:38 [notice] 1#1: getrlimit(RLIMIT NOFILE): 1048576:1048576
2626/65/16 26:20:38 [notice] start worker processes
2026/65/10 20:20:38 [notice] start worker process 29
2626/65/16 26:20:38 [notice] start worker process 30
- 2026/65/16 20:20:38 [notice] start worker process 31 Vv
2026/85/16 20:20:38 Inoticel 1#1: start worker process 32
"o RAM1.53GB CPU0.50% Disk: 20.40 GB used (limit 1006.85 GB) >_ Terminal (D Update available
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@ docker.des|

® o

¥ @ 0D

6]

<

Containers / rcontainer

rcontainer
Q © Bc2dbB8I6165 (7 & rimage latest omD u > - -
8080:80 7 unning (41 minutes ago)
) . @ Raw JSON
Logs Inspect  Bind mounts Exec Files Stats
| Platform | [ cmd || State || Image | | PortBindings | | Runtime | ~Mounts | | Volumes | = Env || Labels || Networks
1,4¢
2 "Id": "8c2db88f6165cddfab6d5cB8a7fd571e4e56551528c3102e0d90915423946e5F7",
El “Created": "2026-05-10T20:20:36.332387936Z",
a “Path": "/docker-entrypoint.sh”,
5,  "Args™: [
s “nginx”,
7 "-g",
8 “daemon off;"
° 1,
10,  "State": {
1 "Status": "running”,
12 : true,
13 Paused”: false,
14 “Restarting": false,
15 “0O0MKilled": false,
16 false,
17 "Pid": 618,

RAM 1.53 GB CPU0.00% Disk: 20.40 GB used (limit 1006.85 GB) >_ Terminal (® Update available




image13.png
¢

® &

¥ @ Y0 D @

@

o

Containers / rcontainer

rcontainer
< @ ©8c2db88f6165 @ rimagelatest
8080:80 (7
Logs Inspect Bind mounts Exec Files Stats
Name 1
| ® .dockerenv

® bin-> usr/bin
> B boot
>B) dev
> ) docker-entrypoint.d
[® docker-entrypoint.sh
>B ete
> B home
B lib-> ust/lib

R lib64 -> usr/lib64
RAM 1.52GB CPU0.38% Disk: 20.40 GB used (limit 1006.85 GB)

STATUS

Size

0Bytes
7 Bytes

1.6kB

7 Bytes
9 Bvtes

Last modified

43 minutes ago
2 months ago
2 months ago
43 minutes ago
1 month ago

1 month ago
43 minutes ago
2 months ago
2 months ago

2 months ago
>_ Terminal

["open e eitor |

Mode

TWXEXT-X
Lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
TWXIXTX
drwxr-xr-x
drwxr-xr-x
Lrwxrwxrwx

Lrwxrwxrwx
® Update available
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@ docker.d

® &

¥ ®@ Y0 D @

®

o

Containers / rcontainer

rcontainer
e STATUS
< @ © 8c2dbBBI6165 5 1 rimage latest u > -
008015 Running (46 minutes ago)
Logs Inspect  Bind mounts Exec Files Stats
CPU usage: 0% Memory usage: 14.42MB / 7.66GB
1% ) Qo 7.66GB. [Q Q O]
T L]
O T = T
PHIPLP PSS LA P RERL S FEPS S PPPI PSS S LN LR LSS LSS S S
L R A A R AR A A g
[ cru [ Memory
Disk read/write: 14.2MB / 12.3KB Network 1/0: 2.75KB / 1.56KB
—_—
@a9) i @ ao)
4.77MB [T 10008 I
o — = ]
PPPI PR FE SOV LR RS LES S S P PHIPI PSP LA LD RERLLIF PSS & &
LKA A AR LR AR A AR L A o A A L A A K g

Vv
[N Data read [N Data write

RAM 1.52GB CPU0.25% Disk: 20.40 GB used (limit 1006.85 GB)

>_ Terminal
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PS E:\Docker> docker login
Authenticating with existing credentials... [Username: riddhimendparal

B Info » To login with a different account, run 'docker logout' followed by 'docker login'

Login Succeeded

PS E:\Docker> docker tag rimage riddhimendpara/rimage

PS E:\Docker> docker push riddhimendpara/rimage

Using default tag: latest

The push refers to repository [docker.io/riddhimendpara/rimage]
5b51e5e6e887: Already exists

88d1d98uUb765: Layer already exists

84elldc2bb36: Layer already exists

3e8be83e791c: Layer already exists

5435b2dcdf5c: Layer already exists

054715a6bffa: Layer already exists

U4uygeaScac5d5: Layer already exists

7b5d674621c2: Layer already exists

4a038fd18dbl: Layer already exists

latest: digest: sha256:c965e27a9387adddd@c5aaf2e2f5275ded92d71274520ab145c852ad221a2d673 size: 856
PS E:\Docker>
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