	
	
	



Data and cyber security focusing on technology
Arjun David Ubhee
Apprentice Part- Time Student at University of Wales Trinity St David, Swansea, Wales
2318472@student.uwtsd.ac.uk
Task 1	1
Abstract	1
Introduction	1
Security technology	1
Types of security technology	2
Conclusion	4
References	5
Task 2	6
	
	
	



[bookmark: _Toc57267174]Task 1
	
	
	



[bookmark: _Toc1608219593][bookmark: _Toc1836695419]Abstract
While situated in a personal or office setting, cyber security is the most important and needed implementation when in the digital world. Along with knowledge of cyber security, tools and software classing as ‘cyber security technology’ can also improve and increase security in the digital world and information security. 
This report shows many ways security technology can be implemented and the importance of the implementation, basing it on a typical business. The discussion is backed up by scholar references. The results of this report conclude that security technology is important to an enterprise, re-enforcing that VPN protects and encrypts data when its being transmitted, firewalls protect and manage the traffic and protects data on the network and biometric data only allows authorized user to use sensitive data using unique identification. 
[bookmark: _Toc1459963523][bookmark: _Toc1481362937][bookmark: _Toc1148599515]Introduction
Cyber security is one of the most important professions in the modern era, either in the workplace, out and about or at home. It can be summarised as protecting the confidentiality and integrity of electrical devices, networks, and data, making it available to only the required people. [2] Without any implementation of cyber security, it exposes the company or user to many risks such as viruses and ransomware, increasing the risk of data loss and theft and risk to the company’s system, and other cybercrimes. According to a threat report from Symatec, in 2015, 9 mega-breaches have been reported by companies, and exposed identities, either from customers or employees from the companies are over 429 million. [3]

 Security technologies can be classed as technologies and policies which protect the user, data and other assets. Technologies, either hardware or software can stop or pose a threat to cyberattacks or network attacks. [1] Security technology creates important structures for data in any modern corporation. Without any security technology, improvements with cyber security may not be evolved to prevent criminals and attackers. Solutions such as Network Access Controls, Two-factor authentication, Privilege Access Manager firewalls, Instruction detections solutions systems.[4] Modern solutions can be implemented and managed these technologies by third parties. 
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Security technology can be classified around these concepts: ‘component’ security and system management security.
Component security can be defined as security which allows the user to access the data. This could be biometric data (fingerprint authentication, RFID authentication, etc.) where users are trusted with the data, and so, has identification is unique to the user. Unlike a password, this allows the user to utilize it without forgetting. Biometric data is also unique to the user, making it very difficult for other users to utilize it. [5] This can be labelled as ‘access control’.
System management security is also implemented as a security technology. An example includes a ‘multi-risk communicator’. This system measures the risk factor of all cyber security implementations in the company. These are discussed as a group, creating risk measurements and actions for the implementations. The communicator should be trusted. The risk communicator is to search for the optimal condition for the risk, while factoring many conditions such as cost, conflict, benefit, etc. [5]
Studies show implementation of security technology are important to the company. As progression of IT, IoT and technology in modern times. Cyber Security and technology implementation development and funding in a company must meet the demand and increase. One of these factors include cyber security technology. In the Covid-period (2020-2021), digitalization of companies and working from home prevailed and technology increased throughout the world. Thus, the trend shows an increase/plateau in cyber security revenue. This can be seen in table 1.
[image: ][6]
Cyber Security technology is a fundamental section in Data Security. For example, USB blocking policy is not a security technology but a technological advancement. This is to mitigate risk from viruses embedded in the USB. Technology allows to the perimeter, in the digital world and the real world, to address cyber-attacks and threats. This helps to counter white hat hackers, as they are increasingly becoming more ‘technologically advanced’. White hack hacker re-enacts malicious hackers with permission from the company to do so. [7]
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There are many types of security technology implemented in a company. Implementing these can secure the data in the company.
Biometrical data is a way of unique identification for user. This is done by human traits, behavioural or physiological, measured and documented in a database. This is verified by the user by then searching the database. Physical biometrical data that can be recorded are as follows: ‘fingerprint, face print, handprint (knuckle, palm), iris etc., as more biometrical data is being recorded.[8] 
Behavorial biometric data can be classed as a collection of data from many technologies. Each user has a unique way of accessing data, using logs of peripheral, such as keystrokes or mouse movement.   Devices logs are collected and measured. This is to combat fraudulent activity, as algorithms are used to be based by user. This is an adaptive system as it implemented into all devices. Behavorial biometric data is theoretically impossible to replicate as such.[10]
The data is designed to be accurate when designing biometrical data and their respective parts. This may also enhance the way that users may be able to retrieve data as its convenient, even to users who have limited technology knowledge. But biometrical authentication may not be secure enough as, in a report, its suggested that alternate methods of authentication, as attacks and security threats may compromise the templates.[9]
To mitigate and improve the security, studies of existing biometric data templates must be conducted. Discussing the benefits of biometric data security, making accessing data easier through authentication and improving the security system.[9] 
Scanning hardware can be identified as sensors. Popular sensors are optical, pressure, capacitive, ultrasound and many more. Sensors are dependent on the state of the finger, the environment, and the durability. [10]
Doing a review of fingerprint biometric data, there are three types of fingerprint data collection: ‘minutiae-based, non-minutiae based and hybrid’. [8]
minutiae-based fingerprint scanning works by intricate scanning of the finger. The print is made by taking valleys, ridges, dots, crossovers and the loop of the finger. This is a high-quality scan, thus the processing of it can be time-consuming as well implementing authentication layers such as enchantments and filters. [8] This is an NFIQ quality fingerprint, creating a binary image and a thinning function is used. [10] 
Non-minutiae based scanning does the opposite and takes a digital image using light of the fingerprint. This is usually done by an Optical sensor. This turns the image into code using a set pattern-matching software. Non-minutiae does have its disadvantages. Brightness can affect the reading of the fingerprint as it would need to read the whole of the fingerprint to compare the image.  The quality of the user’s image must be acceptable for the image to be compared.  This could be the state of the fingerprint scanned or the hardware. [11] 
Hybrid is the amalgamation of the two listed above. This would use the minutiae approach with the ridge direction as authentication. The image is then split into several windows that overlap, and decisions such as the orientation and texture features of the fingerprint. This would be in vector form. This would be utilized to capture the strength of the fingerprints features at equally spaced places. The image that the user inputs, would be matched with segments of the image in the database. This is based on similarity.  [8]
A firewall is important for first defence. A firewall can be classed as a device which protects the network from unauthorized access. This can be done by device or operating system.  Authorized user can sensitive and confidential data without other unauthorized users accessing it. [12][13]
A simple firewall can be seen in diagram [16]
[image: ]
Firewalls manage and monitor the traffic on both networks. With modern firewalls, tools and rules are used in conjunction to protect networks.[14] 
There are types of evolution for firewalls. The simplest one that can be implemented into a firewall is packet filtering. A packet is referred as a ‘unit of data that is routed to an origin and a destination’, seen in source [13]. This is usually from an internet connection or network. Different rules are made for different firewalls. They all share a common method though, allowing authorized traffic and removing unauthorized traffic. This is done by inspecting IP addresses, packets, ports and internet protocol. The packets are then compared to the firewall’s rules to find a match and perform that action. If there is no match, they firewall will deny it. [13][15]
Stateful filters maintain the connection. This allows the packets previously sent and accepted to be stored to be used as a proxy. This can be remembered by the firewall. These are pre-set decisions. These can either protect a private network or an enterprise network. This gives the network administrator flexibility in tacking functionality as protocols are gone through as packets. This can be also analysed and designed, making it easy to implement. [16]
Application layer filters contain code for applications. This means a deeper packet inspection. This is a more secure method implemented into the firewall, thus costing resources such as communication latency and bandwidth. Implementation of code must also be in the application for the firewall to allow access. This filter is done in real time, with an automation process.[13][17]
DMZ (Demilitarized Zone) or a screen subnet opens to the outside digital world. It can be defined as subnet which intervenes with the LAN (Local Area Network) from other networks, usually suspicious ones. Usually external-facing servers and services are located on the DMZ, such as websites, email and proxy servers. This restricts malicious attackers to access sensitive data and servers, usually DDOS attacks (Distributed Denial of Service). The DMZ is used to control traffic. The DMZ server is a throughput for malicious attackers. The DMZ also hosts many functions such as Network Address Translation to show the DMZ address to the internal address coming from the connected port and a connection to the DMZ IP address to an internal IP address. An Access list is used in a DMZ to control what inputted and outputted from the network. [18][19]
VPNs or virtual private network is a security tool which makes the user look like data is send and received by a private network. This is done by using an ‘encrypted tunnelling protocol’, hiding the user private network data.[20] It opens communication networks as well as protects confidential and sensitive data, thus giving authorized users to have the data. 
There are many advantages of using a VPN in a business setting. There is less operational cost when using a VPN instead of using a traditional WAN (Wide Area Network). A VPN can also increase the scalability as a VPN can be accessed anywhere using remote access. Some VPNs use secure encryption methods such as Secure Sockets Layer/Transport Layer Security. This uses asymmetric encryption.[21]
VPNs mainly follow a rule for networks. For example, we would be following the CIA Triad ruleset. This would inquire that all networks would satisfy these three components: Confidentiality, Integrity and availability.  Confidentiality makes information and data to be accessible to authorized users and can only access that data. Integrity means that the data contained is encrypted and protected. This must be protected when the data is in process, mobile and storage. Availability is important for data, in an instant time. Data must be accessible in an emergency or in a critical situation. [22]
Virtual dial-up Network is a user-to-LAN connections with allows secure connections to open networks. In a business sense, this would be used for employees who are remote and would need access to office networks and servers. This would utilize a special software, usually an EPS (Enterprise Service Provider). [21]
Site-to-site VPN utilize connections that are fixed, usually in-office. These can be divided into two sides, extranet and intranet. Extranet allows connections to companies with other companies. These can be external suppliers, service provides or customers, while intranet only connects straight to the company. [21]
[bookmark: _Toc2116981475][bookmark: _Toc816657558]Conclusion
This paper displays the importance of security technology, using statistics of increasing cybersecurity revenue over the years and the impacts without security technology, like protection of viruses by a USB blocking policy, unique authentication to access confidential data, and ‘multi-risk coordinator’ to assess and evaluate risk. 
The report also assesses biometrical data, firewalls and VPN. Revealing that biometrical data, a hybrid approach for fingerprint scanning would be considered as a security implementation as it uses the functionality of both ‘minutiae and non- minutiae based’ biometrical scanning for fingerprints. Firewalls should have at least three levels of filters with a DMZ subnet if you are hosting externally, and a VPN should be used to send data as it uses a tunnelling system as well as encrypts sensitive data until it reaches the destination.  
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Introduction
This report will focus on setting up an information security department in an organisation, specifically a banking comapny. This would outline the design approach where it will be discussed how the information security would implement using the related work.
At the end of this report, it will conclude that an information security department is an important element to the banking company
List of tables, figures and acronyms
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Figure 1 - the levels of a strategic response to an attack [1]
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Figure 2 - divisional organizational structure under a CISO [2]
[image: ]Figure 3 - a typical policy life cycle [3]
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Figure 3 – average HTTP latency and the number of connections under firewall security levels [5]
Acronyms
CERT – Computer Emergency Response Team
CISO – Chief Information Security Officers
GDPR – General Data Protection Regulation
LAN – Local Area Network
GASSP – Generally Accepted Systems Security Principles
PDCA – Plan-Do-Check Act
PDIDSS – Payment Card Industry Data Security Standard
QSA – Qualified Security Assessor
COBIT – Control Objectives for Informationa and Related Technology
NIST - National Institute of Standards and Technology
OSG – Organisational Security Governance
SAINT – Security Administrator’s Integrated Network Tool
HTTP – HyperText Transfer Protocol
Evidence related work and approach
An organisation structure is needed for information security. One structure that the government utilize can be split up into many sectors. The sectors combat cyber criminals and analyse data and internet conduct, as well as creating an incident management process. The strategic method of decision making when in a cyber emergency or compromise can be used seen in figure 1, done by CERT. [1] However, this might be an excessive structure for a banking organisation but can be utilized if the banking company has extra revenue to invest in.  
OSG is essential. This lays out the set of objectives and practices used by any management. This gives guidance while managing risks. Security Strategy are created to see what is managed. There are objectives to follows when using OSG as its important for security governance. Company would relate technology and business when working with customers. This can help creates values within. There can be five areas that can be affected by this: the application, the authentication, data infrastructure and architect, and network of the business. This can improve the business by utilizing and improving these areas for customers, making it efficient for them.[14]
An in-depth discovery, an OSG performs these objectives: corporate control and encouraging control culture. But policy clarity, regulatory and improving compliance and controls, and responsibility and accountability is the focus. [14]
Regulatory compliance allows legal and required security measures and controls are implemented, in accordance with legislation. This can improve security governance. [14]
Improving controls must be continuous in security governance. Controls must always be adaptive and understandable as well. The timing of these control implemented right can only be achieved using this practice, as well as regular reviews of such controls.[14]
Policy clarity should be clear to the induvial. This should be accessible to everyone in the company, which shows a commitment with security governance and Information systems. This is in context with culture with the company, determining the acceptable and unacceptable. [14]
Responsibility assures that it’s shared. This also makes stakeholders capable of accountability within the company. This means planning out clear compliance responsibilities for the company and employees have access to appropriate data and accountability, transparency and responsibility. [14]
Using the evidence, OSG is a suitable strategic and governance plan to implement into a banking company for the information security team.

Usually for companies, CISO are responsible for the organisation structure for cyber and information security. They would ensure that policies, processes and technologies are protected and carry through. They would prevent re-occurring incidents. They would ensure that the deployment of policies and technologies assets, as well as overseeing the management, activity and performance of all information security. [2]
An example structure is seen in figure 2. Describing the roles, a security engineer undertakes two roles in this context. The host and network security department and the identity and access management. [2]
The network management department manages the controls to protect the data and network, in accordance with the company and legal requirements. This can be in the networks (Firewalls, VPNs) and vital technology assets. This would include developing, maintaining and configuring the company IT assets. [2]
Identity and access management represents identification to employees and assets. This allows access controls based on their identity, such as biometric data. [2]

Policies defines how a company or organisation is planning for protection. Protecting data, assets and systems. [4] Policies are used to protect the employees, partners, vendors and, most importantly, the company from accidental or intentional damages, or breaking of GDPR. [3]
Policies characteristics are as established: needs to be backed by management, relevant to the business, realistic so it makes sense to employees, practical for successful implementation, flexible so that it can change when the business changes, enforceable and not unfair, and inclusive so it can reach everyone in the whole business. [3]
A policy has a life cycle seen in figure 3. This depends on how the company approaches the policy. The policy needs to be effective for the intended department, consultation in internal and external experts, effectiveness for all departments using contribution and challenging, and authorization from the executive. [3]
According to a 2000 CSI report, 65% of people on a survey admitted to not having a policy in their company. [4] information protection is typically focused for policies. To a banking company, it is essential or even a requirement to implement an intricate policy for 
Typical information protection focuses on legal issues, risk analysis, encryption control, virus control and response, and more.[4]
Firewall control correlates to LAN, policy wise. Traffic usually goes in and out through the LAN, so firewall security is implemented as indented. Policies implemented into the firewall are detailed: ‘policy, advanced authentication, packet filtering and application gateway’. Firewalls can have several configurations and security levels. SAINT can control host attacks and scanning. For monitoring, BSB and COPS are utilized (software). Policies levels implemented in the firewalls does not affect the HTTP latency when rules, seen in figure 4. [5]
To a banking company, it is essential or even a requirement to implement an intricate policy for all people, internal and external. This keeps customers and employees secure by showing guidance and guidelines implemented by dedicated experts.

Data protection act or GDPR are one of the polices implemented in most companies and organisation. GDPR is a law on personal data, if being processed, storage and being access. [7] In the UK, GDPR was implemented 25th May 2018. It’s for EU companies when trading or being established with non-EU companies. [6]
GDPR gives protection to customers and users from unauthorized access to their personal data. This gives users protection of their dignity and well-being as blackmail or discrimination can be used if GDPR is not set. GDPR also balances power with personal data, and strengthens bonds with users, as this policy gives expectations of the company data handling. [8]
GDPR is a law which all companies use, as well as giving trust to the customers about data handling. The banking company will process personal data, so GDPR must be implemented in the company. Experts within an information security department could process and appoint rules within the company. 

Security standards are needed in a business. Guidelines such as IT baseline protection manual and the orange book are usually proposed. These all have related content suggesting securing businesses internet standards and certificates. Guidelines are composed by external committees, giving it an authoritative impression. Guidelines are generic, company wise. Tailor-made guidelines would be implemented into the company to suit company needs in common practice. Guidelines must also be verified by the organisation.[9]
Focusing on GASSP, the 2.0 version was published in 1999. The approach of this was to give 3 principles. Some principles don't change as such, including awareness and ethics. It distinguishes all principles given that they have exceptions as well as developed on experience and more reasons. This can be classed as a general scope. [9]
ISSM standards has important overview structures such as COBIT, PCIDDS, and ISO27001. Going through it, ISO27001 specifies that adequate security measures are implemented using a PDCA. This allows establishment and improvement to any companies cyber security. [10]
PDIDDS is a standard done worldwide defining the controls of card transactions and the safety of it to prevent credit card fraud. This applies to every company which utilizes bank cards and its exposure. This can be performed via internally or externally, as is needed, no matter the size. This is assessed by a QSA to see if it's up to standards. [10]
COBIT, invented by the IT governance Institue in 1996, is policies for IT management. It intertwines IT governance and supporting tools to give controls, supportive technical and security problems and business risks. COBIT concentrates on these areas: strategic alignment, which defines and maintains IT values. Value delivery, delivering the IT promise of benefits, optimization and cost. Risk management, an understanding of compliancy and risk. Resource management is the management and cost management of IT assets. Performance management, which monitors strategy, projects, resources and delivery of services and process. [10]
In formation, security would implement these standards for the banking company to create trust for everyone involved in the company.

Contingency planning or emergency planning is a necessity for a business as employees are prone to attacks or disasters strikes. Malicious hackers have an objective of stealing sensitive data, taking a system down or trying to raise alarms. Disasters can also affect the company in unexpected circumstances. [12] This can be disabling systems or stealing an employee’s credentials to gain sensitive data. [11]
The objectives that the contingency plan would need to achieve would be establishing an importance of data and cyber security, finding vital IT assets which contain sensitive information, analysing priorities in services, and planning a continuation strategy for the business. [11]
Contingency planning must also be aligned with data standards. In a contingency plan, it should be clear what goals are needed to be achieved and objectives. Controlled risk must be carried out is a service is slowed or down. Data, sensitive or not shouldn’t be changed and processes should be recovered. The situation must also be documented, in case of any similar or other attacks or breaches may happen. An efficient contingency plan must be in place. For example, acquiring different departments priorities, evaluation the recovery process, testing the recovery process and then evaluating the plan with executives and experts. The conclusion of this would be an approved version of a contingency plan. [11]
A lack of planning can cause damage to the company, monetary wise and reputation wise. The effect of this would mean that employees and customers would lose trust in the business and money would be lost. The company must need to implement a good defence, either if it's an expected or unexpected circumstance. A company must be transparent and accountable to everyone affected in the company. (Stakeholders, customers, employees etc.) If the circumstance happens and objectives and compliance must be met within the contingency plan. [12]
The department of Information security would implement a proper contingency plan for the company, for that to not happen. 

Risk management is identifying risks in the company. This to record the likelihood that that the risk occurs and approaches how to mitigate the likelihood of the risk. Risk management usually goes through this sequence: identify the risks and assets, prioritize it, and find out the controls. This allows the identifications of controls methods as it can be hard to find. This doesn’t guarantee perfect security but helps outlines risks and controls methods to create a security for the company, management wise. There will always be residual risk in the company, but this needs to be accepted. [4]
Risks are obstructions to achievements of the company. Identifying the risks can show which achievements they obstruct. [13]
Controls from a risk management standpoint requires performance. This can include user response reaction, additional assets or costs. Costs can also be vague as long term-costs could be affected. Region may also affect the controls as environments change.[4]
Risk management must be up to standards and guidelines. NIST frameworks covers a risk-based guide to manage cyber security. ISO27001 shows standards to protect and identify the IT assets. Identifying paths and guidance for these assets. This can be seen as a basis for risk management. Critical data and asset infrastructure can use these guidelines to identify the cyber security risks, serving a baseline for a program, thus can improve already implemented programs.[13] 
Risk management would be up to Information security to create for the IT infrastructure and the assets. This would improve the banking company. 
The design approach
Information security would implement these frameworks into their department. 
To implement these in the banking company, the start is employees and executives, as they handle sensitive data. An information security team would primarily focus on protecting their IT assets and sensitive data which could put users and customers at risk. Executives will be at peace knowing that the company is following the law and standard of other companies as well as having a contingency plan and governance planning for cyber security.  
Leading on to that, customers are priority. Implementing policies and security standards onto the users would create trust from the banking company. Customers would like to protect their data as well as their personal data for their money. 
Vendors, internal and external, would have the same priority as customers so that they can feel safe working with us, by keeping up with data standards. 
Conclusion, recommendations and future work
Creating an Information Security department in a banking company would benefit, not only the internal, but externally as well. This would increase of protection of cyber security in the banking company, gain trust from everyone in the company and increase revenue in the long run.
To improve in future records, I would create a more in-depth review of all the all the content in the report. This report is only the starter of the approach to creating an Information Security team. Improving and specifying all the approaches in separate reports would be viable for a proper induction in the banking company.
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