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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Cryptographic Systems. Apply your understanding and knowledge from what you learnt in the lecture about these topics by doing the following exercises: 


Use your lecture notes, library database and/or the Internet to answer the questions. 

1. Explain how authentication, integrity and confidential is used to secure a network LAN or WAN.


2. Use the Caesar Cipher method to encode the following clear text message with a key of 3
i. FIRE MISSLE

3. Use the Caesar Cipher method to decode the following cipher text with a shift of 6
ii. OTZKXTKZ YKIAXOZE

4. Why cryptanalysis is very important especially for government and enterprises?

5. What are the methods for cracking code? Explain any two.

6. How does authentication, integrity and confidentiality implemented in cryptographic hashes, protocols and algorithms?

7. What are the characteristics of key management and explain any three.

8. What are the differences between symmetric encryption algorithm and asymmetric encryption algorithms?

9. What would you take into consideration when choosing an encryption algorithm? 

10. Explain Diffie-Hellman algorithm and use and example to outline its operation.


11. Explain Certificate Authority (CA) and outline the steps for CA certificates.

12. What are the five main components for Public Key Infrastructure (PKI)? 
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