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[bookmark: _Toc216962126]Introduction
Cybersecurity is important for banks and other financial companies that keep sensitive information. Cyber threats are becoming more common as technology gets more advanced and widely used. Businesses need to know about these risks and take steps to protect their systems and data. This report talks about the biggest cyber threats to Vigilant Trust & Asset Management (VTAM) and how to make them less likely to happen.
[bookmark: _Toc216962127]Identification of modern threats
There are a lot of cyber security threats that a lot of businesses have to deal with and they are getting more common and harder to find. These threats can have a big effect on customer data, business operations, and trust for a financial services company like Vigilant Trust & Asset Management (VTAM). When new technologies are used it's important to know about both external and internal threats.
 Ransomware-as-a-Service (RaaS) is a big threat. This lets criminals use tools that are given them to carry out ransomware attacks. These attacks lock up company systems or data and demand payment to get back in. Financial companies are often targeted because system outages can cause a lot of problems. If a ransomware attack is successful, it can cost money, expose data and hurt the reputation of the company.
 AI-powered social engineering like vishing is another threat that is becoming more common. Hackers now use AI to make phone calls sound more real and believable. Employees might be tricked into giving out their login information or giving their permission for things they shouldn't. It's hard to find this kind of attack because it focusses on how people act instead of how computers work.
 Attacks on the supply chain are also a problem. These attacks happen when hackers take advantage of flaws in software or hardware that is made by other companies. Many financial companies will depend on services from outside companies so a breach at one supplier can have a negative effect on many businesses. 
 Using cloud services adds more risks. Cloud platforms are flexible but if they are not set up correctly they can put sensitive data at risk. Even when data is stored in the cloud businesses are still responsible for keeping it safe. Not knowing much about cloud security can make data leaks more likely.
 
Lastly, working from home setting makes security risks higher. Employees usually access systems via home networks or personal device which may lack security. People can also make mistakes that put the company at risk, like using weak passwords or falling for phishing attacks. Sometimes, employees may use access in ways they shouldn't, either on purpose or by accident.
 Overall modern cyber threats come from a mix of technical flaws such as mistakes made by people, and risks from outside sources. To deal with these threats a modern and more adaptable security system is needed.
[bookmark: _Toc216962128]Modern security policies
Whenusing the Zero Trust security model security rules should be made to keep Vigilant Trust & Asset Management (VTAM) safe from modern cyber threats. What Zero Trust is about is the user shouldn't automatically trust any device, or system even if it's already on the network. It's important to check and confirm every request for access. This is especially important for financial companies that deal with private information and help with cloud services.
 Identity and access management should be a top priority in policy. Before they can use the systems, all users must show who they are. Using strong passwords and multi-factor authentication (MFA) is one way to do this. Users should only be able to access systems and data that they need to do their jobs. This lowers the chance of unauthorised access and lessens the damage that can happen if an account is hacked. This policy supports both the NIST Cybersecurity Framework (CSF) and ISO 27001, which both stresses how important it is to control who can see information.
 Another important rule is network security and segmentation. Instead of letting users move freely across the network, systems should be split up into smaller parts. Access between these sections should be limited and watched. Segmentation helps keep attackers from getting to other important systems if they get into one part of the network. This is in line with the Zero Trust principles and supports the NIST CSF's goal of finding and stopping threats.
 It's also important to have a strong policy for protecting data. When data is stored or send sensitive information, like customer and financial data, it should always be encrypted. Employees need to know how to handle and share data, so it should be classified. This policy helps protect the confidentiality, integrity, and availability of data, which is what ISO 27001 says is important.
 When more people work from home a policy for device and endpoint security is should be added. Any device that connects to company systems must meet security standards like having up-to-date software, antivirus protection, and secure settings. Devices that don't meet these standards shouldn't be able to get in. This will help lower the chance of malware and unauthorised access from devices that aren't secure.
 Finally, there should be a policy for monitoring and responding to incidents. You should always keep an eye on systems for strange behaviour, and there should be clear steps to take when a security incident happens. This includes reporting problems, stopping threats, and getting systems back up and running. These steps fit with the "Detect" and "Respond" stages of the NIST CSF and help make sure that incidents are dealt with quickly.
 To conclude, these rules make VTAM's security very good. The organisation can better protect any important data and users from modern cyber threats by following the Zero Trust model and the best practices from NIST CSF and ISO 27001.  
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Figure 1: Zero Trust Architecture for Vigilant Trust & Asset Management 
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Vigilant Trust & Asset Management (VTAM) should use a wide range of security methods to lower the risk of modern cyber threats. These steps are meant to protect against threats like ransomware, social engineering attacks and other security problems that come up when using cloud systems and working from home. 
 Multi-Factor Authentication (MFA) is one of the most important types of security. With MFA, users must prove who they are in more than one way like by entering a password and a code sent to their phone or sending another email the code that they linked their account to. This makes it a lot harder for hackers to get into systems, even if they get login information through a phishing attack since they need physical access to your phone. All users should use MFA, especially when they are using cloud services and home use.
 A Security Information and Event Management (SIEM) system is another important method. A SIEM gathers security logs from servers, applications, and user accounts. Then it looks at this information to find strange behaviour for example trying to log in too many times. When something suspicious happens, the security team gets an alert so they can do something about it right away. This helps find ransomware and other attacks early on. Figure
 Cloud Security Posture Management (CSPM) tools should be used to keep cloud environments safe. These tools check cloud settings on a regular basis to look for security issues like open storage, weak permissions, or policy errors. CSPM helps lower these risks and keep cloud systems safe because many cloud security problems are caused by simple configuration mistakes.
 Endpoint security is also very important, especially for people who work from home. Every work device should have antivirus software, automatic updates, and encryption turned on. EDR tools can keep an eye on devices for signs of malware or other strange behaviour. If a device becomes unsafe it can be cut off from the network to stop threats like ransomware from spreading.
 Administrative controls are also very important. Policies for access control should make sure that users only have the access they need to do their jobs. Access should be checked on a regular basis and taken away when it is no longer needed. 
 Overall, these steps work together to keep VTAM safe from most cyber threats. Using strong authentication, monitoring tools, cloud security checks, and endpoint protection can help make things safer and lower the risk.
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To keep VTAM safe from cyber threats since it needs a monitoring and incident response process. The company should always keep an eye on its systems so that it can find and deal with threats as soon as possible. Regular monitoring helps lower damage by letting security teams act before an incident gets worse.
 They should use a Security Information and Event Management (SIEM) system to help with 24/7 monitoring. The SIEM gathers logs from user activity, systems, applications, and network devices. They look at these logs to find irregular behaviour, like when someone tries to log in multiple times or gets access to sensitive data when they shouldn't. The SIEM sends alerts to the security team to look into when it sees something suspicious happening.
They can use Security Orchestration, Automation, and Response (SOAR) tools with the SIEM to speed up response times. SOAR can automate simple response actions like blocking user accounts or making incident tickets. Automation makes security staff's jobs a lot easier and makes sure that responses are faster.
 The incident response process starts when an alert goes off. The first thing the security team does is check to see if the alert is a real threat or just a false alarm. If a threat is confirmed, steps are taken to contain the situation, like blocking access or separating the affected systems. After the threat is dealt with systems are brought back online, and any flaws are fixed so that it won't happen again.
 This process makes sure that VTAM can responded to security incidents in a more effective way and not run into the same issues. The organisation can keep better security and lower the effects of cyber-attacks by using both automated response tools and continuous monitoring.
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Figure 2: SIEM Monitoring and incident response process.

Figure 2 shows how VTAM looks at security events and deals with them when they happen. The SIEM collects and analyses logs all the time. When a threat is found it will send out alerts and action must be taken to contain the threat and recover from the incident.
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VTAM should have a training program to lower the risk of security problems caused by people. A lot of cyber-attacks like phishing and vishing don't directly interact with any system it's just a way to trick people. And employees need to get regular training so they can spot these threats and know how to deal with them.
 Training should happen all the time, not just once. When new employees join the company, they should get any basic security training done. They should also have sessions throughout the year to refresh their memory about the stuff they learnt. These sessions should explain common ways that hackers attack people in simple terms and show real phishing emails and vishing phone calls. This will help employees learn how attackers work and what signs to look for.
 VTAM help service for security. Employees should be able to report odd emails, calls, or system behaviour without worrying about getting in trouble. Staff should know who to call if they think an attack is happening, so there should be clear reporting procedures. Reporting things quickly helps limit damage and lets the security team act more quickly.
 It can also be important if every employee interacted with each other about this. They can use short security updates or group messaging announcements to remind employees of current threats and best practices. This keeps employees on their toes and keeps them aware of security issues as they change.
 Finally, a program that keeps people trained and aware helps lower the risk of human error which is one of the biggest security risks. VTAM can better protect social engineering attacks like phishing and vishing by combining regular training and talking to others about it.
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In conclusion, VTAM is at risk from a wide range of cyber threats which include ransomware, phishing, and risks in the cloud. A Zero Trust approach, combined with tools like MFA and SIEM can help keep systems and data safe. And monitoring, responding to incidents, and training staff are other ways to lower risk. These steps work together to keep VTAM safe overall.
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This slide shows the biggest cyber threats that financial companies face right now. These threats can cause damage to your reputation, loss of data, and problems with your system.
[image: ]This slide talks about the Zero Trust security model, which doesn't automatically trust users or devices. To lower security risks, access is controlled through identity checks, network segmentation, and data protection.
[image: ]
	
This slide describes Zero Trust Architecture where nothing is trusted, no user or device is considered to be trusted by default. Before you get access, everyone has to prove who they are.
Users and devices are verified against login information and security policies, accessing only what they have permission to. All of the activity is constantly monitored to aid in identifying and addressing security threats. The chart illustrates the checking that happens before it gets to applications or data.
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This slide shows the technical controls that help lower the risks of cyber attacks. MFA, SIEM, CSPM, and endpoint security are some of the tools that help keep systems safe and find attacks early.
[image: ]This slide shows how VTAM uses SIEM tools to monitor systems all the time and detect security threats. When a threat is found, SOAR tools help automate the response to reduce damage and recover quickly.

[image: ]This slide shows how VTAM keeps an eye on systems and deals with security problems. Constant monitoring and clear steps for responding help find threats quickly and limit damage.
[bookmark: _Toc216962134]Getting Started With Cisco Packet Tracer Certificate 
[image: ]
2

image1.jpeg
UNIVERSITY OF WALES
Trinity Saint David
% London




image2.png
Data/ Databases

Monitoring & Logging (SIEM)




image3.png




image4.png
Cyber Security Strategy for
\AVAL\Y

By: Murat Yalcin




image5.png
Identification of Modern Threats

Growing cyber threats affecting financial
organisations

— Ransomware-as-a-Service (RaaS) Phishing Vishing
targeting critical systems
— Al-powered social engineering such as a
Sre Fare ] v S 4
phishing and vishing 0 = a
— Supply chain attacks through third-party
services -

— Cloud and hybrid working increasing





image6.png
Trust)

Zero Trust model: never automatically trust
users or devices

Strong identity and access management
with MFA

Network segmentation to limit attacker
movement

Data protection using encryption and
classification

Endpoint security for remote and hybrid
workers

Identity
Verification

°

Data
Protection

()
ey

Modern Security Policies (Zero

Device
Security

Network
Segmentation

Application
Security





image7.png
Zero Trust Architecture

Users and devices verified before access

— Identity checks and policy-based access - l *‘
control = ey
L o] g & :
— Applications and data protected by k' r;;;] e m— "”"'{ oo L__ \
access rules e ”T I ] \
— Continuous monitoring and logging i Za
— Diagram included in the report to P

[rrn———

support this model




image8.png
Technical Mitigation Measures

Multi-Factor Authentication (MFA) for all
users

SIEM systems for monitoring and
alerting

Cloud Security Posture Management
(CSPM) tools

Endpoint security and EDR for work
devices

Access control and regular permission
reviews

Aawd

Single-Factor  Two-Factor ~Multi-Factor
Authentication Authentication Authentication
(1FA) (2FA) (MFA)





image9.png
24/7 monitoring using SIEM tools

Active Monitoring and Incident
Response

Detection of unusual activity and threats

SOAR tools to automate response [ ——
actions T

Incident containment, recovery, and

LGE ~ -
SIEM flowchart included to explain the — sty
process S—

[ ———




image10.png
Active Monitoring and Incident
Response

Regular security training for all employees

-Phishing and vishing simulations
-Clear reporting procedures for suspicious activity
-Promoting a good overall security culture

-Reducing human error and social engineering
risks





image11.png
néll-lll- Networking
1s€0. Academy

This certificate is awarded to

murat yalcin

for successfully completing

Getting Started with Cisco Packet Tracer

offered by Networking Academy
through the Cisco Networking Academy program.

/7,»m Blooman

Lynn Bloomer
Director 16 Dec 2025

Cisco Networking Academy Completion Date




