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1. [bookmark: _Toc506812158]Discussion of issues affecting dynamic websites.

1.1 [bookmark: _Toc506812159]Security Issues 
If a dynamic website is storing and retrieving its content from a MYSQL database, those coding the site should consider the risk of SQL Injection. This involves an attacker entering an SQL statement, into an input field that gets its value sent to the server the site is stored on. This is done to either extract, damage or remove data from the associated database or gain access to user accounts (1). Through this, valid users may become locked out of their accounts or even have sensitive data such as bank details stolen. 
Login pages are often victim to SQL Injection attacks as they offer a gateway into the website. This is because, they tend to include what is known as an SQL select statement that checks if the entered credentials are valid and if no protection against injection exists, all an attacker may need to do to break in is enter a statement such as ‘ OR ‘1’ = ‘1. This can bypass some logins as when the select statement runs, the or 1=1 is added to it and returns a TRUE response tricking the server into thinking the login is valid (2).
Another issue is how to store login passwords without them being viewable if the database is compromised. This is important if the website allows users to make transactions, as information such as bank details may be linked to their logins. One way to tackle this issue is to apply a hash algorithm to the password sent to the site’s database when a user first registers an account. This algorithm takes the string entered by the user and turns it into a string of seemingly random characters (3), thus making the raw text of the password nonviewable if the database is compromised.
However, depending on the algorithm used, hashing user passwords may not provide sufficient additional protection. When a string is hashed, the algorithm will produce the same string each time unless the string being hashed is changed. Meaning, over time it is possible that hackers may crack the algorithm and create things known as rainbow tables which are huge online databases containing commonly used passwords and the resulting hashes for cracked algorithms such as MD5 (3).
To further improve the protection offered by hashing passwords, developers can implement what are known as Salts to the resulting hashes. Salts are small random character strings that get added to the end of the raw text password before it is hashed and stored in a database.  This reduces the effectiveness of rainbow tables, as while the table may contain the hash for the stored password without the salt, it is unlikely the table includes the hash for the password including the salt due to the salt’s random nature (3). It is important for developers using PHP to know that, to utilise secure password hashing they must be using PHP version 5.6 or higher (4). 

1.2 [bookmark: _Toc506812160]Scalability Issues   
Regarding scalability, developers need a much wider knowledge of programming to create a dynamic website over a static one. For example, alongside the required HTML and CSS knowledge needed for static websites, dynamic sites require knowledge of server-side languages such as PHP in addition to an understanding of database structure and languages such as MSQL to retrieve, insert, update, or remove data from the database (5). Due to this increase in required knowledge, it can be argued that dynamic pages have a more difficult time when it comes to launching on a big scale. Fair point

However, assuming a site’s developers already have or gain this knowledge, dynamic websites ultimately have the potential to reach a far bigger scale than most static sites. This is due to the site being database driven, meaning that the site’s content can be easily updated or shared between pages without developers having to build an entirely new page to accommodate for most changes or additions. Rather, they need simply to possibly alter the quires made to the database to retrieve and display this new content (5). 

2. [bookmark: _Toc506812161]Consideration of how discussed issues have affected the writer’s produced website.

To combat the threat of SQL injection, the writer has implemented the function called mysqli_real_escape_string() for all the variables being sent through site visitor input boxes. This provides protection against SQL injection as the function adds backslashes to escape special characters. Thus, if a visitor attempts to add malicious SQL through the site’s login, registration, or search pages they will not be successful as these malicious SQL commands will not be misinterpreted as additional conditions in a query (6). The only ways data within the site’s database can now be altered are either through the site’s admin panel, or directly through PhpMyAddmin. Fortunately, the admin panel is inaccessible to all users except the site administrator due to the control allowing access to it being invisible to all other users. good

However, greater protection could be achieved through using prepared statements instead. These essentially work as blueprints for SQL queries and specify the number of variables if any to be added to a query. The use of prepared statements would further limit the risk of SQL injection on the writer’s website, as the query and dynamic data are sent separately to the server thereby making injection virtually impossible as the query layout cannot be manipulated (7).  

Unfortunately, the site’s account passwords are at risk due to the lack of any sort of hash algorithm being applied to them. This would not be ideal if the website was live as if the site’s database was ever compromised, hackers could view user passwords. However, this protection was only not applied due to the version of PHP used to produce the site not supporting password hashing and salting. If the site were to go live, the writer would upgrade the version of PHP used to a minimum of version 5.6 as this was when password hashing/salting became more widely supported (4).

3. [bookmark: _Toc506812162]Conclusion 
To improve the site in the future, the writer would add more expressive styling to the pages as currently they lack in terms of visual stimulation focusing more on functionality. In addition, the site lacks easy navigation both within the admin panel and on the site. To fix this navigation buttons would be added to all admin and site pages. For site screenshots see appendix 1. 
Final word count 1044.
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5. [bookmark: _Toc506812164]Appendix 1

5.1 [bookmark: _Toc506812165]Site screenshots with captions

Home Page
[image: ]

This page is just a simple homepage to demonstrate the PHP Session function. Depending on the user that logs in, the welcome name changes along with the profile image.












Login Page
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This page checks user credentials, it simply checks whether the username and password entered match a record saved in the database. Depending on the results of the login, the site either displays an invalid credentials message or takes the user to the homepage
Registration Page

[image: ]

This page is used to register new user accounts. It allows users to upload a profile image to their account. To protect the site from malicious files, when the signup button is clicked a check is done to determine whether the file extension of the uploaded file is that of an image.

Main Admin page[image: ]

This is the main admin panel page which allows the administrator to view all users, players and teams stored on the site’s database. In addition, by clicking on one of links in the sidebar, the admin can go to the add, update or delete sections of the panel.
Admin Add page
[image: ]
This page simply provides buttons which take the admin to the add player, add team, and add position pages of the site. All buttons are different sizes

Admin delete page
[image: ]
This page just provides buttons which link to the delete player, delete user, delete team and delete position pages on the site.
Admin Update page
[image: ]
This page simply provides a way for the administrator to access the areas for updating player, user, position, and team data.	

Admin Add team page
[image: ]
This page allows the administrator to add new teams to the site’s database. When the add team button is clicked, checks are done to see if a team with the same name or logo image already exists. If no team with this data exists, the new team is added.

Add Player page
[image: ]

This page uses dynamic dropdowns which retrieve all the team names in the database via their id. This allows the admin to assign the new player to one of the available teams through a foreign key. All other functionality on this page is virtually identical to the add team page except the new records are added to the players table.
Add Position page
[image: ]
This page allows the administrator to add new basketball positions to the database. When the button is clicked, a simple check is done to see if a position with the same name as the newly entered one already exists.
Select team to edit page
[image: ]This page simply displays all the teams currently stored on the site database. Depending on the edit link which is clicked on, the administrator will be able to edit the information within the corresponding team record.
Update team data page
[image: ]
This page simply displays the data of the selected team to edit. When the update button is clicked, any changes to the data on this page are saved to the relevant team.


Select player to edit page
[image: ]
[bookmark: _Hlk506810651]Depending on the edit link clicked, the administrator can edit the data of that player.




Edit player data page
[image: ]

This page displays the data for the selected player to edit. If any changes are made to that players data, such as the team they play for, these updates are saved when the update button is clicked.

Select position to edit page
[image: ]

Depending on the edit link clicked, the administrator can edit the data for that position.

Edit position page
[image: ]
Here the administrator can update the name of the position corresponding with the edit link clicked on the previous page


Select user to edit page
[image: ]

Here the administrator can select a user to edit the information of and depending on the edit link clicked, they will go to edit that user’s data. 


User Edit page
[image: ]
This page allows the administrator to edit the full name and profile pic of the selected user. The username and password are not editable for security reasons.

Select Team to delete page
[image: ]









Here the administrator can delete the team which corresponds with the delete link clicked.




Select Player to delete page
[image: ]

This page is identical to the delete teams page except it allows the deletion off player records.
Select Position to delete page
[image: ]
Allows the deletion of position data.





Select User to delete page
[image: ]
Allows the deletion of user accounts. The administrator account is not accessible here for security reasons
Search Area page
[image: ]
This page simply allows users to search for either players or teams that much certain criteria. Topic specific search bars were used to ensure that users only get results relevant to the topic they are interested in. For example, only players matching the entered search are displayed when using the player search bar.

Team Search results page
[image: ]
This is what appears on the search results page when a record matches the data entered into the team search bar.

Team Details page
[image: ]
This page displays data specific to the team link selected on the team search results page. 



Team list page
[image: ]

This page simply displays a list of all the stored NBA teams on the site. Depending on the selected link, the user will visit the team details page that is relevant to the selected team. This page was included in case a user didn’t know what team to search for.
Player list page
[image: ]
This page is identical to the team list page accept it displays links to the player details page for all stored player records on the site.
Player search results page
[image: ]
This is what is displayed when the criteria entered into the player search bar matches data stored in the players table in the site’s database.


Player details page
[image: ]
This page is virtually the same as the team details page, accept it displays the relevant to the player link selected on the previously mentioned results page.
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