RMPD — Ethics Application — Gautam Malviya (2504384)
APPLICATION FOR ETHICAL APPROVAL
In order for research to result in benefit and minimise risk of harm, it must be conducted ethically.
The University follows the OECD Frascati manual definition of research activity: "creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications". As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.
The individual undertaking the research activity is known as the "principal researcher".
This form must be completed and approved prior to undertaking any research activity.
SECTION A: About You (Principal Researcher)
	1. Full Name:
	Gautam Malviya

	2. Student Number:
	2504384

	3. Email address:
	2504384@student.uwtsd.ac.uk

	4. Programme of Study:
	MSc Cyber Security and Digital Forensics

	5. Supervisor:
	Dr. Suresh Shanmugasundaram


SECTION B: Internal and External Ethical Guidance Materials
Please list the core ethical guidance documents that have been referred to during the completion of this form, and tick to confirm that your research proposal adheres to these codes and guidelines.
	1. UWTSD Research Ethics & Integrity Code of Practice
	☒

	2. UWTSD Research Data Management Policy
	☒


SECTION C: Details of Research Activity
1. Indicative title:
	Digital Forensic Reconstruction of Autonomous AI Agent Actions in Security Incidents


2. Proposed start date / end date:
	Start date: 10 August 2026 End date: 16 November 2026 


3. Purpose of Research Activity
	There is currently no widely used artifact taxonomy or investigative framework for attributing an AI agent's actions during a security incident (e.g. one caused by prompt injection) to a manipulated prompt, memory entry, flawed tool integration, or benign model error. This research aims to close that gap by designing and testing a forensic investigation framework specifically for autonomous AI agent and LLM-based systems, so that incident responders, platform developers, and researchers have a defensible, evidence-based method for investigating agent-related security incidents.


4. Research Question
	How can the sequence of actions and decisions taken by an autonomous AI agent during a security incident, particularly one involving prompt injection, be reliably reconstructed and attributed to its underlying cause?


5. Aims of Research Activity
	Aim: To create and test an AI agent forensic investigation framework capable of reconstructing the security incident and decision-making process of autonomous AI agents / LLM-based systems. This aim is delivered through Objectives O1–O4 below.


6. Objectives of Research Activity
	O1 (Week 4): Design a five-category artifact taxonomy for the evidentiary data types produced by AI agent and LLM-based systems  prompt provenance, session/reasoning trace, memory state, tool-call attribution, and multi-agent causal chain.  O2 (Week 7): Outline a four-phase investigative approach for AI agent incident forensics  preservation, reconstruction, attribution, reporting.  O3 (Week 9): Evaluate the framework against a simulated prompt-injection attack scenario, measuring attribution accuracy against a constructed ground-truth timeline.  O4 (Week 11): Develop forensic-readiness design recommendations for AI agent platform developers and adopting organisations, based on the evaluation findings.


7. Proposed data collection methods
	Data will be collected entirely from a self-designed, sandboxed simulation: a simulated prompt-injection security incident will be run on an open-source multi-agent orchestration platform (e.g. Microsoft AutoGen) under the researcher's full control. A coding-assistant style agent will be constrained to a benign web-summarisation task where a retrieved page contains an injected instruction directing it toward an unauthorised shell command, simulating a real prompt-injection attack. The resulting computer-generated log files  prompt/session traces, memory state, and tool-call records  will be captured and analysed against a constructed ground-truth timeline to measure attribution accuracy and evidentiary completeness. No human participants, real users, or production systems are involved at any stage.


SECTION D: Scope of Research Activity
Will the research activity include:
	
	YES
	NO

	1. Use of a questionnaire or similar research instrument?
	☐
	☒

	2. Use of interviews?
	☐
	☒

	3. Use of focus groups?
	☐
	☒

	4. Use of participant diaries?
	☐
	☒

	5. Use of video or audio recording?
	☐
	☒

	6. Use of computer-generated log files?
	☒
	☐

	7. Participant observation with their knowledge?
	☐
	☒

	8. Participant observation without their knowledge?
	☐
	☒

	9. Access to personal or confidential information without the participants' specific consent?
	☐
	☒

	10. Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11. Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12. Investigation of participants involved in illegal activities?
	☐
	☒

	13. Use of procedures that involve deception?
	☐
	☒

	14. Administration of any substance, agent or placebo?
	☐
	☒

	15. Working with live vertebrate animals?
	☐
	☒

	16. Procedures that may have a negative impact on the environment?
	☐
	☒

	17. Other primary data collection methods.
	☐
	☒


Details of any other primary data collection method:
	Not applicable.


SECTION E: Intended Participants
Who are the intended participants:
	
	YES
	NO

	1. Students or staff at the University?
	☐
	☒

	2. Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	3. Vulnerable adults?
	☐
	☒

	4. Children and Young People under the age of 18?
	☐
	☒

	5. Prisoners?
	☐
	☒

	6. Young offenders?
	☐
	☒

	7. Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8. People engaged in illegal activities?
	☐
	☒

	9. Others.
	☐
	☒


Details of any other participant groups:
	Not applicable. This research does not involve any human participants. All evaluation data is generated by the researcher within a sandboxed, self-controlled simulated environment (agent logs, tool-call records, and reasoning traces from an open-source multi-agent platform). No third-party, personal, or production data is collected or used.


10. How many participants are expected?
	Not applicable zero human participants.


11. Who will the participants be?
	Not applicable.


12. How will you identify the participants?
	Not applicable.


Information for participants:
	
	YES
	NO
	N/A

	13. Will you describe the main research procedures to participants in advance?
	☐
	☐
	☒

	14. Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	15. Will you obtain written consent for participation?
	☐
	☐
	☒

	16. Will you explain that refusal to participate will not affect treatment/education?
	☐
	☐
	☒

	17. If observational, will you ask participants for consent to being observed?
	☐
	☐
	☒

	18. Will you tell participants they may withdraw at any time?
	☐
	☐
	☒

	19. Will you give participants the option of omitting questions?
	☐
	☐
	☒

	20. Will you tell participants their data will be confidential?
	☐
	☐
	☒

	21. Will you debrief participants at the end of participation?
	☐
	☐
	☒


22. Explanation:
	Not applicable  there are no human participants in this research. All questions above are marked N/A accordingly.

	
	YES
	NO
	N/A

	24. Will participants be paid?
	☐
	☐
	☒

	25. Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	26. Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	27. Will the research involve deliberately misleading participants, or partial/full concealment of study aims?
	☐
	☐
	☒


28. If YES to any question, please provide full details:
	Not applicable.


SECTION F: Anticipated Risks
1. Risks to participants
	Not applicable 


2. Sensitive/embarrassing/upsetting topics or disclosure procedures
	Not applicable 


3. Risks to the investigator
	Risk: The simulated prompt-injection scenario deliberately directs an AI agent toward an unauthorised shell command. If run outside a controlled environment, this could unintentionally affect real systems or data.  Mitigation: All experiments will be conducted inside an isolated, sandboxed virtual machine with no connection to production systems, no real credentials, and no internet-facing services beyond what the scenario strictly requires. Snapshots/backups of the sandbox will be taken before each run so the environment can be reset.


4. University/institutional risks
	Risk: Minimal — no personal or production data is involved, so reputational or data-protection risk to the University is low. A residual risk exists if simulation artefacts were mistakenly connected to any University network resource.  Mitigation: The sandbox will run on an isolated environment (e.g. local VirtualBox/VM) separate from University network infrastructure, with no personal or institutional data used at any stage.


5. Environmental risks
	Minimal  limited to standard computing resource/energy use for running a local virtual machine for the duration of the sandbox experiments. No physical materials, chemicals, or field activity are involved.


SECTION G: Feedback, Consent and Confidentiality
	This section is not applicable the research does not involve human participants, so no debriefing, informed consent, or participant confidentiality/anonymity procedures are required.


SECTION H: Data Protection and Storage
1. Does the research activity involve personal data (as defined by GDPR/DPA 2018)?
	
	YES
	NO

	1. Personal data involved?
	☐
	☒

	No. All agent logs, tool-call records, and reasoning traces used to evaluate the framework are synthetic, generated within the researcher's own sandboxed simulation. No data relating to an identified or identifiable real individual is collected or processed.


Does it involve special category data (as defined by GDPR)?
	
	YES
	NO

	3. Special category data involved?
	☐
	☒

	No.


Will data be stored in any of the following ways?
	
	YES
	NO

	5. Manual files (paper form)?
	☐
	☒

	6. University computers?
	☒
	☐

	7. Private company computers?
	☐
	☒

	8. Home or other personal computers?
	☒
	☐

	9. Laptop computers/CDs/portable disk-drives/memory sticks?
	☐
	☒

	10. "Cloud" storage or websites?
	☒
	☐

	11. Other?
	☐
	☒


12. Security measures for stored data:
	All research data (simulation logs, code, and drafts) will be stored in password-protected University Office 365 / OneDrive cloud storage, with local working copies kept only on an encrypted personal laptop. No data will be shared outside the researcher and supervisor. Since the data is synthetic and not personal data, no anonymisation/pseudonymisation of individuals is required; however, standard access-control and encryption practices will still be followed as good research-data hygiene.


Data Protection — will the research activity involve:
	
	YES
	NO

	13. Electronic transfer of data in any form?
	☒
	☐

	14. Sharing of data with others at the University outside the immediate research team?
	☐
	☒

	15. Sharing of data with other organisations?
	☐
	☒

	16. Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17. Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18. Publication of data that might allow identification of individuals?
	☐
	☒


19. Details for any YES answers above:
	Electronic transfer occurs only between the researcher's own devices and University-provided cloud storage (OneDrive/Office 365), password-protected and encrypted in transit. No personal data is transferred at any point.


20. Who will have access to the data:
	The principal researcher (Gautam Malviya) and the supervisor (Dr. Suresh Shanmugasundaram).


21. Who will act as custodian for the data:
	The principal researcher, Gautam Malviya.


22. Data storage arrangements:
	All data will be encrypted and kept in password-protected cloud storage on the University Office 365 system, not shared beyond the research team. Local copies will be kept on an encrypted personal device during active work only. Data will be retained until completion of the project/dissertation and for any minimum period required by University policy, after which it will be securely deleted.

	22. Confirm you have read the UWTSD guidance on data management
	☒

	23. Confirm you are aware you must keep all data until after research/funding ends
	☒


SECTION I: Use of AI tools
Will the research use AI tools to do any of the following:
	
	YES
	NO
	N/A

	1. Capture data?
	☒
	☐
	☐

	2. Generate and/or edit text?
	☐
	☒
	☐

	3. Generate graphics?
	☒
	☐
	☐

	4. Generate video?
	☐
	☒
	☐

	5. Generate sound/music?
	☐
	☒
	☐

	6. Generate code?
	☒
	☐
	☐

	7. Generate synthetic data?
	☒
	☐
	☐

	8. Analyse data?
	☒
	☐
	☐

	9. Analyse personal or sensitive data?
	☐
	☒
	☐

	10. Classify data?
	☐
	☒
	☐

	11. Do you intend to use the free version of any AI tools?
	☒
	☐
	☐


Note: these responses reflect AI used for code, diagrams, log analysis and data structuring support — not for authoring final submitted narrative text, consistent with ACFA7004's Gen AI policy. Please double-check against your own actual usage before submitting, since this is a formal disclosure.
12. AI tools used, where they are based, and compliance with UWTSD policy:
	Claude, accessed via the claude.ai web interface. Claude was used to assist with code drafting for the simulation environment, generation of explanatory diagrams and figures, and analysis/structuring of log data and research materials. In accordance with ACFA7004's Generative AI policy, Claude was not used to author the final submitted narrative text of the proposal or dissertation; all analysis, argument, and written prose were produced by me, with AI used only as a structuring, coding, and drafting-support tool. This use is consistent with current UWTSD guidance on the disclosed, transparent use of AI in research.


SECTION J: Declaration
The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.
In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University's Research Ethics and Integrity Code of Practice.
	1. Signature of applicant:
	Gautam Malviya          Date: 10/08/26

	2. Supervisor:
	Dr. Suresh Shanmugasundaram          Date: 
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