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[bookmark: _Toc186497720]Introduction Data Security
Data Security. What is it? Is it important? How do we approach it? These are the questions that people have asked about when they consider their data and how its used. Ever since the rise of computers and the internet in general Data Security has increasingly become more of a importance to the general public. Because Data is important because it can include your personal information that you don’t want to get out there or abused by companies. Its why people these days invest in things like VPN’s or other IP masking methods to hide their data being tracked by Data Companies.
[bookmark: _Toc186497721]Task 1 Research in Data Security and Compliance
The research that goes into Data Security is immense because protecting your data is not an easy task. All the time it’s an uphill battle of developing new techniques and strategies while at the same time a new exploit comes out to bypass that. That’s what data companies go through to ensure that your data is secured. [1]

Another reason to consider is that Data is important. Since Data holds a lot of information that go from personal to financial. And keeping that information as secured as possible is important. An example of this is Hospitals holding information relating to health of its patients or banks holding credit card information. The later especially is very precious considering hackers are always looking to exploit your financial information for their own gains [2] 
[bookmark: _Toc186497722]Security frameworks example ISO27001 , NIST, etc.
There are various data security frameworks used by various companies which include ISO/IEC 27,001 which was developed by the International Electrotechnical Commission (IEC) and the Internation Organization for Standardization and it provides ways to manage your information security.
 SOC 2 developed by the American Institute of Certified Public Association which helps protect customer data, NERC CIP which helps reduce cyber threats and it maintains the reliability of electric systems which may not include computing, and the next framework is NIST
This NIST Framework is basically a set of guidelines that any data company could follow as it provides an easy-to-understand ruleset that helps security manages understand how to protect important data

These guidelines are [3]

[bookmark: _Toc186497723]Identify
Identify involves developing an understanding of the various of cyber threats that could be a risk to your systems, assets or data. This involves developing an understanding of your organization’s cybersecurity system when it comes to risks of assets, data or infrastructure
[bookmark: _Toc186497724]Protect
Protect involving developing strategies and safeguards that would protect your data. Which would include firewalls, access control of training of IT Security managers. Its important to implement appropriate strategies to protect critical infrastructure and data and data companies are always looking to find new ways of developing safeguards
[bookmark: _Toc186497725]Detect
Detect would involve developing technology that would be able to spot a cyber security threat and develop an appropriate response to said threat. This would be a continuous monitoring of unauthorized activity or malicious threats within the system and an example of this is the monitoring anomalies within the system.
[bookmark: _Toc186497726]Respond
Responding to a Cyber Security Threat involves how you would handle a potential security breach and what you are able to do in said breach like coordination or communication. This would also involve developing and implementing appropriate actions to help immediate cybersecurity incidents
[bookmark: _Toc186497727]Recover
The recovery process involves identifying what has been lost through recovery planning and develop future safeguards or technology that would help prevent more attacks in the future. To Develop and implement plans to restore capabilities of services that were impaired during a cybersecurity incident and making sure everything goes back to normal
[bookmark: _Toc186497728]Cryptography
The use of Cryptography is mainly focused around the protection of online communications. The first major use of this kind of technology was back in World War II where something called the “Lorenz Machine” was invented by C. Lorenz AG and it was used by the German army to encrypt information.  [4]
The use of Cryptography is seen as an essential piece to Cybersecurity on how we protect sensitive information from hackers or cybercriminals. [5] The use of Cryptography also utilizes the CIAN (Confidentiality, Integrity, , Authentication, Non-repudiation)

The reason why data companies use methods like cryptography is to effectively protect the transmission of information. And utilizing the CIAN method helps elevate the trust between the two companies on how they handle the transmission of data. Especially in the modern day where sensitive data has become much more valuable to various computer based industries.
[bookmark: _Toc186497729]Confidentiality 
Confidentiality ensures that parties trusted by the organization would read the data. To do this we use encryption which hides the data into a unreadable format and only the trusted party that will receive the data will be able to use the decryption key to read or use it. 
[bookmark: _Toc186497730]Integrity
Integrity ensures that the data has not been altered during transmission and this can be down using hash character. For example, if the data was tampered with during the transmission, then the hash functions would be able to detect said tampering. As the integrity of the data is important for these organizations.
[bookmark: _Toc186497731]Authentication
Authentication helps verify the receiver of the data. This helps ensure that the data is being processed by the correct party. This is done through techniques like digital signatures. The same can apply to the sender as well. A trusted relationship between two organisations.
[bookmark: _Toc186497732]Non-repudiation
Non-Repudiation also ensures that once this transaction is completed neither party can deny the involvement of the content and this is done again through digital signatures. This also will not deny the authenticity of its signature on a document while also providing a proof of origin between online transactions.
[bookmark: _Toc186497733]Hash Function
Ideally Hash Functions help ensure the integrity of the data is maintained properly through encryption and decryption. This is done through databases so data can be retrieved and used more quickly [6] Hash functions or hash algorithms is a type of binary string that have properties that allow for proper encryption. For instance, you input a data value then this algorithm would also then hide said information. This small change in the input would make the output look unrecognizable.
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Furthermore, when it comes to Hash Functions There are many situations where authentication needs to be performed where not only it needs to be trustworthy but it needs to be trustworthy. Usually this is done through CHF’s (Cryptographic Hash Functions) which as mentioned above takes an input and digest it in a fixed text string. 
A useful CHF should satisfy these key requirements

1. Uniformity: They all should look random to ensure that there is no bits revealing its true nature.
2. Determinism: The CHF should always create the same digest which keeps it hidden and allow it to be translated.
3. Irreversibility: It should be a one-way function that only the receiver should be able to translate and have no outsider looking to obtain the input.
4. Approximate Injectivity: CHFs should appear to look like it’s a one to one function by obtaining a large output space where tiny changes in the input can lead to different digests. 
[8]
[bookmark: _Toc186497734]Types Of Cryptographic Key Attacks
Despite the many ways in which data can be encrypted there are just as many ways for hackers or exploiters to look and breach said information. Its why Cybersecurity specialists try to understand and even utilize some of these methods. These methods include 

1. Brute Force: This represents a continuous systemic attack on encrypted information using a simple but effective method of looking through every key until the right one is found. This is done on cryptographic systems, passwords, encryption keys, digital signatures etc. Although the effectiveness may vary (it can take a very long time) so its dependent on how resilient your system is.
2. Cipher Only Attacks: These attacks rely on the ciphertext assuming the specific algorithm is known. With these attacks the aim is to find the key information to exploit within the cipher text. It’s designed to look for vulnerabilities within the algorithm. With how robust your cryptographic strategy is this can be a challenge for hackers.
3. Plaintext Attacks: These attacks are designed to deduce the plaintext and ciphertext. They exploit vulnerabilities like pattern recognition or repeating data pairs, and this allows hackers to deduce the elements of the encryption key. It’s why proper and complex encryption algorithms are designed to withstand plaintext attacks by avoid those limitations.
4. Birthday Attack: This attack is an exploitation of a famous mathematical problem called the “Birthday Problem” This is a probability problem that provides the idea that if you choose from a select random chosen people. At least two of those said people would share a birthday however if there needs to be 23 people for that probability to exceed 50%. How this works in a cyber-attack is that if a hacker can find two distinct messages that result in the same hash value. Using this the said Hacker would be able to trick the system into cracking the hash password or create a fake digital signature. This is a severe security risk since it’s a simple method and it can compromise your entire system.
5. Active/Passive Attacks: There are two ways a hacker can disrupt a system, and these are either active or passive type attacks. An active attack is when a hacker tries to modify or disrupt a system’s network though manipulating data to gain access to it or changing data structure. An active attack can be considered more dangerous than a passive one since they are actively disrupting your network. However, a passive Attack is where the hacker just keeps an eye on the system to look for a potential exploit. They are less dangerous because a hacker is not actively trying to disrupt your data. They are looking for potential exploits or weaknesses in your cryptographic system.

[9] [10]
[bookmark: _Toc186497735]Steganography
This is an old method used to represent information with a manner that hides the information that would not be evident to an examination. This works as an older and alternative concept to cryptography that in computing with files such as text, images, video, audio content etc. It conceals the data within another message to avoid detection and then it will be extracted at the target destination. This is an old method used for centuries. Especially to keep correspondents hidden. It’s rooted within Ancient Greece where the historian Herodotus recalls an example where Histiaeus sent a message using the scalp of his vassals and letting the hair to grow to hide said message. While the Romans use various inks that are invisible and would be revealed using light.[10] [11]
In the modern day as mentioned is simply hiding information through digital methods. Like perhaps hiding a message in a sound file that can be viewed through a special kind of audio editing program like an SSRV. The most popular use of this method is ARG’s (Alternate Reality Games) an example of this is the Portal 2 ARG. To promote the game Portal 2. Valve Software used Steganography to hide images or text in wav files where curious players would need to solve to various puzzles to find out about the game Portal 2. It was an effective form of marketing [12]
[bookmark: _Toc186497736]Quantum Cryptography
Quantum Cryptography is the science of using quantum mechanics to perform cryptographic tasks. This is high end science but it’s a common method. The best example of this is quantum key distribution which uses photons to transmit random key sequences between two parties. This is effective since if a hacker gets a hold of this information, they will need to change the photons which will theoretically alert the both parties such as the sender and receiver. A such it uses varying signals to achieve this. [13]
This concept was first brough forward by Stephen Weisner in his work “Conjugate Coding” in the early 1970’s Over time the technology was refined to account for the recent developments in cybersecurity. Its always down to the more secure transfer of keys used in encoding and decoding. Information gets transferred a lot in the modern era and it still uses the traditional means of hiding keys but making the keys more secure for the sender and receiver like as mentioned above. Photons. 
Furthermore, it introduces an element of accuracy and security to the transmission of data. As the final bit of information concealed using Quantum Cryptography, they would only need to break apart the binary bits to decipher the correct bit of Data. [14]
[bookmark: _Toc186497737]Secret sharing
Secret Sharing (also referred as “secret splitting”) basically is a distribution method of various ways to share important data among individuals. It’s a key component to Cryptography. The idea behind it is that no individual would hold any intelligible information about the data that is received but those number of individuals will hold the key to reconstruct that data to make it readable. This requires confidentiality and trust between these individuals and that is key to any successful IT cryptography managers.
For example, let’s say for example three people hold a particular share to print out an image of a cat. Each of these individuals would hold a hash key and those would be used to display the image of the cat. This concept means that these individuals must trust each other and need each other for the cat picture
The examples in this include encryption keys, bank accounts, missile launch codes. This is why confidentiality is highly important in this context because data like this is power to some. Whatever it would be financial or political. [16]
Secret Sharing Schemes are also used widely in cloud computing as they provide high levels of security since important information tends to be used within cloud computing servers and the kind of data that would hold would be very lucrative to varying hackers. [17]


[bookmark: _Toc186497738]Task 2 Case Scenario
CSS “CyStressSolution” has recently inquired about effective Cyber Security counter measures due to the over growing threat to data. They are a threat intelligence and consultancy company. They provide protection services to clients across the globe in cyber threat prevention and they can provide tools or solution frameworks when it comes to protecting data or data loss recovery with cloud-based storages and other online services.
As previously mentioned, I brought up the NIST framework and Cryptography. Since these methods CSS can be able to provide the best services, they can to customers.
[bookmark: _Toc186497739]Organisation structure/chart
The first thing to consider is your organisation structure. Knowing who your employers are and what positions they need to be in. For instance, managing your IT specialists into proper positions when it comes to managing data
[image: ]

Manager would be the off-site boss who would answer directly to the corporate level
Ground Manager would be someone on site to keep the employees in check and on the task at hand.
The employees would also be ideally managed into teams and have their own ground manager or team leader to help keep things structured and organised which is important if you want to run a cyber security firm.
[bookmark: _Toc186497740]Policies and Procedures
The most important aspect to consider when it comes to both cryptography and NIST is how they would stay true to your organisational policies and procedures. 
[bookmark: _Toc186497741]Cryptography
When it comes to cryptography there are several aspects to keep in mind. Considering you are handling sensitive data. The Objective is to safeguard and protect confidential data using techniques associated with cryptography ensuring the data is protected during storage transmission and processing. 
Another thing to also keep in mind is the scope. This applies to users, devices, systems and networks within the organization that handle sensitive or classified information. The cope ideally should cover all cryptographic methods like encryption or hashing and etc.
The cryptographic requirements for a task like this the CIAN steps
Confidentiality: Ensuring only the authorized individuals have access to the data
Integrity: Ensuring the data hasn’t been tampered with.
Authentication: Confirms the identity of the users, devices and systems handling the data 
Non-repudiation: Making sure the action or transaction cannot be denied after it’s been performed. (To minimize exposure) and Encryption for data in both transit and at rest. (This ensures the data being stored is using the correct encryption standards and are met to reduce risk of exposure)
Theres also Key management which involves stuff like Key generation, Key Storage, Key distribution, Key usage, Key rotation, Key revocation and Key Distribution. (As mentioned in the cryptographic section keys are used to unlock or access sensitive encrypted data)
Theres Access Control as well which involves authorization (ensuring that only the correct individuals within the CSS organisation can access these keys to use encryption capabilities) Or audit Trails (This would implement key logging mechanisms that analyse key access and encryption activity)
Finally, it’s also very important to consider the algorithms and standards to use. Making sure that only the approved industry standard algorithms are utilized, and the non-industry standard or weak algorithms are disallowed. It’s important that compliance and legal considerations are met using regulatory frameworks like GDPR, HIPAA, DISMA etc.
In short, it’s important to apply these policies and procedures when applying Cryptography methods to your network security. Managing sensitive data and ensuring it stays safe and protected. Without these details your network system and classified data may suffer for it. 
[bookmark: _Toc186497742]NIST Framework
The National Institute of Standards and Technology helps provide several frameworks and guidelines that relate to cybersecurity. The CSS should consider using something like this since these frameworks are widely used and includes the Special Publication 800 series (Like the NIST 800-53 and NIST 800-171) and this is protecting controlled unclassified information. To apply this there will be a requirement to understand the key components of the policies and procedures that are applied by the NIST framework standards.
Using these components to NIST such as Identify, Protect, Detect, Respond, Recover, Policies the CSS organization will be able to implement effective strategies to safeguard their data.
Another thing to keep in mind is the Risk Management Policies. The purpose of which is to establish a framework for identifying, assessing and managing cybersecurity risks across the organization and for a company like CSS it can help in IT manager realize an effective and well thought out strategy to safeguard their data.
The procedure would also be to conduct regular risk assessments, understanding threats, vulnerabilities and categorize assets and data based on the prioritization of risk levels. For CSS they would need to provide regularly reviews of assets and security of critical assets within the organisation.
Theres also Asset Management Procedures which will help CSS to identify any important data or assets within the organisation help keep the system secure or maintain said system. This would help manage an up-to-date asset inventory, ensure said assets are safe from security breaches, and maintain good security posture within the organisation.
Another NIST policy would be the Access Control Policy. This defines what users are able to access these systems, data and networks to reduce the risk of unauthorized access from malicious actors. This is a procedure that implements multi role based access controls that use multi factor authentication that regularly review access permissions; establish a process for screening new employees
The Key Areas for the CSS to consider are:
Access Control
Audit and Accountability
System and communications Protection
Contingency Planning
Configuration Management
Incident Response
The NIST 800-53 policies and procedures
Security Control Implementation procedures.
The purpose of these key areas is to establish a strong cybersecurity system that keeps sensitive data protected within the accordance of federal regulations or the law and identify important roles and responsibilities that you can assign to employees or users within the organisation.
[bookmark: _Toc186497743]Contingency Planning
When an attack occurs within your organisation a contingency plan is a course of action that will help your cybersecurity team effectively plan various strategies to help prevent or mitigate a potential future incident. It’s considered a backup plan and for cybersecurity it helps plan or making sure the data is secured. Its also good to plan if your system is compromised and what kind of recovery to plan out when data is lost. [18]


[bookmark: _Toc186497744]Cryptography
Contingency planning with a method like cryptography involves preparing for potential attack or unexpected failures that would negatively impact your ways of transferring data securely. Making sure critical data or company assets is protected is a key component of a contingency plan.
To develop a consistent contingency plan for cryptography you need to consider Key Management
1. Backup of Encryption keys ensure that if a key is lost or compromised there will be a backup that helps recover your data even if the original key is irrecoverable 
2. Key Escrow policies. Allowing for the authorized personnel or IT manager is able to recover keys in case of a major data loss (This helps with data recovery)
3. Key rotation for IT personnel. CSS should consider a rotation policy that establishes a schedule for which employee gets an encryption key and what kind of key would it be. This would help minimize key exposure over time
4. Access Control would limit access to cryptographic keys based on least privilege principles. Only authorized users should have access to keys.
Another important aspect to consider is System Failure contingencies.
1. Hardware Failure would prevent important cryptographic operations to work, and it may rely on hardware security modules or other specialized hardware. Having a contingency plan for potential hardware failures that include hot/cold failover systems or the duplication of systems for critical tasks.
2. Software failures would occur when a particular software vulnerability that will break everything down. Always consider up-to-date patches and ensuring various cryptographic libraries have backup procedures in case of a malfunction.
3. Finally backup procedures. Manage a secure backup of encrypted data and configurations and that be regularly tested for integrity. Making sure that the data can be restored under all circumstances.
Finally, Disaster Recover and Incident Responses
1. If a cryptographic key is comprised or the algorithm is weak the plan is to implement a plan that would quickly transition to a new or better secured key. This would include re-encrypting data, updating certificates and modifying stakeholders.
2. CSS could also do an Incident Response Plan (IRP) would allow CSS to help alleviate data breaches or key compromises or attacks. These can be quickly addressed through a well thought out plan that would include mitigation and recovery steps.
3. Finally, Forensics and Auditing this would have CSS conduct audit screenings and track cryptographic events through logging and auditing mechanisms. This will help with monitoring for any abnormal access patterns or attempts of brute force attacks
These are the various methods with cryptographic contingency plans. There are so many options for the CSS to look at like alternate cryptographic systems like algorithm obsolescence or post quantum cryptography, but the idea remains the same. A contingency plan for cryptography is always important to consider when you are transmitting critical or classified data to the needed individuals.

[bookmark: _Toc186497745]Compliance (Laws and Ethics)
Following the law and ethics of the state is important for any data security company like CSS to consider. Especially since the day to day of any operation you would need to consider how you operate with such things like marketing, sales, client engagement and production. Like Health and Safety or in CSS’s case Data Protection laws. Handling client data especially if its sensitive you would need to follow these regulations [19] [20]
[bookmark: _Toc186497746]Cryptography
Within cryptography you will be handling a lot of data, and it will be the responsibility of CSS to ensure that data is kept safe and within the established rules and regulations. Cryptography is a key component of modern cybersecurity and by design it should respect legal frameworks. These legal frameworks include
Export Control Laws- Many countries have regulations in regards to the export of cryptographic software and technology and in the US the Export Administration Regulations govern the export of cryptographic software and the US Bureau of Industry and Security (BIS) monitors the export of encryption technologies that ensure they do not end up in countries undergoing Sanctions [21]
The Data Protection and Privacy Laws- Cryptography is considered a fundamental tool for protecting important data and to ensure the confidentiality and integrity of data. Laws like 
General Data Protection Regulation (GDPR) ensures that personal data is secured using appropriate technical measures and misuse [22]
Health Insurance Portability and Accountability Act (HIPPA) ensures personal data relating to health and healthcare is managed properly using encryption techniques to safeguard patient information [23]
[bookmark: _Toc186497747]NIST
Regarding the NIST Framework since it provides a structured approach for organizations to manage and mitigate cybersecurity risks. Compliance with the framework means you would need to adhere to guidelines, standards and practices and its important for organizations to aim towards this to safeguard their data.
These legal laws include
Federal Information Security Modernization Act (FISMA)- This ensures that federal agencies and contractors can secure important information systems through its special publications. For instance, NIST SP 800-53 which provides security controls for federal systems. [24]
General Data Protection Regulations- Like with Cryptography- this requires companies to approve and implement appropriate technical and organizational measures that is to protect personal data. The NIST CSF can assist in this method of data protection. [25]

[bookmark: _Toc186497748]Governance and Strategic Planning for Security
For a company like CSS it is critical to implement appropriate strategies and components to ensure the company is structured properly.
[bookmark: _Toc186497749]Cryptography
Governance and strategic planning refer to the frameworks and policies that ensure systems like cryptographic methods are used appropriately and effectively within the organization which would help with effective management and decision making in regard to the deployment and use of these systems.
These would include Policy Development and Compliance that would ensure clear policies and guidelines on how to effectively use cryptographic uses like encryption standards, key management and acceptable use policies
Another is Roles and Responsibilities as mentioned above an effective strategy would include assigning roles and responsibilities to the right people within the organization to how they are assigned to which key which would unlock critical information.
Risk Assessment and Threat Modelling would regularly perform risk assessments and threat modelling. Emulating potential disasters that would compromise your data. This helps you plan ahead
[bookmark: _Toc186497750]NIST Framework
Ideally The NIST Framework provides an essential way to manage and enhance your organizations way to manage cybersecurity risks. Implementing these practices that align business objectives, legal and regulatory requirements.
For NIST you can do this through establishing a framework. The NIST framework is a rather standard method for any cyber security company would use. The NIST functions are integrated into the general operations.
A robust governance framework that is effective would also need to establish a Cybersecurity Leadership and accountability. These roles within CSS would be a CISO (Chief Information Security Officer) this role is responsible for overseeing how a cybersecurity framework like NIST is implemented within the organisation.
Lastly its best to consider a Compliance and Regulatory Oversight and how you would follow industry standards. Following laws like the Federal Information Security Modernization Ac6t (FISMA), General Data Protection Regulation (GDPR) and Health Insurance Portability and Accountability Act (HIPPA)
Applying NIST while accounting for the Governance Strategy would help CSS continuously monitor and improve cybersecurity effectiveness and help ensure that the framework is sticking to federal regulations                                                 
[bookmark: _Toc186497751]Abstract
The Purpose of this paper is to illustrate the uses and benefits of effective Cybersecurity for data companies to utilize. As such the aim was to effectively bring up effective methods while also discussing the uses of said methods.
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