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This document has two main sections. The first will outline research findings about two recent cyber-attacks, the first being the recent SolarWinds attack, which affected several high-profile companies including Microsoft. The second attack covered is the WannaCry virus which had a big impact om the NHS. Also, in section one, techniques for attacks will be analysed and provide strategies to counter act these measures and secure systems in a network.
Section two will use knowledge from section one to suggest and simulate security measures to be put in place for a construction company, Che-Si, to provide a more robust and secure environment.
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The process of exploiting systems via a cyber-attack, NCSC [1]usually goes through the following stages: survey, delivery, breach, affect.
First the survey or reconnaissance stage, is where attackers gain as much information as possible on a target, this can range from a simple browse of the company’s website to identify specific users and their contact information, to scanning the network for vulnerabilities which can later be exploited. This information can be useful for the later stages of an attack, for example if the email of a user is obtained then this could be used to ’spoof’ an email into the company using that address, this could then allow exploits and payloads to run on a system.
Next the deliver stage is where an attacker obtains access to the network, this is where such methods as phishing could be used to allow access. From this position they can start to run exploits. 
After delivery is the breach, this is where the exploit takes place and changes are enacted onto the target systems. 
Once breached, hackers can use an array of tools to override user control in place and essentially take full control of a system. 
Once this is in place a hacker can carry out their intentions or motive for gaining entry to the system, this could be finical gain or even spying and getting information. But after using lots of tools, they are very little restrictions to the actions that they can perform onto the computer system that has been compromised. 
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To better understand how to defend against cyber-attacks, research was conducted on recent cyber-attacks which have impacted different organisations. Research was centred around the following criteria: motive, method, and weak point. 
The motive will help to understand why cyber criminals have decided to target an organisation for the attack, this could be for several reasons, for example hospitals can often be the target of attacks because “hospitals can’t afford to lose access for long and might be more willing than other organizations to pay a ransom. “We provide life and death services,” says Dr. Joshua Tepper, CEO of North York General Hospital” [2]. This shows one such motive, where attackers are aiming to get a ransom, by exploiting the urgent need for data by hospitals. Financial gain is often a motive. 
Method and weak point often fall hand in hand, as when a certain weak point is identified in an organisation’s infrastructure, this will mean a particular method of attack will be instigated by a cybercriminal to force their way into a network and enact harm to sensitive data or damage the actual infrastructure itself to prevent the company functioning successfully.
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SolarWinds are a Texas based company, which provide monitoring products to assist in ensuring networks and other important functions, such as databases and applications are working correctly within an organisation.  The SolarWinds products are used by 320,000+ customers in 190 countries [3], meaning that SolarWinds products are used globally. 
The cyber-attack has been referred to as Solorigate by Microsoft. The attack is very recent and was first reported in a security bulletin in December 2020. However, evidence suggests that hackers could have compromised the system as early as March 2020.
Cyber attackers were able to modify the code of an update to the system (2019.4 hotfix 5), while the update was being developed by the company, other affected versions were 2020.1 and 2020.2.  A specific dll file; “SolarWinds.Orion.Core.BusinessLayer.dll”, was changed to add lines of code which opened a back door into the network where the update was installed, this back door malware is known as SUNBURST. The SUNBURST malware allowed for the system to communicate back to the attacker’s command and control centre, where attackers could install additional malware and also receive communication data generated by SolarWinds to be used by attackers to obtain further information about the network structure etc. Criminals were also able to use the back-door entry into the networks which were affected by the vulnerability to install further malware. 
The compromised update was then packaged by SolarWinds and signed off as a genuine update, because the company were not aware of any breach. The update was then downloaded by SolarWinds customers, as it is good practice to stay up to date with software updates. However, the affected dll file was inserted into some of the customers systems and would quietly report back data.
Motive
The “SolarWinds hack is "likely Russian in origin," according to a joint statement from the FBI, NSA, Cybersecurity and Infrastructure Security Agency and Office of the Director of National Intelligence.” [4] and it is believed that the attack was an attempt to gain intelligence by means of cyberespionage. 
Another motive for specifically targeting SolarWinds, would be because by design the monitoring system will be given access to all areas of the network, meaning security measures, such as firewalls, could be easily bypassed as specific ports used by the software will be open to allow the software to efficiently monitor components of the network. As previously mentioned SolarWinds has a large customer base, which would also mean the number of organisations which could be targeted would be desirable to a cybercriminal. This proved to be the case as sources such as The Wall Street Journal [5]  state that “At least six federal agencies, including the departments of State, Homeland Security, Commerce and Energy, were hacked as part of the campaign”. Technology giants Cisco, Microsoft, Intel, and VMware also had the backdoor inserted into their networks. 
Method
The method was extremely sophisticated and had many elements. However, the main method for exploiting the system, was to initiate a supply chain attack. A supply chain attack is “is characterized by the injection of malicious code into a software package in order to compromise dependent systems further down the chain.” [6], In the case of Solorigate, lines of code were added to a dll file which meant information collected by the monitoring products was sent back to the cyber criminal’s command and control server. By changing the code while the update was still in development, this meant that when the affected update went live it contained a digital signature that was signed by SolarWinds so there would be no suspicions about the content of the update.
The attack of the supply chain was enabled by authenticating by obtaining a private key illegitimately by compromising the single sign on (SSO) function, allowing a single credential to authenticate users to multiple systems. This method will be discussed in greater detail under the Weak Point section which follows.
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One Weak Point that has been identified, although it did not directly allow access for the attack to take place was that “an update-server password” was set too "solarwinds123."” [7] . Even on a basic level, having such insecure passwords that could easily be guessed is unacceptable, however being such a reputable company in the IT world, with a product used globally, it is unthinkable to use extremely weak passwords.
The weakness which did allow the hackers to access and exploit the supply chain was centred around the SAML tokens used to authenticate credentials. The National Security Agency (NSA) [8] released a cybersecurity advisory, which details how “the actors compromise on-premises components of a federated SSO infrastructure and steal the credential or private key that is used to sign Security Assertion Mark-up Language (SAML) tokens”, actors then used the private keys to “forge trusted authentication tokens to access cloud resources” .  when hackers compromised the SSO infrastructure this meant that they were authenticated to access further areas of the network, specifically cloud resources. Within the cloud is where the supply chain was located, which in turn proved to be the weak point, and was also why hackers were not only able to infiltrate the system, but also avoid detection for many months. 
Whilst forging a certificate allowed hackers access to network resources, this was not the only weak point that was utilised. The NSA [8] advise that Hackers were able to leverage “a compromised global administrator account to assign credentials to cloud application service principals”, this meant that they could invoke credentials to automate access to cloud resources “that would otherwise be difficult for the actors to access or would more easily be noticed as suspicious” again a method which would help in the criminals avoiding detection. 
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This attack was not as recent as the SolarWinds supply chain attack but was of great impact to the national health service (NHS) when malware was able to infiltrate the NHS systems back in 2017. The attack was not limited to the NHS however, and “Infected more than 230,000 computers in 150 countries” highlights Jesse M. Ehrenfeld [9]. Ransomware attacks are common in the modern day, where files are changing from paper-based records to electronic records. 
Ransomware is a type of malware where files are encrypted, with the hackers holding a decryption key, which is the only way to decrypt and return the files to their original state. Hackers will normally leave behind a text file in the directory of encrypted files, with instructions for the victims to pay the cybercriminals in return for the files to be decrypted, usually in the form cryptocurrency. As well as this affected files which have been encrypted, will have their file extensions changed to something along the lines of “.WCRY”, in place of the usual “.doc” normally used for Microsoft word documents for example. As previously mentioned, hospitals are a favourable target due to the nature of the files which they host, files can contain personal and clinical information.
 Motive
The initial motive for the attack does seem to be financial gain, suggested by the fact text files were left in file directories with instructions describing how to obtain cryptocurrency and transfer the obtained currency to the attackers. Later evidence suggests if this was the purpose of the attack, then it was never the intention of criminals to return files anyway, as they had no way of tracking who had paid or not. In fact, cybersecurity experts who responded to the attack, instead believe that the attack was intended to ‘test the water’ and understand the potential to use the exploit methods for even greater attacks. The New York Times [10] also backup this theory, and state “Either it was a sophisticated actor who knew what they were doing — except screwed up horribly on the part where they actually get paid”, they also speculate as to whether to attack was intended to cause ‘mayhem’, or possibly even delivering a political message.
Method
It is suspected that criminals used phishing as the method for breaching the network. Sending emails to user that were not it-literate, in the hope they would click links in the email to download and install malware onto their systems. Once malware was on the computer or laptop of the users, the malware viciously spread to file shares where users had access and kept replicating to areas beyond the files share and so on. Once files were encrypted, a message in with the .txt or .html extension was left in the directory, and files in the directory had their extension replaced. The message that was left in the directory demanded that bitcoin be send to an address, for files to return to their usual function. This spread throughout NHS Wales, England, and Scotland due to the fact the WannaCry had two functions, the first was a worm function which made use of 
Weak Point
There was in fact a few weak points which allowed the WannaCry virus to cause chaos across the globe. These are discussed below.
Firstly, a large weak point was the number of systems which had outdated operating systems installed, across the NHS trusts in England, Scotland, and Wales many systems were still using the legacy operating system Windows XP. Microsoft [11] advise “support for Windows XP ended April 8, 2014. Microsoft will no longer provide security updates or technical support for the Windows XP operating system. It is critical to migrate now to a modern operating system. “ . The end of support was three years before systems across the globe were struck with the WannaCry virus holding data hostage in return for a payment, this shows how critical it is that software is kept up to date. With Microsoft advising that not further security updates were being released, this should have forced organisations into an upgrade to a more secure operating system, such as Windows 10. Windows 7was also heavily exposed to ransomware, as the below infographic shows from the Costin Raiu [12], Director of research and analysis team, at Kasperspy.1 infographic showing windows versions affected  by wannacry
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Secondly the main weak point that allowed the WannaCry virus to thrive, was a vulnerability identified by Microsoft in their MS17-010 [13] security bulletin, relating to an SMBv1 exploit. SMB stands for Server message Block, SMB is a protocol used for file sharing on a network, and operates usually on port 445, as well as 139.
To exploit, named Eternal Blue would mean “an unauthenticated attacker could send a specially crafted packet to a targeted SMBv1 server. “in doing so, this enabled a back-door into systems for further malware to be installed, such as the WannaCry install itself.   
Another weak point that seems to have enabled attackers to widely spread the infection globally, was phishing campaigns. Specifically, in the NHS it seems that users were not trained well enough to recognise emails which seemed suspicious                                                             
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To understand how a company can be better protected from the techniques used by cybercriminals, it is helpful to understand the techniques and have experience using the same tools that they use to gather information and gain access to systems. With the knowledge of how to conduct an attack, this offers a good basis to successfully defend against such attacks. The methods below outline methods for attack and recommend suitable actions to prevent such attacks occurring. They can also demonstrate how an organisation could even be assisted using such methods to detect vulnerabilities.
The basis of any attack is the information that can be obtained, to assist in gaining access to a system. Information such as emails, and names of executives who are high up in a business can be utilized.
For example, the Electronic Arts (EA) company website [14], has dedicated pages to show the Executives in the business, as well as Directors. From this a list of names can be taken including, Andrew Wilson, Blake Jorgensen, Laura Miele, Chris Bruzzo. There are further names, however the few are proof of the information freely available to the public, images are also included. An address for their headquarters is also readily available “Electronic Arts Inc. 209 Redwood Shores Parkway Redwood City, CA 94065”, this information could also be used in combination with other data to start an attack. Another example of the information freely available, is the short biography of Executive members, which outlines their previous roles in other businesses. Leonard S. Coleman, a director, previously “President of The National League of Professional Baseball Clubs from 1994 to 1999” [14]. On its own this information might not be of any use, but in combination with the information pieced together, this could be used in methods such as spear-phishing where a targeted attack could bait users into installing malware of their machine unknowingly. Another example would be a brute-force attack, where the information gather would be used as keywords to try and crack the user’s password.
The below tools offer more advanced techniques for gathering information and starting attacks.
Nessus
Nessus is a vulnerability scanner, provided by the company Tenable. Companies such as G2.com [15] rank it as the best vulnerability scanner available. The product offers the most holistic scanning available, with over 151,000+ Plugins, and 61,000 common vulnerabilities and exposures, over twice as many as any competitor.
Vulnerability scanning can be vital to both sides of an attack, the attack, and the defence. Firstly, potential hackers would run a scan to identify which exploits they could use to target a system, for example if they noticed that a specific port was open, or that the firewall was misconfigured, this could be a focal point of their attack. On the flip side of this the cyber security team in an organisation could also make use of the vulnerability scan, to expose any weak points in their infrastructure and take action to mitigate and where possible remove any risk. In doing regular scans, potential weak points could be eradicated before any form of attacker was able to make use of it. 
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Firstly, Metagoofil is a tool developed by Christian Martorella in the python language. The site for the tool, edge security.com [16], advises that “Metagoofil will perform a search in Google to identify and download the documents to local disk and then will extract the metadata”, with the metadata the tool will report back “usernames, software versions and servers or machine names”.  Metadata is essentially ‘data about data’. Of course, such information would be of great use to criminals and penetration testers, by obtaining information such as passwords and usernames, this can be used to attempt to compromise credentials by engaging a brute force attack for example and connect into a targets network using the compromised credentials.
Metasploit is an advanced open-source framework, which provides its users with a holistic approach to targeting systems, in the fact that is has functionality to both gain information, as well as instigate attacks. Metasploit consists of six different modules for different methods of attacks, the modules comprise of: auxiliary, exploits, payloads, encoder, NOPS, and POST.
Exploits – exploits are the part of Metasploit which will target very specific vulnerabilities and are categorised by the operating systems which the exploit is identified on. One such example of an exploit which is available, is the Eternal Blue SMBv1 exploit that was previously discussed having been used during the WannaCry virus.
Payloads – payloads are files that remain on the system that has been targeted by an attack, these scripts/files allow control over the machine after gaining access. Payloads can be further categorised into, singles, stagers & stages.  Singles, as suggested by the title, tend to operate a single function. Stagers can create communicate between the affected system and the attacker. Stages are the most advanced payloads which can allow full control over a system
Auxiliary – Auxiliary has a large, robust array of tools. All of which are highlighted in the Metasploit auxiliary directory, displayed below:
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Tools include sniffer, crawler, spoof, and scanner. This demonstrates the wide number of options the auxiliary module offers. “These are supplementary tools and commands that do not require a payload to run.” EC Council [17] advise.
Encoders – encoders are used to be evasive and get around anti-virus products which might be installed.
NOP – commonly referred to as a no operation, this can cause the CPU to take no action for a full clock cycle. Exploits contained here, make use of a target the buffer overflow. The buffer overflow is where a hacker sends extra data to a system and to force the system to overwrite the memory to a different location, an attacker can  then “overwrite a pointer (an object that points to another area in memory) and point it to an exploit payload, to gain control over the program.” Advises Imperva [18].
POST – the post module is obviously dedicated to post attacks. POST attacks make use of get and post requests to overrun a web server by flooding it with too many requests, this can lead to Denial of Service (DOS). Another option under the post module is gather, functions within ‘gather’ can be used to obtain information such as dns information, subdomains and even windows product keys.
So, in summary Metasploit can be compared to a penknife, in the fact that it is a tool will multiple aspects that are specialised to deal with different situations that hackers or penetration testers could be faced with.
Tool Usage
Below highlights how the tools discussed could be used to a analyse and attack a target.  Because of the slightly different purpose of the tools, they can make for a strong combination for efficiently preparing and carrying out attacks. First the below screenshots illustrate how Nessus could be used to scan a system for any vulnerabilities:
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Description automatically generated]The image to the left shows how hosts are targeted by naming the custom scan, then imputing the targets in the target fields, in this scenario only the one host is being scanned but multiple systems could be scanned at the same time.
The image below then shows an example of a vulnerability which has been highlighted by the system, where Google Chrome has an older version installed. Knowing this a hacker could use other tools to make use of the exploit and gain access to a system.
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Metasploit also has method for gaining information from target systems, one example below shows how to scan for any ports that are open:
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The Metasploit system uses a backend postgresql database, variables such as the above RHOSTS are they changed to modify settings to run. The above illustration highlights that ports 7,9,13,17,19,135,139,445 are all open . This could be used to launch an attack via the open ports.  One of the ports is 445, this is used for the SMB protocol, therefore an SMB exploit might be used by the attacker, like below. 


Che-si Security Recommendations and Implementation

The following recommendations have been advised, in response to research and general recommended practices for securing networks.

Disable unused ports – this should be completed to ensure that hackers cant physically gain access to the network by plugging in a sniffing device into a port that is in a blind spot and not used. The below example if from a switch configuration: highlighting that only the ports in use 1, 2 and 3 are in use, 4 and beyond has been disabled (only port 4 is shown as an example.

Interface IP-Address OK? Method Status Protocol 
FastEthernet0/1 unassigned YES manual up up 
FastEthernet0/2 unassigned YES manual up up 
FastEthernet0/3 unassigned YES manual up up 
FastEthernet0/4 unassigned YES manual administratively down down
DHCP Snooping – this can be enabled using the command “ip dhcp snooping”, on any device layer 2 and above. This will help to prevent any rouge systems gaining access and exploiting the network via a secondary DHCP issuing device being placed in the network.
Another system which can provide a holistic view to the network, is NetFlow. Netflow is a cisco based protocol to be enabled on devices and consists of four main components, the first is the flow record. The flow record contains what information will be collected from packets of data that are travelling across the network, such as source and destination Ips. Next the flow exporter will be used to export the system to a destination server that can handle the flow records and present the data to technicians who can analyse and use the software to notice trends as well an anomaly which could suggest unauthorised access.  The flow monitor will be configured to look for regular flow records. The flows will then need to be assigned to interfaces to be monitored. 
As pointing out by the SolarWinds attack that was discussed earlier, security of the network is vital. For this reason, strong next generation firewalls should be in place to filter traffic and only allow trusted systems access to trusted resources. Next generation firewalls provide extra functionality too, as well as general port blocking and ip whitelisting and blacklisting. Such functionality includes advanced awareness for recognised attack such as distributed denial of service. The firewall would be used at the root of the network, being configured to support a DMZ infrastructure too. To do this there would be different interfaces assigned values of inside, outside and DMZ. The outside network would be the internet provider, this would be assigned the lowest security value of the firewall of 0. The DMZ would then be assigned a value of 50, and the inside network would be assigned a value of 100. This is the recommend setup from cisco [19].  The security levels do not allow zones with a lowers security level to communicate with higher level zones unless a specific rule is put onto the access control list to allow this.
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Another networking aspect to be introduced would be Vlans. Virtual lans could sub divide the network to allow greater control over what users could access what resources. For example, there would be a management vlan, this would be the only vlan able to access switches via SSH. Another vlan would be the web team, the web team vlan would be the only vlan able to access the web server in the DMZ. The file servers would sit on the internal network and only be allowed access by the general vlan as nobody external would require access. Also, all ports would be moved from the standard vlan, as hackers could target vlan 1.  
Following on from Vlans is the proxy, a proxy solution such as zscaler could be put in place to monitor internet traffic. This could also mean Vlans would not need direct access to the internet, and further mitigate risk.
Nessus, the use of Nessus has been highlighted as a useful tool to attack. However, if the business implemented Nessus, it would be a useful to tool to patch any vulnerabilities before they became threats.
A software compliance procedure should be developed which incorporates the use of System Centre Configuration manger (SCCM). SCCM is a centrally managed solution for ensuring that machines are patched regularly, this means that machines would have automatic patches deployed from a central server, with dates set for when they must be installed. This would prevent software versions being outdated and mitigate the risk presented by outdated software. As well as patches SCCM can deploy OS upgrades to, which could prevent issues such as the NHS WannaCry attack, due to the fact software would be up to date. 
Host based firewalls should also be setup as part of the process for imaging machines, this could block unneeded outbound ports that could be used by a hacker to communicate with their command-and-control centre.
A VPN solution to be implemented for users who are working from home, this created a secure tunnel network. And can prevent main in the middle attacks where data is intercepted while in transit.
A robust back up strategy should also be in place, this will help against ransomware attacks as if regular backups are stored in disks not connected to the network it could mean that if a file share is purged by ransomware, offline copies could be restored to not lose all data.
[bookmark: _Toc61519823]Conclusions
To conclude, as was indicated by research into the two recent cyber-attacks, even the largest IT infrastructures in the world are not impenetrable with companies such as Microsoft being affected by the Solorigate incident as recent as December, just last month, in 2020. This shows that attack methods will always become more sophisticated and advanced, along with the technology that is developed to prevent such attacks. The responsibility of cyber professionals, and even just users of computer equipment is becoming more and more essential to mitigate the risks that can be presented by cybercriminals attempting to hack into businesses for reasons such as cyberespionage, and finical gain. 
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‘The frewall prevents unauthorized access into the network or DIZ by alocating the nternet nk (GI0/3) or ‘outside; with @ securty levelof 0. the DIZ has a level of 50, then the Tnside ntface conenction to the network has  value of 100.

Alltraffic attempting o ravel to  zone with a securty level higher than s own, wil be denyed unless there s a rule alowing tis access.
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