
COMMON NETWORK SECURITY DEVICES AND PROTOCOLS AND THEIR IMPACT ON NETWORK PERFORMANCE
Rohan Chavan(2212517)



Table of Contents
1.	Abstract	0
2.	Literature review	1
3.	Methodology	1
4.	Main body	2
Threats	2
Vulnerabilities	3
Exploits	4
Devices Used in Network Security	4
System Hacking Phases	5
What Are Various Frameworks For Network Security	6
Trade-offs of network security	6
How to monitor network performance	7
What are the metrics to check network performance	7
5.	Significance	8
6.	Expected result	9
7.	Conclusion	9
8.	References	10
 
Table Of Figures

Figure 1 CVEs Received and Processed	4
Figure 2 Gant Chart	9









Page 2 of 2

COMMON NETWORK SECURITY DEVICES AND PROTOCOLS AND THEIR IMPACT ON NETWORK PERFORMANCE
1. [bookmark: _Toc133312331]Abstract
Network security has its significance in business environment to avoid cyberattacks, data breach and has legal and ethical ramifications. The study of Common Network Security Devices and Protocols and their impact on Network Performance involves investigation of existing research on network security devices and protocol trade-off by evaluating existing knowledge of threats, vulnerabilities and attacks, and further conducts study on basis of data collection to analyse numerous security protocols and associated devices.
The proposed study will have a significant impact on area of network security as conducted research focuses on filling the literature gap of existing knowledge on trade-offs that will help in making intricate decisions in network security. Further the research will create deep understanding of pros and cons of existing network securities by making use of tools to create realistic scenarios for evaluating its effectiveness, feasibility and usability which will be of great significance to network administrators, security personnel, suppliers, and designers of security.
Background Study: The Importance of network security for small business 
Network security consists of two levels of protection, which are inside the network and at the edge. Each network security layer has implemented its policies and control measures. People who are authorized to access a network can use its resources, but unauthorized users who may try to misuse or cause damage to the network are prohibited to access the network. [1]
Network security is crucial for small businesses today for several reasons, including legal, ethical, and business-related considerations:
Legal Reasons:  General Data Protection Regulation (GDPR) [2] in Europe forces business to follow regulatory laws that mandate protection of sensitive data of Europe citizens.
Ethical Reasons: It is morally required of small enterprises to take the appropriate actions to stop network breach violations and protect the interests of their stakeholders. Network security flaws may provide unauthorised access to sensitive data, including customer information, financial information, and intellectual property, which can harm a company's brand and cause loss of confidence.
Business-related Reasons: Cyberattacks, including data breaches, ransomware, and denial of service (DoS) attacks, may impair corporate operations, result in data loss, financial loss, and downtime, and have a substantial negative effect on both business operations and finances. [3]
Trade-offs may be introduced by security measures, such as higher complexity, processing overhead, and possible usability effects. To balance security and usability while reducing risks, it is crucial to thoroughly assess the trade-offs related to security devices and protocols on networks.
Security mitigation procedures such as monitoring, patching, updating, authentication, intrusion detection, auditing, and virus protection boost network traffic. Poor planning could result in IT administrators pushing virus scans, network scans, computer vulnerability scans, network device audit reports, computer patches, and computer updates simultaneously to the entire network. This could result in significant network lag on a single occasion, but major lag is not a well-defined outcome if all events occur simultaneously and when the whole organization hops into the network. [4]
Due to the prevalence and effectiveness of cyberattacks nowadays, network security is of the highest significance. Mean cost of worldwide breach of privacy in 2022 was $4.35 million, and it took nearly 277 days in finding and managing breach, according to research by IBM. [5]
Cisco CEO John Chambers once said, “There are two types of companies: those that have been hacked, and those who don’t yet know they have been hacked.” [6] 
Objectives of research:
1. Gain an understanding of what network security is and why it is necessary. 
2. Investigate widely used security tools like virtual private networks (VPN), intrusion detection and prevention systems (IDS and IPS) and firewalls.
3. Configuration for various types of security devices 
4. Conduct research on the protocols and cryptography that are used to ensure the safety of a network.
5. Investigate the research that is already available on the advantages and disadvantages of different security technologies and protocols, as well as the costs and returns on investment in terms of the efficiency, usability, and complexity of the network.
6. Conduct interviews with industry experts, such as network administrators and security professionals, and ask them about the difficulties they've encountered and the experiences they've had while working with security devices and protocols. In addition, they should inquire about the effect that this has on the operation of the network.
7. To get the best potential outcome, test the network devices and protocols on an emulated lab by generating a variety of different situations. 
2. [bookmark: _Toc133312332]Literature review
The literature review will include an understanding of firewalls, intrusion detection and prevention systems, VPNs, encryption, and authentication protocols. It will also evaluate current studies on security solution trade-offs, including network performance, usability, and complexity. Latency, throughput, set up, and usability may be trade-offs. The literature review will also take into consideration network architecture, traffic patterns, and risks that would affect security measures in the future.
The literature study will inform empirical research on network security devices and protocol trade-offs. EVE-NG or PNETLABs will be used to simulate actual network situations and evaluate the performance, usability, and complexity of alternative security mechanisms in a controlled environment. To quantify security trade-offs, network throughput, and latency will be measured.
Interviews with network administrators and security specialists will obtain qualitative data on their perspectives on network security devices and protocols. This will illuminate security implementation issues and trade-offs in diverse network contexts.
Network configuration documents, security policies, incident reports, and vendor documentation will be analysed to determine how security measures affect network performance, usability, and complexity. Document analysis may reveal network security device and protocol practices, problems, and trade-offs.
3. [bookmark: _Toc133312333]Methodology
This study will employ mixed-method research. Empirical study, data collection, and reviewing past studies are involved. The literature study reviews historical investigations and academic papers on network security device and protocol trade-offs to provide a complete picture of current research. It also discusses network security strategy tradeoffs.
Empirical research will be carried out to analyze the numerous security protocols and devices that are used to protect networks, along with the benefits and drawbacks of each. It is planned to make use of tools for network simulation to create realistic scenarios, evaluate the effectiveness, usability, and complexity of alternative security solutions, and do other related things.
Field experiments, and document analysis are the two primary methods that are going to be used in the process of data collecting on the security tools and protocols utilized on networks. These methodologies provide insightful perspectives on the actual processes and impediments:
Field experiments examine the effects of alternative security methods on network complexity, usability, and function. They include configuring many security devices and researching how they affect firewall rule levels, encryption methods, and authentication procedures. They also need many security setups.
Document analysis reveals how security measures affect network performance, usability, and complexity. By studying documents. It examines vendor documentation, network configuration documents, security policies, incident reports, and security software documentation.
4. [bookmark: _Toc133312334]Main body
Understanding Threats, Vulnerabilities, and Attacks.
[bookmark: _Toc133312335]Threats: - Any criminal act towards stealing data, corrupting data, or somehow disrupting digital environment is referred to as a "cyber threat". [7]
Three elements can be identified in a threat: -
Any act towards undermining security of any system storing confidential data by altering its confidentiality, data stored, viewership or integrity is known as Cyber threat. [7]
The term "cyber threat actor" refers to states, groups, or individuals who, with the intention of harming others, seek to exploit weaknesses, a lack of cybersecurity awareness, and technological advancements to gain unauthorized access to information systems and to the data, devices, systems, and networks of their targets. [7]
The online environment where cyber threat actors engage in illegal cyber threat behavior is known as the cyber threat environment. [7]
most common cybersecurity attack types: -
Attacks known as denial-of-service (DoS) and distributed denial-of-service (DDoS) aim to overburden a system's resources to the point where doesn’t respond to valid service requests. A DDoS assault is started by many controlled host computers that have been infected with malware, whereas a DoS attack aims to stop the effectiveness of the target's service. A firewall that determines if made requests are valid can be used to stop DoS attacks [8] 
Man in the middle where the attacker places oneself in the "middle" or between the two parties who are trying to communicate. Here, the two parties participating in an MITM attack believe they are speaking to one another normally. employing a virtual private network (VPN) or employing high encryption on access points are two strategies to defend yourself and your company from MITM attacks. [9]
Phishing attack where to obtain sensitive information from a victim, a malicious actor will send an email that appears to be from a reliable and trustworthy source. Attacker can send link directing the user to his/her website and tricking the user into downloading a virus or other malware or provide personal information to the attacker. Many times, target is not even aware that they have been compromised, allowing attackers to trace other users inside organisation without being caught by others. It is possible to stop phishing attacks from succeeding by being careful about the emails you open and the links you click. [10]
Whale phishing attacks are so named because they target an organization's "big fish," or whales, which typically include executives and other officials of the organization.
These people may have information of value to an attacker. [11]
Ransomware is a category of malware that encrypts the victim's workstation and demands a ransom. By restricting access to numerous computers or a central server, it can be used to attack various parties. Users should exercise caution and run artificial intelligence-powered deep data packet inspections through a next-generation firewall. [12]
Password attacks: Attackers can use a variety of methods to guess passwords, such as finding copies of passwords, intercepting network transmissions, social engineering, or guessing the user's password. They can also employ brute-force techniques, which involve attempting to guess a password using only a person's basic information or work title. A brute-force and dictionary password attack can be used to guess a user's password. Set up a lock-out policy that automatically locks out access after a predetermined number of unsuccessful tries to stop these assaults. An attacker may keep track of the passwords that failed if they attempt to guess a user's password repeatedly using a brute-force or dictionary attack. [13]
Using SQL injection, a popular technique for exploiting websites that rely on databases, is another. It makes use of a SQL query that is delivered from a client to a server-side database, which the server then processes. If successful, an attacker can release sensitive data or modify or delete important data. Utilize the least-privileged model, which only allows those who require access to important databases, to defend against a SQL injection attack. This policy can prevent both bad actors and those who accidentally leave their login credentials vulnerable. [14]
DNS spoofing is an attack where DNS records are changed to redirect users to a fake website and the attacker exploits users under the company. To prevent it, DNS servers should be kept up to date. [15]
A brute-force attack aims to figure out someone's login information who has access to the target system. The credentials are cracked using bots, and lock-out policies are in place to stop this. It's also crucial to choose random passwords devoid of symbols like letters, numbers, or dates. [16]
Trojan horse assaults open a backdoor into the system by concealing a harmful program inside a seemingly trustworthy one. Users should refrain from downloading or installing anything unless the source can be verified to prevent them, and NGFWs can be used to scan data packets for potential threats. [17] 
Cross-site scripting, also known as XSS, is an attack in which the attacker sends malicious scripts to the target's browser using clickable content. When the victim clicks on the material, the script is executed, but the attacker changed the script, causing the "user" to conduct an undesired action. Examples of XSS attacks include altering the transfer request's parameters, changing the receiver to the attacker instead of the intended recipient, and altering the transfer's amount. Use of a whitelist of permitted organisations and the sanitising approach, which checks inputted data for anything potentially hazardous, are crucial for preventing XSS attacks [18]
Eavesdropping attacks involve intercepting traffic as it is sent through the network, allowing an attacker to collect usernames, passwords, and other confidential information. Active eavesdropping involves inserting software into the network traffic path to collect information, while passive eavesdropping involves listening in on transmissions to steal data. Both active and passive eavesdropping are types of MITM attacks, and one of the best ways to prevent them is by encrypting data. [19] 
 Because they have access to several systems and administrative rights, employees in companies are especially risky. To stop insider threats, organizations should limit employee access to critical systems to those who require it to complete their jobs and employ multifactor authentication (MFA), which requires a physical item and at least one thing they know to access a critical system. This restricted technique can act as a deterrent, as cyber-attackers will be aware of the limited number of suspects. [20]
The term "malware" refers to a broad category of destructive software that degrades computer performance, wipes out data, or eavesdrops on user or network activity. Numerous attack methods, including as drive-by attacks, phishing, ransomware, SQL injection, Trojan horses, and XSS attacks, can use it. In addition to using firewalls that can detect malware, users should be informed about the types of software to avoid, the kinds of links they should carefully consider before clicking, and the emails and attachments they should avoid. [21]
In the dissertation, certain setups of Cisco devices and workstations running Kali Linux will be used to showcase some of the abovementioned threats and attack mitigation measures. 
[bookmark: _Toc133312336]Vulnerabilities: A flaw or weakness in an IT system that could be exploited by an attacker to carry out a successful attack is known as a vulnerability. Attackers will attempt to exploit any of them, frequently combining one or more, to achieve their goal. They may be caused by features, faults, or user errors. A flaw is an undesired functionality that could go unnoticed for a long time. [22]
[image: ]
[bookmark: _Toc133310615]Figure 4.1 CVEs Received and Processed [23]
The US National Vulnerability Database (NVD) received over 8,000 new and validated software vulnerability disclosures in 2023.
 Features may enhance the user experience, assist with issue diagnosis, or enhance management. However, they are intended functionality that can be abused by an attacker to compromise a system.  Users make errors like selecting an obvious or easily guessed password or leaving their laptop or mobile phone unattended, which is a key source of vulnerabilities.
Even the savviest users may fall victim to tricks that lead them to reveal their passwords, download malicious software, or provide data that can really be beneficial to an attacker. An attacker might target and time an attack effectively with the use of these facts.
[bookmark: _Toc133312337]Exploits
An "exploit" refers to a piece of code or program that intentionally takes advantage of vulnerabilities or security weaknesses in software or hardware to penetrate a system, launch a denial-of-service (DoS) attack, or install malicious software like ransomware, Trojan horses, worms, or viruses. [24]
[bookmark: _Toc133312338]Devices Used in Network Security
The term "network security" refers to the practice of protecting computer networks from a range of dangers, such as unauthorized access, viruses, malware, and other types of cyberattacks, by implementing several different security measures. The most prevalent kinds of network security devices are detailed below in the supplied list:
[bookmark: _GoBack]Firewalls: Firewalls are a solution for network security that protects networks from traffic that is not wanted and prevents unauthorized users, devices, and programs from entering a protected environment. Firewalls may also defend networks against intrusion from other networks. It's also possible for firewalls to protect networks from being attacked. They are the fundamental component of the building and offer essential monitoring and filtering of all traffic. This is necessary for the development of a powerful cybersecurity system, and they are an essential part of the infrastructure. [25]
Intrusion Detection Systems (IDS): It monitors system which recognizes potentially hostile acts and sends alerts when such behaviors are identified. This kind of system is also frequently referred to as an intrusion detection system, or IDS. Based on the alerts that have been received, an analyst at a security operations center (SOC) or an incident responder may perform check-ups on alerts, then further take necessary actions eliminating danger. [26]
Intrusion Prevention Systems (IPS): Network security technology called intrusion prevention systems monitors a network for potentially dangerous activities and prevents it. IPS refers to these systems. They are commonly part of a next-generation firewall or unified threat management system and ought to be sturdy enough for scanning lot of traffic and not affecting the network. [27]
Virtual Private Networks (VPNs): Using VPNs, businesses can link computers and other devices located in different parts of the world in a safe manner. A virtual private network, sometimes known as a VPN, is a network connection that is encrypted and provides remote users with safe access to the services provided by an organization. Virtual private networks (VPNs) are the same thing as online private networks. In addition to this, they provide clients who are located remotely access to the company's email as well as its files, amongst other services. [28]
Anti-virus software:  A pattern search is performed on a computer's files or memory to detect harmful software. Antivirus software searches, scan your gadget often and update your PC. Manual scanning is necessary before accessing externally acquired files or media. The program will inform you or eradicate the infection without your consent. Antivirus software is one of the simplest and most efficient methods to secure a computer, but like any other solution, it has drawbacks. [29]
Authentication servers: Authentication servers are used to verify the identity of users accessing the network and ensure only authorized users can access sensitive information. [30]
These devices may be used together to provide a comprehensive network security solution that protects against numerous cyberattacks. Besides these devices, there are others which are a part of the network security architecture which won’t be part of the research topic. Firewall, IPS and IDS would be part of the emulated environment and practical research will be presented in the dissertation.
PROTOCOLS USED IN NETWORK SECURITY
There are multiple tools and protocols that maybe used in the defense of the network. Network security requirements determine which protocols are used to protect it.
The following protocols are extensively used to secure computer networks:
Secure Sockets Layer/Transport Layer Security (SSL/TLS): SSL and TLS encrypt data for internet and computer network transmission. These standards prevent hackers from seeing or altering data transferred between nodes. Website operators must safeguard passwords, financial data, and other sensitive data using SSL and TLS. This involves preventing unlawful data access. [31]
Internet Protocol Security (IPsec): IPsec is a set of communication rules or protocols that are used to create encrypted conversations over a network. IPsec is an acronym for Internet Protocol Security. The Internet Protocol, sometimes referred to as IP in certain circles, is the protocol that oversees the transfer of data over the internet and is widely regarded as the standard. The inclusion of encryption and authentication capabilities, as offered by IPsec, results in a significantly increased level of security for the protocol. [32]
Secure Shell (SSH): The Secure Shell (SSH) is a hashed network protocol that secures computer and network device connections. SSH is used for remote logins, file transfers, tunnelling, and port forwarding. Remotely accessing a computer or server uses it. It encrypts data using cryptographic techniques. [33]
Dynamic Host Configuration Protocol (DHCP): DHCP dynamically assigns IP addresses to network devices. DHCP may restrict IP address distribution to authorized devices to improve network security. [34]
Access Control Lists (ACLs): ACLs filter traffic by IP address, protocol type, port number, and more. Routers and switches utilize ACLs to manage network access. [35]
Virtual Local Area Networks (VLANs): The usage of virtual local area networks, often known as VLANs, allows for the creation of logically different networks inside an actual LAN. Virtual local area networks, often known as VLANs, can increase the network's security by segmenting the traffic that takes place across the many different user groups. [36]
[bookmark: _Toc133312339]System Hacking Phases
To defend from hackers, we also need to understand what steps and hack might use to gain access to the network. Here are few steps listed below: -
The first and pre-phase of hacking is reconnaissance. The process of acquiring all the data on the target system, including active ports, operating systems, and all the passive data, is known as reconnaissance. [37]
Scanning and Enumeration: The attacker switches from passive to active data collection during this scanning and enumeration phase. The target system is accessed via scanning, and detailed information, such as user account data, is obtained using enumeration. Further classified into 3 types: port scanning, network mapping and vulnerability scanning. [38]
Gaining access: One of the crucial steps in hacking any system or network is gaining access. The attacker now transitions from merely scanning the network to attacking it during this stage. Hackers can get access via several techniques, including as locating a wireless access point or looking for weaknesses in the web server software. [38]
Privileges Escalation: Even when the hacker has access to your system or the network, he seeks to elevate his privileges to an administrator because they are the ones in charge of the entire network. [39]
Access maintenance: To properly perform their job, hackers must retain access. Rootkits, trojans, and several other malicious files can be used to accomplish this. [38]
Follow-up: Nobody wants to be apprehended after committing a robbery. As a result, the hackers hide all their trails, making it impossible for the owner of the network or system to determine who carried out the attack. By altering registry data and deleting, updating, or manipulating log values, a smart hacker can hide or obscure his trail. [38]
[bookmark: _Toc133312340]What Are Various Frameworks For Network Security
There are several frameworks for network security that organizations can use to help ensure the security of their networks. These frameworks provide a set of best practices, guidelines, and controls for securing networks against cyber threats. Some of the most widely used frameworks for network security include:
NIST Cybersecurity Framework: NIST's cybersecurity framework includes recommendations, standards, and best practices. This framework enhances cyberattack protection. Many public and commercial organizations use it to control and decrease cybersecurity risk. [40]
ISO 27001: The international standard for information security management systems (ISMS) is known as ISO 27001. This standard is used all over the globe. It offers a framework for designing, implementing, putting into practice, maintaining, and enhancing an information security management system (ISMS) to guarantee the availability, integrity, and confidentiality of information. [41]
By implementing one or more of these frameworks, organizations can establish a comprehensive approach to network security that addresses all aspects of cybersecurity, including risk management, access control, incident response, and compliance. The above-mentioned frameworks will be taken into consideration when deploying a network security solution for the dissertation.
[bookmark: _Toc133312341]Trade-offs of network security
It is the process of putting in place safeguards to protect computer networks and devices from online behavior. However, taking these safeguards can come with several drawbacks that must be taken into consideration. Below mentioned are certain common category of security concessions that need to be made when working with networks:
Performance Impact: When data comes into your network from outside sources, it must first pass through several security checkups, like firewall, IPS and IDS. This causes the data packets to be thoroughly scrutinized, which may have an impact on the performance of the network. [42]
Complexity: Cybersecurity needs fortification, hardening, and patching. Your cyber assets require Government-approved protection. To achieve this, limit access, teach everyone on fundamental security, and map and record your surroundings. You also need up to-date internet security skills and knowledge to match possible hackers. If you work alone, consider hiring a managed IT services company. Log file analysis and real-time monitoring are critical for cybersecurity owing to unpredictability. Sysadmins must be proactive and correct kill messages and failure alerts, which might start an attack. Password complexity and security are crucial to locking down an environment and choosing which data to protect. Understand the company's operational needs and create frequent backups. Finally, intrusion detection systems may help identify questionable IP addresses. [43]
Cost: It is probable that the process of adopting and maintaining network security measures would be costly. This is particularly true for big or complex networks. It's probable that the costs of purchasing, installing, and maintaining security equipment and software will mount up to a significant sum over time.
User Experience: The user experience may be adversely impacted by network security measures such as demanding complicated passwords or multi-factor authentication, which can make it more difficult or time-consuming for users to access network resources. [44]
False Positives: Security systems, such as intrusion detection systems, are prone to producing false positives, in which they mistakenly identify harmless behavior as hostile. This might result in unnecessary alarms as well as more work for the security professionals. [45]
In conclusion, to cope with the trade-offs that are involved with network security, it is necessary to strike a balance between the need for security and the impact that it has on network performance, complexity, expenditure, user experience, and false positives. Careful consideration must be given to needs of network security that are must. Appropriate security measures must be chosen in such a manner as to provide the necessary protection while causing the least amount of disturbance possible to the other components of the network.
[bookmark: _Toc133312342]How to monitor network performance 
Monitoring the performance of the network is essential to ensuring the continued reliability and effectiveness of the network. Monitoring the performance of a network may be done using relevant tools and procedures, including the following:
Network Monitoring Software: The purpose of using network monitoring software is to monitor and analyze the traffic on a network, which provides comprehensive insights into the functioning of the network. SolarWinds, PRTG Network Monitor, Nagios, Wireshark are just a few of the most well-known names in network monitoring software. [46] [47] [48] [49]
Packet Sniffers: Network traffic may be captured and analyzed with the use of packet sniffers, which provide real-time information on the performance of a network, including data transfer rates, response times, and packet loss. [50]
Bandwidth Analyzers: Bandwidth analyzers are tools that are used for the monitoring and examination of network traffic to determine the amount of bandwidth that is being utilized as well as the apps that are taking up the most bandwidth. [51]
Ping and Traceroute: Ping and Traceroute are two programs that are standard components of almost all operating systems. These utilities may be used to test network connection and detect problems with network performance. [52]
Administrators of a network can monitor the performance of the network, determine if there are any problems with the performance, and implement fixes to maintain optimum performance. Furthermore, administrators may utilize previous performance data to determine trends and prepare for future capacity needs.
[bookmark: _Toc133312343]What are the metrics to check network performance
Checking the performance of a network may be done using any one of numerous different measures. These metrics provide information on many characteristics of the network, such as its capacity, speed, and dependability. The following are some of the most frequent types of network performance metrics:
Bandwidth: The bandwidth of a network is the amount of data that can be transported through it in a predetermined amount of time. Bits per second (bps), kilobits per second (kbps), or megabits per second (Mbps) are standard units used to quantify bandwidth. [53]
Latency: Latency is time gap from one node to another on the network. It is measured in milliseconds (MS) and can affect the responsiveness of applications and user experience. [54]
Jitter: Jitter is used to monitor the change in latency over the course of time. Real-time applications, such as video conferencing and online gaming, are susceptible to experiencing delays when jitter levels are high. [55]
Throughput: The term "throughput" refers to data transfer possible over a network in certain time frame. This measurement takes into consideration the impacts of latency, as well as the loss of individual packets and other variables. [56]
Network Availability: The proportion of time that a network is operational and accessible to users is what's referred to as the network's availability. It is essential to have a high availability to guarantee that users may access network resources when they are required to. [57]
Network administrators can discover performance issues, troubleshoot network difficulties, and take remedial action by monitoring these metrics to guarantee that the performance of the network is at its ideal level. These are indices that could be helpful in the process of writing the dissertation in the future. 
5. [bookmark: _Toc133312344]Significance 
The area of network security will be significantly impacted by this study proposal. 
This research will create deep understanding advantages and disadvantages of network attacks, vulnerabilities, and which devices and protocols should be used for the protection of the network. 
By studying the trade-offs related to security devices and protocols on networks, this research proposal has the potential to advance the subject of network security. The theoretical and practical implications of this discovery are significant.
Theoretically, there is a gap in the literature on trade-offs that network security comes with, this research proposal fills a vacuum in the literature. The literature that particularly examines the trade-offs related to the usage of security devices and protocols is few, even though research on these topics already exists. By carefully investigating the trade-offs that occur when installing security measures on networks, this research proposal aims to close this knowledge gap and provide readers with a better grasp of the intricate decision-making processes involved in network security.
For network administrators, security professionals, and other decision-makers engaged in network security, the results of this study proposal may have immediate implications in practice. This study may shed light on the difficulties experienced by practitioners in actual network environments by recognizing and comprehending the trade-offs related to security devices and protocols. This may help in the selection and implementation of security measures on networks and provide information for the creation of more effective security policies, guidelines, and best practices.
In addition, suppliers and designers of security devices and protocols may find the results from this study proposal useful in that they will learn more about the realistic trade-offs that their clients must make. This may help in the design and creation of security solutions that are more suited to the requirements and difficulties of network managers and security specialists, eventually resulting in networks with stronger and more effective security measures.
In conclusion, the importance of this research proposal lies in its potential to advance knowledge of trade-offs related to security devices and protocols on networks, as well as its practical implications for guiding network security decision-making, policy development, and security solution design.


6. [bookmark: _Toc133312345]Expected result
The Expected outcomes of this study are going to give a full knowledge of the trade-offs connected with the security devices and protocols that are used on networks. 
The results of the literature research and the empirical study will determine the possible influence of security measures on the performance, usability, and complexity of the network. 
The study will also shed light on the primary trade-offs that relate to the various security solutions, including the trade-off between the efficacy of security and the performance overhead, as well as the trade-off between security and usability.
 In addition to this, the study will provide insights into the perspectives and experiences of network administrators and security specialists, offering light on the real-world obstacles and trade-offs connected with the deployment of security measures in various network contexts.
7. [bookmark: _Toc133312346]Conclusion
Access to limited knowledge in past on trade-offs in network security exposed to businesses to threats, vulnerabilities and attacks from hackers that placed them at huge risk. The study carried out analyzed security protocols and associated devices to measure security risk and its necessity for protecting networks from cyberattacks, the trade-offs that they impose might reduce network performance, increase complexity, and drive-up costs. It is very necessary to devise methods for minimizing the negative effects of these trade-offs if one wants to ensure that the benefits of putting in place security measures will exceed the possible drawbacks. The outcome of the study will have a full knowledge of trade-offs, security measures performance, usability, and complexity of network to assist network administrators, developers, distributors, and security professionals. 
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