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Introduction

With modern society’s technological advancements and the constant adapting and changes to the working and business environment whether it’s the tools and machinery that is used or the systems operated, it has also however caused unseen dangers to organisations, this report will be discussing an example of these new modern dangers with technology in ransomware, going into an example of Trojan malware this being CryptoWall. After that this report will discuss an example of a recent ransomware attack and how it affected the running of the organisation Co-op, the report will then discuss how to protect your systems and data from these attacks.


Information on Ransomware 

Ransomware is the type of malware which holds a victim’s sensitive data or device hostage, threatening to keep it locked or worse unless the victim pays a ransom to the target, in 2023 IBM recorded that 20% of all cyberattacks involved ransomware [1]. Once hackers gain access to your organisations network it takes less than four days to deploy the ransomware [2], resulting in the organisation having very little time to detect and defend against the attack. The threats often demand a seven to eight figure amount and according to IBM Cost of a Data Breach report, the average cost of a data breach globally is 4.4 million not including the ransom payments, this has experienced a 9% decrease from last year due to faster identification and containment. [3]



CryptoWall an example of Trojan malware software

There are many types of Trojan malware such as ArcBombs, Backdoor, Banking Trojans and DDoS, however this report will be discussing CryptoWall. [4]

The Trojan CryptoWall is a file-encrypting ransomware program which was released in April 2014 [5]. However, it’s not just a file encrypting ransomware, it also tries to hide inside the OS and includes itself to the startup folder [6], further to this CryptoWall deletes volume shadow copies of files, thus making it difficult to impossible to restore your data once this has occurred. This malware software infects devices in multiple ways, but two examples are through phishing emails, the most common way tricking users into clicking links or PDF files pretending to be invoices, purchase orders, bills, complaints or other business communications, once this link is clicked the device will download the malware onto the device. Another example of how malware is distributed is malicious ads, cybercriminal use digital advertisements either by purchasing or hacking them to deliver the malware through the browser, these ads will often try to use JavaScript in your browser to download the malware without your awareness [6].

CryptoWall targets all versions of Windows depending on its version including Windows XP and Windows Vista. Once your computer or other device has been infected with the CryptoWall it will install malware files in either %AppData% or %Temp% folders [5]. When infected the installer will begin to scan your computer scanning all drive letters on your device including removable drives, network shares, or even DropBox mappings. When CryptoWall detects a supported data file it will encrypt the file and then add the path to the file as a value under the HKEY_CURRENT_USER\Software\<random>\CRYPTLIST Registry key. [5] 

There are multiple versions of CryptoWall as new updated versions have been created adapting to the changes of modern technology and adding new features two examples are the below;

In November 2015 CryptoWall received another new version called CryptoWall 4.0 [5], Compared to its previous versions there were a significant number of changes such as filenames now being encrypted as well as the data in each of the encrypted files will have a unique name that looks like the following “27p9k967z.x1nep”, or “9242on6c.6la9” [5].  Further the software now has a more robust Shadow Volume copy deletion, new ransom note filenames have been introduced which are “HELP_YOUR_FILES.PNG”, “HELP_YOUR_FILES.HTML” and “HELP_YOUR_FILES.TXT” [5]. These filenames are located in every folder that a file was encrypted in as well as in the user’s startup folder, this is so that they are automatically displayed to the user when they log in [5]. Moreover, new payment gateways have been introduced to the TOR Decrypt Service sites [5], lastly the HTML and TXT ransom notes have been altered to be in a more antagonising tone. [5]

The latest version of CryptoWall is version 5.1 which is based on the HiddenTear malware, this version uses a different AES-256 encryption not following the previous versions. [6]

Example of a Ransomware attack

Co-op was attacked in the year 2025 in April in which the organisation stated it suffered at least two hundred and six million pounds in lost revenues, [7] the cyber-attack to the organisation caused it to suffer with payment problems, a widespread shortage of goods and products in stores this resulted in heavily rural areas with Co-op being the areas main supermarket being heavily affected. The organisation also lost 6.5 million of its mutual’s members data involving names, addresses, and contact information. [8] 

Marks & Spencer’s and Harrods were both attacked by cyber-attacks around the same time as Co-op; however, Co-op was able to resume normal trading at a faster rate due to the attack being discovered earlier. Marks & Spencer which stopped all its online sales for six weeks following the attack faced a three hundred-million-pound loss. [7]


Recommendations 

Following the above and the examples of the dangers of ransomware attacks, the following are examples of procedures to implement into your organisation on how to best protect your data and system software.
· Having strong access controls using multi-factor authentication. [9]
· Encrypting your data yourself will allow you to make sure that if information has been taken by cyber-attacks the data is not able to be accessed by the cyber attackers. [9]
· Patching your systems and making sure that all devices and software are up to date, ransomware is mostly focused on exploiting and attacking out of date software and devices, thus making sure that you have the latest updates and patches will make sure you have the latest systems of protection and security. [10]
· Downloading Antiviruses (AV) or Endpoint detection and responsible capabilities (ADR) these will sit on your devices and detect and block attempts of cyberattacks including ransomware attacks. [9]
· Having in user training and giving notice and information to staff regarding phishing emails due to it being a common way ransomware attacks occur. This will help prevent accidents of staff clicking on them and allowing the cyber-attacks to enter your system. [9]
Lastly using the 3-2-1 backup rule will allow you to effectively strategize in keeping data safe from unexpected situations for example in the event of destruction to organisation devices like a fire, or from ransomware attacks, this rule suggests keeping three copies of your data on two different media devices and one externally such as The Cloud, One Drive and many others. [11] The 3-2-1 backup rule also further protects the organisations files and data by storing the information on two different media, this protects them from one of the forms used becoming obsolete such as CD’s. Moreover, by storing on multiple devices this prevents hardware failures losing all copies. [11]

Using an external media device such as The Cloud is a highly important component in having a well-planned and organised data backup strategy, as it provides the convenience of backing up a large value of data in a fast period of time, the media software is reliable as The Cloud protects against situations such as natural disasters like floods, furthermore it allows users the ability to collaborate with documents providing multiple users with access permissions effortlessly. [11]



Conclusion 

In conclusion as Ransomware is evolving alongside systems and technology causing escalating damages financially and within the operations of the organisation it is imperative that organisations follow what has been discussed to protect their organisations through well planned and organised data storage methods, alongside using preventative measures to stop and fend off against cyber-attacks. 

Furthermore, organisations must look at experiences of other cyber-attacks on other businesses and learn from them on how best to act against them and modify the preventative measures when necessary.
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