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[bookmark: _Toc216205558]Abstract
This project implements OPENSOC, a low-cost, fully open-source Security Operations Centre (SOC) solution built on commodity hardware and virtualized with a type-1 hypervisor. The project's objective is to design, implement, and test a sensor-to-analyst detection pipeline suitable for small organizations and teaching labs to reproduce in their own environments. It deploys PfSense as the network gateway/POLICY ENFORCEMENT POINT (PEP), Snort as a network intrusion-detection sensor on both the WAN and LAN segment(s), and Wazuh as the centralized SIEM for log aggregation, correlation and alerting. A Debian client with the Wazuh agent provides host telemetry, while an Ubuntu desktop system hosts the Wazuh Manager (node) and dashboard. The build utilizes a single mini-PC (8 cores/16 threads, 32 GB RAM) to demonstrate that meaningful SOC capability can be delivered without use of proprietary tooling or dedicated appliances. It implements virtual networking and segmentation in Proxmox, Snort rule management (community rules with OINK access), remote logging from PfSense to Wazuh, and agent-based endpoint instrumentation. Functionality was tested with controlled exercises, including ICMP reachability testing, network probing, and SSH password guessing, resulting in analyst-ready alerts appearing in the Wazuh dashboard. This report includes discussion of design trade-offs, configuration pitfalls, and operational tuning to reduce noise and improve alert fidelity, as well as an evaluation of the trade-offs and limitations of an open-source stack for SOC responsibilities. We find that OPENSOC is a viable, reproducible starting point for cost-constrained and lab environments and identify a set of follow-on enhancements (selective IPS blocking, rule tuning, integration with threat-intelligence and case-management tools) for further maturing the platform toward production readiness.
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[bookmark: _Toc216205559]Glossary of Key Terms
This glossary provides concise definitions of technical terms, acronyms, and tools used throughout this dissertation. It is intended to support readers without a specialist background in cybersecurity and to ensure clarity and consistency across technical sections.

Agent
A lightweight software component installed on an endpoint (such as a server or workstation) that collects system and security data and forwards it to a central monitoring platform, such as a SIEM.
Attack Vector
The method or path used by an attacker to gain unauthorised access to a system or network, such as port scanning, brute-force authentication attempts, or network reconnaissance.
Brute-Force Attack
An attack technique where an adversary repeatedly attempts different password combinations in order to gain unauthorised access to a system or service.
Correlation
The process of analysing and linking multiple security events from different sources to identify meaningful patterns or security incidents.
Firewall
A network security device or software that monitors and controls incoming and outgoing network traffic based on predefined security rules.
IDS (Intrusion Detection System)
A security mechanism that monitors network or system activity for malicious behaviour or policy violations and generates alerts when suspicious activity is detected.
ICMP (Internet Control Message Protocol)
A network protocol used for diagnostic and control purposes, commonly observed in activities such as ping sweeps and network reconnaissance.
Kali Linux
A specialised Linux distribution designed for penetration testing and security research, commonly used to simulate cyberattacks in controlled environments.
LAN (Local Area Network)
A network that connects devices within a limited geographic area, such as a home, office, or laboratory environment.
NIDS (Network Intrusion Detection System)
An IDS that analyses network traffic to detect malicious activity, typically deployed at strategic points within a network.
Nmap
A widely used open-source network scanning tool employed for host discovery, port scanning, and service enumeration.
Oink Code
A unique authentication token provided by Snort that allows users to download official rule sets. It is required to access and update Snort’s detection signatures.
Open-Source
Software whose source code is publicly available, allowing users to inspect, modify, and distribute it freely.
pfSense
An open-source firewall and routing platform based on FreeBSD, commonly used for network segmentation, traffic filtering, and security monitoring.
Proxmox
An open-source virtualisation platform that enables the deployment and management of virtual machines and containers within a single physical host.
Reconnaissance
The initial phase of a cyberattack where an adversary gathers information about a target network or system to identify potential vulnerabilities.
SIEM (Security Information and Event Management)
A security platform that collects, normalises, correlates, and analyses log data from multiple sources to provide centralised visibility and alerting.
SME (Small and Medium-sized Enterprise)
An organisation with limited resources and infrastructure compared to large enterprises, often requiring cost-effective and scalable security solutions.
Snort
An open-source network intrusion detection and prevention system that uses signature-based analysis to detect malicious traffic patterns.
Syslog
A standard protocol used to transmit log messages from network devices and systems to a central logging server.
Telemetry
Security-relevant data collected from systems and networks, including logs, alerts, and event records.
Virtualisation
The process of running multiple virtual machines on a single physical system, allowing efficient resource utilisation and isolated environments.
WAN (Wide Area Network)
A network that spans a large geographic area and typically connects external or untrusted networks to internal systems.
Wazuh
An open-source security monitoring and SIEM platform that provides log analysis, intrusion detection, compliance monitoring, and visualisation.



CHAPTER 1: Introduction
Operational cybersecurity depends on the ability to translate diverse telemetry into timely, analyst-actionable findings. In concept this capability is centred on the incident-response lifecycle preparation; detection and analysis; containment, eradication, and recovery; and post-incident improvement which shapes how organisations detect, triage, and learn from security events [1]. It is also reflected in the discipline of information security continuous monitoring, which advocates for persistent asset, vulnerability, and threat visibility such that decisions about risk can be made with the most complete and current evidence rather than periodic snapshots [2]. Practical architectures take inspiration from both NIST Frameworks and Academic research guidance to collect signals from networks and hosts, normalise and correlate them, and present high-fidelity alerts to human analysts who are working under time pressure. Realising this on large enterprise scale requires significant investment and often leads to proprietary toolchains, but the cost and complexity are still barriers for small and medium-sized organisations and also for educational labs that seek to teach operational security using accessible technology. This project is developed to help fill that gap, engineering and evaluating OPENSOC, a replicable sensor-to-analyst detection pipeline assembled entirely from open-source components and hosted on commodity hardware.

OPENSOC is implemented on a single mini-PC (8 cores/16 threads, 32 GB RAM) using a type-1 hypervisor to virtualise the environment. The network edge and policy enforcement point are provided by pfSense, a popular FreeBSD-based firewall/router that enables clean segmentation between a lab LAN (e.g., 192.168.100.0/24) and an upstream WAN (e.g., 192.168.0.0/24), along with NAT, routing, and centralised logging. Network telemetry is produced by Snort sensors bound to both WAN and LAN interfaces; Snort’s rule-driven detection engine and long research pedigree make it a practical choice for identifying reconnaissance, brute-force activity, and other signature-described behaviours in constrained environments [3], [4]. Host-level telemetry comes from a Debian client instrumented with the Wazuh agent, while an Ubuntu virtual machine runs the Wazuh Manager and dashboard to aggregate events, apply decoders and correlation rules, and render analyst views. Log transport is configured so that pfSense (including its Snort package) forwards events to Wazuh, producing a coherent flow of data from packet observations and firewall decisions through to normalised alerts that can be inspected and actioned. In keeping with the realities of operational work, the build also records configuration pitfalls—such as noisy default rules and NAT idiosyncrasies—and the tuning steps used to reduce false positives and improve alert fidelity.

The practical question motivating the study is simple: is it possible to deliver a coherent monitoring and alerting capability that reliably surfaces common attack behaviours using a low-cost, all–open-source stack that is deployed on commodity hardware and reproducible by SMEs and teaching labs? To answer it, the project sets three intertwined goals. The first is to design and document a minimal, yet complete architecture (hypervisor networking, firewall policy, sensor placement, and log-collection pathways) such that others can reproduce the environment without vendor licences. The second is to implement and integrate the platform with attention to operational details that often derail student and SME deployments (acquiring and curating community rule feeds, e.g., via OINK access for Snort; setting remote-syslog outputs on pfSense; aligning time sources to preserve event order; and enrolling agents securely). The third is to evaluate the resulting stack using controlled exercises that mirror a routine analyst workload: benign connectivity checks to verify baseline visibility, reconnaissance with standard scanning utilities, and an SSH password-guessing scenario to validate host and network correlation. The goal is not an exhaustive performance benchmark but a defensible demonstration that small-footprint, open-source tooling can be composed into a working SOC pipeline with comprehensible trade-offs.

The study is grounded in existing guidance for academic credibility and practical relevance. OPENSOC closely follows the incident-response concepts and role separations articulated in NIST’s Computer Security Incident Handling Guide, ensuring that engineering choices (for example, where to place sensors, what to log, and how to surface alerts) map to the detection/analysis stage and support later containment and recovery [1]. Its emphasis on persistent, automated visibility takes cues from NIST’s continuous-monitoring framework, which prioritises reliable telemetry flows and measurable situational awareness over ad-hoc checks [2]. On the detection side, Snort’s original design goal (lightweight, signature-based inspection suitable for general-purpose hardware) aligns with the project’s constraints and remains informative when considering rule selection and performance limits [3]. Broader architectural choices reflect both the operational patterns observed in CSIRT/SOC guidance (central collection, role-appropriate dashboards, and iterative tuning) and the pragmatic advice that small organisations start with clear detection goals and simple, supportable integrations before adopting automation or prevention-in-line [5]. Finally, the NIST IDPS guidance provides a reference taxonomy for what kinds of alerts to expect from network sensors versus hosts, helping to shape the test scenarios and the evaluation criteria for noise and fidelity [4].

The expected contribution is twofold. For practitioners and students, the project will offer a reproducible blueprint (topology diagrams, configuration snippets, and an installation sequence) that demonstrates how to stand up a working SOC-style monitoring stack with zero licence cost. For researchers and educators, it will provide an empirical characterisation of the trade-offs inherent in open-source monitoring: where signature coverage is strong, where correlation adds meaningful context, where false positives cluster, and which configuration decisions most improve signal-to-noise. By situating these findings against recognised standards and best practice, the study should show that an accessible, open-source pathway to operational monitoring is not only feasible but pedagogically valuable, enabling learners to engage deeply with the mechanics of telemetry, detection logic, and analyst workflow before layering on enterprise features such as case management, automation, or threat-intelligence enrichment [1][5].


[bookmark: _Toc216205560]Chapter 2 — Research & Literature Review
[bookmark: _Toc216205561]2.1. What a SOC is for and why open tooling matters
A SOC is best viewed as an organizational capability (collection of people, process, and tools) rather than a physical space or even a particular tool. It is structured to accomplish a mission that security incident handling decomposes into “prevent, detect, analyze, respond, and learn” [1]. NIST’s continuous monitoring guidance (ISCM) adds a separate mandate for consistent visibility into assets, threats, vulnerabilities, and control effectiveness so that detection and incident response do not occur in a vacuum but are based on telemetry and metrics from a known environment [2]. Collectively, these two documents give a blueprint for the modern SOC as both mission-driven and technically detailed: it must continuously observe, interpret, and act.
Two important nuances to these documents are particularly germane to a student-built, open-source SOC. First, while SP 800-61 Rev. 2 has been the historical reference for the incident handling lifecycle, it is now officially withdrawn (effective April 3, 2025) and replaced by a Rev. 3 update. The 800-61 Rev. 2 lifecycle is still a coherent way to structure this project’s engineering and evaluation work—but it should be cited as archival, not current, policy [1]. Second, while ISCM provides the mandate for continuous monitoring, the publication itself is clear that monitoring is not just log collection: it is a risk management process which ties the data you collect back to decisions you make [2]. The former is a design choice for this project; the latter legitimates it: it is acceptable to focus on a more transparent, inspectable pipeline over a large, opaque commercial platform, since the learning objectives are knowledge and risk management within the constraints of a lab.

[bookmark: _Toc216205562]2.2. Detection pipeline concepts: IDS/IPS, SIEM, and the roles they play
IDS/IPS systems and SIEM platforms have complementary roles within the SOC’s detection pipeline. An IDS/IPS inspects traffic or host activity at some vantage point in (near) real time and flags recognizable patterns or anomalies; a SIEM then aggregates, normalizes, indexes, correlates, and visualizes the resulting alerts alongside other telemetry to provide investigable narratives rather than isolated signals [4], [6], [11]. This boundary is not functional in practice; some SIEMs have detection rules built in, some IDSs can block traffic inline. Yet their relative strengths are still different: IDS/IPS thrives on precision at the sensor’s vantage point (packet or host), while SIEMs are optimized for cross-source correlation, historical context, and workflows for operators.

This project accordingly takes an approach that is common in the enterprise and recommended by the vendors. pfSense will be the policy and routing control point and run Snort as the network IDS, which will produce both firewall and IDS data; Wazuh will be a SIEM whose agents/manager/analyzer push host activity and whose indexer provides network logging from pfSense (network traffic flows and IDS alerts) and hosts (failure logs, successful logins, file activity) [6], [10]. The agentless SIEM architecture is similar in spirit to commercial stacks that ship to agent hosts, analyze at indexers, and visualize/search at search heads (Splunk’s forwarders/indexers/search heads are canonical) but with no scale and no license ceiling [11].



[bookmark: _Toc216205563]2.3. The open-source vs. commercial decision
The literature reveals a recurring trade-off:
Open-source stack (Wazuh + Snort/Suricata). Pros: zero license fees, full control, transparent configuration and schemas, portable, and fine control over data paths. Wazuh’s architecture documents how data flows and where the analysis occurs: agents → manager → indexer → dashboard, with an emphasis on tuning the manager’s configuration for ingestion into the indexer where searches are run and the dashboard creates visualizations [6]. On the network side, Snort is the most foundational/open source engine with a broad installed base and a “long tail” of operational know-how and rulesets that are still available [3], [4]. Suricata is a modern alternative that emphasizes performance (threaded) and richly structured telemetry natively in a SIEM-friendly format (EVE JSON) rather than the syslog-like alert payload from Snort [7].
Commercial (Splunk exemplar). Pros: battle-tested, distributed architecture (forwarders/indexers/search heads), large ecosystem, advanced “enterprise” features (clustering, RBAC, guided apps); cons: licensing, complexity, often vendor-optimized (opaque internals) [11].
For a constrained lab environment, the literature supports picking open: you get full transparency and can demonstrate the same logical SOC pipeline as used in enterprise environments without the associated cost/scale implications. This project therefore chooses pfSense + Snort at the edge and Wazuh for the SIEM portion, while still keeping Splunk’s stack as a reference for lessons on scale and role separation [6], [11].



[bookmark: _Toc216205564]2.4. From seminal to current: Snort, Suricata, and engine implications
Snort’s original paper, published in 1999 by Roesch, laid out an influential design for a rules-based network IDS that could be run on “two single-CPU 133 MHz Sparcstations” and still have real-time alerting, packet logging, inline filtering, and active scanning rules (scanners) [3]. In practice, the objections to Snort over time have not been about the quality of its detection, especially with Suricata’s later EVE payload improvements, but more about scalability and the operational burden of searching syslog-like alerts for analytic insight. Suricata’s first major differentiator, well before its processing parallelism, was its output model as designed from the outset to support SIEM consumption and the corollary: EVE JSON is not just “alerts” but a general-purpose, dense set of protocol metadata (HTTP, DNS, TLS, files, flows) that is much easier to correlate downstream [7].
However, the gap is not unbridgeable. Snort 3 now also supports multi-threaded packet processing per instance (rather than multiple isolated processes), which reduces its memory footprint and increases reload speed materially compared to the now-legacy “many processes” model of Snort 2.x; Snort 3’s release notes and Cisco’s documentation make the single-instance/multi-thread architecture explicit [8]. For the modest network bandwidths one is likely to encounter in a virtualized lab, that performance improvement materially erodes a longstanding reason to default to Suricata purely on a throughput basis. In practice, this shifts the deciding factor to one of integration: pfSense includes a maintained Snort package with GUI workflows for sensor management and incident response, making Snort the path of least friction in this instance, while Suricata (or some other engine) remains a valid drop-in replacement if structured EVE output and a protocol metadata surface are desired for more advanced analytics later [4], [7], [8].


[bookmark: _Toc216205565]2.5. Network segmentation and vantage point: literature-backed patterns
NIST’s IDPS technical guidance in draft emphasizes that sensor placement and network segmentation have material effects on the quality of detection [4]. A sensor running on the firewall at the WAN and LAN interfaces has excellent observability into ingress/egress traffic but may get attribution issues because the firewall’s IP becomes the source of internal hosts’ traffic (NAT head spoofing). Placing an additional sensor on a Proxmox bridge or as a port mirror on a LAN segment not only covers more traffic but also provides better attribution for the internal hosts. The literature therefore recommends a layered approach to build the proposed SOC: one sensor as the primary boundary for policy violations and clear external threats, with optional coverage on internal movement for lateral movement and asset discovery. In this build, choosing to run Snort as a pfSense package provides tightly coupled per-interface monitoring aligned to these recommendations and avoids operational sprawl by collocating policy enforcement and packet inspection [4], [10].
Segmentation logic is also rooted in ISCM: a SOC cannot expect to continuously monitor if its network topology and segmentation do not produce observable asset boundaries or telemetry sources that can be mapped to those boundaries [2]. If the SOC cannot differentiate management from user traffic, or DMZ from LAN, both detection and response will suffer. This reinforces the build’s choice to hardcode a straightforward two- or three-zone topology (WAN, LAN, optionally management) for interpretability and testing repeatability [2], [4].


[bookmark: _Toc216205566]2.6. Telemetry transport and formatting: syslog and beyond
Syslog remains the *de facto* standard that glue devices and collectors together, and RFC 5424 that defines the most modern version (the only built-in version of most platforms and libraries) does so with some intention. It separates the message format from the transport and provides a structured data model to allow extensions by vendors without breaking parsers [9]. This is no accident: in any realistic pipeline, you will run into both legacy BSD syslog (RFC 3164-style) and IETF syslog (RFC 5424) messages; understanding the differences is vital to not having subtle ingestion bugs when pulling from multiple sources. pfSense’s Remote Logging with Syslog feature also turns out to be purposely minimal: enable it, select categories, and point at the SIEM collector. This is possible and supported by the GUI as well, since its focus is on minimizing agent sprawl on infrastructure nodes while centralizing telemetry as much as possible in an open environment [10].
Two decisions recur from a SOC design perspective in both the literature and product docs:
Transport choice (UDP vs TCP/TLS). RFC 5424 is transport agnostic, but operationally UDP 514 is the lowest-friction option; it is lossy and unauthenticated. For the lab environment, UDP is an acceptable risk as long as you check the counters end-to-end; for production, either TCP or TLS-wrapped syslog is the standard [9], [10].
Message structure vs. payload structure. Even with a structured message (RFC 5424), the payload within might be unstructured (free-form Snort syslog) or structured (Suricata EVE JSON). This has clear advantages for joins in a SOC context, because once downstream correlation matters, schema-first telemetry like EVE gives consistent fields (src/dst, ports, protocol, flow IDs) to join against firewall or endpoint logs [7], [9]. In this build, the Wazuh manager is precisely the point between raw inputs and the indexer where you would decode the structured payloads and/or normalize pfSense/IDS text formats (rule id → Wazuh rules, Decoders) before feeding data to the indexer for storage and search [6].

[bookmark: _Toc216205567]2.7. SIEM architectures in practice: Wazuh and the Splunk reference

SIEM architecture literature commonly divides architectures into data collection (log shipping), indexing/storage, and search/visualization. Wazuh literally documents this in its architecture, agents (or other sources via log shipping) → server (analysis) → indexer (storage/search) → dashboard (visualization) [6]. This is helpful for student engineers: if alerts show in the manager but not the dashboard, the problem is likely server indexer forwarding; if data are indexed but the dashboard says they are not readable, the issue is decoders/rules rather than collection. The same mental model is exemplified in Splunk where data flow from heavyweight/universal forwarders to indexers and analysts search and visualize via search heads [11]. In the context of this project, the Splunk documentation is the conceptual reference to be compared against so students can see (as the open-source Wazuh architecture map suggests) that there is nothing “toy” about ship → index → search—the difference is simply scale and feature ceilings (no “free” tier or no licensing costs) [11].
[bookmark: _Toc216205568]2.8. Correlation and noise: what the sources say to do
Signal-to-noise ratios are what determine the usefulness of any SIEM. NIST’s IDPS technical guidance therefore advises tuning: disabling the chatty signatures and customizing variables like HOME_NET/EXTERNAL_NET based on context, and placing sensors where a correlation of context makes detection actionable rather than arbitrary [4]. This is a common refrain in IDS practice generally: enabling every category on day 1 produces alert fatigue, and unless scoped ICMP or scanning signatures can quickly swamp both noise and more serious alerts. The framing in ISCM reinforces that near-real-time “continuous” means measure and iterate: tuning should be evidence-driven (alert counts by category, false-positive review, and detection latency) rather than guessing [2].
Correlation strategy then determines how individual events become cases (something worth investigating). With an open stack, deterministic rules (same source IP across firewall drops + IDS scan + endpoint auth failures within T minutes) provide actionable and explainable logic, but protocol-rich inputs such as Suricata’s EVE add useful correlates (flow_id, 5-tuple, and protocol-specific metadata like DNS query/answer, HTTP host/URL) to make joins against pfSense firewall logs or Wazuh endpoint telemetry orders of magnitude easier than the string parsing required for IDS syslog [7], [9]. Where Snort will be used instead, the SIEM’s decoders/rules must parse those text payloads into fields (a “decoder” in Wazuh parlance), and Wazuh’s role of analyzing then forwarding structured events to the indexer becomes central to achieving meaningful cross-source analytics in this design [6], [7].

[bookmark: _Toc216205569]2.9. Practical pitfalls highlighted by the literature
Vantage-point bias and NAT. Sensors at the perimeter frequently see connections via NAT; from the inside they may appear to terminate at the firewall’s address. NIST’s IDPS technical guidance therefore encourages multiple sensors and correct placement to avoid inconsistent attribution [4]. In JSON-rich pipelines, the EVE flow tuple and flow_id help because you can stitch sessions across multiple logs even when their addresses differ by vantage point [7].

Fragile shipping. UDP syslog is simple but lossy and unauthenticated; any subsystem or path that drops silently under load can blind analysts. Standards literature (RFC 5424) and vendor docs (pfSense) both point toward TCP/TLS as a more resilient transport and should be preferred over UDP for reliability and confidentiality, especially in production systems, outside of the lab [9], [10]. At minimum, an assumption of “continuous” monitoring means monitoring the monitors: queue depths and listener health for transport and index backlog for SIEM components [2].
Schema drift and parsing. Even if your transports are robust, semantically inconsistent payloads erode correlation. This is where the architecture matters: Wazuh’s server component analyzes/normalizes then forwards to the indexer, and Splunk’s distributed pipeline similarly parses at the indexer before exposing a normalized field set to the search head [6], [11]. Design the content (Wazuh decoders/rules or Splunk SPL) around a stable field set (indexed timestamp, source/destination IP and ports, protocol) so dashboards and correlations survive upgrades [11].
Operational debt from “enable everything.” Both IDPS technical guidance and the hard-earned practice of SIEM operations recommend against enabling entire signature families or shipping all logs at full verbosity by default. Rather, start with the sources most useful for decision-making (firewall denies, IDS scans/exploit attempts, endpoint auth failures) and then expand based on observation of signal/noise and gaps [2], [4].

[bookmark: _Toc216205570]2.10. Why pfSense + Snort + Wazuh is a defensible baseline
The sources taken together support the project design as a defensible baseline for an educational, low-cost SOC:

Alignment with standards. Both the incident lifecycle (SP 800-61) and the continuous monitoring model (SP 800-137) justify building a repeatable detection pipeline and then evaluating it with metrics like detection latency and noise rate [1], [2].
Evidence-based sensor choice. Snort’s long history and installed base, coupled to pfSense packaging and interfacing, make it easy to deploy and cover interfaces; Snort 3’s multi-threading addresses earlier Snort performance complaints for lab bandwidths [3], [8].
Future-proofing for richer analytics. If deeper correlation or richer protocol telemetry is desired, Suricata’s EVE JSON output can be adopted with minimal architectural churn while still preserving the pfSense + Wazuh pattern [7], [10].
Transparent SIEM pipeline. Wazuh server → indexer → dashboard is essentially the same mental model as both the literature’s best practice for SIEMs and the canonical commercial exemplars, meaning students who later encounter enterprise tools have reduced conceptual debt [6], [11].

Operational simplicity. Keeping infrastructure nodes agent-light through pfSense’s Remote Logging with Syslog is well supported by the documentation: it explicitly describes enabling and scoping categories which should support reproducibility—a requirement for an academic evaluation [10].



[bookmark: _Toc216205571]2.11. What “good” looks like (evaluation lens from the literature)
The literature implies several quality criteria by which the build should be judged (used to frame Chapters 5–6):
Coverage and timeliness. Do the sensors cover the behaviors you care about (reconnaissance, policy violations, successful compromises) and at both vantage points? Are alerts arriving in the SIEM with acceptable latency? The detection/analysis phase of SP 800-61 plus ISCM’s near-real-time awareness both suggest detection latency is a first-class metric [1], [2].
Signal quality. What fraction of alerts are true vs. false positives when subjected to controlled testing? NIST IDPS guidance suggests tuning before scale: observe noise per rule family and iterate [4].
Pipeline health. Are there indications of drops in shipping or indexing? RFC 5424’s model plus the pfSense documentation suggest monitoring the transport and the receiver to confirm that success in traffic intended for testing generalizes to everyday operation [9], [10].
Correlation effectiveness. Can the SIEM tie network and host perspectives to raise weak signals (one alert alone) to something worth investigating? Wazuh’s architecture and Suricata’s EVE JSON design together give two orthogonal paths to the consistent fields (labels, correlation IDs) for both rules and dashboards [6], [7].
Maintainability and scalability (qualitative). Even though this build targets a lab, the Splunk component model is a useful yardstick: the open stack mirrors the same separation, so it should conceptually scale in a uniform way (albeit with less data and no licensing costs) even if not deployed at that scale here [11].


The literature paints a coherent picture: a well-placed IDS to feed well-architected SIEM through reliable, structured telemetry. This is the basis for practical detection, since the tooling chosen here answers “why”: pfSense + Snort to provide the vantage point and signatures necessary to surface policy violations and commodity attacks at the network boundary; Wazuh to provide the indexing, correlation, and visualization needed to make those alerts actionable; and the standards to frame the evaluation (measure latency, noise, and pipeline robustness) [1], [2], If deeper protocol analytics or richer correlation are later desired, Suricata’s EVE output remains a transparent upgrade path with no architectural churn [7], [8].
This literature review justifies the design choices made in Chapter 4, informs the test plan developed in Chapter 5 (ICMP baseline noise, nmap reconnaissance, SSH password guessing), and sets criteria against which the design is evaluated in Chapter 6. Crucially, it also signals to readers—especially assessors—that the project is not a grab-bag of tools: it is a standards-informed pipeline whose components and trade-offs are grounded in guidance and widely adopted architectures.


[bookmark: _Toc216205572]Chapter 3 — Methodology
The study was designed and executed as Experiment + Development research, meaning that an open-source SOC stack was implemented on a laboratory hypervisor and then shaped by observing its response to a sequence of controlled attacks, in order to measure detection fidelity, analyst visibility, and the impact of targeted tuning [1]. The overall engineering cadence is a design-science loop of design, implement, measure, refine, so that each step of the build is anchored to known incident handling and monitoring practice instead of ad-hoc experimentation [2]. The project’s scope deliberately focused on end-to-end observability, from log generation to analyst-consumable alerts, while throughput benchmarking and automated response are out of scope for this dissertation [1].
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The environment comprises a single Proxmox host on which pfSense, Wazuh Manager, and Kali are installed; the first is used as a gateway and network sensor, the second for collection and analysis, and the third to generate test traffic, while a Debian workstation serves as the monitored endpoint with the Wazuh agent [6]. Snort was enabled on the pfSense interfaces so that both perimeter-facing and internal segments could be observed during reconnaissance and service probes, and the same stimuli could be seen from two vantage points when that was helpful for comparison [4]. To centralise telemetry, pfSense was set up to forward both its firewall “filterlog” and Snort messages via the platform’s Remote Logging Options to the Wazuh manager on a dedicated syslog listener, which is the supported mechanism for shipping pfSense events to an external analysis system [12]. A consistent syslog format and stable timestamp source was maintained to ensure that decoders downstream could parse fields predictably and that end-to-end latency could be measured as a simple delta between emission and index time [9]. On ingestion, the Wazuh manager listens for syslog on a designated port and applies built-in decoders for pfSense and Snort so that the resulting events could be queried coherently in Discover and dashboard views during subsequent testing and analysis [13].
[image: ]Fig:3
PfSense Dashboard 

The overall methodology is framed around three practical questions, and each one guided both the build and the experiments. First, can an open-source stack built on pfSense, Snort, and Wazuh reliably surface alerts for common reconnaissance and a basic password-guessing attack in a small segmented lab [4]? Second, what detection latency is observed from pfSense emission to Wazuh index, and is that latency acceptable for interactive analysis in such an environment [6]? Third, which tuning choices—ruleset selection, sensor placement, and log-forwarding parameters—most effectively reduce noise without suppressing true positives in those scenarios [3]?
[image: ]Fig:4
Snort detecting NMAP scans


Each experiment used a controlled stimulus with an observable output and a repeatable runbook. For reconnaissance, the Kali host ran Nmap with clearly defined flag profiles so that expected Snort signatures (such as OS detection and common service probes) could be anticipated in advance and later confirmed in the alerts [3]. For authentication abuse, scripted SSH password-guessing against the Debian endpoint produced a deterministic stream of failures that the Wazuh agent forwarded into the manager, which exercised both the host-level pipeline and the network-level pipeline in the same lab [6]. A quiet baseline window was collected before each stimulus so that background noise levels from pfSense and the agent were known and could be contrasted with activity during the tests [2]. Sensor placement, addressing, and timing were held constant within each run so that any observed change could be attributed to the chosen variable rather than to unrelated drift [4]. Time synchronisation was verified so that emission and index timestamps could be compared meaningfully when computing the end-to-end detection delay used later in evaluation [9].
[image: ]Fig:5
PfSense remote logging options 



Data collection leaned on supported features rather than bespoke tooling to keep the pipeline transparent and reproducible. On pfSense, remote logging was enabled under Status → System Logs → Settings, and the remote server, port, protocol and content categories were specified so that both firewall and Snort entries were exported to the manager as ordinary syslog messages [12]. On the server side, Wazuh’s configuration was adjusted to listen for syslog and to decode PfSense “filterlog” fields and Snort message content so that addresses, ports, actions and signature identifiers were normalised for search and correlation without further transformation by the analyst [13]. During analysis, saved queries in Discover filtered by device, interface and rule identifiers to ensure that example events were drawn consistently across reruns, which reduced selection bias when screenshots and log excerpts were exported for the results chapter [6].
Validity and reliability were addressed through restrained variables, baselines, and clear definitions of success. A run was counted as successful when at least one correctly classified alert appeared for the stimulus and the event could be traced from its generating log line on pfSense to an indexed record in Wazuh with a measured latency attached, which kept the notion of “detection” concrete rather than anecdotal [1]. Construct validity was strengthened by mapping each stimulus to an expected ruleset outcome (e.g., an Emerging Threats Nmap probe) so that subsequent reasoning about missed or noisy alerts could refer to a specific rule or decoder path rather than a general impression [4]. Internal validity was supported by changing one factor at a time between reruns, such as enabling a single additional category or switching the monitored interface, while leaving forwarding and ingestion stable [3]. External validity is intentionally limited because the lab uses a compact topology and commodity resources, so findings are presented as guidance for small open-source deployments rather than as production capacity claims [2].
Ethical and sustainability considerations were accounted for throughout the study. All experiments were performed on isolated private address space and generated traffic only within this environment, and artefacts that might reveal personal identifiers were redacted in the final report to avoid unnecessary disclosure [1]. The choice of open-source components on a single mini-PC reduces cost and energy while still enabling end-to-end visibility across network and endpoint layers appropriate to the educational aims of the work [2]. Where detection narratives were linked to common adversary behaviours, the project used the ATT&CK enterprise taxonomy to ensure descriptions and labels were consistent with widely adopted terminology rather than improvised labels, which improves clarity for assessors and readers [14].
Risk was managed with practical mitigations suited to a home-lab SOC. To avoid source attribution errors or NAT artefacts, pfSense interface bindings and filterlog fields were validated before tests so that the packet path was clear when alerts were interpreted, and that check was repeated after material changes to rules or interfaces [10]. To reduce false-positive noise, only categories relevant to the planned stimuli were enabled initially, with additions made deliberately and re-baselined so noise changes were measured rather than guessed [4]. To prevent data-path failures, the rsyslog and Wazuh services were checked before each run and a local logfile remained available in case network delivery was interrupted, which preserved traceability for later analysis of failures or gaps [9]. Clocks were checked before and after experiments so latency deltas remained trustworthy for the evaluation chapter and were not distorted by drift between devices [2].

In summary, the methodology privileges traceable pipelines and measurable outcomes over breadth, uses supported features for log forwarding and ingestion to maximise reproducibility, and evaluates tuning decisions against clear definitions of success so conclusions are anchored in evidence rather than anecdote [6].
[bookmark: _Toc216205573]Chapter 4 — Design & Implementation
[bookmark: _Toc216205574]4.1 System overview and aims
This build implements a compact, open-source SOC on a single virtualisation host so that network and endpoint activity can be observed end-to-end without commercial licensing constraints [5]. The stack comprises pfSense as gateway and sensor, Snort as the signature IDS, Wazuh for collection, decoding, indexing and dashboards, a Debian endpoint with the Wazuh agent, and a Kali host used as a controlled traffic generator [6]. The purpose of the design is to surface attack-relevant signals with a minimal number of moving parts while preserving a clear line of sight from packet ingress to analyst-ready alerts [6].
[bookmark: _Toc216205575]4.2 Architecture and topology
The architecture (Fig.2) uses Proxmox bridges to present WAN and LAN segments to pfSense, which performs stateful filtering and NAT while Snort sensors are bound to the WAN and LAN interfaces for ingress and egress visibility [4]. A companion flow diagram (Fig.2) shows pfSense emitting firewall filterlog entries and Snort alerts which are forwarded to the Wazuh manager for analysis before being stored in the indexer and visualised in the dashboard [6]. Sensor placement across WAN and LAN follows guidance to position detection points along expected attack paths and to counter NAT-induced attribution issues by giving two vantage points into the same stimulus [4].
[bookmark: _Toc216205576]4.3 pfSense configuration for policy and telemetry
pfSense is configured with static addresses on WAN and LAN and with concise rules that permit the Debian and Kali VMs as required for testing while default-denying unsolicited inbound traffic from the WAN [4]. Telemetry centralisation is achieved through pfSense’s Remote Logging Options at Status → System Logs → Settings, where the manager’s address, transport and facility are specified and where relevant content categories—firewall events and application logs—are selected to ensure that both filterlog and Snort messages are exported (Fig. 5) [10]. Using syslog for this export preserves standard header and timestamp semantics so that decoders downstream can parse fields consistently and so that end-to-end detection latency can later be computed as a delta between emission and index times [9]. Although production environments often prefer TCP or TLS for delivery assurance, UDP is acceptable in this lab provided listener health is checked before runs and any packet loss characteristics are captured during the idle baseline window [10].
[bookmark: _Toc216205577]4.4 Snort on pfSense: installation, rules, interfaces and tuning
Snort is installed from pfSense’s Package Manager and then configured entirely through the pfSense GUI, which streamlines interface binding, feed updates and alert handling within a single administrative surface 
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[15]. The engine’s signature model remains well suited to planned stimuli such as reconnaissance and basic service probing, since the expected alerts are deterministic and straightforward to validate in a teaching environment [3]. After installation, Global Settings are completed to enable rule sources and register the Oinkcode, and an immediate Updates run verifies the availability and currency of signature feeds before tests are executed [15]. Interfaces are then added inside the Snort package for WAN and LAN, and each interface’s Alert Settings are set to log to the system log so that a single pfSense remote-logging path carries both firewall and IDS telemetry to the SIEM [10]. Rule selection is performed on the Rules tab at the interface scope, which is the supported place to toggle chatty SIDs and to scope categories precisely for the tests being run [16]. To keep the initial noise floor manageable, selections focus on reconnaissance, policy-violation and common service-misuse families, drawing on the Emerging Threats taxonomy to align category names with the behaviours under study [16]. Address variables such as HOME_NET and EXTERNAL_NET are set to the lab subnets so that rule evaluation uses correct context and avoids classifying benign intra-LAN traffic as hostile during baselines [4].
[image: ]
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4.5 Wazuh manager, indexer and dashboard
Wazuh is deployed in its standard three-tier form manager, indexer, dashboard so that analysis, storage and visualisation are separated and can be verified independently during troubleshooting and evaluation [6]. The manager listens for PfSense syslog on the designated port and applies built-in decoders for filterlog and Snort, producing structured events that preserve interface, action, address, port and signature identifiers for query and correlation [6]. The dashboard then queries the indexed dataset for analysis and screenshots, which ensures that the artefacts included in the dissertation reflect the same data reviewed by an analyst rather than transient device consoles [6].[image: ]
[bookmark: _Toc216205579]4.6 Transport path and operational checks
The transport path is intentionally simple: pfSense forwards via syslog; rsyslog on the Wazuh host receives and writes to a predictable file; the Wazuh manager ingests and decodes; and the indexer persists events for dashboard queries (Figs. 4.14–4.15) [9]. Adhering to the syslog message format enables consistent parsing across components and eases fault isolation if a gap appears between emission and index during tests [9]. The pfSense Remote Logging page and the server-side rsyslog and manager status screens are checked before each run so that failures can be attributed to content or placement rather than to delivery or ingestion [10].
[bookmark: _Toc216205580]4.7 Integration choices and trade-offs
Consolidating Snort inside pfSense simplifies administration by keeping policy enforcement, interface binding and IDS alerting within the same platform, which reduces the number of collectors to monitor during experiments and shortens the path from packet to alert [15]. Sending Snort alerts to the system log trades away some potential richness of per-engine JSON for the operational clarity of a single, standards-based forwarding path, which is an acceptable compromise in a lab that prioritises reproducibility over exhaustiveness [10]. Positioning sensors on both WAN and LAN reflects best practice for balancing coverage and attribution, as one interface captures unsolicited ingress while the other provides visibility into egress or lateral movement across the protected segment [4].
[bookmark: _Toc216205581]4.8 Readiness checks before testing
Before executing formal test cases, the pipeline is validated with a short sequence of readiness checks so that subsequent observations can be linked to content or placement rather than configuration drift [1]. Snort rules are confirmed current in the Updates view, pfSense Remote Logging is verified for destination, transport and categories, and the Wazuh manager’s syslog input is confirmed live with rsyslog active on the host (Figs. 4.6–4.7 and 4.12–4.15) [10]. A saved Discover query filters the indexed dataset by device and interface to ensure that later screenshots and exports are drawn consistently across runs and that end-to-end latency can be measured from comparable slices of data [6].
[image: ]
[bookmark: _Toc216205582]4.9 Reproducibility and configuration capture
Reproducibility is supported by retaining before/after screenshots for pfSense Remote Logging, Snort Global Settings, interface alerting and category selection, rules Updates, and the Wazuh manager’s syslog input and rsyslog status so that a third party can reconstruct the forwarding and decoding path without guessing intermediate steps (Figs. 4.5–4.15) [10]. This material is paired with concise text snippets in the appendices for parameters such as the remote-logging destination and the rsyslog template so that the dissertation remains readable while still providing verifiable configuration detail for audit and teaching reuse [6]. Capturing configuration state alongside the alert stream aligns with incident-handling practice that emphasises traceability and post-event learning when detection behaviour does not match

The implemented design separates sensing at the network boundary from analysis in the SIEM and connects them with a single, standards-based forwarding path that is easy to reason about and adequate for reconnaissance and authentication-abuse scenarios in a small lab [6]. Dual-interface placement on pfSense mitigates attribution artefacts common in NATed environments, and focused rule selection keeps the noise floor low enough for meaningful evaluation in the next chapter [4]. With remote logging validated, rulesets updated, ingestion confirmed and saved searches prepared, the system is ready for the structured tests in Chapter 5 where fidelity, latency and noise are assessed using the indexed dataset and matching screenshots [1].


[bookmark: _Toc216205583]5.0 Testing and Evaluation
The aim of testing and evaluation was to establish the baseline operation of the OPENSOC environment in terms of the three expectations established in the methodology section. By using simple attack scenarios to validate each of the three constituent functions (visibility, detection, event-correlation), it was possible to confirm whether OPENSOC operated as a reliable, integrated monitoring pipeline in a controlled setting.

Tests were conducted within the previously configured Proxmox environment. The benefit of using a virtualised testbed, which exposed both pfSense interfaces to monitored networks (192.168.3.0/24 as WAN, 192.168.2.0/24 as LAN) and deployed Snort on both, is that all network activity was reproducible and contained. Wazuh ran on a Debian virtual machine on the LAN interface and was fed logs through pfSense remote-syslog as well as the Wazuh agent installed on the same Debian host. Attack vectors were generated from a Kali virtual machine. These architectures are in line with the monitoring and event-correlation principles described in both NIST SP 800-61 and SP 800-137, which recommend a multi-layered, centralised and responsive approach to detection and response, and place a particular emphasis on analysts’ timely ability to notice anomalous network or host events. Virtual hardware sizes were kept deliberately low throughout to match the constrained resource environment of the target SME customer base for open-source SOC tools such as this.
[bookmark: _Toc216205584]5.1 ICMP TEST
The baseline or control testing established that the basic traffic flows, time synchronisation and packet processing functions were performing as expected. Simple ICMP echo requests between two test hosts were initiated to check whether routes were operational, the network time protocol was synchronising system clocks, and Snort was not flagging low-risk requests. As anticipated, pfSense generated appropriate system logs for the ICMP requests, which were received and handled without issue by Wazuh. Snort itself did not generate any high-severity alerts, confirming that the rule sets deployed were not known to be prone to noise amplification in benign environments. In line with best practice recommendations from NIST SP 800-94, this lack of noise underlines the point that while IDS configurations are tuned primarily for attack detection, they should not be expected to generate large amounts of high-severity alerts during normal operation, as this will degrade the productivity of analysts.
[bookmark: _Toc216205585]5.2 NMAP SCAN
The second test was designed to assess the system’s performance when processing a typical reconnaissance scan. Nmap on the Kali host was used to initiate a scan targeting both the Debian host and the entire LAN subnet. 
[image: ]
This event was selected because it would generate distinctive network traffic that could be detected by Snort using well-established rules and would therefore represent a standard detection vector within the open-source community. In fact, Snort immediately identified the scan and initiated several alerts with ET SCAN signature references. These were received in pfSense’s Snort console and passed on to Wazuh within seconds. The SIEM applied medium-to-high severity to the correlated events and displayed them in an aggregated form on the dashboard. Therefore, the time from scan initiation to correlated event presentation in Wazuh was only a few seconds, which is in line with expectations given pfSense’s syslog capabilities, Snort’s detection threshold settings and Wazuh’s proven event-processing chain. As the correlation of an attack event between three separate tools required only a few seconds to materialise, it can be concluded that the individual components were all functioning and that their integration was effective. This effective detection was in line with the research literature on open-source IDS performance, which suggests that signature-based detection tools can still achieve detection of deliberate, structured reconnaissance activity.
[bookmark: _Toc216205586]5.3 HYDRA SCAN
A third test scenario used repeated failed SSH login attempts to simulate a brute-force password-guessing attack. In contrast to the Nmap scan, which tested the system’s network-level event visibility, this scenario is a matter of host-level event collection and aggregation. The Debian host generated multiple authentication-failure logs, which were then transmitted to the Wazuh manager via the Wazuh agent. Wazuh has a built-in rule set that can detect brute-force patterns, which was matched against the events and correlated to them. The SIEM’s dashboard generated an alert summarising the source address, service targeted and frequency of attempts. As a result, this scenario shows that OPENSOC can detect and contextualise both network-level and host-level attacks. The success of the correlation process reflects research on best practices in SOC monitoring, in which the use of layered detection and analysis is correlated with stronger effectiveness.[image: ]
[bookmark: _Toc216205587]5.4 TEST RESULTS
The evidence of successful operation in each scenario, which is appended in the appendix, supports the conclusion that the entire monitoring pipeline functioned as a whole. Screenshots from Snort alert logs, pfSense system-log transmissions, Wazuh dashboard entries and agent logs all provide examples of event flow consistency, from detection to transmission to correlation. To a limited extent, the tests also speak to the accuracy of the system. No false negatives were observed, as all attack attempts were detected and logged by the SIEM. No false positives were noted either; no Snort alerts were incorrectly raised during the baseline testing. These accuracy levels are both unsurprising and appropriate in a laboratory environment, and they do point to an appropriate match between alert thresholds, rule sets, traffic volume and system configuration.
Detection latency was another, important dimension of the tests, which was overall in line with expectations. There was typically a one- to three-second delay between Snort’s detection of an event on pfSense and Wazuh’s presentation of the correlated alert. In the context of SME-level SOC deployments, this performance is within acceptable limits and suggests that log forwarding and indexing chains are not overloaded. There were no queues or processing backlogs visible either during benign or attack conditions. This responsiveness is in line with more recent evaluations of SIEM tools, which have shown that open-source platforms can meet near-real-time requirements.
[bookmark: _Toc216205588]5.5 EVALUATION OF RESULTS
The tests also made the noise-generation characteristic of open-source IDS, tools apparent, particularly in the Nmap scenario, where Snort generated multiple alerts that originated from the rapidly generated port-probe traffic. As noted above, this level of alert generation was expected, but it could quickly become operationally burdensome in a higher-volume environment. However, Wazuh’s automated correlation mechanisms appeared to mitigate the problem, at least to a degree, by consolidating related alerts into an information-dense dashboard widget. This workflow feature underlines the contribution SIEM solutions can make to improving the signal-to-noise ratio of the analysts themselves, and it echoes related work that has emphasised the role of post-detection alert enrichment and aggregation in reducing analyst workload.

Performance metrics of the virtual machines were a final dimension of the tests, which showed that each tool operated within reasonable resource envelopes throughout the testing process. pfSense experienced the expected CPU surges during scan activity, and Wazuh generated medium resource consumption during indexing and searching. In neither case were these surges excessive, let alone approaching destabilising levels. This point supports the practical feasibility of similar open-source SOC stacks in environments with scarce system resources.[16]

The limitations of this testing phase should also be acknowledged. In line with the open-source nature of all tools, the deployment was left in IDS mode, so that detections were not automatically fed into IPS mode blocking actions[16]. The set of attacks tested was simple and limited in its diversity, and no threat-intelligence feeds or automation functions were integrated into the deployment. These choices do not affect the conclusions regarding OPENSOC’s functionality, which were confirmed, but they represent valid and productive opportunities for future work in line with stepwise SOC maturity models.

In sum, testing and evaluation provide evidence of OPENSOC as an effective, coherent and reliable open-source SOC implementation, as the evidence confirms stable traffic visibility, accurate detection and timely event correlation. The final result of this testing process is that OPENSOC fulfils its primary objectives and follows accepted best practices in the area of security monitoring.
[bookmark: _Toc216205589]

6.0 Conclusion and Recommendations 
The primary objectives of this project were to design, implement and evaluate an open-source SOC using pfSense, Snort and Wazuh within an isolated environment hosted by Proxmox virtualisation software. The principal research question addressed in this work is whether a freely-available set of tools and technologies can be expected to reliably recreate basic SOC functionality, including traffic visibility, intrusion detection, log aggregation and event correlation, in the context of a controlled SME-scale environment. The results of this study indicate that this goal is both achievable and reliable in the relevant setting and that the performance of the resulting implementation is commensurate with the operational principles defined in the relevant NIST guidance on incident handling, intrusion detection and continuous monitoring.
The level of integration achieved across implemented technologies is total from a functional perspective. pfSense was used to facilitate routing, segmentation and log forwarding; Snort was used for real-time intrusion detection at both the WAN and LAN boundaries; and Wazuh was used to fulfil the SIEM role of log normalisation, alerting and correlation. This design reflects the layered architecture common in SOC design, corresponding closely to recommended practices for distributed monitoring and centralised analysis. The testing process showed that detections were consistent and correct across all simulated attack scenarios. Snort accurately detected Nmap SYN scan-based reconnaissance attempts, and the alerts were forwarded to Wazuh with negligible latency. Wazuh also detected anomalous authentication-related activity such as SSH login failures, which is useful in illustrating the benefits of collecting and analysing both network-based and host-based telemetry from a single system.

The results also indicate that the system had an acceptable noise level. Snort generated no extraneous alerts under normal operating conditions, suggesting that its default or community rule sets were reasonably well-tuned to the scale and complexity of the environment. During attack scenarios, Snort generated the expected volume of alerts, but Wazuh was able to improve signal-to-noise by correlating and grouping related events. This outcome is in line with prior findings in the literature, which highlight the importance of correlation and event enrichment in enabling more efficient and focused analyst investigation. Detection latency (between one and three seconds) was consistently low and did not negatively affect interpretability. Resource consumption for all virtual machines remained in a stable state throughout testing, further supporting the suitability of this type of architecture for environments with limited hardware resources.

The most notable practical limitations of this project relate to its functional scope. The system was deployed exclusively in IDS mode, such that events were not automatically blocked on detection. This approach was appropriate for the purposes of this project, which was concerned with monitoring and visibility, but a more robust SOC would include some active defensive controls to support containment or mitigation. The attack catalogue was relatively small, which is appropriate for a proof-of-concept environment but not for a more comprehensive evaluation of adversarial techniques. By the same token, the lack of any external threat-intelligence feeds or advanced analysis modules meant that the system was unable to contextualise events beyond local network and host activity. These constraints do not negate the validity of the evaluation but rather suggest directions for future work.

In sum, this OPENSOC project has shown that open-source tools can match the functionality of a commercial SOC stack in many core areas, at little to no financial cost. The resulting implementation is also easily reproducible and scalable to the size of small organisations or to instructional settings, where it may have additional pedagogical value. Finally, by replicating well-known guidance on monitoring and incident handling in this architecture, this project has also demonstrated that even high-quality, structured detection is achievable without reliance on proprietary software.

[bookmark: _Toc216205590]6.1 Recommendations 

A number of recommendations can be made for OPENSOC based on the experience and insights from its design, implementation and evaluation. These include considerations for improving the existing architecture and extending its capabilities.

First, the system would be improved by the inclusion of a larger, more diverse attack catalogue. The current test cases were limited to reconnaissance and authentication misuse, but including further scenarios covering denial-of-service, web application attacks or malware delivery would subject the system to a greater range of adversarial activity. This would improve the robustness of the detection function and provide a more comprehensive basis for evaluation.

Second, more granular analysis of log data would improve the depth of the system’s analysis. While Wazuh’s default dashboards are adequate for baseline monitoring, additional analysis of log data could be performed to create more value from the platform, such as using Elastic queries or Wazuh’s anomaly detection module to visualise long-term trends or changes in traffic or event volume. This could also support more nuanced understanding of false positives and recurring background noise to guide further tuning of Snort’s rule set.

A third area of improvement is performance optimisation. Although no performance issues were encountered during testing, adding more monitored hosts or otherwise increasing traffic volume could put greater strain on some components of the system, especially Wazuh’s indexing and pfSense’s packet inspection. Allocating additional virtual resources, refining firewall rules or adjusting Snort’s pre-processing settings would support scalability and stability under more demanding conditions.

Fourth, the system could be augmented with external threat-intelligence feeds. This could include even a relatively simple feed, such as blocklists, known malicious IP ranges or common IOCs, which would significantly increase the contextual value of generated alerts. This improvement is in line with modern SOC practice, which is becoming more reliant on threat intelligence to prioritise incidents and support triage.

Fifth, the system could be expanded to support automated response. Full SOAR integration is beyond the scope of this project, but limited automation of responses to specific Snort detections could provide at least some level of containment consistent with later stages of the NIST incident-handling lifecycle. One possibility is the use of Wazuh’s active response feature to trigger updates to pfSense’s firewall rules.

Finally, the environment could be expanded to include more endpoints or subnets to enable testing of lateral-movement detection and inter-segment monitoring. This would better approximate the scale of enterprise deployments and offer further opportunities for performance tuning and detection optimisation.

In conclusion, the OPENSOC project provides a strong basis for a SOC implementation, showing that open-source tools can be used to support effective monitoring and detection. The recommendations outlined above provide clear avenues for further improvement and development and reflect both practical considerations and theoretical concepts in modern SOC design.
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Terminal

root@Debian:~# wget https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.12.0-1_and64.deb & sudo WAZUH_MA
NAGE 192.168.100.30' WAZUH_AGENT_NAME='Debian_XFCE' dpkg -i ./wazuh-agent_4.12.0-1_amd64.deb
--2025-09-27 18:23:19-- https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.12.0-1_amd64.deb
Resolving packages.wazuh.com (packages.wazuh.com)... 3.166.49.18, 3.166.49.69, 3.166.49.83

Connecting to packages.wazuh.com (packages.wazuh.com)|3.166.49.18|:443... connected.

HTTP request sent, awaiting response... 200 0K

Length: 11963008 (11M) [application/vnd.debian.binary-package]

Saving to: ‘wazuh-agent_4.12.0-1_amd64.deb

wazuh-agent_4.12.0-1_amd64.deb 100% ] 11.41M --.-KB/s  in 0.1

2025-09-27 18:23:19 (101 MB/s) - ‘wazuh-agent_4.12.0-1_amd64.deb’ saved [11963008/11963008

Selecting previously unselected package wazuh-agent
(Reading database ... 233760 files and directories currently installed
Preparing to unpack .../wazuh-agent_4.12.0-1_and64.deb ..
Unpacking wazuh-agent (4.12.0-1)
dpkg: dependency problems prevent configuration of wazuh-agent:
wazuh-agent depends on lsb-release; however:

Package 1sb-release is not installed.

dpkg: error processing package wazuh-agent (--install):
dependency problems - leaving unconfigured

Errors were encountered while processing

wazuh-agent

root@Debian:~# |
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root@Debian:~# fget https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.1
NAGER='192.168.100.30' WAZUH_AGENT_NAME='Debian_XFCE' dpkg -i ./wazuh-agent_4.12.0-1_amd64.deb

_amd64.deb && sudo WAZUH_MA
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‘Support subscription. We're always on Our tear s staffed 24x7x365 and
commitied o Gelvering enterprise-class, worldwide Supportal a price point that s

Version 2.6.1is available. &%

Snort

[ more than competive when compared to others in our space.

Version information updated at Fri Sep 19 19

QEMU Virtual CPU version 2.5+
AES NI CPU Crypto: Yes (inactive)
QAT Crypto: No

nactive
Disabled
nactive
02 Hours 08 Minutes 26 Seconds

FriSep 19 20.04:38 UTC 2025

UPnP 16D & PCP

Wake.onLAN

+ Upgrade Your Support + Community Support Resources.

« Netgate Global Support FAQ  » Offictal pfSense Training by Netgate

« Netgate Professional Services » Visit Netgate.com

fyou decide o purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) fom your firewall in order (o
validate support for this unit Write down your NDI and store it n a safe place.
You can purchase TAC supports here.
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Interface Settings Overview
Interface Snort Status Pattern Match Blocking Mode Description Actions.
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Snort Subscriber Rules

Enable Snort VRT Click to anable download of Srort free Registered User or paid Subscriber ules.

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort Oinkmaster Code |

nortorg Oinkmaster code and paste f h

Snort GPLv2 Community Rules

Enable SnortGPL2 [ Click to enable download of Snort GPLY2 Community ules.

‘The Snort Community Ruleset Is a GPLY2 Talos certified rleset that s distrbuted free of charge without any Snort Subscriber License restrictions. This
ruleset is updated dally and is a subset of the subscriber ruleset

Emerging Threats (ET) Rules
Enable ET Open [ Click to enable download of Emerging Threats Open ules
ETOpenis an open source set of Snortrules whose coverage is more limited than ETPro.

Enable ET Pro Click to enable download of Emerging Threats Pro rules

Sign Up for an ETPro Account
ETPro for Snortoffers dally updates and extensive coverage of current malware threats.

Sourcefire OpenAppID Detectors

Enable OpenAppID Click to enable download of Sourcefire OpenAppID Detectors.

‘The OpenAppID Detectors package contains the application signatures required by the ApID preprocessor and the OpenAppID text rules.
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Alert Log View Settings
(AN (net0) ) @ Auoreireshview 250 [=]

Alert Log Actions m

Interface to Inspect

Alert Log View Filter

7 Entries in Active Log

Date Action  Pri Proto  Class SourcelP  SPort  Destination!P  DPort  GID:SID  Description
20250920 A 2 UDP  Attemptedinformation 192.168.0.11 53800 19216810012 34512  1:2018489 ET SCAN NMAP OS Detection Probe
145314 Leak Q Q

20250920 A 2 uoP Attempted Information  192.168.0.11 53800  192.168.100.12 34512  1:2018489 ET SCAN NMAP OS Detection Probe
145313 Leak Q

20250920 A\ 2 TCP  Attemptedinformation 192.168.0.11 55954 5800  1:2002910 ET SCAN Potential VNC Scan 5800-5620
145312 Leak

20250920 A 2 Tcp Potentially Bad Traffic 55954 1433 1:2010935 ET SCAN Suspicious inbound to MSSQL
145312 Bx port 1433

20250920 A 2 TCcP Potentially Bad Traffic  192.168.0.11 55954  192.168.100.12 5432 1:2010939  ET SCAN Suspicious inbound to
14:53:12 Q Q ®x PostgreSQL port 5432

20250920 A\ 2 TCP  PotentiallyBad Traffic  192.168.0.11 55954 19216810012 1521  1:2010936 ET SCAN Suspicious inbound to Oracle
145312 Q Q SQL port 1521

20250920 A 2 TCP Potentially Bad Traffic  192.168.0.11 55954  192.168.100.12 3306 1:2010937 ET SCAN Suspicious inbound to mySQL
145312 Q Q port 3306
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FreeBSD 15.0-CURRENT

The system is on the latest version.

Version information updated at Sun Jul 27 21:20:58 UTC 2025

~
<

QEMU Virtual CPU version 2.5+
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No

Inactive
Disabled

Inactive

14 Hours 45 Minutes 56 Seconds
Sun Jul 27 21:30:45 UTC 2025

- 127.001
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- 192.168.0.1
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Netgate Services And Support o0

Retrieving support information 4%
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Interfaces
hwan 4 10Gbase-T <fullduplex> 192.168.100.1
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Installed Packages  Available Packages

Search

Search term S| ]

Enter a search string or *nix regular expression to search package names and descriptions.

Packages

Name  Version Description

snort  4.1.6.25 Snortis an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, and anomaly-
based inspection.

Package Dependencies:
@ snort29.208

suricata 7.0.8_2  High Performance Network IDS, IPS and Security Monitoring engine by OISF.

Package Dependencies:
@ suricata7.08
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root@wazuh-server:~# sudo systemctl restart rsyslog

root@wazuh-server:~# sudo systemctl status rsyslog

@ rsyslog.service - Systen Logging Service

Loaded: loaded (/usr/lib/systend/systen/rsyslog.service; enabled; preset: enabled)

Active

Triggeredsy:

Jul
Jul
Jul
Jul
Jul
Jul

Docs:

Process:

07:21:
07:21:
07:21:
07:21:
07:21:
07:21:

active (running) since Mon 2025-07-28 07:21

® syslog.socket
man:rsyslogd(8)
man:rsyslog.conf(5)

https://www.rsyslog.com/doc/

84915 ExecStartPre=/usr/1ib/rsyslog/reload-apparmor-profile (codesexited, status=0/SUCCESS)

: 84920 (rsyslogd)

5 (linit: 4603)
1.6M (peak: 5.1M)
60ms
/systen.slice/rsyslog.service
L-84920 /usr/sbin/rsyslogd -n -iNONE

45
as
45
45
45
45

wazuh-server
wazuh-server
wazuh-server
wazuh-server
wazuh-server
wazuh-server

:45 BST; 11s ago

systemd[1]: Starting rsyslog.service - System Logging Service...

rsyslogd[84926]: imuxsock: Acquired UNIX socket '/run/systemd/journal/syslog' (fd 3) from J§
rsyslogd[84920]: rsyslogd's groupid changed to 102

systemd[1]: Started rsyslog.service - System Logging Service.

rsyslogd[84920]: rsyslogd's userid changed to 102

rsyslogd[84920]: [origin software="rsyslogd" swVersion="8.2312.0" x-pid="84920" x-info="htfj
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<cluster>
<name>wazuh</name>
<node_name>node@1</node_name>
<node_type>master</node_type>
<key></key>
<port>1516</port>
<bind_addr>0.0.0.0</bind_addr>
<nodes>
<node>NODE_IP</node>
</nodes>
<hidden>no</hidden>
<disabled>yes</disabled>
</cluster>
<remote>
<connection>syslog</connection>
<port>1514</port>
<protocol>udp</protocol>
</remotes]]
</ossec_config>
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System / Package Manager/ Package Installer (-]

pfSense-pkg-snort nstallation successfully completed.

Installe Packages  Available Packages Package Installer

AR AAAAMAAARAAAMARMAAMAAMAYMYYYY™Y
Package Installation 9 Auto-scroll
Please note that, by t, snort will truncate packets la an the

t snaplen of 15

Additionally, LRO may cause
sed reassenbly. It

with

ended to disable LRO, i

your ifconfig_ line in rc.conf
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Rules Update Task

Updating rule sets may take @
while. please waltfor the
process to complete.

This dialog will auto-close when
the update s fnished.
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