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[bookmark: _Toc134471883]Design choices
This project’s design (Figure 1) is based upon certain assumptions. The API is the backend implementation for a pre-existing frontend UI, through which users can pay their vehicle tax online without the need to login and without the need to be the registered keeper. Payments are not processed by this API; it is not concerned with banking or payment card details and does not interact with financial ledgers. Valid tax payments can only be made for vehicles that are already registered with the DVLA. Vehicle tax payments do not have to be made by the registered owner of the vehicle, and payments are made based on a pre-defined set of options presented to users in the UI.
All vehicles are registered to a driver keeper and are assigned an existing tax band when added to the database. 
Admin users can produce reports showing vehicles with overdue payments, to send reminders for payment. Tax bands are based upon bands present on the DVLA website, and all tax bands are assigned tax rates, all of which can be adjusted. They are based on current DVLA values [1]. Tax bands can be adjusted and deleted if the government changes classification rules and groupings of vehicles. 
All drivers have registered addresses, and they can only have one registered address, but multiple drivers can be living at the same address. Drivers have unique licence numbers that are used to identify them. In this project, the licence numbers are auto-incrementing digits since the driver records do not contain sufficient data to calculate realistic licence numbers in keeping with real licences [2].

Access authorisation is based on:
· Basic users can submit payments, view data specific to themselves, and general tax details. 
· Admin users can perform the same actions as basic users, as well as viewing personal details and payment data for all users.
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[bookmark: _Ref134364022][bookmark: _Toc134471892]Figure 1 Models ERD displaying entities within API design
[bookmark: _Toc134471884]Implementation
[bookmark: _Toc134471885]DTOs
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[bookmark: _Ref134364542][bookmark: _Toc134471893]Figure 2 DTO implementation
Figure 2 displays DTOs within the application, the decision for these was based upon extracting the key data from the relative classes / nested classes to transfer the key information of use in a front-end. I focused specifically on including most of the parent class and identifiers from nested classes.







[bookmark: _Toc134471886]Controllers, Services & Repositories
Figure 3 displays the implementation of custom JPA queries within the repository interfaces. The classes ending in ‘Repo’ act as controllers for the API, they expose endpoints with specific paths designed to indicate authorisation levels for access.
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[bookmark: _Ref134367094][bookmark: _Toc134471894]Figure 3 Controllers, Services and Repositories
An example implementation of custom endpoints is displayed in the @Mapping annotations in Figure 4. These are set using ‘admin’ and ‘user’ as keywords for the security configuration.
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[bookmark: _Ref134368888][bookmark: _Toc134471895]Figure 4 VehicleRepo


[bookmark: _Toc134471887]Security
The Keycloak server was setup with super, admin, and basic users for the Spring client to retrieve authentication and authorisation levels for. The super user is intended to represent senior staff who can change and delete tax information, the 'taxserviceadmin’ role represents DVLA staff who would be interacting with the system on a daily basis processing drivers data. Aside from the super user's access to changing tax bands and rate, the two groups share the same authorisation levels. ‘Taxserviceuser’ role represents end-users paying tax.

Postgres is used for persisting the Keycloak data, I used a separate Postgres container as I think it's probably safer to keep the authorisation and the user/transactions/vehicles data separate as then any intrusion into one should in theory not provide access to the persisted data from the other. I again used docker 15 for consistency and to reduce the overall size of the stack, not having to download multiple Postgres version images. Healthchecks were implemented Figure 5, as Keycloak containers crash if there is not a database immediately available to connect to. Production implementation of Keycloak should use a database [3], I didn't get round to building a production-ready Keycloak server, so just implemented the database. 
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[bookmark: _Ref134471227][bookmark: _Toc134471896]Figure 5 KC healthcheck

The combination of endpoint setting (Figure 4) and the security configuration in Figure 6 – where regex matching for paths has been used, enforces the path-based access levels. Lines 44 and 45 have been used to allow un-authenticated users access to the OpenAPI UI and JSON endpoints. Line 57 is used as a catch-all approach for any endpoints not specifically included in the preceding code, ensuring that all other endpoints are only accessible by admin users.
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[bookmark: _Ref134369733][bookmark: _Toc134471897]Figure 6 SecurityConfig

RestConfig. configureRepositoryRestConfiguration() (Figure 7 and Figure 8) was used to block all PUT, PATCH and DELETE requests for all entities, other than DELETE requests for TaxBand and TaxRate, which was to allow super users to delete/change them if government taxation laws change.
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[bookmark: _Ref134376074][bookmark: _Toc134471898]Figure 7 configureRepositoryRestConfiguration()-1
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[bookmark: _Ref134376077][bookmark: _Toc134471899]Figure 8 configureRepositoryRestConfiguration()-2

[bookmark: _Toc134471888]OpenApi-UI / Documentation
Default OpenAPI-UI documentation was built upon to further personalise the UI for this project. Figure 9 displays the application.properties which were used to add features to the UI such as displaying request times, and sorting endpoints, it also sets the OAuth settings to allow users to input their JWT to make authenticated requests to the API. Figure 10 then shows the setting of the top section of the UI, with Figure 11 then being the result in the UI.
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[bookmark: _Ref134372483][bookmark: _Toc134471900]Figure 9 main application.properties
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[bookmark: _Ref134372486][bookmark: _Toc134471901]Figure 10 SpringDocConfig
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[bookmark: _Ref134373209][bookmark: _Toc134471902]Figure 11 OpenAPI-UI information

The annotations visible in Figure 4 were used in order to provide information within the UI (see Figure 12).
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[bookmark: _Ref134373561][bookmark: _Toc134471903]Figure 12 annotation-ui-result
Within the project's pom.xml is ' springdoc-openapi-javadoc' [4] - this enables the UI to automatically pick up standard Javadoc and include it within the UI, removing the need to retrospectively adapt existing Javadoc to appear in springdoc's annotation-based documentation style.
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[bookmark: _Toc134471904]Figure 13 springdoc-openapi-javadoc-ui
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[bookmark: _Toc134471905]Figure 14 springdoc-openapi-javadoc-code






























[bookmark: _Toc134471889]Testing
Tests are run inside their own isolated docker containers Figure 16 by using the testcontainers [5] dependency. This was chosen due to compatibility issues between H2 embedded database syntax and the naming of tables and fields in the Postgres initialisation script as well as the Java class names and fields. The choice of Postgresql database in testcontainers was due to the main application already using Postgresql. The configuration for the testcontainers can be seen in Figure 15 - the Postgresql version chosen was intentionally set to 15, the same version as is used in the application's docker-compose for the persistent database to achieve as accurate as possible testing where the databases have identical syntax and data handling implementations.
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[bookmark: _Ref134374121][bookmark: _Toc134471906]Figure 15 TestContainerPostgres
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[bookmark: _Ref134382140][bookmark: _Toc134471907]Figure 16 testcontainers - docker-compose
Of the 140 unit tests, 108 are within the ' SecurityConfigTest' class. I made use of the parameterised test annotation in order to provide test methods with lists of endpoints, from helper methods (Figure 17), with which to execute the test method (Figure 18) in order. The figures displaying this implementation are used to test unauthenticated requests, user requests, and admin requests for PUT, PATCH, and DELETE requests on each endpoint. Successful blocking of the requests depends on the configuration in Figure 7 and Figure 8.
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[bookmark: _Ref134375261][bookmark: _Toc134471908]Figure 17 putPatchDeleteEndpoints() helper method
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[bookmark: _Ref134375368][bookmark: _Toc134471909]Figure 18 testBlocksPUTPATCHDELETEEndpoints() method



[bookmark: _Toc134471890]Future improvements
If further work was to be carried out on this application, I would aim to achieve the following:
· Implement a larger set of users and roles, including Individual user accounts linked to licences, enabling complete implementation of limiting id-based queries to specific users
· Implement logic to generate licence numbers to accurately reflect real licences.
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© VehicleRepo.java

@RestController
@RequestMapping (®v"/api/vehicles")
public class VehicleRepo

{

© VehicleRepojava

@0peration(summary = "Update individual vehicle's tax band",

description = "Auth required: ADMIN<br>" +
"Update a specific vehicle's tax band based on their registration number.")

@ApiResponse(responseCode = "200",

description = "Returns updated vehicle DTO",

@ontent(schema = @Schema(implementation = VehicleDT0.class)))

content

@PostMapping(®v"/admin/{regNumber}")
public VehicleDTO updateVehicleTaxBand (@PathVariable String regNumber, @RequestBody VehicleDTO vehicleDT0) {

vehicleService.updateVehicleTaxBand(regNumber, vehicleDT0);

VehicleDTO updatedVehicle =

if (updatedVehicle != null) {
return updatedVehicle;

+
throw new ResponseStatusException(HttpStatus.NOT_FOUND);

@0peration(summary = "Get individual vehicle",
description = "Auth required: ADMIN/USER<br>" + "Get a specific vehicle based on their registration number.")
@ApiResponse(responseCode = "200",

description = "Returns vehicle DT0",
content = @Content(schema = @Schema(implementation = VehicleDT0.class)))

@6etMapping (&~ /user/{reghumber}")
public VehicleDTO getVehicleDTOByRegNumber (@PathVariable("regNumber") String regNumber) {

VehicleDTO vehicleDTO = vehicleService.getVehicleDTOByRegNumber (regNumber);

if (vehicleDT0 != null) {
return vehicledT0;

T
throw new ResponseStatusException(HttpStatus.NOT_FOUND);
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& docker-compose.yml X

1 services:

2

3 #KEYCLOAK CONTAINERS - adapted from https://stackoverflow.com/a/75957088
4 p keycloak_postgres:

5 image: postgres:15

6 container_name: keycloak_db

7 > environment: <3 keys>

1 > ports: <1 item>

13 > volumes: <1 item>

di5 healthcheck:

16 test: ["CMD", "pg_isready", "-U", "${KC_PG_USER}", "-d", "${KC_PG_DB}"]
17 interval: 10s

18 timeout: 5s

19 retries: 5

20

21 » keycloak:

22 image: quay.io/keycloak/keycloak:21.0.1
23 container_name: keycloak

24 > command: <2 items>

27 > environment: <8 keys>

36 > ports: <1 item>

38 > volumes: <1 item>

40 depends_on:

41 keycloak_postgres:

42 condition: service_healthy
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© SecurityConfig.java *

68

o
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2 Art051 +1
@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {

http.csrf().disable().authorizeHttpRequests(auth ->

auth.requestMatchers(©@"/v3/*x", ©@"/swagger-ui/#x").permitAll());

http.authorizeHttpRequests(auth -> auth

//for custom-made endpoints - they all follow a pattern: /api/<entity-name>/<role>/*%
// SUPER

.requestMatchers(regexMatcher(®@"/api/.*/super")) AuthorizedUrl
.hasRole("taxservicesuper") AuthorizationManagerRequestMat...
.requestMatchers(regexMatcher(®"/api/.*/super/.%")) AuthorizedUrl
.hasRole("taxservicesuper") AuthorizationManagerRequestMat...

// ADMIN

.requestMatchers(regexMatcher(®@"/api/.*/admin")) AuthorizedUrl

.hasAnyRole( ..roles: "taxservicesuper","taxserviceadmin") AuthorizationManagerRequestMat..
.requestMatchers(regexMatcher(®@"/api/.*/admin/.*")) AuthorizedUrl

.hasAnyRole( ..roles: "taxservicesuper","taxserviceadmin") AuthorizationManagerRequestMat..

// BASIC

.requestMatchers(regexMatcher(®"/api/.x/user.*")) AuthorizedUrl

.hasAnyRole( ..roles: "taxservicesuper","taxserviceadmin", "taxserviceuser") AuthorizationManagerReq
.requestMatchers(regexMatcher(®@"/api/.*/user/.x")) AuthorizedUrl

.hasAnyRole( ..roles: "taxservicesuper","taxserviceadmin", "taxserviceuser") AuthorizationManagerReq

//for default spring jpa endpoints - not explicitly defined above
.requestMatchers(HttpMethod.POST, new String[]{"/taxband", "/taxrake"}) AuthorizedUrl
.hasRole("taxservicesuper") AuthorizationManagerRequestMat...
.requestMatchers(HttpMethod.DELETE, new String[]{"/taxband/**", "/taxrate/#*"}) AuthorizedUrl
.hasRole("taxservicesuper") AuthorizationManagerRequestMat...

.requestMatchers(©@"/#%") .hasRole("taxserviceadmin")

.anyRequest() .authenticated());

http.oauth2ResourceServer().jwt(jwt -> jwt.jwtAuthenticationConverter (jwtAuthenticationConverter()));
http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
return http.build();
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(© RestConfigjava *

Class that establishes REST endpoint and entity exposure.

2 Art051 +1
@Configuration
®  public class RestConfig implements RepositoryRestConfigurer

{

Configuring exposure for various entities and HTTP request methods. Users have lesser access than
admin, and PUT, PATCH and DELETE are disabled across the board.

nousages £ Art0S1
@0verride
ole@ public void configureRepositoryRestConfiguration (RepositoryRestConfiguration config, CorsRegistry cors) {

config.exposeIdsFor(Address.class);
config.exposeldsFor(Driver.class);
config.exposeIdsFor(TaxBand.class);
config.exposeIdsFor(TaxPayment.class);
config.exposeldsFor(TaxRate.class);
config.exposeIdsFor(Vehicle.class);

ExposureConfiguration exposureConfiguration = config.getExposureConfiguration();
exposureConfiguration. forDomainType(Address.class) .withItemExposure (
(metadata, httpMethods) ->
httpMethods.enable (HttpMethod.GET)
.disable(HttpMethod.POST, HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType(Driver.class).withItemExposure(
(metadata, httpMethods) ->
httpMethods.enable (HttpMethod.GET, HttpMethod.POST)
.disable(HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType (TaxBand. class) .withItemExposure(
(metadata, httpMethods) ->
httpMethods.enable (HttpMethod.GET, HttpMethod.POST, HttpMethod.DELETE)
.disable(HttpMethod.PUT, HttpMethod.PATCH));
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© RestConfigjava *
(e tauata; Hopne U,
httpMethods. enable (HttpMethod. GET)
.disable(HttpMethod.POST, HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType (Driver. class) .withItenExposure(
(metadata, httpMethods) ->
httpMethods. enable (HttpMethod.6ET, HttpMethod.POST)
.disable(HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType (TaxBand. class) .withItemExposure(
(metadata, httpMethods) ->
httpHethods.enable (HttpMethod.GET, HttpMethod.POST, HttpMethod.DELETE)
.disable(HttpMethod.PUT, HttpMethod.PATCH));

exposureConfiguration. forDomainType (TaxPayment. class) .withItenExposure(
(metadata, httpMethods) ->
httpMethods. enable (HttpMethod.GET, HttpMethod.POST)
.disable(HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType (TaxRate. class) .withItemExposure(
(metadata, httpMethods) ->
httpMethods.enable (HttpMethod.GET, HttpMethod.POST)
.disable(HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));

exposureConfiguration. forDomainType (Vehicle.class) .withItemExposure(
(metadata, httpMethods) ->
httpMethods.enable (HttpMethod.GET, HttpMethod.POST)
.disable(HttpMethod.PUT, HttpMethod.PATCH, HttpMethod.DELETE));
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& application.properties %

spring.datasource.url=${SPRING_DS_URL}

spring.datasource.username=${PG_USER}

spring.datasource. password=${PG_PASSWORD}
spring.jpa.database-platform=postgres
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.PostgreSqLDialect
#spring.jpa.show-sql=true

spring.jpa.properties.hibernate.format_sql=true

spring.jpa.open-in-view=false

server.port=8085

16 server.servlet.context-path=/

11 spring.security.oauth2.resourceserver.jwt.issuer-uri=${SPRING_KC_RES_SERVER}
12 spring.security.oauth2.resourceserver.jwt.jwk-set-uri=${SPRING_KC_RES_SERVER CERTS}
13 #logging.level.org.springframework.security=trace

14 #swagger-ui settings

15 springdoc.swagger-ui.displayRequestDuration=true

16 springdoc.swagger-ui.filter=true

17 springdoc.swagger-ui.oauth2RedirectUr1=${SPRING_KC_RES_SERVER}

12 springdoc.writer-with-default-pretty-printer=true

O

19 springdoc.swagger-ui.operations-sorter=alpha
20 springdoc.swagger-ui.csrf.enabled=true
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© springDocConfigjava x

99

41
a2
43
44
45

Builder for OpenAPI Ul details and authentication using bearer token for Keycloak.
See here for token setup:
Keepgrowing - Keycloak OpenAPI Ul »

2 Art051 +2*

@Bean

public OpenAPI apiDetails () {

0penAPI openAPI = new OpenAPI();
Contact contact = new Contact();
contact.setEmail("2222155@student.uwtsd.ac.uk");
contact.setName("Arthur Burke");

License license = new License()
.name("Licence: Not worth licencing.

Info info = new Info()
.title("Web Services - Semester 2 - Assignment 1 - 2023")
.version("Version: 1.0 - the only version there'll ever be")
.contact(contact)

.description(

Spring boot 3 API project displaying implementa
- [Spring JPA](https://docs.spring.io/spring-d:

- OAuth2 - [Keycloak](https://www.keycloak.org,

- 0penAPI Documentation - implemented using [sj

Inprovements that could be made over time:

- Driver licence numbers would be generated in

- Implement a more in-depth user account system

- Division of Admin roles based on access level:

Additional info:
- Response duration can be viewed below the 'Res
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Web Services - Semester 2 - Assignment 1 - 2023 TEEEITIITIIINIIED @5

Nafapi-docs
Spring boot 3 API project displaying implementation of:

* Spring JPA

« OAuth2 - Keycloak
Improvements that could be made over time:

« Driver licence numbers would be generated in a proper format as s done in real ife as opposed to auto incrementing numbers.

+ Implement a more in-depth user account system with multiple individual drivers - allowing for the implementation of the get individual entity details to be locked to matehing the logged-in user.

+ Division of Admin roles based on access levels/seniority - top level being able to access everything, then lower levels having access to specific requests e.g. not being able to change entire tax bands.
Additional info:

« Response duration can be viewed below the 'Response headers' section in the 'Server response' section of each request.

+ Searches can be fitered in the search box Filter by tag'.

« To send requests as an authenticated user, acquire a JWT from postman/other hitp request, then dlick the ‘Authorize" button in the Ul and enter the JWT.

Contact Arthur Burke
Licence: Not worth licencing.
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Vehicle-repo Repository class linked to vehicles for setting the endpoints to be exposed to the client and calling the service class to handle requests.

[ /api/vehicles/admin Getall vehicles

[ eS8 /api/vehicles/admin Register a new vehicle

| POST /api/vehicles/admin/{regNumber} Update individual vehicle's tax band

Auth required: ADMIN
Update a specific vehicle's tax band based on their registration number.
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VehicleRequestBody v ¢

description: Class which mirrors a Vehicle.
regNumber
taxDueDate
licenceNo
taxBand

taxPaymentList

v VvV VvV VvV v
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© Vehiclejava *

package com.example.vehicletaxsystem.models;

1
2
3 > import ...
9

Class which mirrors a Vehicle.

2 Art051 +1
13 @Entity
14 @JsonIgnoreProperties({"hibernateLazyInitializer", "handler"})
15 // * Roughly half of this is a copy of my submission for the j
16 // * I've added taxDueDate, licenceNo, taxBand
17 /Q * but the regNumber is the same, and the taxPaymentsList is

18 & public class Nehicle
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© TestContainerPostgresjava x
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Configuration class for test containers using postgres database identical version to main application.
Implemented due to issues with H2 database.

See Test Containers

Code block taken from Baeldung tutorial » and adapted to personal needs

2 Arthur Burke +1*

public class TestContainerPostgres extends PostgreSQLContainer<TestContainerPostgres>

1

1usage
private static final String IMAGE_VERSION =
7 usages
private static TestContainerPostgres pgContainer;

"postgres:15";

7lusage = Arthur Burke *
TestContainerPostgres () {
super (IMAGE_VERSION) ;

2 Arthur Burke *
public static TestContainerPostgres getInstance () {
if (pgContainer == null) {
pgContainer = new TestContainerPostgres();
pgContainer.withInitScript( initScriptPath: "init.sql");

b

return pgContainer;

2 Arthur Burke *

@0verride

public void start () {
super.start();
System.setProperty("spring.datasource.url", pgContainer.getddbcUrl());
System.setProperty("spring.datasource.usernane”, pgContainer.getUsername());
System.setProperty("spring.datasource.password”, pgContainer.getPassword());

2 Arthur Burke
@0verride
public void stop () {
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& docker-compose.yml x

> tests:
image: maven:3
stop_signal: SIGKILL
stdin_open: true

tty: true
working_dir: $PWD
volumes:

- $PWD:$PWD

- /var/run/docker.sock:/var/run/docker.sock
- ~/.m2:/root/.m2
environment:
- TESTCONTAINERS_HOST_OVERRIDE=host.docker.internal
- SPRING_KC_RES_SERVER_CERTS=${SPRING_KC_RES_SERVER_CERTS}
command: mvn test
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© SecurityConfigTest.java x

12

Method to return pairs of strings to assign actions and endpoints for http calls.
See here for reasoning behind using Stream Arguments

instead of List String Array.

https://github.com/junit-team/junit5/discussions/2740

Returns: Stream of arguments to be passed to parameterised test method testing PUT, PATCH and

DELETE requests.

1usage = Art051

private static Stream<Arguments> putPatchDeleteEndpoints () {

return Stream.of(
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)
arguments((0bject)

new
new
new
new
new
new
new
new
new

String[]
String[]
String[]
String[]
String[]
String[]
String[]
String[]
String[]

{"PUT", String.format("/address/%d", ID_PATH_VAR)}),
{"DELETE", String.format("/address/%d", ID_PATH_VAR)}),
{"PATCH", String.format("/address/%d", ID_PATH_VAR)}),

{"PUT", String.format("/driver/%d", ID_PATH_VAR)}),

{"DELETE", String.format("/driver/%d", ID_PATH_VAR)}),
{"PATCH", String.format("/driver/%d", ID_PATH_VAR)}),

{"PUT", String.format("/driver/%d/address", ID_PATH_VAR)}),
{"DELETE", String.format("/driver/%d/address", ID_PATH_VAR)}),
{"PATCH", String.format("/driver/%d/address", ID_PATH_VAR)}),
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© SecurityConfigTestjava

Tests the RestConfig rules blocking PUT, PATCH and DELETE requests for all entities.
Params: actionAndEndpoint - String array - request method at index [0], endpoint at index [1]

2 Art051

@ParameterizedTest

@MethodSource("putPatchDeleteEndpoints")

@WithMockUser(username = "user", roles = {"", "taxbanduser", "vehicletaxadmin"})
%@ void testBlocksPUTPATCHDELETEEndpoints (String[] actionAndEndpoint) {

switch (String.valueOf(actionAndEndpoint[ 0 1)) {
case ("PUT") -> {
try {
mockMvc.perform(put(String.valueOf(actionAndEndpoint[ 1 1))).andExpect(status().isForbidden());
i
catch (Exception e) {
throw new RuntimeException(e);

+
case ("PATCH") -> {
try {
mockMvc.perform(patch(String.valueOf(actionAndEndpoint[ 1 1))).andExpect(status().isForbidden());
¥
catch (Exception e) {
throw new RuntimeException(e);

}
case ("DELETE") -> {
try {
mockMvc.perform(delete(String.value0f(actionAndEndpoint[ 1 1))).andExpect(status().isForbidden());
¥
catch (Exception e) {
throw new RuntimeException(e);
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