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acca5034 – data security and compliance
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Jacob Evans
Student University of Wales Trinity St David, Swansea, Wales
2311160@student.uwtsd.ac.uk

Abstract- This report is written to understand how important maintaining data security is, and how businesses are expected to maintain and update this security to avoid or mitigate the loss, theft and leak of data. The first task is to research into the topic of physical security, the threats to physical security and how businesses implement the security. The second task will be creating a security plan for the provided case study, applying the research done in task 1.

[bookmark: _Toc184849205]Introduction
With the creation of the World Wide Web (WWW) in 1989, the increase in online usage has increased exponentially. The increase in usage has also increased the amount of data, or digital information. This information can be stolen, corrupted or lost through the data transfer cycle. [image: A graph of a line graph
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Figure 1 – Graph of Internet Usage Number of people using the Internet - Our World in Data [1]
The graph in figure 1 displays the increase in internet usage over the past two decades. In the year 2000, only an average of 414 million people were accessing the internet worldwide. In 2020, it was recorded to have an average of 4.7 billion users, well over half the Earth’s population. 
[image: ]
Figure 2 - A year in lockdown: how the waves of COVID-19 impact internet traffic p102 [2]
In 2020, the COVID-19 virus began spreading, causing governments to impose strict lockdowns, and people were advised to work and study from home. Figure 2 shows that internet traffic skyrocketed in March 2020. The more users on studying, working, shopping or any other activities, increases the amount of digital information on servers. There is always threat to this digital information, and therefore organisations, businesses and individuals can attempt to secure this data by different methods. Hackers can steal, tamper or destroy this data for several different reasons, such as blackmail for monetary gain, to disrupt organisations (hacktivism) or espionage. Hackers can be hired by different businesses/organisations to sabotage competitors, and to test their security measures.
[bookmark: _Toc184849206]What is data security?
The term “data security” is the protection of sensitive data against threats of corruption, loss or theft. As the internet is not as secure as one would expect, businesses, organisations and individuals implement different methods of protecting this data, such as “Firewalls”, “VPN”, Access Management, which are examples of virtual methods of protecting data. There are also physical threats to software, hardware and infrastructure, which will be discussed in depth. As technology evolves, so does the threats to data, therefore data security implementation is always evolving and changing. There is no one method that will 100% protect this data, and it is highly improbable to keep this data 100% secure. Data security is not one single achievable goal. Organisations and businesses are expected to take the correct measures to protect sensitive data, detect threats and react correctly to mitigate these threats, as well as “be dynamic and flexible enough to adapt to new threats” [3]. Organisations and businesses tend to have a team of cybersecurity specialists to inspect, detect, protect and react to threats. White hat hackers can also be implemented to test an organisations security measures.

[bookmark: _Toc184849207]Physical Security
While organisations implement software and cybersecurity to protect sensitive data on the internet, the organisation still needs to implement a high standard of security in the physical world. An organisation with a physical building would contain servers, computers, and data storage that can contain sensitive data. These physical components can then be accessed physically by an attacker, who can then tamper, damage or steal sensitive data. If a physical attacker were to enter a government building with no security measures, then there is a security and data breach. Physical security is to deter any physical attackers. 
[bookmark: _Toc184849208]Deterring Physical Attacks
There are multiple ways to deter a physical attacker, such as: 
ID cards/badges – These are implemented to allow employees to gain access to an organisation building, rooms, and possibly even as a log in into devices. The ID is unique to each staff member, which allows security to identify a staff member quickly and efficiently. An organisation/business can implement that all staff members require to always wear their badge. This allows security and surveillance to identify trespassers quickly. These ID cards can also implement Radio Frequency Identification (RFID). An RFID is a small microchip which can contain an employee’s ID number and password. These RFID do not have a large memory, which negates the possibility of malware being uploaded. These RFID cards have a very short frequency wave, therefore copying the data on these cards could be considered a deterrent. They are inexpensive and have no onboard power source [4]. Despite this, these are susceptible to copying as there is very little data on these cards, and therefore should be avoided in terms of security. The University of Wales Trinity St Davids use the RFID on the ID cards to access rooms in the building.
[image: A close-up of a tag
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Figure 3 – RFID stickers
-Locks on doors – this can be as simple as a lock and key, although as technology has evolved, most organisations/businesses implement a keypad lock, whether physical or electronic. This code can be provided to staff that require access to rooms/buildings. With a keypad lock, the code can be changed on daily/weekly basis, decreasing the chance of someone gaining unauthorized access.
[image: CCTV in operation vector sign.ai]Biometrics- Biometrics can also be implemented on locks. Biometrics is the science of identifying individuals based on physical and behavioural characteristics. Most common physical characteristics that are identifiable are through facial construction, iris and fingerprint. These are hard to replicate simply because most people are unique – not one person looks the same. Fingerprints, as far as we know, are unique, making it harder to gain unauthorised access. The most common behavioural characteristics are the voice, and signature, which are simply based on how someone was brought up or taught. These may be simpler to replicate, as gaining a copy of a signature and attempting to replicate is simpler than attempting to gain an image of a retina/iris [5]. Biometrics can rely on two ways of identifying, verification and identification. Verification is using both a unique identifier (staff ID, passport number, driver's license) as well as one of the biometric identifiers (can be seen in figure 3) while identification only uses one of the biometric identifiers. The system would need to be able to match the data quickly and efficiently through the whole database, which can be expensive to the organisation [5].Figure 4 – Example of CCTV sign

[image: A diagram of a person's identification
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Figure 5 – Verification Biometrics[5]
CCTV – The advancement of technology has increased the resolution of CCTV which allows for Facial Recognition. This can allow for organisations to recognise individuals within the building. Faces can be run through organisations databases to confirm whether the persons are staff, or possibly a known hacker/trespasser. CCTV is monitored by security staff, especially during unsocial hours. Intrusion alert/detection is also implemented to CCTV to notify security if movement or anomalies are detected, suggesting possible trespassers. Due to technology, security or higher executives can even be notified through an app if something/someone is detected (as simple as a Ring doorbell). CCTV also has the benefit of recording/surveying a designated area. This can be beneficial as a reaction to an attack, as CCTV and Facial Recognition could be used to identify the trespasser and then passed on to the authorities or other organisations. Even signs such as “CCTV in operation” can be used in a way to deter potential threats. 
Despite this security, malware can be used to attack surveillance, therefore a strong cryptographic system would be needed to maintain lawfully secure and privacy reserved video feed [6].
Alarms – A very simple measure that can be implemented is alarms. An alarm system is simply used to notify persons of trespassing. The CCTV facial recognition and Intrusion Alert can trigger alarms, which can then be used to trigger other security systems. Flashing lights and loud sounds can be used when an alarm is triggered, which in most cases, will cause a trespasser to panic. This would be a way to prevent and deter the trespasser from continuing to steal sensitive information. The alarm system can also allow systems to lock doors to secure data rooms, which can prevent the trespasser from accessing the room, or even leaving the building (leading to being caught).
Disposal of sensitive waste – If an organisation or business uses physical data (paper documents), they are required to dispose of this sensitive information correctly. Organisations are expected to use confidential waste bins, which are large waste bins with a security key on the lid. All confidential waste is to be disposed of in these bins. An external company is then hired to dispose of the confidential waste. This confidential waste can also be shredded. Under the Data Protection Act (DPA), if a company is found not disposing of confidential waste correctly, they can be fined up to £500,000, as well as possible imprisonments for breaching GDPR. In the UK, a business known as “Bounty Pregnancy Club” was fined £400,000 due to sharing confidential data of more than 14 million customers [7]. This a security measure implemented by businesses/organisations to prevent sensitive data breaches. Management is expected to train employees on disposal of confidential waste correctly. The fines are there to ensure that organisations follow correct GDPR procedures, which in turn, prevents data breaches and data loss.
Password protection – This is a simple security measure expected when attempting to protect data from third parties. Passwords were initially quite simple, where a person could use any password to secure a device. Due to the increase in potential threats, organisations, businesses and even online websites expect a user to use a “strong” password. A “strong” password is determined when the password is random, long and unique. This is to avoid hackers from guessing a password. It’s recommended that a password have over 12 characters, with different symbols, numbers and a combination of upper- and lower-case letters [8]. This makes the password harder to guess. It’s also expected that the password does not contain personal information such as birthdays, names (surname, middle name) or simple words found in a dictionary. The password should be simple to remember, but difficult for others to guess. These passwords should never be shared or physically written down, as this breaches the security of the password. Using multiple different strong passwords for different accounts also decreases the risk of data being accessed. Organisations will notify employees to use strong passwords via emails, meetings and when a strong password is not used when creating a password.
[image: Weak Password Warning]Figure 6 – Example of password creation

[bookmark: _Toc184849209]Physical Threats
Physical security is not only to deter physical attacks, but to protect data from all physical threats, such as:
Fire – Fire is dangerous and can cause property damage, injury and loss of life. Fire can cause damage to servers, storage devices and physical copies of data, causing loss of data. All organisations and businesses have a fire safety measure in place, such as fire alarms, sprinklers (water and carbon dioxide), fire extinguishers in accessible locations as well as fire safety drills to evacuate the building. Some organisations have fireproof doors/rooms to limit potential damage. A large problem when dealing with large amount of storage is that electrical fire can start from these devices (servers, computers, sockets). Electricity is necessary in these organisations, and therefore are expected to have inspection checks on all electrical devices and power sockets, to avoid these electrical fires occurring. Halon Gas has [image: A green and white label with white text

Description automatically generated]also been used to reduce the spread of fire. Figure 7 – Example of inspection label


Inspection is an important element of keeping fires in check. Organisations are expected to have a certified electrician or engineer to inspect these sources every 4 years. Fire safety inspections are also expected to be conducted every 4 years [9], with fire extinguishers checked every month. According to Fire Safety Regulations in England, assigned fire wardens/responsible persons are expected to do monthly checks on fire suppressions systems, smoke control systems and fire detection [10].  
[image: A diagram of a fire hazard
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Figure 8 - Fire Safety Check List [10]
Heat and cold – Electrical systems such as servers need to have their temperature monitored. A server room temperature is recommended to be between 10 degrees Celsius, and 28 degrees Celsius, therefore organisations should monitor their server rooms as anything outside this range can cause damage to the servers. The damage then can cause loss of data, as well as corrupted data. Monitoring these rooms are incredibly important and having systems in place to both increase and decrease the rooms temperature is recommended (fires can cause increase in temperature). These rooms should also be highly insulated with thick walls, so the outside temperature has little effect on the interior.

Inclement weather and natural disasters – The natural weather can have a major negative effect on the loss of data. Organisations located in areas prone to flooding are expected to have plans to place for flooding. Flooding can also occur from pipes; therefore, pipe inspections are recommended. Water detectors are recommended which can detect and alert of flood risks. Backing any data on the Cloud will also reduce the negative impact of flooding. Having raised power cables in these areas can also be beneficial as water causes serious damage to electrical devices. Hurricanes and earthquakes can cause data loss. Electronic devices do not react well with vibrations, which can cause major damage to the devices. Both earthquakes and hurricanes cause vibrations, which will affect server rooms if they are not secure. The ability to decide where, with what materials and how the building is built can already make the facility more secure. These natural weathers and disasters can cause power shortages; therefore, it’s expected to also have backup power supplies as well as back up data via using Raid 5(or 10), or the Cloud to allow data to be more secure in storage.

Securing electronic devices, server rooms and data storage is imperative to keeping data safe and secure. Inspections reduce the possibility of data loss, and if a weakness is found in the inspection, the organisation can implement a plan to fix/reduce this weakness.
[bookmark: _Toc184849210]Task 2

[bookmark: _Toc184849211]Introduction to Task 2

The case study for a new business CyStress Solution (CSS) has been provided. When a new business or organisation is created, its important for the business to create a plan for what services the business/organisation is attempting to sell. In this instance, CSS is assisting businesses to combat cybersecurity threats, as well as consultancy services and providing solutions for compliance, data recovery and risk management. A new business like CSS could be considered an easy target, as new businesses tend to lack the experience to protect themselves from attacks. 
[bookmark: _Toc184849212]Organisational Structure
[image: A diagram of a company

Description automatically generated]The first thing a business/organisation should create is an Organisation Structure, as seen below in Figure 8. This ensures clear roles and responsibilities of each department and should make the business more efficient. Although it’s wrong to state that the business follows an organisational structure 100%, its to represent a set of social interactions between individuals, which also includes outlining communications, control and authority patterns [11]. Basically, the individuals within CyStress Solution and the teams know who they report to, and who reports to them. It also establishes who works with who and defines what part of the NIST framework process they are in and their responsibilities.Figure 9 – Proposed Organisation Structure

These are the recommended roles and organisational structure as seen in figure 5.
[bookmark: _Toc184849213]CEO (Chief Executive Officer) – The CEO of the company will be making the decisions for how best to protect the services the business is providing. The CEO decides what physical security measure are necessary, what polices and procedures to implement, risk management and contingency plans for if there is a security breach or risk. The CEO receives reports from the CISO to make these decisions. The decisions made are responsible for if the service and data can be stolen, corrupted or lost. 

If this business had an unlimited budget, the CEO would be expected to spend a large amount of money on both physical and logistical security.

[bookmark: _Toc184849214]Chief Information Security Officer (CISO) – The CISO leads the security unit below in the diagram, and then reports the findings to the CEO. If there are any issues in the physical and logistical security, the CISO is reported to, who then passes on the information. 

[bookmark: _Toc184849215]Risk Management Team – Incredibly important, as this team identifies the risks/threats, and then assesses how these threats and risks will have an impact on the sensitive data. They will then create mitigation plans, which are passed to the CISO and CEO. The CEO can then implement these plans and any recommendations to help secure the data/services. 

[bookmark: _Toc184849216]Governance Team – Important when it comes to the policies and procedures of a business, as well as the compliance. The Governance Team will create or implement policies that all staff should follow. Governance Team are expected to report these policies to the CISO, who can then have employees read these policies and have them signed for an acknowledgement agreement, to increase accountability. These policies and procedures are used to protect and mitigate threats to sensitive data.

[bookmark: _Toc184849217]Audit Teams – The audit team will check with the Governance Team to confirm that all policies are updated and signed. The audit will also check any health and safety procedures, and make sure the business is complying correctly with these policies and procedures. Audits include fire and emergency plans; first aid procedures and safety of work and risk assessment Audit teams are responsible for compliance.

[bookmark: _Toc184849218]Physical Security Team – This team will work across all teams to ensure that all physical elements of security are complied. This will include the installation of any physical counter measures (surveillance, biometric systems, guards, locks, alarms). The physical security team would be responsible for further identifying, protecting and deterring physical threat (trespassers). A physical security team would also be responsible for searching employees in an out of the building, as employees may not be trusted. Data can be stolen via other devices, as well as malware installed on devices such as USBs, which can then cause damage to CSS.

[bookmark: _Toc184849219]Incident Response Team – This team is responsible for protecting data if there is an attack occurring, as well as further mitigating the loss or damage of data after an attack has occurred. This team would manage the incident response plans and attempt recovering the loss of data. This team is recommended for if an attack does happen.
 
With the research done in part 1, this is an example of a proposed Organisation Structure regarding the physical security aspect of the business. There would be several more additional teams, such as an IT department, security engineers, database security specialists, network security specialists (installing Firewalls, VPNs) and application security specialists (installing and updating applications/devices). These would be needed to secure the logistical/virtual side of data security, as without the logistical security, CSS would be susceptible to virtual attacks.

[bookmark: _Toc184849220]Policies and Procedures
CSS must invest a lot of time and effort into strong policies and procedures to survive. These policies help protect the service provided by the business, as well sensitive data, resources and the facility. The Governance Team and Audit Team would be responsible for making sure all policies and procedures are created, updated and followed correctly. It’s recommended that a business use a mix of:
Enterprise Information Security Program Policy (EISP)
Issue-Specific Information Security Polices (ISSP)
Systems-Specific Information Security Policies (SySSP)

[image: A screenshot of a computer
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Figure 10 - Proposed policies for CSS
As seen in figure 9, these are the policies most recommended for CSS to implement. These policies would allow for a high level of physical security. The backup and recovery policy would need to be implemented as this will help recover any loss of data if there is an attack. The service provided by CSS would need several backup procedures as one of their main services is to provide consultancy on data recovery. The policies provided should provide enough physical security for the CSS business. There are plenty of other policies and procedures that should be implemented, as the polices provided are simple yet effective. Physical policies tend to be easier to implement but can be costly to the business. Basic physical policies should initially be implemented, and when CSS becomes more successful, they would be able to budget more into physical securities. 

[bookmark: _Toc184849221]Compliance 
CSS would need to be compliant when handling and storing sensitive data. Compliance is when a business can follow policies and procedure in place to the best of their abilities, as well as adhere to other regulations. Following these policies, procedures and regulations allow for the protection and mitigation of data breaches. Examples of these would be:
[bookmark: _Toc184849222]GDPR - General Data Protection Regulation is regulation that focuses on PII (personally identifiable information), and places compliance requirements on data providers, such as CSS. There are 7 protection and accountability principles outlined to follow GDPR correctly. Business can be fined up to 4% of global revenue, or up to £20million to compensate for any damages from not following the principles below:
Lawfulness, fairness and transparency – Data would need to be processed this way as a provided service by CSS.
Purpose Limitation – CSS should collect data for the sole purpose of providing the service they have set. Using the data for other means would be against GDPR.
Data minimalization - Only collect and process necessary data for CSS to provide their service – unnecessary data can cause storage issues as well increase threats to data.
Accuracy – All data must be accurate and updated.
Storage Limitations – Sensitive data should only be stored until the services provided by CSS is no longer necessary.
Integrity and confidentiality -	Appropriate security should be implemented when handling data. This includes the physical security as discussed in part 1, as well as the logistical security (firewalls, VPNs).
Accountability – CSS is responsible for demonstrating the following of these 7 principles, through correct procedures and training. 
Relevant training to follow GDPR would need to be implemented to all employees of CSS. The Audit team would be responsible for making sure that CSS is staying compliant when following GDPR.
All data on GDPR found [12].
[bookmark: _Toc184849223]NIST Framework
[image: A diagram of a circular diagram
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The NIST Cybersecurity Framework provides CSS with guidance on how to manage cybersecurity risks. Following this framework would allow CSS to manage and protect sensitive data to the highest level [12]. This framework goes hand in hand with the proposed Organisation Structure., and this is a design that should be proposed to a business like CSS.
Govern – Govern creates a mission/goal that the business is attempting to achieve. With CSS, the goal is providing cybersecurity service as well as providing the right tools and framework solutions to their clients to help protect from cyberattacks. This is to monitor each policy, procedure, and strategy implemented by CSS. This monitors each other segment for the NIST Cybersecurity Framework. Monitoring also includes communications across each segment. Following this framework would allow the CEO or CISO to provide context, goals and expectations of businesses using CSS as a service. CSS Govern would implement the policies propose in figure 9 the make sure that compliance is followed, with a goal of 95% compliance.
Identify – This is identifying any threats to the goals of the company. CSS would need to identify that keeping sensitive data secure and protected is a top priority, as this is the service they are providing. CSS would need to understand what assets they have (software, hardware, facilities, staff, systems, data), and determine what flaws the business goal may have. They would need to work with risk management. The research made in part 1 identifies that physical security is necessary when keeping data protected, and that there are flaws within a business/organisation’s facility. Recording what assets the business has would also help negate physical threats such as theft. 
Identification would come under the Contingency Planning and Risk Assessments. Risk assessment can be done every month just to ensure that no new risks have been identified.
Protection – Protection is after the identification segment, as this is implementing the protection for the threats/flaws identified. In this case, implementation of biometrics, fire systems, staff training and controlled areas. Identification would be “seeing holes in a ship”, protection would be filling these holes and reinforcing them. Conducting exercises to simulate a real-life attack would not only train staff to be efficient in their actions, but to also avoid scenarios of panic. The more experience the CSS staff have with real or simulated threats and attacks, the more beneficial. That is why monthly fire evacuations are implemented in organisations, schools and businesses.
Staff training is an important aspect of keeping data secure, as more education into the topic can allow staff to identify, detect and protect information more efficiently. Proposing online courses in Cisco, CISSP certifications and formal education would be beneficial to a business like CSS.

Detect – Once protection is in place, making sure that the data stays protected is the priority. CSS implementing CCTV, sensors and guards would reduce the chances of a physical attack/threat occurring. Detection is monitoring for any sings of compromise in the security. This is why the proposed policies such as Fire Security Policy, Controlled Access Policy, and Authorised Device Policy in figure 9 would be extremely beneficial to CSS. These policies would maintain and secure the data already protected by physical security, as these policies reduce the chance of threats.

Response – These are the actions taken when or if an attack/threat has been detected. For physical security, CSS would need to first determine what the issue is, and then determine the best strategy to resolve this issue. An example of this would be detecting an electrical fire, therefore CSS would implement the Halon Gas or fire security measures to ensure that the fire is extinguished before more damage is done. Documenting what went wrong, and then communicating with other teams/segments would ensure that this problem does not occur again. 

Recovery – This is the aftermath of an attack/threat. If the cybersecurity and physical security have been successful, then CSS would address the attack to relevant teams to resolve where the root issue started. If an attack was successful where the security had failed, data could be compromised or lost. Recovery would be that all assets/operations are restored, including the data. The data stored in the Cloud or via offshore storage as proposed would be vital in the efforts of recovering lost data (Backup and Recovery Policy).
In the case of an attack, Govern would also be responsible for receiving the report provided by the Recovery segment (Incident Response Team) and providing the breach information to clients and other users of service. This is part of GDPR as CSS should be transparent if an attack has occurred.
These segments all work together to create a framework necessary for a cybersecurity business such as CSS. 
Following this framework would allow CSS to combat cyber threats and provide other business the service required of them. This implementing the polices and framework would allow CSS to further enhance their service, and gain client trust, which is most beneficial with a new company. This design however is mostly concentrated on the physical side of protecting data, therefore it is suggested that CSS use this framework to design their logistical side of protecting data. 

[bookmark: _Toc184849224]Conclusion

The information researched for part 1 and implementing that research into a case study business CSS has really displayed the importance data security, especially with the evolution of technology and the internet. It is certain that as technology and the internet grows, that the risk of unauthorised access to sensitive information also grows. Cybersecurity and data protection is ever growing, and that security will never be 100%. This is due to several factors such as human error, the usability vs security issues (DMZ is most secure areas, but access is limited), and connectivity.
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