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[bookmark: _Toc133529213]	Abbreviations
	Abbreviation
	Definition

	APFS
	Apple File System

	CEH
	Certified Ethical Hacker

	CHFI 
	Certified Hacking Forensic Investigator

	DLL
	Dynamic Link Libraries

	DVD
	Digital Video Disk

	exFAT
	Extended File Allocation Table

	EXT
	Extended File System

	FAT
	File Allocation Table

	FTK
	Forensic Tool Kit

	GUI
	Graphical User Interface

	HFS+
	Hierarchical File System Plus

	NTFS
	New Technology File System

	OS
	Operating System

	RAM
	Random-Access Memory

	USB
	Universal Serial Bus
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Table 1.1 Computer Forensic Tools



Table.1.1 Computer Forensic Tools
	Tool
	Type
	Features
	Platform
	Hardware
	Software

	EnCase
	Commercial
	Disk Imaging, File Analysis, Live RAM Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, Social Media Analysis, and Reporting.
	Windows
	Minimum 8 GB RAM, 1 TB Hard Drive, and Intel i7 Processor.
	Windows 7, 8, 8.1, and 10

	Autopsy
	Open-Source
	Disk Imaging, File Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, and Reporting.
	Windows, Linux, and MacOS
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10, Linux

	X-Ways Forensics
	Commercial
	Disk Imaging, File Analysis, Live RAM Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, Social Media Analysis, and Reporting.
	Windows
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10

	FTK
	Commercial
	Disk Imaging, File Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, and Reporting.
	Windows
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10

	Volatility
	Open-Source
	Memory Forensics, Malware Analysis, Network Analysis, and Timelining.
	Windows, Linux, and MacOS
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10, Linux, and MacOS

	Kali Linux
	Open Source
	Penetration Testing, Digital Forensics, Security Testing, Wireless Attacks, Reverse Engineering, Vulnerability Assessment, and Exploit Development.
	Linux
	x86, x64, ARM
	Linux









[bookmark: _Toc133529215]1. Introduction
Due to an increase in cyberattacks and data intrusions of 38% in 2022, digital forensics has become an increasingly essential field [1]. Computer forensics is based on a consistent idea, but the methods and tools employed are always developing. Different methods are used for gathering evidence for various cases. There is no one-size-fits-all solution, as some products are commercial while others are open-source. To conduct effective investigations, computer forensics professionals must have a thorough understanding of the various types of available tools, as well as their respective features, platforms, hardware, and software.

This report intends to provide a comprehensive examination of computer forensic tools by classifying them based on a variety of criteria. In addition, the report will include a case study involving the investigation and recovery of deleted design files from the computer of a former employee who sold confidential design information to a competitor. The report will provide a professional forensics report in addition to an invoice for the service performed. This report will demonstrate the practical implementation of computer forensics in a real-world scenario and provide an in-depth understanding of computer forensic instruments and their classifications.



[bookmark: _Toc133529216]		2. Task 1 - Research
[bookmark: _Toc133529217]	2.1. Abstract
Digital forensics is a branch of the crucial aspect in investigating cybercrime, where investigators utilise multiple tools to extract and inspect digital evidence from electronic devices. Therefore, this report shows an in-depth analysis of the survey of digital forensic tools, such as EnCase, Autopsy, X-Ways Forensics, Forensic Toolkit, Volatility, and Kali Linux. EnCase is a commercially available software tool that allows disc imaging, keyword searching, and file restoration. On the other hand, Autopsy is an open-source software tool that offers comparable functionalities, however, with a more user-friendly interface and usage. X-Ways Forensics and Forensic Toolkit are two commercial tools that offer support for a diverse array of file systems. Forensic Toolkit is a broad tool that has been specifically designed to support investigators in the collection and reporting of digital evidence. Furthermore, the open-source memory forensics framework, Volatility, assists investigators in defining the volatile memory for the purpose of identifying malware and other potential threats. On the other hand, Kali Linux is a Linux operating system that can be customised and comes equipped with over 600 pre-installed tools for digital forensics, ethical hacking, and penetration testing. Therefore, this report of the cases undertakes a comparative analysis of the digital forensic tools, focusing on their respective features, usability, and compatibility with diverse operating systems and file systems. This will yield a critical and useful template for collecting digital evidence as well as the ability to diagnostically analyse and highlight the important aspects of the process.

[bookmark: _Toc133529218]2.2. Computer Forensics
While there are multiple forensic tools available on the market with essential services, some of them are better equipped than others. Table 1.1. overviews the six common digital forensic tools.

[bookmark: _Toc133529219]	2.2.1 EnCaseTM
EnCase™ (OpenText™) is a digital tool that uses analysis of electronic devices to produce evidence [2]. It is a helpful and effective tool, but it is commercial and can be difficult to learn. Contains useful functions such as Disk imaging, Keyword searching and various analyses. Also being well-known for the ability to restore deleted files and create a copy of the device, these features will be useful future developments.

[bookmark: _Toc133529220]	2.2.2 AutopsyTM
AutopsyTM is also a powerful tool, very similar to EnCaseTM, but unlike it is free, with open-source code, which is more user-friendly, but has less features [3]. The main difference is that EnCase is available in Windows, while Autopsy is available in Windows, Linux, MacOS and compatible with file systems, including NTFS, EXT, FAT and HFS+.

[bookmark: _Toc133529221]	2.2.3 X-Ways Forensics
X-way® is a digital forensic tool used to investigate computers and mobile devices [4]. This tool has a wide range of additional features like EnCase and is also commercial. It is compatible with Windows operating systems and a variety of file systems, including APFS, NTFS, HFS+, FAT and exFAT. The difference is that X-Way Forensics was developed by a German company, whereas EnCase and Autopsy were created in the United States.

[bookmark: _Toc133529222]	2.2.4 Forensic Toolkit
FTK®, which stands for Forensic Toolkit, is a comprehensive digital forensics tool created by AccessData [5]. It is designed to assist digital investigators in conducting comprehensive forensic investigations by analysing, collecting, and reporting on digital evidence from a diversity of sources.

[bookmark: _Toc133529223]	2.2.5 Volatility
A comprehensive examination of volatile memory (RAM) on Windows, Linux, and macOS systems may be carried out by forensic investigators, incident responders, and malware analysts using the open-source memory forensics framework known as Volatility.
Memory forensics is the process of analysing volatile memory to identify adversaries with harmful intentions artefacts, such as malware, rootkits, and other similar types of threats. Volatility enables the extraction of a great deal of data from memory dumps, such as open network connections, operating processes, system services, registry keys, installed drivers, DDLs, and more [6].

[bookmark: _Toc133529224]	2.2.6 Kali Linux
Kali Linux is a widely utilised and potent Linux OS for individuals who specialise in cybersecurity. The software has been specifically developed for use into the fields of digital forensics, ethical hacking, and penetration testing. It has a comprehensive suite of more than 600 pre-installed tools that serve these objectives. Kali Linux is a customizable operating system that is founded on Debian. It offers users the flexibility to customise their tool set by 

adding or removing tools as per their requirements. Furthermore, it allows live booting from a USB or DVD, rendering it an accessible resolution for security evaluations [7].

Furthermore, it is important to note that computer forensic tools are not a replacement for skilled investigators. While these tools can aid in the investigation process, they cannot replace the critical thinking and expertise of a trained investigator. It is essential to have a thorough understanding of the legal and ethical considerations of the investigation process and to follow proper protocols and procedures to ensure the integrity of the evidence.


Table.1.1 Computer Forensic Tools
	Tool
	Type
	Features
	Platform
	Hardware
	Software

	EnCase
	Commercial
	Disk Imaging, File Analysis, Live RAM Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, Social Media Analysis, and Reporting.
	Windows
	Minimum 8 GB RAM, 1 TB Hard Drive, and Intel i7 Processor.
	Windows 7, 8, 8.1, and 10

	Autopsy
	Open-Source
	Disk Imaging, File Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, and Reporting.
	Windows, Linux, and MacOS
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10, Linux

	X-Ways Forensics
	Commercial
	Disk Imaging, File Analysis, Live RAM Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, Social Media Analysis, and Reporting.
	Windows
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10

	FTK
	Commercial
	Disk Imaging, File Analysis, Keyword Searching, Timeline Analysis, Registry Analysis, Email Analysis, and Reporting.
	Windows
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10

	Volatility
	Open-Source
	Memory Forensics, Malware Analysis, Network Analysis, and Timelining.
	Windows, Linux, and MacOS
	Minimum 4 GB RAM, 500 GB Hard Drive, and Intel i5 Processor.
	Windows 7, 8, 8.1, and 10, Linux, and MacOS

	Kali Linux
	Open Source
	Penetration Testing, Digital Forensics, Security Testing, Wireless Attacks, Reverse Engineering, Vulnerability Assessment, and Exploit Development.
	Linux
	x86, x64, ARM
	Linux









[bookmark: _Toc133529225]		3. Task 2 – Case Study: Sabotage
[bookmark: _Toc133529226]	3.1. Abstract
This document outlines the forensic inquiry carried out by Barry Lynch, a certified professional having CHFI and CEH qualifications, about an important data breach at CEC Mobile Manufacturing Company based in Swansea, Wales. The security breach related to a previous employee named Rob Jengelley, who unofficially obtained design files for the Samsung Galaxy S20 Plus mobile device and subsequently tried to offer them to rival companies of CEC. The study employed digital forensics methods such as EnCase Forensic, FTK, and Autopsy to recover the erased design files from Rob's computer system. The inquiry's findings indicate that Rob had purposely deleted the files prior to leaving from the organisation. The successful recovery of deleted files serves as proof to the significance of digital forensics in similar scenarios. The report suggests that the CEC develop implement measures to secure data and limit access to confidential documents, to reduce the probability of similar incidents in the future.

[bookmark: _Toc133529227]	3.2. Introduction
A significant data breach has been reported by CEC Mobile Manufacturing Company located in Swansea, Wales. A former Samsung Galaxy S20 Plus phone designer, Rob Jengelley, quit from the company and absconded with the design files, which he subsequently offered to competitors of CEC. The system belonging to Rob was not subjected to backup methods, possibly due to the sensitive nature of the work involved. Additionally, it has been reported that Rob intentionally undermined the designs prior to his departure from the company. Barry Lynch, a certified professional with CHFI and CEH qualifications, was employed by CEC to investigate and recover the data. This report shows a complete overview of the forensics approach used to examine and recover the erased design documents on Rob's computing device and discloses the outcomes of the inquiry.

[bookmark: _Toc133529228]	3.2. Tools Used
The following methodology was applied to analyse the data:
1. EnCase Forensic for restore and create a copy of deleted files.
2. FTK for analyse the image of Rob’s computer system.
3. Autopsy for disk and file system analysis.
4. 
[bookmark: _Toc133529229]	3.3. Forensics Methodology
1. Access: Barry Lynch procured an image of Rob's computer system by using a write-blocker to ensure the preservation of the original data without any changes.
2. Analysis: Barry conducted a comprehensive analysis of the image using tools shown above.
3. Recovery: To recover the image's deleted data, Barry employed forensics tools.
4. Verification: Recovered data have been checked for corruption.
5. Documentation: The whole process of work was documented.

[bookmark: _Toc133529230]	4. Findings
The findings of the inquiry show that Rob had deleted the design files from his computer system prior to leaving from the organisation. By using forensic tools, Barry successfully retrieved the removed data from the digital image of Rob's computer system. The integrity of the retrieved files was confirmed through using of hash values. The retrieved data was transferred to the CEC, allowing the organisation to secure intellectual property rights for the designs.

[bookmark: _Toc133529231]	5. Conclusion
In the end, the use of digital forensics techniques in the examination of Rob's computer proved helpful in the recovery of the erased design files. The established methodology for forensics was observed to, which included the stages of evidence acquisition, preservation, analysis, and reporting. The application of forensic tools, such as EnCase and FTK, facilitated the retrieval of erased files and supplied crucial evidence for the investigation of Rob's case. The invoice provides a detailed breakdown of the expenses related to the qualified assistance provided. The successful investigation and retrieval of the deleted files demonstrates the significance of digital forensics.

[bookmark: _Toc133529232]	6. Recommendation
It is advisable that CEC undertake requisite measures to avert comparable occurrences in the future, such as instituting protocols for data backup and retrieval, and constraining access to confidential documents.

[bookmark: _Toc133529233]	7. Future Work
To maintain competitiveness and achieve success, organisations must consistently adjust to industry changes and prioritise growth and innovation-oriented domains and improving the conditions and skills for employees. While it is difficult to avoid the human error and unexpected situation, preventative measures could be made to reduce the chances of occurring and improve the system. Firstly, a data loss prevention scheme could be implemented to enhance the security and to establish a systematic review of such processes. Furthermore, increasing data back-up abilities could reduce the chances of permanent data loss. Therefore, implementing multiple approaches could significantly improve the overall data storage and, if required, data recovery.
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