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Introduction: 
The following report investigate the two scenarios regarding the UWTSD virtualized Data centre and Swansea Data Ltd. In the first part there is a discussion about physical data centre and virtual data centre whit the evaluation of the virtual one because it is more convenient for the UWTSD, whit discussion of some advantage and some limitation for it. The second part discuss about the importance of security policy for Swansea Data Ltd. How the SAN infrastructure can help and with disaster recovery need to be implemented. 

Scenario 1

Data Center Concept    
Before starting to talk about the UWTSD virtual Datacenter, it is important to know what a physical datacenter is. It is a technical facility, a location where computing and networking equipment are concentrated for collecting, processing, distributing, storing a big quantity of data. The datacenter is a house for critical systems and vital business operations, for this reason, reliability, and security of it are important. Usually, it is managed by the enterprise, service provider, cloud, and colocation facility. The physical space is managed by operational staff. The stuff works on different subsystems like physical security system, network and IT systems, power resources, environmental control, performance, and operational management. The stuff test different system by risk management, network migration, power optimization, terminal efficiency, DCIM enablement. Physical security of the datacenter is divided into six layers: perimeter, clear zone, facade and reception, service corridor, data Hall, data cabinet. The network IT structure goes from main distribution area to horizontal distribution area and end into the equipment distribution area. Intelligent power chain includes backup generators battery, UPS systems, PDUs systems, IT management system. Environmental control includes a cooler system. Datacenter management infrastructure deal with asset management, power monitoring, environmental monitoring, capacity planning.  [1]
 
Virtual data centers concept 
Virtualization consists of an abstraction from the physical resources of IT. Server, storage, network, and power can be virtualized. Nowadays data center is more evolved thanks to cloud. Most of physical hardware part use 10% to 50% of the full resources, there is a problem of mismanaging of server because even they are not running, still cost money because they consume power end require energy to cooling. The continuum growth of the system increases the complexity of the infrastructure and the cost because they need maintenance, increase of security, and continues update.  
The unification of this server through the virtualization allow to recover efficiency, optimizing the use of hardware, reducing consumption, and simplifying the management. Thanks to virtualization, in fact, the consolidation within the physical server machines of many virtual server machines, configurable via software, allows to reduce the hardware infrastructure. The next stage and improvement with respect to the virtualization of hardware resources consists in the transition to a cloud-enabled IT architecture: a new platform capable of supplying all resources (CPU, memory, storage, etc.) in service mode via software.  
In the Software-Defined Data Center (SDDC) the entire IT infrastructure is completely virtualized: from physical servers to network equipment, from storage devices to applications. In the Software-Defined Data Center (SDCC) the programmability of the network and the agile and elastic management of IT resource pools and workloads via software replace the cumbersome and costly administration logic of stratified and separate information silos, and this allows to introduce an automation and control capacity of the resources themselves, also of a vendor-agnostic type. [2]
 
Virtualization technology 
UWTSD can use different tool for virtualization like Hypervisor, virtual machine (vm) and virtual network. Hypervisor make Virtualization possible; it is a piece of software that runs on the physical server. There are two type of Hypervisor, Hypervisor type one is allocated on hardware and it is called bare metal hypervisor, Hypervisor type two is called hosted and it is placed in the operating system. With the hypervisor we can build the virtual machines. Virtual machine is a software base computer call VM. It is available to shift one virtual machine from one hypervisor to another. Benefit of it is cost reduction, it is easier to create different environment for developing, there is low downtime.  
Example of hypervisor is VMware virtualization; it is installed on the physical server to grant for multiple unique and isolated virtual machines to run on the same server. It is possible to use the hypervisor to present a complete virtual x86 platform to many virtual machines. vSphere hypervisor is the free version of VMware, it partitions server into virtual machines, it has minimal configuration and thin architecture, it is free to download and upgrade comes with new editions. Main benefit is reduced complexity, lower cost and enabling flexibility. 
Another virtualization tocology is virtual networking, it is composed by two part, one is underlying and other is overlay. The underlay comprehends the fabric all the physical infrastructure, TEP means tunneling end point it is the encapsulation, physical router this is where the physical network goes into virtual network. Overlay is virtual part; all the intelligences are there. There is segment where switch is connected by router, transport zone where limit the segment, router and bridges are the virtual point where decapsulate de packet, micro segmentation it is a firewall for traffic. [2]
 
Design architecture of UWTSD 
UWTSD decided to virtualize the IT operation and build a virtual Data Centre, it means that they will use virtual router, server, storage, and network, to do daily task instead of having physical system. The university has three main campuses found in Carmarthen, Lampeter and Swansea, two some campus located in London one in Oval and one in Holborn, it has two learning centers one in Cardiff and one in Birmingham. It has different period of enrolment during the year, in London campus it enrolls three time during the year, it maintains the database for all the student form different batch, it maintains the stuff database that change every them, it have database for all different curses and all different module with previous dismiss module, the database must maintain the data of all exam with different results for each student, the IT system provide access to the portal and all the module for each student and stuff with their own account. To maintain all this data and store new data every year and give access to the portal 24/7 for all the user, without downtime, the university need a big data center to store all this information. To have a data center for small enterprise like university is expansive specially to keep all this information a small data center is not enough, in addition of money spent for the infrastructure, there will be expanse to have the energy for alimentation and cooling system, maintenance of the datacenter and specialized stuff. 
 Have a virtualized data center for the university it allows to make the entire system more efficient and perfected, because provider give a pay per use solution, there is no expanse for maintain the infrastructure, highly specialized stuff, or alimentation and cooling system. In case university need less resources for example there is a year with less student so less storage or more resources for example if it open a new campus, it can increase or decries and the virtual system and pay just for used one. The virtualization reduces the complexity for the IT infrastructure of the university because the physical infrastructure is on provider, the university just need some software and storage to run the IT system, good system will be Saas (Software as a service) and STaas (Storage as a service). Another reason to virtualized datacenter is better for UWTSD, is that it has high availability because it uses vSphere and it use software for monitoring. 
 
Physical limitation 
Virtualization has some drawback, for example when multiple virtual machines are in one system it slows down the system and reduce overall performance, in term of migration it is possible two or more virtual machine that has same manufacture processor, if the system use two different operating system the collision happened, the university need to use same port if they want to do any migration. Increasing virtualized system, increase the surface of attack by the hankers for this reason it is important to implement good security policy, access control list is needed train staff and user, use a good password roles, to have a centralized management solution to protect sensible data is mandatory. Disadvantage of virtual machine are the consume of more resources, redundancy is another problem because the VM is designed to stat in one server, but sometime someone can do unauthorized copy, another problem of virtual machine is that use several gigabyte of space, some virtual machine (vm) has hardware compatibility problem. 
 
Scalability     
A system is defined as scalable when it can increase or decrease its functions on a predefined scale. The increase or decrease in performances are set up by: The availability of the system at a given time. To the needs of those who have requested the specific service. Scalable system: increases or decreases its performance. The concept of scalability is used in areas such as software programming, telecommunications, and information technology. Three major types of scalability can be found. Load scalability. The system increases its functions based on the overall computing capacity that is assigned to it. Geographic scalability, the system maintains its functions and characteristics regardless of the distance that separates it from users. Administrative scalability the manageability of the system remains unaffected despite the number of organizations that use it. UWTSD need to consider the scalability for future growth, one of the reasons why the virtual data center is better than physical is that the physical system needs to adapt to the new system, nowadays the technology evolve so fast that some hardware became obsolete in few years, for a data center buy new hardware component every five years will be verry expansive, the university need to think to do a right investment, for the virtual data center university do not need to spend to by new technology. [3]
 
Loud balancing    
There are two type of load balancing in a datacenter, one regard the energy and other the data traffic, UWTSD must focus on data traffic. A three phase of power supplies is used by most of data center to deliver high amount of power, a load balancing is important if it is not implemented properly it can affect client uptime and it can overheat wires, when the system has irregular balance a power drops can happen. the other load balancing important in data center is the data traffic balancing, for example if a server has to many virtual machines running in, it can slow down the system, this is the reason why a system to balance the load is necessary, it can optimize the use of node with the redistribution of virtual machine with no down time.  [4]
 
Security and Reliability 
One of the key aspects of a data center is its physical and logical security. On the one hand, it is necessary to preserve the processing continuity of the units hosted in the data center, on the other hand, it is essential to protect the data and applications that exist in the storage systems and are processed by the information systems. Fundamental for safety in the design of a data center is the grounding: this category includes both the connection network and the grounding systems useful to protect the data centers equipment from electrostatic discharges, overcurrent, and lightning. In addition to monitoring environmental conditions, preserving devices and networks from floods, fires, natural disasters, the security of a data center also depends on human errors. Some of data center outages are caused by human error: systems, in fact, are sometimes so complex to repair that technicians and maintenance personnel often end up making mistakes even only by unplugging an electrical outlet when operating or servicing a machine. Another critical point is cybercrime: threats by malicious people on the network are growing exponentially and it is difficult to set a control on a perimeter made up of physical and virtual systems.  
  
The criticality in the management of traditional information silos is linked to the growing problems in terms of regulatory compliance which include rigorous construction requirements (today more attentive to the issues of environmental sustainability and reduction of consumption) but also of security in relation to the management of privacy and safeguarding of ICT assets from cybercrime attacks, from employee distractions, never sufficiently trained in the best practices of protection and protection of data and company resources. It is no coincidence that the best data centers are real armored fortresses: they are often guarded by armed guards and access is allowed only to authorized persons, through control systems regulated through unique identification solutions such as magnetic badges, RFID cards, biometric solutions. Another security criterion is the partitioning of the data center to employees, to guarantee access only to certain rooms and areas of the data center, denying entry to other areas. The racks where the machines are housed are often locked with special locks, precisely to enhance the protection of the systems. 
  
Surveillance involves the use of video cameras and alarm systems associated with motion detection and the use of advanced sensors for the detection of fumes, break-ins, and any other anomaly. These sensors are connected to automated fire door closing systems and control mechanisms that interrupt the power supply to the devices and generators, to prevent the flames from feeding on further. The sensors then regulate the intervention of the actual fire-fighting system which intervenes on the flames with inert gas (a non-toxic compound based on water and nitrogen), which leaves no residues and allows the intervention of the authorized personnel without danger in the premises. Regarding logical data security, data centers implement firewalls, intrusion detection systems (IDS) to monitor servers, permanent monitoring systems of network services and systems for digital access control and attack prevention. Another governance asset is the definition of Disaster Recovery policies that support the synchronous and asynchronous replication of a data center on another infrastructure that represents the exact clone of the first one and which is in a different geographical area, to make zero the impact on business continuity. [5]
 
Risk analysis 
Risk analysis is the first step to understand cyber security threats and control needs. This activity is usually performed with particular attention to a specific installation, since in addition to the logical environment, the physics are also analyzed. With risk analysis it is possible to develop the Industrial Cyber Security Plan (PSIC), which recommends how and when protective actions should be taken. Risk analysis can be used in plants in operation (Brownfield) or in the design stage (Greenfield). When risks and threats are found early, controls are assimilated with lower costs and maximum efficiency. 
There are different type of risk, the first one is the data center loss of power, the second is the interruption of the services for fires caused by malfunctioning, the third is the flooding or air contamination, the forth one is the risk of hacks, there are other different type of risk as well.   
To manage the risk, it important to understand and classify these by frequency and the potential impact, and make budget to prevent them it is important, there are some standard guide to manage the risk like ISO 31000:2009. The stuff involved in this process are the operation teams, business team and security team. Manage risk involve the assessment of data center and the work of team members.  [6]
 
Storage area network 
SAN is a high-performance dedicated network that connects shared pools of storage devices with multiple servers. It moves storage resources from the network of common users and reorganizes them into an independent, high-performance network. This grant each server to access shared storage as if it is directly connected to the server. When a host accesses a storage device on the SAN, it sends a block-based access request to the storage device.  
A storage area network is typically built using three main components: wiring, host bus adapters, and switches attached to arrays and storage servers. Each switch and storage system on the SAN must be linked and the physical network must support levels of bandwidth able of handling high data activities. IT administrators centrally manage storage networks. Storage arrays were initially all hard drive systems, but are increasingly populated with solid flash drives, or SSDs. [7]
 
Energy supply and sustainability 
Data center power managers is a set of subsystems and electrical components that are the most significant cost factor as well as the critical element with respect to the downtime of the infrastructures hosted in the server farm. The electrical distribution system of a data center consists of a transformer, a backup generator, a switch, an electrical distribution panel, an uninterruptible power supply and a power distribution unit (PDU). This cluster in turn feeds a series of multiple-connected circuits to each IT cabinet, via wiring stored in rigid or flexible conduits located under the raised floor. Under the banner of redundancy, each supply chain is cloned. This redundancy is combined with preferential power paths and bypassing systems such as STS (Static Transfer Switches), capable of moving the power supply from a power line coming from a power center to another power line coming from another power center. , without disruption to the load. a large datacenter located in a single building can consume 3,000 Kilowatts, or as much as 1,000 apartments. For a small and medium-sized company, an average absorption of about 300 Kilowatts can be estimated.  
Most of the consumption of a data center derives from the cooling system used to maintain a constant temperature of the rooms: between 20/22 ° C in both winter and summer. Systems that remove heat from data centers include CRAC units (air conditioners for computer rooms) and associated subsystems, such as chillers, cooling towers, condensers, piping, pump assemblies, piping and cooling systems for rack or file. Air conditioning costs depend heavily on the location of the data center: this is why many providers build data centers in notoriously cooler areas of the world such as Iceland, where cold northern winds are used to cool IT infrastructures without using forced air conditioning equipment or Finland, where they can use cold sea water and heat exchangers to cool servers. Since the consumption of a data center has an impact on the environment due to harmful emissions, governments have issued precise guidelines aimed at reducing the carbon footprint.  
To execute data center efficiency calculations, it is important to clearly delineate which energy forms the IT load and which energy is related to the physical infrastructure. The designation of servers and storage devices as IT load and UPS and cooling / air handling units as physical infrastructure is obvious; however, there are many energy-intensive subsystems in the datacenter with a less obvious place in the efficiency calculation, including personnel areas, switches, and Network Operations Center (NOC). To calculate how efficient a data center is in using the energy that powers it, the unit of measurement used is the PUE (Power Usage Effectiveness). This is a parameter that sets up how much electrical power is committed to powering the IT infrastructure compared to auxiliary services such as air conditioning or UPS losses.  [8]

Scenario 2

Security Policy 
Security Policy is important for the Swansea Data Ltd. because it describe the behavior and the rules that an employ need to follow in a company when it uses the IT resource of the organization. Adequate standard of IT Security Policy is important in a company, where the guideline and the operation are directed by the member to access to their data and job. The three core principles of the IT security policy are confidentiality, integrity, and availability, the scope of IT security policy is the conservation of this element and data used by the user of the company. In IT confidentiality means the authorization to a user to access some protect data and keep this data safe from malicious infiltrator. Just authorized worker should have access to sensitive data, classification system enables the confidentiality by creating different levels that can be assigned to different department. Example of method to ensure the confidentiality are the authentication process through the password or biometrics authentication like fingerprint or face recognition. Access controls is another method to set up that employ actions follow the roles. 
Integrity in it refers to process to set up that information is authentic, correct, and secure from unapproved modification. Stored information and transported information must remain unmodified. Different are the factor that can cause data changes, like hacker's attack with Trojan, malware, viruses, malware, and false data injection. Other factor can be system accident or physical accident. Data comparison is the method to check information integrity. Availability in IT is attributed to the ability of user to access data or asset in a specified area in the right format. End user are affected if the system is not working regularly and cannot provide data in right time, it means that it cannot provide data availability. Storage must provide information availability.  
A busines can evolve and change, the IT Security Policy is a document that need constantly renew to follow busines changes and requirement. Some institution creates a booklet for a standard work format for security policy information, example of institution is the International Organization of Standardization (ISO) and U.S. National Institute of Standard and Technology (NIST). As designed by the National Researc Council (NRC), all the company need to follow some policy, like objective, scope, specific goals, job to do for the compliance and noncompliance, and action to make policy that support existing work framework and the continuity, without altering the strategy and the mission of the company. [9]     
 
SAN protect data from corruption 
Swansea Data Ltd. can use SAN infrastructure to reduce data corruption. Storage Area Network has elevated levels of fault tolerance and availability uptime. SAN use a redundant array of independent disk called RAID system to avoid physical fault and grant physical disk redundancy. RAID 5 is an infrastructure technology developed to grant integrity of data. It was developed during ‘80 to help company to increase the performance and fault tolerance level. A RAID system uses several disk configurations in a single unity. Aims of this system is to reduce the cost of fault tolerance by using common hard disk. Most common RAID configuration are RAID 0, RAID 1 and RAID5. 
RAID 0 it is based on equal subdivision of the block of data and distributed among all the available disk to provide fast reading and fast writing. This configuration needs minimum two disk to work, the speed of system is high because the access occurs simultaneously on many devices buy the low redundancy decries the reliability. RAID 1 is called mirror, it makes the exact copy of data on different disk reducing the possibility of data loss the speed of writing is low, this system is good to store sensible data, but the performance is not high. RAID 5 need minimum 3 disk and maximum 16 disk, it distributes the data in equal measure in all of them, it includes data correction parity bit, and this are interspersed with regular bit. Parity bit are used to increase the security in case of damage or corruption, this are generated every time that a packet of data is saved in the disk, and this are distributed in the entire system.  [10]
 
Strategies for Data Protection and Disaster Recovery 
It is important to for Swansea Data Ltd. to have plan for data protection and disaster recovery because data loss or data corruption may occur, common data threat are hardware failure or removes of an important file or error during coding. System of data protection and disaster recovery comprehend asynchronous replication it means a backup copied from one disk to another. Use of Storage Area Network technology that allow the replication of data from one location to an off-site location. Another strategy is to use private cloud that enable the replication of management data into the storage domains and it is possible to restore data from Open Virtualization Format in case of disaster. Copy on-site and off-site are made in Hybrid Cloud, it makes possible to store copy in physical location, in case of hardware failure it is possible to move in the virtual system. Use of cloud Storage in another solution that allow to keep the data and system copy, and it grant continuous access.  [11]
 
Precautionary measures to prevent disasters 
Before implementing Disaster recovery plan, Swansea Data Ltd. need to think about all the strategy to prevent a disaster. Common measure of precaution comprehends the installation of anti-virus, physical measure like alarm to warn of fire and other measure to extinguish it, in case of power failure, a backup generator is important, and an uninterruptible power supply system need to be implemented. A use of RAID is important to create exact copy of data to distribute in different disk to create a mirroring system.  [11]


Conclusion 
As discuss previously for the UWTSD virtualized Data centre is the best option, because it gives more advantage, first the savings of money because of reduction of infrastructure maintenance and other feature. In scenario two there is a discussion some of policy and rule and policy to adopt to improve Swansea Data Ltd.
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