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2. Abstract
This report attempts to explain how Viruses and Ransomware work, why they may be an issue and how they infect out software. Also covered in this report is information regarding CryptoWall Trojan ransomware, how it works, why it is a problem, how to prevent it from happening and solutions to the issue if it does happen to you.

3. Introduction

With the world relying on computer-based systems more in more or everyday life it is more important than ever to be aware of and know how to prevent viruses from infecting your data. This report will try and inform the reader of computer viruses such as Ransomware and CryptoWall Trojans, the dangers they pose and solutions if you may become the victim.

Viruses and Ransomware 
4.1 
Norton antivirus states “A computer virus, much like a flu virus, is designed to spread from host to host and has the ability to replicate itself. Similarly, in the same way that viruses cannot reproduce without a host cell, computer viruses cannot reproduce and spread without programming such as a file or document.” [1]  viruses can lay dormant on your computer until it is triggered into action. Ransomware is a type of virus that will attempt to block access to your data and require you to pay to retrieve it.

4.2
Viruses are mainly spread by emails or hidden in downloaded software, because of this it is important to only download software or open email attachments from trusted sources.

4.3
Viruses such as Malware can block the victim from accessing important information, demanding a financial sum to be able to gain access again. This can cause stress and financial loss to anyone effected.

5. CryptoWall Trojan

5.1
According to bleepingcomputer.com [2] a CrypoWall Trojan virus will scan your computer files and will encrypt them, this makes them unable to be opened. Once this happens a window will open informing you how to pay a sum to retrieve your documents.
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