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Introduction

The following screenshots show the process taken from a bare-bones connection between two different networks, into an integrated connected network, connecting together each device with each other


[bookmark: _Toc197982588]RRAS and ICMP Traffic
The first thing I did was install the Routing and Remote Access service, and configure my firewall to be enabled and allow ICMP traffic through. Allowing ICMP traffic allowed me to be able to “ping” devices and ensure that a connection was established. Without allowing the traffic, the requests would be blocked and would be very difficult to test the connection.
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Figure 1: Routing and Remote Access configured on S-DC
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Figure 2: ICMP connection allowed, both S-DC and ClientS1
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Figure 3: ICMP IPv4 Connection allowed

[image: A screenshot of a computer program

AI-generated content may be incorrect.]
Figure 4: C-server and ClientS1 ICMPv4 allowed
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Figure 5: C-server packet forwarding enabled

[bookmark: _Toc197982589]Mounted Disk to E:\SwanseaFiles 
After configuring the firewall and RRAS, another simple task was to mount a disk to the Swansea network, and the following screenshot shows a successful mounting of the drive

[image: A screenshot of a computer
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Figure 6: New disk recognised by S-DC
You may notice that the new disk has been named “E” rather than “D”. This is because the “D” drive is taken by the installation media for windows, and so if there are any problems, the installation media can be used to re-install windows if necessary. The fact it is an “E” rather than a “D” has no effect on the configuration

[bookmark: _Toc197982590]Wireguard VPN
For the VPN site-to-site connection, I used a common tool called Wireguard, as it was not only recommended by my lecturer but was also recommended by several other sources. This tunnel allowed me to connect the two networks via a tunnel, allowing for connections to occur between both client devices
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Figure 7: C-server wireguard set-up
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Figure 8: S-DC wireguard setup

[bookmark: _Toc197982591]DNS/Domain Services
After the VPN was set up, I could start to configure the DNS as well as the Domain Services for both the Windows and Linux devices. The linux devices required a tool called “realm” which allowed me to connect to the domain, whereas the windows client just required a simple change of the workgroup to domain.
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Figure 9: C-server joined james.acca domain
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Figure 10: ClientC1 joined james.acca
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Figure 11: ClientS1 has joined james.acca domain
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Figure 12: Confirmation from S-DC that all the computers have joined the domain

[bookmark: _Toc197982592]Pings So Far
After these steps had been completed, I decided to test the connections between each device. This was mostly a success, however, there were a few hurdles along the way and there are still some connections that are not fully implemented.
[bookmark: _Toc197982593]ClientC1
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Figure 13: Current C1 pings, can ping each interface

[bookmark: _Toc197982594]C-server
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Figure 14: C-server, all pings go through

[bookmark: _Toc197982595]S-DC
[image: A computer screen shot of a blue screen
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Figure 15: Ping from S-DC, all pings go through
[image: A blue screen with white text

AI-generated content may be incorrect.]
Figure 16: Continued Pings
[bookmark: _Toc197982596]ClientS1
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Figure 17: ClientS1 Pings except 210.103.5.2
[image: A blue screen with white text

AI-generated content may be incorrect.]
Figure 18:ClientS1 pings cont

[bookmark: _Toc197982597]DHCP Windows
Finally, it was time to install the DHCP service on windows, and configure to the specification. The following screenshots show that the DHCP service has been correctly configured and implemented.
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Figure 19: DHCP installed and configured on S-DC for windows devices
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Figure 20: Example of automatic IP assignment and gateway from DHCP
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Figure 21: Extra information of DHCP in action
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root@C-server:™# ug

interface: w20
public key: ROIKJFmMNEYSCKNTagGTa2UEHCH+2YfpSkaFNIIpuC=
private key: (hidden)

| listening port: 51820

peer: 7K ixxKfSVFNMKB+2Tt Pl 7HaemHVACVHEL UTE0DDRK=
endpoint: 210.103.5.1:51820
allowed ips: 172.16.1.0/24, 10.200.200.1/32
latest handshake: 29 seconds ago
transfer: 212 B received, 1.57 KiB sent
persistent keepalive: every 25 seconds
rootac-server: ¥
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Interface: Swansea-to-Cardiff
Status: @ Active
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Deactivate
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root@-server:™# sudo realm list

james.acca
type: kerberos
realn-name: JAMES.ACCA
domain-name: james.acca
configured: kerberos-member
server-softuare: active-directary
client-softuare: sssd
required-package: sssd-tools
required-package: sssd
required-package: 1ibnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: #Uajames.acca
login-policy: allow-realm-logins

rootaC-server:
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clientci@clientCi:~$ sudo realm list
[sudo] password for clientcl
james.acca
type: kerberos
Tealm-name: JAMES.ACCA
domain-name: james.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U@james.acca
login-policy: allow-realm-logins
clientci@ClientC1:~$
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64 bytes from 172.16.1.1: icmp_ses 26 time=0.813 ms

64 bytes from 172.16.1.1: icmp_seq=3 ttl=126 time=0.844 ms

4

--- 172.16.1.1 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 2033ms
rtt min/avg/max/mdev = ©.813/0.897/1.036/0.098 ms
clientcieclientCl:~$ ping 172.16.1.254

PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data

64 bytes from 172.16.1.254: icmp_seq=1 tt1=126 time=0.852 ms
64 bytes from 172.16.1.254: icmp_seq=2 tt1=126 time=0.871 ms
64 bytes from 172.16.1.254: icmp_seq=3 tt1=126 time=0.775 ms

nC

--- 172.16.1.254 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 2022ms
rtt min/avg/max/mdev = ©.775/0.832/0.871/0.041 ms
clientci@ClientC1:~$ ping 210.103.5.1

PING 210.103.5.1 (210.103.5.1) 56(84) bytes of data

64 bytes from 210.1@3.5.1: icmp_seq=1 ttl=255 time=276 ms

64 bytes from 210.103.5.1: icmp_seq=2 ttl=255 time=276 ms

64 bytes from 210.1@3.5.1: icmp_seq=3 ttl=255 time=279 ms

nC

--- 210.103.5.1 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 20@3ms
rtt min/avg/max/mdev 275.508/276.691/278.823/1.510 ms
clientci@ClientC1:~$ ping 210.103.5.2

PING 210.103.5.2 (210.103.5.2) 56(84) bytes of data

64 bytes from 210.103.5.2: icmp_se
64 bytes from 210.1@3.5.2: icmp_seq=2 ttl=64 time=0.232 ms

64 bytes from 210.103.5.2: icmp_seq ms

nC

--- 210.103.5.2 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 2043ms
rtt min/avg/max/mdev = ©.228/0.237/0.251/0.010 ms
clientcieclientci:~s ||
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172.16.1.1 ping statistics -
3 packets transmitted, 3 received, 8% packet loss, time 2322ms
It min/ave/max/mdey = ©.830/0.983/1.097/0.112 ms
ooteC-server:™# ping 172.16.1.254

PING 172.16.1.25¢ (172.16.1.254) 56(84) butes of data.

64 bytes from 172.16.1.254: icmp_se
4 bytes from 172.16.1.254: icmp_ser

.18 ms
.878 ms
773 ms

64 bytes from 172.16.1.254: icmp_se
c

172.16.1.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2945ms
rtt min/avg/max/miev = 0.773/0.344/1.181/0.172 ms
rootec-server:“# ping 216.103.5.1

PING 210.103.5.1 (210.103.5.1) 56(84) bytes of data

64 bytes from 210.103.5.1: icmp_sex
64 bytes from 210.103.5.1: icmn_sex
64 bytes from 210.103.5.1: icmn_sex
"t

--- 210.103.5.1 ping statistics
3 packets transmitted, 3 received, 0% packet loss, time 2726ms
rtt min/avg/max/miev = 0.334/0.371/0.417/0.034 ms
rootec-server:“# ping 216.103.5.2

PING 210.103.5.2 (210.183.5.2) 56(84) butes of data

64 bytes from 210.103.5.2: icmn_sex .034 ms
64 bytes from 210.103.5.2: icmp_ser .035 ms
64 bytes from 210.103.5.2: icmn_sex .033 ms

"t

--- 210.103.5.2 ping statistics
3 packets transmitted, 3 received, 6% packet loss, time 2061ms
rtt min/avg/max/miev = ©.033/0.034/0.035/0.000 ms
root@C-server:~# ping 10.1.1.1

PING 10.1.1.1 (18.1.1.1) 56(84) butes of data.

64 bytes from 10.1.1.1: icmp_seq=1 tt1=64 time=0.038 ms
64 butes from 10.1.1.1: icmp_seq=2 ttl=64 time=0.033 ms
64 butes from 10.1.1.1: icmp_seq=3 ttl=64 time=0.035 ms

"t

--- 16.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2025ms
rtt min/avg/max/miev = ©.030/0.034/0.039/0.003 ms
root@c-server:~# ping 10.1.1.2

PING 10.1.1.2 (18.1.1.2) 56(84) butes of data.

64 bytes from 10.1.1.2: icmp_seq=1 tt1=64 time=0.292 ms

64 butes from 10.1.1.2: icmp_seq=2 ttl=64 time=0.223 ms

64 butes from 10.1.1.2: icmp_seq=3 ttl=64 time=0.231 ms

"t

--- 10.1.1.2 ping statistics ---

3 packets transmitted, 3 received, 6% packet loss, time 223ims
rit min/avg/max/miev = ©.229/0.250/0.292/0.023 ms
rootac-server:“#

Kl =
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EJ Administrator: Windows PowerShell ISE

File Edit View Debug  Add-on:

0 & H LI s0o|loom

PS C:\Users\Administrator> ping 172.16.1.254

ping 172.16.1.1 Untitled2.ps1™ X
ping 210.103.5.1

ping 210.103.5.2

ping 10.1.1.1

ping 10.1.1.2

Pinging 172.16.1.254 with 32 bytes of data:
Reply from 172.16.1.25 32 time<ims
Reply from 172.16.1.25 52 time<ins
Reply from 172.16.1.25 52 time<ins
Reply from 172.16.1.25 32 time<ims

Ping statistics for 172.16.1.254
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

Pinging 172.16.1.1 with 32 bytes of dat:
Reply from 172.16.1.1: byte

Reply from 172.16.1.1: byte
Reply from 172.16.1.1: byte
Reply from 172.16.1.1: byte

Ping statistics for 172.16.1.1
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

Pinging 210.103.5.1 with 32 bytes of data:
Reply from 210.103.5.1: bytes=32 time<ims
Reply from 2 time<ins
Reply from 210. o 2 time<ins
Reply from 210.103.5.1: bytes=32 time<ims

FEEES

Ping statistics for 210.103.5.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

Pinging 210.103.5.2 with 32 bytes of data:
Reply from 210.103.5.2: bytes=32 time<ims
Reply from 210.103.5.2: bytes=32 time<ims
Reply from 210.103.5.2: bytes=32 time<ims
Reply from 210.103.5.2: bytes=32 time<ims

EEEE!
2383
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Ping statistics for 210.103.5.2
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

Pinging 10.1.1.1 with 32 bytes of data:
Reply from

Reply from
Reply from
Reply from

Ping statistics for 10.1.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

Pinging 10.1.1.2 with 32 bytes of data:
Reply from

Reply from
Reply from
Reply from

Ping statistics for 10.1.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

PS C:\Users\Administrator> |
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Administrat
File  Edit

7S Cr\Windows\systen32s ping 172.16.1.1 : =
Ty e gyt e Untitedzpat | Untitedipst X
Ping 210.103.5.1 wing
Ping 210:103.5.2 Ping
Ping 10101 Ping
Ping 101102 Ping
bing
Pinging 172.16.1.1 with 32 bytes of data: Bing
Reply from 172.16.1.1: bytes=32 time<ims
Reply from 172.16.1.1: bytes=32 time<ims
Reply from 172.16.1.1: bytes=32 time<ims
Reply from 172.16.1.1: bytes=32 time<ims

Ping statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimm = Ons, Maximum = Oms, Average = Oms

Pinging 172.16.1.254 with 32 bytes of data:
Reply from 172.16.1.254: bytes=32 time<ims
Reply from 172.16.1.254: bytes=32 time<ims
Reply from 172.16.1.254: bytes=32 time<ims
Reply from 172.16.1.254: bytes=32 time<ims

Ping statistics for 172.16.1.254;
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimm = Ons, Maximum = Oms, Average = Oms

Pinging 210.103.5.1 with 32 bytes of dat:
Reply from 210.103.5.1: bytes=32 time<ims
Reply from 210.103.5.1: bytes=32 time<ims
Reply from 210.103.5.1: bytes=32 time<ims
Reply from 210.103.5.1: bytes=32 time<ins

Ping statistics for 210.103.5.1
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimm = Ons, Maximum = Oms, Average = Oms

Pinging 210.103.5.2 with 32 bytes of dat:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
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Pinging 10.1.1.1 with 32 bytes of data:
Reply from 10.1.1.1: bytes=32 time<ims TTL=63
Reply from 10.1.1.1: bytes=32 time<ims TTL=63
Reply from 10.1.1.1: bytes=32 time-ims TTL=63
Reply from 10.1.1.1: bytes=32 time<ims TTL=63

Ping statistics for 10.1.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = Oms

Pinging 10.1.1.2 with 32 bytes of data:
Reply from 10.1.1.2: bytes=32 time-ims TTL-62
Reply from 10.1.1.2: bytes=32 time-ims TTL-62
Reply from 10.1.1.2: bytes=32 time-ims TTL-62
Reply from 10.1.1.2: bytes=32 time-ims TTL-62

Ping statistics for 10.1.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = lims, Average = ims

Windows\system32>
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:\Users\t.testersipconfig

windows IP Configuration

[Ethernet adapter Ethernet:

Connection-specific DNS Suffix James.acca

Link-local IPv6 Address . . . : Fe80::2fb9:d67:c5e:7038%4
IPv4 Address. . . . . . . . . . .:172.16.1.12

Subnet Mask . 255.255.255.6

Default Gateway . 172.16.1.254
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Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

James.acca

: Intel(R) PRO/1006 MT Desktop Adapter
08-00-27-88-DC-11

Yes

: Yes

Feg0: :2b0:d67F: c5e:7038%4 (Preferred)

172.16.1.12(Preferred)

: 255.255.255.0

13 May 2025 05:07:46

14 May 2025 05:07:44

: 172.16.1.254

DHCP Server . 172.16.1.254

DHCPV6 TAID . . 101187623

DHCPV6 Client DUID. : 00-01-00-01-2F-4F-51-14-08-00-27-88-DC-11
DNS Servers . 172.16.1.254

Net8IOS over Tcpip. : Enabled
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Routing and Remote Access Is Configured on This Server

This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to the current
configuration, select an item in the console tree, and then on the Action menu, dlick Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to your dlients. You can use rich remote access experience based on
DirectAccess by enabling DirectAccess on this server. Using DirectAccess, your domain-joined clients can seamlessly connect to your
corporate network. To enable DirectAccess on this server, you can run the "Enable DirectAccess” wizard by selecting the "Enable
DirectAccess...” option on the action pane on the right or on right-clicking the machine node on the left.
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flush ruleset

table inet filter {
chain input {
tupe filter hook input priority @;
policy drop;
icmp tupe echo-reguest accept
icmove tupe echo-request accept
ct state established, related accept
}
chain foruard {
tupe filter hook forward priority filters
}

chain output {
tupe filter hook output priority filter:
¥
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J# Uncomment the next line to enable packet forwarding for IPv4
jnet . ipva. ip_foruard=1




