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[bookmark: _Toc214876398]Abstract
Security costs are becoming more frequently automated with modules designed to prioritise, triage, and enrich security alerts using artificial intelligence (AI). Although such tools are claimed to reduce the response time and detection speed, they transform human work altering the mode of cognitive demand and the pattern of dependence, as well as error mode.
This proposal outlines a mixed method study that quantifies how AI assistance impacts alert fatigue, trust calibration (appropriate reliance vs over-/under-reliance), and decision quality in SOC-like triage tasks. An experiment will be conducted as a randomised vignette to compare an AI-assisted situation (when a risk score and a brief explanation a presented) to a no AI baseline.
Cross-sectional survey and semi structured interviews will be used to contextualise behavioural findings, and this will give a strong triangulation of evidence. The paper presents a risk-informed, evidence-based (person-task-tool-context) model on how to explain design, training, and governance of AI-assisted security operations. Such issues as limitations, ethics, feasibility and realistic timeline are taken care of so that the research would be both methodologically rigorous and practical to the current security practise.
[bookmark: _Toc214876399]Introduction
[bookmark: _Toc214876400]Context and current developments
Context and modern trends in present-day Security Operation Centres (SOCs), integration of machine-learning algorithms and artificial intelligence integration has become an inevitable part of the detection-triage-response cycle. What was previously an ad hoc prioritisation and scoring of alerts is now systematic, models and correlation rules are constantly improved using learned priors. The indicators of compromise and contextual metadata are continuously updated throughout the enrichment, and the increasing pace or trend is the release of large-language models to create concise summaries and give feedback to involve guidance on a decision. The paradigm shift is inherently radical to the practise of security because machine-prioritised workflows are now larger than their manual equivalents; they give analysts prescriptive indications of relevancy and sometimes natural-language advice about the next step to take [1] [2]. 
The desired goal of such evolution is to reduce the amount of manual work and ensure the mean-time-to-detect and mean-time-to-contain are minimised. However, the inherent danger is the inaccuracy of what constitutes such support mechanisms whereby an error can be prone to either overcaution or false alarms and reflexes, undermining the effectiveness of the human eye and contributing to the automation bias. There are two human-factor concerns that should be investigated. First, it is evident that alert fatigue is a continuing factor; the constant flood of notifications, whether filtered or automated, may reliably desensitise analysts and interfere with their ability to identify key indicators and results into stress and burnout [3]. 
Second, trust calibration will also come to be a fraught balancing act; analysts will need to develop the ability to determine trust in an artificial intelligence (AI) recommendation or disregard it. Overreliance is dangerous because it institutionalises the model errors and under reliance destroys the purpose itself and transfigures the workload. As a result, the reliability of the explanation that AI systems will provide is critical. Clear and concise explanations can lead to a deeper appreciation and proper dependency, but shallow or ineffective explanations to the extent that one loses their judgement, therefore increases the triage duration and creates the illusion of absolute certainty. Such dynamics dictate that AI assistance should be the empowerment of humans in which no singular measures of quantitative models are to be used, and activities may question human behaviour. Considering the requirements of master level research, the proposal should have interlacing aspects with contemporary progress with well-constructed significance given [4]. 
Despite human-AI teaming being advertised by vendors, the actual evidence of its influence is limited in the literature, with most research studies focused on the accuracy of detection or throughput performance. The research in human-computer interaction, human-factors studies, and cybersecurity has been disseminated, which led to a diverse body of knowledge and to the emergence of numerous tools. The proposed research aims at filling this gap through the implementation of controlled behavioural comparisons in addition to field-based perception research. It tries to answer an answer to a practical question of practical concern in which circumstances can AI indeed result in the reduction of workload and errors among analysts and what context dependent variable can lead to the shift of using it for risks related to security [5].
The image below shows that SOC teams overwhelmed by alerts, risking missed and ignored threats [6].
[image: A blue background with white text]
[bookmark: _Toc214876422]Figure 1: Alert Fatigue by the Numbers
[bookmark: _Toc214876401]Research Problem
Although the use of AI-assisted triage tools is rapidly adopted, few comparative and strict evidence on their effects on human performance is available. Most studies use offline data or post hoc studies where human behaviour is not measured directly but instead reasoned; some also only use self-reports, confusing any conception of usefulness with actual quality of choice. Trust has often been represented as something unchangeable as opposed to being a calibration issue- one should rely on these things well when they are being explained, whenever there are uncertainty and contextual testing. As a result, organisations are deprived of approved advice in terms of what kind of assistance to facilitate or disable, what levels of fidelity of explanation are needed, and what training interventions can reduce overreliance without losing efficiency [7] [8]. 
The gap in this proposal is filled by a mixed-methods proposal that:
· Measures and compares human performance and experience with and without AI assistance on the same triage tasks.
· Gathers a survey analysis to take a wider capture of attitudes and risk.
· Interview a subset to explain observed effects and derive actionable prices.
[bookmark: _Toc214876402]Aim and Objectives
Aim: The overarching aim is to evaluate how AI assistance influences analysts’ alert fatigue, calibration of trust, and decision quality within SOC‑style triage, while also developing a risk‑informed framework that guides the design of explanations, training protocols, and governance mechanisms.
Objectives (Includes measuring/comparing mixed methods):
· Assess and compare accuracy, time-to-decision and alert fatigue, and workload in an AI-assisted versus control triage randomised vignette study.
· Measure trust calibration and investigate whether short, faithful explanations enhance reliance performance (accept vs override) and accuracy.
· Perceived usefulness and explainability, trust, workload, risk assessment Survey analysts and security students explain the derived structure, and, where possible, carry out a factor-analytic search of that structure. 
· Introduction Interview 12-15 people to obtain the escalation rationales, coping strategies and accountability issues, and then a reflexive thematic analysis.
· Improve the results into a person-task-tool-context model and provide specific recommendations on how to adopt SOC, safe automation thresholds, and training.
[bookmark: _Toc214876403]Significance 
The analysis provides human decision-making with the evidence concerning the circumstances within which AI can decrease the workload without losing judgement. It has a practical design implication for explanations (brevity, specificity and faithfulness), recognises training necessities to oppose automation bias and recommends governance models (e.g. conditions for mandatory human review). It enhances a sophisticated interpretation of behavioural data through triangulation of perceptions and qualitative narratives that follow the spirit of mastery research-based practise [9]. 
The image below shows heavy daily alerts with large, ignored proportion evidence operational overload.
[image: A blue rectangular object with text
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[bookmark: _Toc214876423]Figure 2: Daily alerts & % Ignored (Vecta 2023)
[bookmark: _Toc214876404]Literature Review
[bookmark: _Toc214876405]Human-AI trust and calibration
The confidence in human-AI automation is not anymore, a matter of one dial but rather a question of calibration. It is not enhanced trust, but rather just a matter of suitable dependence that goes in correspondence with the competence of the existing system. Security operations centre (SOC) work requires three strands [10]. First, determinants of reliance encompass perceived reliability, transparency, uncertainty cues, and prior experience, all of which shape whether analysts accept or override automated advice. Second, the problem of miscalibration appears as over-reliance - automation bias and complacency - propelling false negatives when the AI is sure they have made an error and under-reliance distributing across valuable signals and increasing toil. Third, the control of dependence evolves to periods of remit or remit of erroneous guidance; even the discussions of brief stretches of high-confidence fallacies may shatter faith and create the effect of avoidance [11] [12]. 
Example based rationales, doubtfulness displays as well as explanation snippets are interfaces levers. Short, realistic explanations associated with evidence are more likely to enhance reliance judgments; realistic, but plausible rationales are likely to overblown with possibly no increment in confidence. These effects are moderated by task factors when there is ambiguous alerts or large base-rate noise, analysts make more use of advice when signals are clear, or domain knowledge prevails with increase. Finally, accountability cues who owns the decision nudge calibration by making personal accountability salient, prompting users to scrutinise advice more closely [13], [14].
[bookmark: _Toc214876406]Alert fatigue and workload in SOCs
Parameters that fall under alert fatigue include volume, quality (precision and utility) as well as context switching. The large numbers of alerts with low value train analysts to ignore them, and the lack of proper prioritisation on streams puts them under the continuous pressure of having to triage trivial items. Classical ergonomics attributes mental demand, temporal demand, effort and frustration to error and retarded response, an identical trend SOCs record when incidents are in flood. Mitigation levers span both algorithmic techniques (improved filtering, de-duplication, correlation, deduplication ratios) and interactional strategies (progressive disclosure, batching, stable sorting, quiet hours). However, every mitigation comes at a cognitive cost; here an example is smart prioritisation that brings in an element of uncertainty that analysts are required to resolve in their minds [15], [16]. 
There are two points which are under-measured. First, fatigue as a dynamic state which escalates with recent noise and subsides with confirmed “wins.” Second, communication with explanations with short actionable explanations can make it easy, by allowing the hypothesis space to be refined, but long or generic text can have an opposite effect. The post task fatigue and workload indices of the experiment combined with behaviour and accuracy measures permit to test that assistance decrease the perceived strain and objective decision-making time without creating the usual imbalance with users feeling a faster worker yet is not, or the opposite [17], [18]. 



[bookmark: _Hlk213793190]The image below demonstrates the independent surveys showing widespread alert overwhelm across modern SOCs.
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[bookmark: _Toc214876424]Figure 3:  SOC teams reporting alert overwhelm
[bookmark: _Toc214876407]Explainable AI for security triage
Security triage (what evidence, why it matters, what to do next) and faithful (reflecting model or rule logic) is decision-with-action, not passive interpretation; thus, useful explanations must be task-specific. Three explanation families recur: (1) Concise textual rationales (“Rare process lineage + TOR egress”), (2) Feature salience (top contributory signals), and (3) Uncertainty or limits (confidence, missing context). Experience demonstrates that conciseness and particularity work well with time pressure; over-generalised templates are too long (too general to be accurate), and too long justifications increase the pace of analysts without their accuracy [19].
In SOC contexts, faithfulness versus plausibility is a live tension. Plausible nonbeliever writings may enhance unreasonable dependence; faithful but excessively technical can ruin. Recent work suggests paired cues, a short rationale plus a compact uncertainty indicator balance speed and caution. These insights are operationalised in the one-to-two-line faithful explanations of the design, and balanced benign/malicious vignettes which test whether the explanations tested modify accuracy and/or dependence [20].
[bookmark: _Toc214876408]Measurement instruments and behavioural endpoints
Claimed with self-report only makes insufficient the behavioural endpoints. The main outcome measures in the case of triage are accuracy (adequate escalation/closure) and time-to-decision, and override behaviour (accept or ignore advice) is a direct calibration measure. On the perceptual side, subjective strain is characterised by compact workload indices (mental/temporal demand, effort, frustration), and alert fatigue items; items that reflect the propensity to rely on someone and the use of confidence cues are found in the trust items. It is best practice to report reliability (Cronbachs 0.70 or higher), effect sizes (Cohens d, Cliffs 0) and model estimates (logit to be correct, robust OLS to be over time) and unconditioned on experience and in some cases on prior AI experience [21] , [22].
Design pitfalls to be avoided: (i) the contamination of results on different alert sets: to separate the effect of assistance, the same vignettes should be used in the different conditions; (ii) the conflation of trust and over reliance: an explicit indicator of reverse/ override should be included; and (iii) order effects: randomise the order of alerts and balance between malicious and benign. 
The plan deals with them in the following ways: (a) between-subjects randomisation, (b) the same vignettes in the different conditions, (c) explicit override logging and (d) primary endpoints preregistered (accuracy, time).
[bookmark: _Toc214876409]Governance, accountability and organisational practices
AI changes the accountability and once analysts take advice by AI, the question would be, to whom misses answer to? The differences among SOCs are that there are those that need to have documented justification of overrides and some demand acceptance. It is essential, that to prevent any responsibility gaps, clear escalation norms and human in the loop policies are applied. Documentation can be heavier and hinder workload and promote rubber-stamping. Training issues: coaching to calibrated reliance (train analysts when the model is likely brittle i.e. new assets, new TTPs, low context) results in less over-reliance errors. Focal to stability in organisations, organisational feedback loops (which involve AI behaviour) assist in enforcing calibrated trust by revealing failure modes and revising explanations [23], [24].
Ethically, transparency should include limits (data coverage, known blind spots) and data provenance for explanations. In cases where it is necessary to be auditable, the preservation of advice, explanation, and human decision feeds supports post-action learning. Qualitative interviews may have discovered which governance arrangement may help mitigate fatigue and error without crippling analysts with the paperwork, that will be directly reflected in the recommendations [25].
[bookmark: _Toc214876410]Synthesis and identified gaps
The three main insights adopted in the literature are as follows: (1) volume and quality or utility of alerts together result in alert fatigue; (2) explanations should only be informative when they are short, true-to-the-letter, and the information presented showing doubt; (3) it has been established that explanations should be concise and faithful and must be accompanied by cues of uncertainty. However, the amount of comparative behavioural evidence in SOC like triage, which considers the accuracy, speed, reliance, workload, and fatigue together, is wanting. Majority of previous studies use completely simulated situations without involving human subjects, surveys and fail to measure behaviour, or assess explanations without relating performance results [26]. 
This research aims to bridge this gap by randomised comparison (assistance vs. no assistance) that uses identical alerts, increases field breadth with a survey, and explains underlying mechanism processes through interviews all of which can be incorporated into a system of good governance. 
all mapped to practical governance. To make the synthesis operational, you can pre-register simple, testable hypotheses:
· H1 (Speed): AI‑assisted condition – median time‑to‑decision versus baseline.
· H2 (Quality): When there is faithful explaining, AI-aided condition - [] accuracy versus baseline; otherwise, there are no effects on accuracy or only effects on weak cases are present. 
· H3 (Calibration): Explanations plus confidence cues – appropriate overrides (accept when correct, override when risky), measured as fewer false negatives in ambiguous malicious cases. 
· H4 (Fatigue/Workload): In situations where accuracy is maintained, AI-supported condition - self-reported workload/fatigue; in situations when there is poor explanation, fatigue will not improve even when decisions are expedited.
The table below is a summary of research that quantifies average alerts and ignored percentage for context setting. 
	Theme
	Study context 
	Fractal takeaway
	Implication for study

	Applicable reliance (trust calibration)
	Review of automation trust
	Trust must be calibrated, not maximised; over and under-reliance are distinct risks.
	Measure overrides and confidence alongside accuracy/time.

	Explanation and uncertainty 
	User study with advice-taking
	Pairing explanations with uncertainty improves decision quality vs explanations done.
	Include brief rationale and a confidence cue in AI condition.

	Interventions to reduce over-reliance
	Controlled experiments
	Simple UI interventions (e.g. consider the opposite) lower blind acceptance of advice.
	Add a prompt or training note to encourage critical checks.

	Faithfulness and plausibility 
	Survey of XAI evidence
	“Plausible” but not unfaithful explanations can increase confidence without accuracy gains.
	Keep explanations short and faithful to the shown evidence.

	Workload/alert fatigue
	Human factors in cyber tasks
	Higher mental/temporal demand correlates with slower and less accurate responses. 
	Capture short TLX and link to time/accuracy outcomes.

	SOC analyst uncertainty/errors
	Field-informed study
	Analysts face uncertainty & noise; context gaps drive triage errors.
	Provide concise, context-rich cues in vignettes.


[bookmark: _Toc214876428]Table 1: Evidence snapshot of Human-AI trust, explanations and alert fatigue.
[bookmark: _Toc214876411]Research design and methodology
[bookmark: _Toc214876412]Overall design and justification
The project adopts a mixed‑methods design comprising three complementary strands: a randomised vignette experiment as the primary quantitative component, a cross‑sectional survey to capture broader attitudes and organisational signals, and semi‑structured interviews to illuminate underlying mechanisms and generate actionable recommendations [27].
The triangulation of these strands provides a balance between rigour (experiment), breadth (survey), and depth (interviews), thus, meeting the expectations of the brief to justify methods but provide an advanced application in a complex and real-world setting [28].
[bookmark: _Toc214876413]Controlled experiment (primary, quantitative)
Participants. The programme cohorts, practitioner forums and professional networks were used to get security students and early career analysts, and a target of 40-80 respondents was used to guarantee sufficient power in the medium effect size and at the same time, to maintain manageability.
Design. The research design was a between-subjects randomised design. They were divided into Baseline (control with alert metadata alone) and AI-assist (the same alert except that an AI risk score was added on the 0-100 scale as well as an informative, task-specific description of salient evidence). Stratified group balancing through randomisation was based on self-reported experience.
Materials. Triage vignettes, based on a realistic view of SOC alerts, were built based on twelve to sixteen varieties: process and network telemetry, email and DNS indicators, cloud IAM changes, and EDR events. Ground truth (malicious/ benign) and key evidence had been pre-authoritatively defined. Several of the vignettes were deliberately ambiguous (e.g. travel-consistent logins with MFA pass, blocked malware with remnant artefacts) so that they did not need trivial cues. The AI condition had terse explanations that were accurate to the evidence provided (e.g. rare process lineage + encoded PowerShell; outbound to newly seen ASN) [29].
Procedure. Upon requesting consent and screening, the participants were presented with a brief practise vignette after which they trigged the rest of the alerts in randomised order, where they were a proportionate balance between malicious cases and benign cases. On a scale of 0 to 100, they noted confidence on each of the alert Escalation or Closing that they selected. Each trial was recorded in the interface in terms of time-to-decision. After conducting the task, the respondents were asked to answer short workload and alert-fatigue scales, and a trust subscale aimed at the help that they had recently received (or were not received with).

Measures.
· Behavioural: Behavioural: accuracy (correct Escalate/Close), time‑to‑decision (seconds), reliance/override (in AI condition: acceptance or rejection of the AI suggestion), and error types (false positives/negatives).
· Self-report: short workload index (mental/temporal demand, effort, frustration), mini alert‑fatigue items (desensitisation, noise), and trust calibration items (reliance propensity, use of confidence cues).
· Covariates: experience band, prior exposure to AI tools, typical alert volume.
Analysis.
· Group comparisons: Mean accuracy was calculated, and median time were calculated per participant, and AI vs. Baseline comparisons was made using t -tests or Mann -Whitney tests with effect sizes (Cohen d or Cliff delta) and 95% interval reported.
· Models: Trial-level logistic regression to calculate the correctness (condition, experience, confidence: fixed effect) and linear/robust regression analysed time.
· Reliability: Cronbach was computed in multiitem scale (workload, trust, fatigue).
· Sensitivity: Analyses were run again without practise trials and sensitive to vignette order analyses were tested.
· Multiplicity: Primary endpoints (accuracy, time) were pre‑registered; other measures were designated secondary to control researcher degrees of freedom.



The table below maps construct to instruments, metrics and statistical test transparently. 
	Construct
	Instrument (items/example 
	Metric reported
	Primary analysis

	Decision quality 
	Trial labels (escalate/close) vs ground truth
	Accuracy per participant
	t-test/ Mann-Whitney; Cohen’s D

	Speed/efficiency
	Auto timestamps per vignette 
	Median time(s) per participant
	Mann-Whitney; robust OLS

	Trust calibration
	Mini style (reliance propensity & override item)
	Trust mean; override rate
	Group diff; logit (correct condition & experience)

	Workload 
	Shorts TLX (4 dims)
	Mean TLX
	Group diff; α ≥ 0.70

	Alert fatigue
	4-item SOC-fatigue block
	Fatigue mean
	Group diff; α ≥ 0.70

	Explanation usefulness
	3-item post-task block
	Explainability mean 
	Correlate with overrides/accuracy


[bookmark: _Toc214876429]Table 2: A Measurement plan
Risks and mitigations. Under-recruitment was overcome using simultaneous direct advertising to groups of students and practitioners. The inconsistency in the reading speed was alleviated through medians and experience manipulation. The danger of low quality of explanation was addressed through piloting and fiddling of language in terms of brevity and fidelity.
[bookmark: _Toc214876414]Survey (quantitative, supportive) 
Purpose. To go beyond the laboratory and elicit broader notions of utility, explainability, workload, trust, and risk in a diverse setting of SOCs.
Instrument. Constructs of trust / reliability, explainability / usefulness, fatigue associated with alert, workload (short TLX style), accountability and behavioural intentions were added to demographic and screening items. Items were used which included 5- or 7-point Likert scales with simple SOC-relevant wording. Lived examples were obtained by two or three free-text prompts.
Sampling and size. Academic and practitioner channels were used as the convenience method of sampling of 100-200 respondents. The sample size is adequate when it comes to reliability tests (0.05) and in case of the possibility, exploratory or confirmatory factor analysis.
Analysis. Descriptive statistics, subscale means, reliability coefficients (α), and inter‑construct correlations (e.g., explainability × trust, fatigue × perceived usefulness) were computed. Optional EFA/CFA procedures validated construct structure. Results were used to analyse the interpretation of the experiment and to establish the interview topics.
[bookmark: _Toc214876415]Interviews (qualitative, interpretive)
Purpose: To explain the underlying processes that lead to the identified results as well as to document the organisational practises (such as feedback systems and responsibility arrangements).
Sampling: A purposive and comprised sample of twelve to fifteen participants out of the pool of volunteers thus providing a wide range of experience and exposure to the tool.
Guideline: Semi-structured interview guide was used to question the participants on their experiences of positive versus harmful AI recommendations, who to believe or ignore them, usefulness of various elements of the explanation, origins of cognitive exhausting, and norms of responsibility. 
Analysis: Reflexive thematic analysis was conducted with a sub-set of transcripts being double coded to initiate inter-coder reliability and agreement on the codebook. Concept themes were triangulated using quantitative results (e.g., the extent to which an explanation decreased uncertainty but sometimes reinforced over-confidence) and thus informed the conceptual model as well as the recommendations later.
Image below demonstrates longer detection/containment windows strongly correlate with higher breach costs.
[image: A blue and orange rectangular box
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[bookmark: _Toc214876425]Figure 4: Breach Lifecycle (identify & contain)
[bookmark: _Toc214876416]Integration and synthesis 
The image below is a summary of the average timelines and associated cost differentials by duration.
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[bookmark: _Toc214876426]Figure 5: Average Breach cost by lifecycle length (2023)
A joint display is made that clearly provides the matching of each of the research objectives and the resultant quantitative results-effect sizes, confidence intervals, and regression coefficients, as well as the themes that are present in the qualitative explanation within the results. Columns enumerate outcomes (accuracy, time, overrides, workload/fatigue), whereas rows delineate data strands (experiment, survey, interviews). Trends converting (e.g. the median time is shorter, the TLX scores are lower, and the interview combinations talk about brief, faithful cues) support the existence of causal relations. Divergent findings (e.g., unchanged accuracy but increased false negatives among novices) prompt targeted follow‑up probes: subgroup re‑analysis, vignette difficulty reassessment, or policy review. Such structured triangulation provides meta-inferences, determining what subject to and constraints work, to transform the results into defensible targeted recommendations to explain designs, training, and governance.
[bookmark: _Toc214876417]Ethics and Governance
Consent and participation: Participants will be provided with an information sheet on the purpose of the study, the tasks, risks, benefits, the assurance of confidentiality, data handling, and rights of leaving the study. Consent forms are recorded through.
Confidentiality and data protection: No data or personal information will be gathered in the survey dataset. Pseudonymised identifiers will be used to analyse datasets where relevant; any contact information from the interview is destroyed after use. The information is stored in encrypted drives, which can only be accessed by the research team. Reports will present aggregated statistics and anonymised quotations.
Risk assessment: Research is done with simulated alerts and survey responses, thus there are minimal risks. The risks of fatigue are alleviated by using short sessions, voluntary breaks and the participants are allowed to stop at any time.
Ethics approval: Before data collection, the achieved ethics form will be provided. Possible changes in protocol after the pilot will be appropriately recorded and revisited accordingly.
Transparency and preregistration: Primary endpoints and analytical decisions including inclusion criteria, statistical models and corrections will be preregistered to enhance transparency and minimise bias.
The table below is a summary that indicates align study controls with risks and mitigations.
	Risk 
	Control in this study
	“Evidence of control” I’ll show

	Over reliance on AI
	Short correct explanations and confidence cues: explicit override logging
	Lower FNs in ambiguous malicious cases; healthy override rate 

	Fatigue from noise
	Balanced vignettes; concise evidence cues
	Median time without accuracy; TLX/fatigue means

	Responsibility gap
	Consent text qualifies analyst possession
	Qual themes on escalation/ownership in results 

	Researcher degrees of freedom
	Preregister primary endpoints; fixed analysis plan
	Time/accuracy as primary and other secondary


[bookmark: _Toc214876430]Table 3: Governance & risk controls mapped to protocols
[bookmark: _Toc214876418]Expected outcomes and contributions
This proposal sets forth a rigorous, human‑centred evaluation of artificial‑intelligence assistance within SOC‑like triage contexts. It combines a managed behavioural comparison with more perceptual surveys and qualitative interrogation to respond to a fundamental issue on operational cybersecurity: how to achieve speed and be scalable of AI without losing human judgement. The anticipated contributions quantifiable effects, calibrated trust, and actionable guidance support safer adoption pathways, clearer governance, and more resilient human‑AI teaming. The design can be attained within the targeted period, is ethically sound and meets requirements.
Behavioural effects: In the AI‑assisted condition, anticipation of a reduction in time-to‑decision without a deleterious impact on accuracy; when explanations are concise and faithful, trust calibration is expected to improve, manifesting as context‑appropriate overrides and fewer over‑confidence errors. On the other hand, when the AI produces noisy or obscure reasoning, dependency can extend error rates or effort; the experiment shall bring out such limit conditions.
Perceptual effects: The results of the surveys are expected to show a positive correlation between perceived explainability and trust and moderating positive by the perceived precision, and previous experience with AI tools. The scores of the alert-fatigue can reduce in case the assistance is imagined as accurate and practical and vice versa bad clarification or low consistency can be expected to be associated with higher fatigue levels. 
Framework and guidance: The research will provide a person-task-tool-context model and a combination of practical recommendations: (i) minimum explanation qualities prior to enabling assistance (brevity, specificity, evidence faithfulness); (ii) thresholds for safe automation (precision and uncertainty communication); (iii) interventions to reduce the over-reliance through training; and (iv) governance patterns that clarify accountability and escalation.
Academic value: The study includes the marriage of controlled comparison to field perceptions and interpretive depth to provide a reproducible evaluation protocol that can be used in the case of human-AI teaming in cybersecurity which can be easily replicated on a multi-site basis or submitted to a journal later.
[bookmark: _Toc214876419]Limitations and risk management
Ecological validity: The setting of the triage is modelled; vignettes experience an attempt at simulating the real-life setting but cannot replicate the complete realism of a SOC, dynamics of a team interaction, and the pressure of an adversary. This weakness is contained using realistic patterns of evidence, balancing the cases across their difficulty and verification of what might happen with the practitioners where feasible. Similarity and differences between simulated and live situations will be directly investigated in interviews [30].
Sampling constraints: The convenience sampling can over-represent students or very specific areas. The analyses will consider the level of experience, and the results will be qualified. There would be a further stage, which would involve the employment of several SOCs to investigate generalisability.
Explanation dependence: Designs of effects are sensitive. Piloting will be involved in faithfulness and task specificity; what will be recorded in a study will be precise templates of the exact explanation that the results will be interpreted and replicated.
Self‑report bias. Post-task and Survey scales are prone to bias. The objective anchors of behavioural endpoints (accuracy, time, overrides) are going to be investigated: discrepancies between perception and behaviour will be studied by way of interviews.
Statistical power: In case of inadequate recruitment, confidence will be made prominent, and Bayesian or bootstrap interval will be made available where necessary; the survey can focus on the reliability test rather than when factor modelling is performed in smaller sample sizes.
[bookmark: _Toc214876420]Project plan, resources and timeline
Team and roles: This is done by designing instruments, pilots, collects, and analyses data. Qualitative reliability is facilitated by secondary codes which helps in providing independent cheques on the development of themes.
Resources and tools.
· Experiment and survey: Google Forms/Qualtrics; a lightweight web or slide‑based triage interface to present vignettes and record responses and timestamps.
· Tools: Python (pandas, SciPy/ statistics models) and Jupiter to perform quantitative analysis; Excel / PowerPoint to make figures; NVivo/ Quirkos to code qualitative data.
· Data management: Encrypted storage; version control for instruments and analysis notebooks.
· Recruitment plan: Short-term invitations will be sent to student groups and practitioner networks (mailing lists, professional forums); interviews will be conducted by snowball sampling.

The following diagram specifies the details of the Cycle plan which shows dependencies, overlaps connected as well as final submission in a graphic manner.
[image: A graph with blue rectangles
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[bookmark: _Toc214876427]Figure 6: Project plan - Gantt Chart
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