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Abstract


In this assignment the writer has been assigned a group to do a safety and hazard assessment for the AK-47 assault rifle. Initially a Hazard Identification (HAZID) will be completed to compile a list of the most credible hazards in our system within its operational life cycle. This is conducted by a group of individuals knowledgeable on the system that’s being assed, a brainstorming session will be conducted with key words to determine all the hazards associated. From this a Hazard Operability Study (HAZOP) will be conducted for 5 of the main hazards determined by the group and key outputs such as the likelihood and consequences of these hazards will be determined. Further risk reduction methods are also claimed in this section, such as engineered and procedural methods of reducing the likelihood and severity of the hazard. One of the hazards out of the 5 will then be put through an As Low As Reasonably Practicable (ALARP) justification this is a means of completing a Hazard Analysis (HAZAN) but justifying the hazard to a tolerable level. 
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1.Introduction

Safety and hazard assessments are critical processes in ensuring the well-being of individuals, protecting assets, and maintaining environmental health in various settings, including workplaces, industries, and public spaces. These assessments involve the systematic identification, evaluation, and control of potential hazards that could lead to accidents, injuries, or other adverse outcomes.
The primary goal of a safety and hazard assessment is to recognise existing and potential hazards, assess their risk levels, and develop appropriate mitigation strategies. These assessments are vital in industries such as construction, manufacturing, healthcare, and chemical processing, where unsafe conditions or practices can result in serious harm to workers, the environment, and the public.
In this assignment, the group will be assessing an assault rifle commonly used by armed force and defence industry the AK-47. Key elements of conducting a safety and hazard assessment will be used, this includes understanding the types of hazards—such as physical, chemical, biological, and ergonomic—that might be present, learning about risk assessment techniques, and implementing control measures using the hierarchy of controls. 
By the end of this assignment the writer will develop a hazard analysis based on the AK-47 during its operational life cycle, using various techniques such as Hazard identification, Hazard Operability Study (HAZOP) and eventual As Low as reasonably Practicable justification. The methodology and techniques used is to provide legislative and regulatory bodies, companies and personnel using the equipment evidence to ensure that all potential risks and hazards have been reduced to a level in which can be accepted, either being a limited consequence or such a small likelihood of occurring we can accept the risk.dk




2. AK-47

Before completing a safety and hazard assessment on the system in this case the AK-47 assault rifle (Figure 1). It’s important to understand the system, this allows for subject matter experts and those knowledgeable to make credible scenarios and situations in which the equipment might fail or potentially cause a hazard.

[image: AK-47 - Wikipedia]
(AK-47 Assault Rifle [1])

AK-47, Soviet assault rifle, arguably the most known shoulder weapon in the world. The initials AK represent Avtomat Kalashnikova, Russian for “automatic Kalashnikov,” for its designer, Mikhail Timofeyevich Kalashnikov, who designed the accepted version of the weapon in 1947 [2].
Due to its durability, simplicity, and reliability it was adopted by the soviet armed forces in 1949, despite the advances in technology and the rifles 75-year-old life it’s still commonly used in forces today for the 3 key features highlighted. 
The rifle itself is gas operated and relies on a rotating bolt system. This allows for single or semi-automatic firing. It uses 7.62×39mm cartridges, which provide considerable stopping power and penetration. The rifle typically has a wooden or synthetic stock and is made of stamped steel, making it relatively lightweight and easy to create masses amounts of stock.
The rifle itself doesn’t require extensive amounts of maintenance to operate in the harshest of environments, its battle tested in various countries and is relied upon in heightened or dropped temperatures, exposed to dirt and sand while also maintaining its design capability.
The rifle was designed for ease of use, with limited training and exposure it can still be operated, cleaned, and maintained due to the limited parts it possessed. 
In summary, the AK-47 is a rugged, reliable, and powerful assault rifle that has become one of the most ubiquitous firearms in the world, used in conflicts ranging from major wars to local insurgencies. Its ease of production, maintenance, and operation, combined with its effectiveness, ensures that it continues to be in widespread use decades after its creation.
Despite its positives the AK-47 has its own issues, most commonly the recoil in firing. Recoil refers to the sudden, backward movement that a gun makes when it is fired [3]. This results in problems with accuracy, mainly because of recoil forces generated by the powerful 7.62-mm round and other forces known as blowback that were generated by the weapons' heavy internal mechanisms [2].
Further identified problems with the rifle itself are common loading failures. Loading ammunition can be problematic due to lack of cleaning and maintenance of the equipment this can cause dirt to clog the chamber and cause misfires.
One of the main users of the AK-47 is threat actors and terrorists. This is due to the amount being sold illegally worldwide. Due to the stockpile being massive and the ease of use of the equipment, this allows for industry use and terrorist acts making the AK-47 one of, if not the deadliest weapon ever created.
With guns, ammunition and human interaction this also brings safety hazards and concerns.





3. Hazard Identification (HAZID)

The initial steps in a safety and hazard assessment are the Hazard Identification or commonly known as HAZID in industry. A HAZID is a proactive approach that aims to identify potential hazards early in the process design or operational phase.
This is completed with a group of relevant individuals who have competent technical knowledge on the system such as subject matter experts (SME), stakeholders and those who have had operational use of the system.
The key benefit of conducting a HAZID at this stage is the early identification of high consequence hazards providing essential input to project development decisions before the design reaches its final stages. This will lead to safer and more cost-effective design options being adopted with a minimum cost of change penalty.
It is a flexible risk analysis technique that can be used at any time in the lifecycle of a plant, from early project life to decommissioning. For example, HAZID analyses are often used for Management of Change where modifications, upgrades, or re-design of existing facilities are carried out [4].
There are various methods of completing a HAZID. In this case there is a group of 4 with backgrounds in safety case engineering. There was independent research completed by the group to fully understand the AK-47 functionality and specific node that is being assessed in which the system has all its parts in functionality while in operation.
From this research a scribe was assigned to take notes of all the credible hazards that had been determined via research and engineering judgement. This can be seen below (See Figure 2): 





	Hazard 
	Description 

	Bandits
	Terrorist attack

	Recoil 
	Pushback from firing

	Ejected casings
	Casings from firing

	Misfire
	Failure to fire, ie lodged projectile/incomplete burn

	Inadvertent Firing
	Human

	Hot Barrel 
	Heat from firing

	Mis-Assembly
	Puts magazine in wrong, etc

	Slips Trips Falls
	During use of gun

	Drop & Impact
	During use of gun

	Water ingress
	Ingress into gun/storage

	Sand ingress
	Ingress into gun/storage

	Excessive Temperature
	Leading to gun failure

	Finger jam
	Trigger getting jammed

	Sun glaze on sight
	Human error

	Improper Electrical Input 
	Leading to other hazards

	Bullet manufacture error
	Leading to other hazards

	Barrell manufacture error
	Leading to other hazards

	Improper storage
	Leading to other hazards

	Ricochet
	Bullets rebounding, ie off walls

	Lack of training 
	Human error

	Grip
	Poor grip leads to improper firing

	Miss magazine hole
	Human error

	Attachment failure
	Attachment breaking, ie sling/bayonet

	Weight 
	Heavy gun

	Explosive compound failure
	Projectile failure

	Wear and tear 
	Potential for other hazards

	Sight/Scope
	Potential to hit self/others

	Human failure
	Human error

	Noise
	Noise from firing



(Figure 2- Initial HAZID)

From the list above some of the identified hazards have been listed. This came from a brainstorming session by the group with additional use of keywords being implemented for discussion. This is a common method used in HAZID to begin thought provoked discussions in determining hazards. A brief description of the hazard has been introduced at this stage to give the reader an understanding into the potential initiator or consequence of the described hazard. 
This list will be completed for all nodes and Life Cycle phases of the AK-47 from the manufacturing stage through to its disposal to ensure all possible hazards of its life have been assessed and addressed.
The next stage of the assessment is Hazard and Operability study, for the assignment 5 of the key hazards identified in yellow above will be taken forward into this stage for further assessment. This was a group decision based on further brainstorming and engineering judgment to assess the hazards with the greatest consequences.

4. Hazard and Operability Study (HAZOP)

A Hazard and Operability (HAZOP) study is a structured and systematic examination of a planned or existing process or operation to identify and evaluate problems that may represent risks to personnel or equipment or prevent efficient operation. 
The HAZOP technique was initially developed to analyse chemical process systems but has later been extended to other types of systems and to complex operations and is the adopted methodology for the AK-47 safety assessment. A HAZOP is a qualitative assessment based on guidewords and is carried out by a multi-disciplinary team (HAZOP team) during a set of meetings.
As the initial guidewords have been adopted during the HAZID stage, the HAZOP is a further expansion on the identified hazards to determine their potential consequences and likelihood of occurring. The two key variables in this methodology are determining the Consequence and Likelihood, in doing so a risk class matrix was developed based on previously done hazards assessments. This risk class framework is based on the guidance form the Defence Ordnance Munitions and Explosives (OME) Regulator from DSA 03-OME Part 1 (JSP 520) [5]. 


	
	Insignificant (1)
	Minor (2)
	Significant (3)
	Major (4)
	Severe (5)

	Frequent (5)
	Medium (5)
	High (10)
	Very High (15)
	Very High (20)
	Very High (25)

	Likely (4)
	Medium (4)
	Medium (8)
	High (12)
	Very High (16)
	Very High (20)

	Occasional (3)
	Low (3)
	Medium (6)
	Medium (9)
	High (12)
	Very High (15)

	Unlikely (2)
	Low (2)
	Low (4)
	Medium (6)
	Medium (8)
	High (10)

	Improbable (1)
	Low (1)
	Low (2)
	Low (3)
	Medium (4)
	Medium (5)



(Figure 3- Risk Class Matrix)

The Risk Class Matrix (RCM) Is a visual representation of the likelihood the risk will occur and the resulting consequences of this risk if it would occur. The left column indicates the likelihood of the risk occurring with the top row highlighting the severity of each consequence in the event of an accident. This will be multiplied and eventually a risk class will be put to each individual hazard assessed, ultimately discovering if the hazard is low, medium, high, or very high in its class. This is a visual aid to determine if a risk is acceptable in the low region, justified in the medium region and provides a means of reducing the risk of those in high to very high regions.

Equation 1: Risk Level = Probability x Impact or Risk = Likelihood x Severity [6]

The criteria set for the likelihood and severity has been drafted from the Health and Safety Executive (HSE) Guidance they are the UK national regulator for workplace health and safety. With the duty to protect people and places, while striving for a healthier environment and workplace.

	Likelihood
	
	
	Severity
	

	Frequent
	1-100
	
	Negligible
	No Injury

	Likely
	100-1000
	
	Minor
	Minor Injury

	Occasional
	1000-10000
	
	Significant
	Major Injury

	Unlikely
	10000-100000
	
	Major
	One Death

	Improbable
	100000-1000000
	
	Severe
	Multiple Deaths



(Figure 4- Risk Class Matrix Framework)


Based on these values, the calculation will be completed, and the class will be determined (See Figure 5).


	
	Lower
	Higher
	Tolerability

	Low
	1
	3
	Broadly Acceptable

	Medium
	4
	9
	Tolerable if ALARP

	High
	10
	14
	Tolerable if ALARP

	Very High
	15
	25
	Intolerable


(Figure 5- Risk Class)


Now the risk class matrix has been determined a systematic approach can be completed for each of the 5 identified hazards within the HAZID stage. The information contained from the HAZID will be put across initially in determining the hazard, description, and cause of the incident. From this the group will use their engineering judgement to determine the likelihood of the hazard occurring and its severity, once completed this will be placed under a risk factor or risk class. 
Risk reduction methods will be put in place, even if the hazard is in the tolerable region, it is worthwhile putting those risk reductions in place early on and screen them out if deemed necessary within the ALARP stage of the report. This is done as there has been no formal hazard analysis on the hazard therefore writing off risk reductions at this stage is not Relevant Good Practice (RGP).
The following sections will highlight each hazard, the risk class they are initially grouped to and the following risk class after the risk reductions have been put in place. This will be completed for 4 out of the 5 hazards, as this was the grouped task for the assignment the following hazard will require a full hazard analysis and ALARP justification for the claims made, this will be completed as the secondary part of this assignment.
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4.1 HAZOP Risk Classification

[image: ]
(Figure 6- HAZOP Table)



As each of these hazards will be further assessed within an ALARP justification with Hazard 4 or H4 Inadvertent firing being assessed within this assignment, the further hazards are there to provide an understanding into the types of risk reduction methods and classifications present for the reader.
· Hazard 1 (H1) suggests that recoil which has been a common issue within the AK-47 as described previously and in the safety briefs, this can cause minor to severe injuries with the large volume of gas leaving the barrel. It was assessed that as the AK-47 can be operated without extensive training it is not unlikely that firing the rifle from an inexperienced user could cause various ranges of damage. The likelihood of this occurring isn’t insignificant however it is not commonly found upon discussions and research therefore in calculation.

Equation 2: Likelihood (3) x Severity (3) = Risk Factor (9)

A risk factor of 9 would equate to a medium risk class and would therefore be compliant to legislative and regulatory bodies with the appropriate justification. This has been demonstrated with the risk reduction methods. These may not all be used after completing the ALARP justification however from the HAZOP perspective adding training, equipment stands, compensators, grips, stock and personal protective equipment (PPE) will reduce the likelihood and consequence of the hazard by a magnitude of one for both incidences leaving the residual risk factor 4, however this is still a medium risk factor it is nearing the broadly acceptable region (See Figure 7) in which is the ultimate goal for a safety engineer to achieve In its assessments but is usually compromised by budget, time and other priorities in the design.

[image: ALARP carrot diagram based on HSE (2001).]
(Figure 7- ALARP Carrot)

This assessment was completed for all other remaining hazards to understand the risk classification and factor before completing an ALARP justification, this is an initial assessment to then justify why we the risk reductions are necessary or deemed inappropriate as the likelihood is so low, or the consequence is so insignificant as described previously.


5. ALARP Justification

A described by the Health and Safety Executive (HSE) "ALARP" is short for "as low as reasonably practicable". "SFAIRP" is short for "so far as is reasonably practicable". The two terms mean essentially the same thing and at their core is the concept of "reasonably practicable"; this involves weighing a risk against the trouble, time and money needed to control it. Thus, ALARP describes the level to which we expect to see workplace risks controlled [7].
In this ALARP justification the group have all been assigned one hazard to fully assess. The writer will be completing a hazard analysis and ALARP justification into the inadvertent firing of the AK-47 rifle due to human error. Inadvertent firing is unintentional discharge is the event of a firearm discharging at a time not intended by the user.
To break this down it is important to understand what the hazard is and how it could potentially occur, in other words the initiating factors for this specific hazard.


5.1 Initiating Event

As this hazard pertains to human error leading to inadvertent firing this can eliminate any mechanically or engineering failures leading to the hazard. Firing the rifle at the incorrect target or area will also not be considered as this is out with the scope of the AK-47 itself and down to decision making from the personal, therefore would be assessed elsewhere.
In operations pertains to any company or personnel who are entitled and have been approved for use of this equipment will be assessed. Threat actors and terrorist organisations who choose the right to buy, sell and operate these rifles inappropriately will not be assessed as this is out with the bounds of this assignment. It would be under the assumption that the operators are suitably qualified and experienced personnel (SQEP) operating the kit.
The AK-47 is mechanically driven with external input from the operator who operates the trigger and initiates the firing sequence. When the AK-47 is operated the rifles, trigger is pulled, they then release the firing hammer, which strikes the firing pin. This action sparks the bullet primer which, in turn, ignites the gunpowder to fire the bullet. The gas that propels the bullet forward also pushes back on the bolt carrier assembly, ejecting the empty casing. This action also resets the hammer into firing position.
The bolt pulls a new round up from the magazine and inserts it into the barrel. The sear keeps the bolt hammer in place until the bolt carrier returns into position.

[image: The AK-47: Everything You Want to Know | Military.com]
(Figure 8- AK-47 Firing)

The AK-47 is mechanically driven with external input from the operator who operates the trigger and initiates the firing sequence
From the HAZOP it will be assessed from the worst-case scenario in which multiple deaths of friendly forces and civil personnel would occur, this would also have a medium likelihood of occurring with no reduction factors in place. 
From an individual assessment some of the likely scenarios for this to occur are as follows:
· Initiator 1- Human Error leading to drop of the AK-47 leading to an inadvertent firing,

· Initiator 2- Human Error leading to a snag of the trigger leading to an inadvertent firing.


5.2 Hazard Analysis (HAZAN)

5.2.1 Initiator 1 
In this scenario the operator would unintentionally drop the AK-47 assault rifle which would cause inadvertent firing. In this scenario the rifle would have to provide enough inertia energy to provide the primers with the activation energy for the gun to fire. 
This hazard cannot be eliminated as the gun would have to be carried by personnel in operation. It would be under the assumption that the individuals carrying the rifle are SQEP and have suitable training regimes based on strict army schedules and regimes, however this would only be a partial safety claim as the likelihood of a human failing can be taken as 1-100 dependant on levels of responsibility based on the skills, rules and knowledge methodology (See Appendix 1).
Further reductions methods have been assessed with an additional sling attachment added to the rifle (See Figure 9). The Vickers sling is an industry standard belt that provides protection from the drop of a rifle and ensures it remains attached to its operator. As this will be only used in operation the sling will be able to be replaced or go through its maintenance period to avoid any wear and tear concerns which could potentially lead to another dropping scenario. 
From a cost benefit analysis, this kit can be purchased from around £75-£100 each based on varied sources and manufacturing companies. As the consequences of this event is considering the death of multiple people. The consequence completely out ways the argument of not implementing this engineered way of preventing a drop of the rifle. With this engineered method, regular maintenance and the user being a SQEP individual, this vastly reduces the likelihood of a drop occurring and puts this initiator into the tolerable region for acceptance when considering the risk class matrix and the residual risk factor before the ALARP assessment.
[image: Blue Force Gear Padded  Vickers Combat Applications Sling VCAS-200-OA | Tactical-Kit]
(Figure 9- Vickers sling)
5.2.2 Initiator 2
In this scenario the operator would unintentionally snag the firing trigger and inadvertently fire the rifle. This would not consider the operator pulling the trigger themselves as this would be down to an unlawful act.
This scenario cannot be eliminated as the rifle is a necessary piece of equipment in operation and combat. Like the previous assessment this would be under the assumption that those who are SQEP would be operating the rifles. 
Additional safety means are engineered within the weapon itself. The AK-47 provides a safety lock mechanism which can be easily interchanged seconds before firing (See Figure 10). In this image the safety lock is activated and only must be lifted to the orange circle for the gun to be ready for fire. This requires strength and intense upward motion of the operator making it unlikely a snagging scenario to cause this.


[image: How to field stripp the Kalashnikov AK47 AKM AK74 and ...]
(Figure 10- AK-47 Safety Lock Circled)


With the safety lock in place and SQEP personnel operating the rifle this vastly reduces the likelihood and consequence of inadvertent firing. In the event the safety lock is off, this would suggest combat or operational environment is in place, therefore the hazards posed by enemy threat out way the consequences and likelihood an inadvertent firing threat could pose therefore is deemed not worthy of assessment in this operational phase.
In a down period, it has been considered that a gun holster (See Figure 11) could be a suitable option in isolating the hazard. If the operator forgets to activate the safety pin and snags the trigger leading to an inadvertent firing the gun holster would provide extra protection the personnel and environment from injury or deaths.
[image: AK47 Leather Scabbard - Kirkpatrick Leather Holsters]
(Figure 11- Gun Holster)
For down periods in operations this would be the suggested equipment to be adopted for the safety of individuals involved. However, removing the gun holster, reloading and firing in a combat scenario may be deemed detrimental in reactive environments. As this could potentially out way the risk to individuals compared to inadvertent firing from the user this would be up to the duty holder to accept the risk. 
However, the engineered, training and procedural risk reductions included would reduce the likelihood of this hazard and ultimately allow for the risk to be tolerable. 








6. Conclusion

From this assessment the most credible hazards with the AK-47 have been identified via the HAZID process. They have then been further assessed in the HAZOP study which was reduced to its 5 most likely hazards or those with the greatest consequences. Out of those 5 hazards the writer has completed an ALARP assessment on the inadvertent firing of the rifle down to human error. This was a pessimistic assessment as they are not a human factors expert but adopted the SRK methodology for transparency. Further engineering reduction methods were adopted and engineering judgement to provide enough evidence in ensuring the hazard scenarios provides were brough to an ALARP tolerability level.
This process would be completed for all the possible life cycle phases, scenarios and environments the AK-47 would be exposed to; however, this assignment was just to provide the reader an insight into some of the tools and techniques used to conduct a suitable and reliable safety and hazard assessment. 

















7. Appendices

Appendix 1:
“Human factor-related accidents account for an increasing portion of the total accidents through the advancing level of system automation. Human reliability becomes the key issue in human-machine systems especially for safety-relevant tasks and operations. Rasmussen's SRK (skill-rule-knowledge) model is well known in the field of human factors. Likewise, it is well known that skill-based behaviours have the highest human reliability, while knowledge-based behaviours are associated with the lowest reliability scores. Although numerous studies exist on human error probability (HEP), correspondingly typically attributed directly or indirectly to these three levels of behaviour, a coherent, consistent representation, especially using data sources, has not been available. In this contribution, the quantification of human behaviour levels with Rasmussen's SRK model is given based on three databases for the first time. Effects of time pressure and training on human reliability switching are also analysed based on related publications. To determine the HEP of these three levels, three databases, technique for human error rate prediction (THERP), Savannah River site human reliability analysis (SRS-HRA) and nuclear action reliability assessment (NARA), from human reliability analysis (HRA) methods are used. The procedure contains identifying the tasks including the operator involved and the assumptions the analysts made and classifying the tasks into suitable cognitive behaviour mode (CBM). In this case, the relationship between SRK levels and HEP is mapped. The effects of the two in automation context very relevant performance shaping factors (PSFs), time pressure and training/knowledge degradation, on human behaviour levels switching are analysed and the explanations of the SRK switching are presented. In this case, a more general structure is established to illustrate the dynamic behaviour of levels switching with six directions under different conditions. From the results we conclude that skill, rule, and knowledge behaviour levels are continuous in terms of HEP and therefore allow a new inside into this key aspect of human factor quantification. Based on this analysis the consequences of daily automation in the context of autonomous transport systems in combination with human qualification and reliability degrading are from this specific and in the current automation discussion very intensively discussed. The presented discussion linking SRK levels and HEP gives a new perspective on the foreseeable consequences of further automation in application areas with increasing automation of everyday tasks (like using a highly automated vehicle).  [8]
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