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[bookmark: _Toc133405538]Abstract
Most enterprises nowadays make use of at least a single server for the purpose of storing files and information crucial to their operations. As such, they must be efficiently configured to provide reliability, security, scalability, and speed. Configuring a server without these factors in mind can cost an enterprise time and by extension money. This project aims to research what configurations should be implemented to achieve an efficient overall configuration of a server. To do this, a literature review was carried out to better understand the factors that affect efficiency. Upon completion of the literature review, Implementation and testing of the configurations researched within the literature review was carried out. This includes testing of RAID Arrays, creation of GPOs and failover clusters, etc…

     For testing, two benchmarking tools, CrystalDiskMark and ATTO Disk Benchmark, were used. These allowed for testing and measuring of the read/write speeds of RAID 5 and RAID 10, as well as a baseline configuration that was not using RAID. Through testing and analysis, it was determined that RAID 10 was the best configuration choice for speed optimisation of the server, as it had the best read and write speeds out of all the configurations tested. After implementation and testing was completed, a summary of the final server plan was drafted.





[bookmark: _Toc133405539]1. Introduction
Servers play a significant role in how organisations perform many of their day-to-day responsibilities. Servers store the majority, if not all of an organisation’s data, and allow users of the network to interact with this data, as well as store or edit data. Data is invaluable to organisations, and if the server were to go down, this can severely hinder the operations of the organisation. Therefore, due to the importance a server carries, it is key that a network engineer properly configures the server to ensure performance is as optimised as it can be, as well as ensuring that the proper precautions and measures are in place to minimise downtime of a server and to keep it secure. This is both a topic I have great interest in, and an important area of study for me, as I would like to work as a network engineer after university, where I will be interacting with servers daily. This specific topic is also scarce for research papers, many documents that will be referenced throughout this project will show readers how to configure a server, but very few, actually give explanations as to why certain configurations have been chosen. Furthermore, these referenced documents do not include testing and comparisons of configurations. One example of a test that could be carried out would be testing and comparing the time it takes for both RAID Level 5 and RAID Level 10 to transfer a 20GB file, to determine which has the faster write speeds. This is something this project will do, as it will both improve the integrity and usability of the document and further differentiates this document from others already available.

     With this project, I aim to answer the following question: What are the best configurations for an efficient data server within an enterprise network, in terms of speed, security, reliability, and scalability? To do so, research will be done on various factors and configurations that affect these key principles. This will include research and discussion of RAID (Redundant Array of Independent Disks) levels for improved performance and reliability, methods to make a server scalable (Use of cluster nodes), methods to ensure the reliability of the server for its users (RAID, Failover Clusters), and some security practices, such as making use of antivirus software, firewalls, and the creation of GPOs (Group Policy Objects). Virtual Machines will be used to show how to configure a server with the factors mentioned previously in mind. Testing will also be carried out, where RAID levels will be tested and compared against each other, to determine which RAID level is the fastest, in terms of read and write speeds.

Aim:
To investigate what configurations and practices are best for an enterprise server, in terms of speed, reliability, scalability, and security. Research and testing will be performed where suitable to aid the investigation and determine what configurations should be implemented.
Objectives:
· To conduct research into the subject area to gain an understanding of what configurations should be considered when configuring an efficient server.
· To further discuss and evaluate this research, to better understand what factors should be considered for the enterprise server. 
· To design/implement and configure a server within a small virtual network, further demonstrating how to configure a server.
· To test and analyse different RAID configurations, to determine which configuration will give the server the best performance possible.
· To evaluate and summarise these test findings and use them alongside prior research to draft a final server plan.
In the following chapters, further planning will be completed. In Chapter 2, a literature review will be done, which aims to summarise and evaluate any existing knowledge relating to the subject area, outlining some similar documents and how this project aims to differentiate itself from them. Once this is completed, Chapters 3 and 4 will discuss the research and development methodologies for the report. 

     Once the necessary planning has been completed, testing of server configurations will be done and analysed in Chapter 5, alongside a walkthrough of how to set up the server and the configurations applied, with reasoning for these decisions. Once all configurations that can be tested have been tested, chapter 6 will conclude the project. A final design for the server will be drawn up that meets the desired factors for efficiency, these being speed, security, scalability, and reliability. Summaries for each configuration highlighted will be given also. There will also be an additional chapter for reflection on the overall project.



[bookmark: _Toc133405540]2. Background Research and Literature Review
[bookmark: _Toc133405541]2.1 Introduction to the Literature Review Process
A Literature Review “summarizes and evaluates the existing knowledge on a particular topic. Its purpose is to produce a position on the state of that knowledge” [1] Luckily for this project, a lot of the background knowledge and data needed to accurately design an efficient data server solution had already been collected. One problem however is collecting the data itself. This has been a problem for me throughout my university work, as when researching a particular area of computing, whether that be networking, data security, etc… The data, although very useful, tends to be quite dispersed. Very few journals and books will have all the necessary information required to complete a task or answer a question given in an academic setting. Another problem is that this data has very few tests/experiments for certain server configurations. These problems do work in this project’s favour however, as the lack of a document like this one, that incorporates all the sources, information, and steps required to set up an efficient data server solution (starting at the planning stages and ending at successfully deploying the server) makes it unique, as well as being incredibly convenient for use when configuring a server. As this project is also required to include implementation and testing, configurations can be tested when applicable to show which configurations are most optimal for the performance of a server.

     Objective 1 states that the project should “conduct research into the subject area to gain an understanding of what configurations should be considered when configuring an efficient server.” Therefore, research will be done into the background of the subject area, to ensure all readers have a basic grasp of servers, their role within an enterprise, and what configurations should be considered with rationale for each. For example, someone such as myself, who has a decent understanding of networking and server technology could happily use this document without the background knowledge required being given to us. Someone relatively new to this field however, maybe someone going into foundation or first year of their university studies, or someone interested in setting up their own data server, might struggle to make sense of the document without the required background knowledge being supplied. By including this background knowledge, the document becomes far more accessible, as those with prior knowledge within the subject area can skip this objective. Those readers who are not as knowledgeable, however, can make use of objective 1 to give themselves a better understanding of the subject area. This allows them to make use of the rest of the document without having to seek out the background knowledge elsewhere, possibly deterring them from using the document altogether. References used within the document can be used by readers to further their understanding of a particular concept of their own volition, rather than it being a necessity to understand and make use of the document.

[bookmark: _Toc133405542]2.2 Similar Papers/Books to This Project
It is good to clarify from the start that many of the configurations that will be discussed and used are with a Windows Server in mind, Specifically the Windows Server 2019 Operating System (OS). This puts my document within the same field as books such as “Windows Server 2019 & PowerShell All-in-One For Dummies” [10] by S. Perrot, and “Windows Server 2019 Inside Out” [9] by O. Thomas. Both of these books cover the installation process, and key configurations that can be done within the OS, such as setting up the Active directory, Clustering for high availability and scalability, security solutions, etc… These books do miss some key points, such as explanations for each RAID level and considerations/rationale as to which should be used within a server for an enterprise network. They also focus purely on configurations that can be done within the OS. My project however aims to discuss configurations that can be done outside the OS as well as systems that can be put in place to aid in high availability (Installation of an Uninterruptible Power Supply), security of the server and the network, and the enterprise it is deployed within (Physical security controls for example), and so on. 

     As alluded to earlier in the document, these documents referenced have one glaring flaw: They assume the reader has a basic understanding of servers and Windows servers, lacking the background information for readers that are interested in the subject area but are not as knowledgeable as the writers of these books. This project aims to deliver this background information, such as explanations of RAID and RAID Levels, the concepts and key principles of high availability and scalability, to ensure all readers can make full use of the document, whilst also providing references for readers to further expand their knowledge.
[bookmark: _Toc133405543]2.3 Background Research
[bookmark: _Toc133405544]Defining a Server: File Server
In simple terms, a server is a computer/computer program that provides a service for other computers/computer programs. When discussing servers, however, it is key to clarify what type of server is being referenced. The server that this document covers and references is known as a file server. Other server types include web servers, email servers, etc. In the CompTIA A+ Complete Review Guide book, the following definition of a file server is given:

“File servers are used to store files that can be accessed by the users in the network. Typically, users are encouraged or even required to store any important data on these servers rather than on their local hard drive because these servers are typically backed up on a regular basis” [2]

     File servers typically have a significant amount of storage space to accommodate multiple users. Hard drives on these servers will also be configured in a RAID system. A RAID configuration, short for “Redundant Array of Independent Disks”, is where 2 or more storage devices (Most commonly hard disks) are combined to act as one single accessible storage drive. Doing so, as explained by J. Eckert in “Hands-On Microsoft Windows Server 2019”, provides “faster data transfer speeds than a single hard disk as well as fault tolerance in the event of a hard disk failure” [3]. RAID has different configuration types, known as RAID levels. Each of these levels possesses its own advantages and disadvantages, which will be discussed later on in the document.
     
     With this in mind, why do businesses use file servers?
· “Ease of access to files for collaboration” [3]
· Centralisation of IT Management (Such as centralised management of permissions, “Centralized security management” [3] and “Centralized backups” [3].)
· Remote Access to Files - Allows employees to access files from outside the workplace (Such as at home). This can be used to allow employees to work from home when needed, which has its own host of benefits: 
· Gives employees a better work-life balance (Allows them to work when it suits them) 
· Saves employees and the business money - For employees, they can save money and time commuting. For the business, Physical office space can be decreased, which cuts down the costs of overheads (Electricity, renting office spaces, stocking vending machines, etc…) 
· Better for the environment – (Fewer employees commuting means less pollution from cars, this can boost the business’ reputation and aid in making the business eligible for green government grants.)

[bookmark: _Toc133405545]Reliability and High Availability
Ensuring Reliability, and by extension high availability of a server within an enterprise is crucial, as any downtime during a business’ operational hours is a loss of revenue for the business. This loss varies depending on how important the server/service is to the business’ employees and customers. For a business like Amazon which hosts many other businesses’ servers using cloud computing, their servers going down means their customer’s servers go down, negatively impacting all businesses and customers that rely on these servers hosted by Amazon. Strictly focussing on file servers, any documents required by employees to enable them to do their job being inaccessible until a server is brought back online will grind their productivity to a halt.
     High availability is the mitigation/removal of points of failure of a service or system, to minimise its downtime. The “MySQL High Availability” book by C. Bell, M. Kindahl, and L. Thamlann covers the concept of high availability, the key principles to achieving high availability, and some methods of achieving it within MySQL. This book aids in explaining the concept of high availability and gives some methods for achieving high availability that can be applied to a file server as well. As explained in the book, to achieve high availability “you have to plan carefully for any contingency and ensure that you have redundancy to handle failing components.” [8]. The book goes on to explain the 3 main principles needed to achieve high availability:
“Redundancy
If a component fails, you have to have a replacement for it. The replacement can be either idly standing by or part of the existing deployment” [8]
This would include the implementation of RAID, as discussed previously. Other ways to ensure redundancy would be through a backup separate from RAID, either onsite or offsite.
“Contingency plans
If a component fails, you have to know what to do. This depends on which component failed and how it failed” [8]
For example, if the power of the business were to be cut due to unforeseen circumstances, such as thunder and lighting, or an accidental short circuit due to a user error, the business should have plans in place for employees to follow in the event of these circumstances. An Uninterruptible Power Supply Unit (UPS) could be used in this circumstance. A UPS is used to “provide uninterrupted, reliable, and high-quality power for vital loads. They, in fact, protect sensitive loads against power outages as well as overvoltage and undervoltage conditions. UPS systems also suppress line transients and harmonic disturbances.” [30] In the event of a power cut, a UPS would keep the server and any computers plugged into the same UPS, or a separate UPS, powered on. This would allow a network manager and other employees to carry out the instructions set out in the contingency plan to ensure all work is saved successfully, and data on the server does not corrupt. After this, the server would be shut down safely, and the necessary steps can be taken to get power back up.
“Procedure
If a component fails, you have to be able to detect it and then execute your plans swiftly and efficiently” [8]
When ensuring high availability, any resources that allow the server to function need to be checked for points of failure, and then removed, or if not possible, mitigating any single points of failure first and foremost. As explained in “MySQL High Availability”, “If the system has a single component whose failure will cause the entire system to fail, the system has a single point of failure. If a system has a single point of failure, it puts a severe limit on your ability to achieve high availability” [8].
     Outside of high availability, there are other methods to ensure the reliability of a server. Data redundancy is important for improving the reliability of a server. If an enterprise’s data is lost with no backups, both time and money are lost. By having backups of data, in the event data is lost on an enterprise’s server, it can still be recovered. One way to ensure data is redundant is through the use of RAID configuration, which will be discussed further on in the literature review. Another method of ensuring data redundancy is through the use of offsite backups.
     Offsite backups are data backups stored outside of an enterprise’s main building/location. Offsite backups are immensely important if a server is damaged/broken. This could be through unforeseen damage, such as a fire, flooding/water damage, or an earthquake. It could also be through physical tampering by a criminal, or if a criminal were to steal a server or its storage drives in an attempt to gain access to its data. In the event of any of these scenarios, an offsite backup allows an enterprise to restore its lost data through an offsite backup. This means less time and money needs to be spent on recovering from the loss. An offsite backup is only useful, however, if data is routinely backed up. One way to ensure this is done is with the use of the Grandfather-Father-Son (GFS) backup rotation scheme. This scheme involves “three backup cycles (monthly, weekly, and daily):
· Grandfather cycle: Full backup, once a month
· Father cycle: Full backup, once a week
· Son cycle: Incremental or differential backup, every day” (Only new/altered data is backed up during this cycle to save storage space on the backup drive/server) [31]
Below, figure 1 illustrates an example of this backup scheme.
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Figure 1 GFS Backup Scheme

This backup scheme gives an enterprise multiple backup images to draw from if data on their main server is lost.


Lastly, the use of a failover cluster within Windows will be used. A failover cluster, or clustering “is one of the best ways to provide failover and redundancy in an infrastructure. With clustering, multiple servers (nodes) are grouped together to improve performance through load balancing and allowing for failover, providing high availability” [32]. Failover clustering allows servers to effectively combine their performance. If a server, or node, were to go down, another node can take over its operations, until the server is running again. This not only makes failover clusters great for reliability, but also scalability. As the needs of the business increase, the cluster can adjust to provide the resources necessary through its multiple nodes. Further nodes can be added at any point, meaning the cluster can scale with the growth of the business. If more power is needed, additional nodes can be added.


Scalability
     Scalability is another important point to consider when discussing the configuration of a file server. Even though it is more useful for other types of servers, such as web servers as usage of them can fluctuate heavily, meaning the server should be able to deal with an increase in usage. Scalability is still useful for file servers, however, as the server should be able to and also aids in achieving Reliability.
     One method for achieving scalability is with the use of a failover cluster within Windows. A failover cluster, or clustering “is one of the best ways to provide failover and redundancy in an infrastructure. With clustering, multiple servers (nodes) are grouped together to improve performance through load balancing and allowing for failover, providing high availability” [32]. Failover clustering allows servers to effectively combine their performance, so when loads get high on a node, another node can balance the load with its own power. Nodes can also be added to the failover cluster at any point, meaning the cluster can expand as the enterprise does, making this configuration highly scalable. Another benefit of a failover cluster is the reliability it provides a server/ If a server, or node, were to go down, another node can take over its operations, until the server is running again.
     The implementation of a failover cluster will be documented later in the project.




[bookmark: _Toc133405546]Improving the Speed and Reliability of a Server Using RAID
As explained previously, RAID is a data storage virtualization technology used to combine two or more physical storage devices for data redundancy/fault tolerance, and/or improved read/write speeds. This is then represented as a single storage drive (for the most part but can be represented as multiple) within a file system. RAID has many different configuration types, known as RAID Levels, which each use different methods of combining storage devices, which also come with their own advantages and drawbacks. Below, Figure 2 was taken from “High Performance MySQL: Optimization, Backups, Replication, and More”, which gives a brief overview of different RAID levels.
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[4]

Figure 2 Raid Levels


[bookmark: _Toc133405547]Server Configurations: RAID Level 0
[image: A picture containing diagram

Description automatically generated]RAID 0 is the cheapest of the RAID levels, as explained in the “CompTIA Cloud+ Study Guide: Exam CVO-001” book, RAID 0 works by taking “a block of data to be stored and spread it across two or more disks. This process is called striping – the file is stored across more than one hard drive.” [5] This allows for parallel read and write operations, enabling the system to make use of the performance of multiple drives, decreasing the time it takes for a read/write operation to complete. RAID 0 “is often found in storage-intense environments such as many database applications where storage speed can often be a bottleneck.” [5] One drawback however is the simple fact that this RAID level “provides no redundancy or error detection, so if one of the drives in a RAID 0 array fails, all data is lost” [5] making it unsuitable for an enterprise file server, as the data stored within an enterprise’s server is often critical to its operations, therefore ensuring redundancy is crucial.[6]
Figure 3 Raid 0

[bookmark: _Toc133405548]Server Configurations: RAID Level 1
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Description automatically generated]RAID Level 1, as explained in the CompTIA exam guide referenced previously, “is pretty basic in that a complete file is stored on a single disk and then a second disk is used to contain an exact copy of the same file. By storing the same file on two or more separate disks, complete data redundancy is achieved.” [5]. In the event of a failure on the main storage drive, any data lost can be easily restored using the backup storage drive. One other benefit with RAID 1 is “that the data can be read off two or more disks at the same time, which allows for an improvement of read times over reading off a single disk as the data can be read in parallel.” [5] As a result of data being written twice, however, gains are not seen in write speed. RAID 1 is also cost inefficient, as it can only make use of half the total storage space of both storage drives, as the other half is used to store the backup.Figure 4 Raid 1
[6]


[bookmark: _Toc133405549]Server Configurations: RAID Level 5
RAID Level 5 is a more popular choice for RAID configuration, as like RAID 1, it makes use of data redundancy techniques and has improved performance. Unlike RAID 1 however, RAID 5 is cost-efficient in comparison, at a sacrifice of complete data redundancy. RAID 5 uses striping for improved read/write speeds, like RAID 0. It does have data redundancy but does not use data mirroring as RAID 1 does for its data redundancy. Instead, RAID 5 uses a technique called striping with parity. Blocks of data are made use of striping across the storage drives for improved performance, however, 1 block from each storage drive is assigned as a parity block. This parity block contains backup data, as well as a checksum, which is a calculation designed to detect errors during data transmission. When the checksum finds that data is missing, the parity blocks are used to restore this data. Doug Lowe, the author of “Networking All-in-One For Dummies” book, gives a simplified example of what checksum does, which is quoted below:
“The basic principle of how a RAID 5 array works is actually pretty simple to understand. Suppose I tell you to write down a list of five numbers. For Example:” [7]
22 37 16 81 53
“If I were to then erase one of the numbers at random, could you reconstruct the list? Not unless you have really good memory! But if you know in advance that I might erase one of the numbers, there’s an easy trick that will help you recover the erased number: Just add all the numbers up, and write down the sum:” [7]
22+ 37 +16 +81 +53 =209
     The random number can then be found by adding up all the numbers left over and taking that away from 209. RAID 5 and the checksum work similarly to this but with more complicated maths than above. The principle however stays the same. It’s worth noting that the write speeds are affected, as when writing to a storage drive this calculation is first done for error checking. Then data is written to both the available storage space and the redundancy storage space. Write speeds can still be quicker when compared to not using RAID, but slower when compared to other RAID levels, such as RAID 0.
     There is one other major drawback that should be considered when using RAID 5: its lack of fault tolerance. In the event that one of the storage drives fails, the data lost can be replaced. It does however take longer when compared to restoring data using mirroring, as instead of simply copying the data from the mirror drive/s to the other storage drive/s, RAID 5 must first read all the data from the drives to find out what has been lost. If multiple drives were to fail, the data stored on the array is lost, and data then has to be backed up from a separate backup. The chance that multiple storage drives fail at once is more common than you’d think. As explained by Doug Lowe, “keep in mind that most RAID arrays are populated with disk drives that were purchased at the same time from a single manufacturer. There’s a good chance all the drives came from a single manufacturing lot, will have a similar expected lifetime, and have about the same amount of usage on them.” [7]
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[6]
Figure 5 Raid 5


[bookmark: _Toc133405550]Server Configurations: RAID Level 10
RAID Level 10 combines the advantages of RAID 1 and RAID 0, which is why it is known also as RAID Level 1+0. RAID 10 uses striping for improved read/write speeds and provides complete data redundancy using mirroring. This means that RAID 10 has fast read and write speeds thanks to its use of striping like RAID 0, whilst providing complete data redundancy that RAID 1 offers, improving upon the strengths of RAID 5, without its drawbacks. There is one downside to RAID 10, that being its space efficiency. As RAID 10 makes use of mirroring for data redundancy, half of the total storage space of the array is taken up by the backup/mirrored data, unlike RAID 5, where you lose the space of a single storage drive.
     To find out which RAID level will be best for the performance of a server, testing will need to be carried out.  To do so, both the read and write speeds of each RAID level will need to be tested and measured, so conclusions can be drawn on which RAID level is the fastest in terms of speed. On top of this, a baseline will need to be tested, so comparisons can be made between the RAID levels and the use of a standard storage device. To measure the read and write speeds, both CrystalDiskMark and ATTO Disk Benchmark will be used. These are both free-to-use software designed to test and measure the read/write speeds of a drive. Briefly, CrystalDiskMark allows the user to “Measure Sequential and Random Performance” [18]. ATTO Disk Benchmark is similar to CrystalDiskMark, and “measures performance in hard drives, solid-state drives, RAID arrays as well as the host connection to attached storage.” [27]. The software boasts the following features:
· “Custom transfer size
· Support for overlapped I/O
· Supports various queue depths
· I/O comparisons with various test patterns
· Timed mode allows continuous testing
· Custom transfer sizes” [27]
A detailed discussion of both software will be carried out within the development methodology.




[bookmark: _Toc133405551]Security
There are many ways to improve the security of a server and the network it operates in. Firstly, a useful feature of the Windows Server Operating System is the ability to create Group Policy Objects (GPOs) GPOs are objects “created and stored inside Active Directory that contain the setting that you are applying to users and computers.” [21]. GPOs are incredibly useful when a network manager needs to “publish or issue out settings to a wide (or narrow) base of users or client desktop computers within a corporate environment. Group Policy is incredibly useful for these kinds of tasks, and can save IT departments countless man-hours as opposed to putting these same settings into place on all of their computers in a manual fashion.” [21]. GPOs can be used to create rules and exceptions within a domain, particularly for security. They can be used to create a password policy for user accounts on the domain, prohibit access to certain administrative tools, prohibit the installation of software for certain users, and much more. For the purposes of this project, GPOs that are both focussed on security and that are essential for securing a server will be shown and tested. There are many GPOs that could be used for security, but which ones a business could use would depend on the type of organisation, how many users are employed within the network, and so on. Demonstrating and testing each GPO would simply take too long, and this is why only the essential GPOs that every domain should have for securing a server and the domain it is installed will be covered and tested.

     Another way to increase the security of a server is with the use of antivirus software. “Antivirus software is designed to prevent computer infections by detecting malicious software, commonly called malware, on your computer and, when appropriate, removing the malware and disinfecting the computer” [29]. The word malware is used as an umbrella term, and describes many kinds of malicious code and software, such as “Trojans, viruses (infectors), rootkits, droppers, worms”, [29], etc… Many cybersecurity solution companies offer business and server grade antivirus software, which will be discussed within the implementation/configuration chapter later in the project.

     Lastly, a firewall can be utilised to increase the security of a server. A firewall “is a boundary network device that resides between a private network and the Internet. The firewall is configured to inspect the network traffic that passes between the Internet and your network and only allows the network protocols that you desire to pass through the firewall. If a protocol isn't included in the approved list, the firewall discards the packets of data and prevents them from entering the network.” [34] A firewall can be either a piece of software, or a physical device, and are a great way to stop unwanted connections from specified IP addresses. In the implementation chapter, an inbound firewall rule will be created that blocks all connections to the server, apart from a specified IP range which will include trusted computers only.


[bookmark: _Toc133405552]2.3 Literature Review Conclusion
Now the literature review is complete, a clear understanding of the role a file server plays within an enterprise network, and some of the terminology and some of the crucial configurations that are to be considered when planning and implementing the enterprise network file server in the upcoming chapters have been covered. RAID levels, reliability, high availability, security, and scalability have been discussed and researched using relevant and credible sources. On top of this, some examples were given for documents similar to this project, briefly explaining what each document covers, and how this project differentiates itself from what already exists, by giving the reader a clear understanding of the necessary background research and relevant terminology, and by including many more configurations outside of OS level configuration and security measures. Testing was also briefly discussed, with more discussion on this to be carried out in the development methodology.



[bookmark: _Toc133405553]3. Research Methodology
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Description automatically generated]Choosing a suitable research methodology for the project is crucial, as a research methodology outlines how data will be collected and interacted with To better understand and summarise the research methodology, a research onion will be used. The research onion “provides a rather exhausting description of the main layers or stages which are to be accomplished in order to formulate an effective methodology” [11].[12]
Figure 6 The Research Onion



     The research onion is a multi-layered approach (hence the name) to constructing a research methodology. It is made up of 6 layers that each outline a key component of research. These are Philosophy, Approach to theory development, Methodological choice, Strategies, Time horizon, and Techniques and procedures.

[bookmark: _Toc133405554]3.1 Layers of the Research Onion
[bookmark: _Toc133405555]Philosophy
For this project, a pragmatistic philosophy will be undertaken. Where positivism involves objectively and scientifically deliberating based on empirical research, and Interpretivism is based more on subjectivity and opinionated research, a pragmatic philosophy aims to combine the two philosophies. This philosophy is more practical, as it is not limited by having to deliberate based purely on objectivity or subjectivity. Instead, it allows the researcher to make an informed decision based on facts, and the context of the specific problem or situation. This philosophy suits the project, as even though much of the discussion is based on facts and objectively comparing configuration settings, such as what RAID configuration is the fastest, the context of the problem is also important, the context being selecting the best configurations for a file server within an organisation. Expanding further on this, when choosing a RAID level, using the best level for both speed and data redundancy would be the best choice in terms of efficiency. However, when being realistic and applying context to the situation, factors such as cost need to be considered. With this in mind, implementing the most efficient RAID level may not be possible, if implementing this RAID level proves too costly for a business, or if a business deemed the investment an insignificant improvement in comparison to cheaper RAID levels with comparable performance.
[bookmark: _Toc133405556]Approach to Theory Development
For this project, deduction will be used as the approach to theory development. A deductive approach is where a concept or theory is presented, and testing and research are performed to prove a theory true or false. This approach is useful for developing theories and queries, as explained in the Research Methods for Business Students book: “when the premises are true, the conclusion must also be true” [12]. This project asks the question: What are the best configurations for designing an efficient enterprise server? To answer this question, deduction will be done, using research, and testing to prove that the configurations selected for an efficient enterprise server are the most efficient, in relation to speed, scalability, reliability, and security.
[bookmark: _Toc133405557]Methodological Choice
A Mono-Method methodological choice using a single quantitative analysis method will be used. To break this down, a Mono-Method refers to using a single analysis method, and Quantitative refers to numerical data that can be measured. For this project, Descriptive Analysis will be used, which entails describing and summarising data collected, and explaining how data is linked to one another when relevant. This is done to gain a better understanding of the data, which in turn, makes drawing conclusions easier. This method of analysis suits the project, as data will be collected from research and testing, before being analysed and summarised, so the best configurations for efficiency can be selected from this for the enterprise server.

[bookmark: _Toc133405558]Strategies
This layer of the research onion is self-explanatory, it involves picking out strategies for research collection. For this project, experimentation of configurations will be done when applicable, to test variables such as read and write speeds. Archival research will also be done, which is where data is collected from research materials that already exist. An example of archival research would be the literature review.
[bookmark: _Toc133405559]Time Horizon
The time horizon is not too important for this project; however, a cross-sectional time horizon will be chosen. This is where data is collected from a single point or snapshot in time. For this project, a specific snapshot of time is not important, but rather ensuring that all data is up to date/relevant, so it is applicable to the project. This doesn’t necessarily mean that older documents will not be referenced, but rather that the information referenced from them is still relevant and useful today.
[bookmark: _Toc133405560]Techniques and Procedures
The last layer of the research onion covers the techniques and procedures that will be used to collect and analyse data. As this project is focusing on quantitative data, experimentation will be done. Archival research will also be done, as explained previously under “strategies”. For data analysis, descriptive analysis will be used, also previously explained, under “Methodological Choice”.




[bookmark: _Toc133405561]4. Development Methodology

A development methodology outlines how a project/document aims to address the implementation aspect of the project, and shows the reader how testing was approached to enable them to replicate the study and achieve similar results and outcomes…
[bookmark: _Toc133405562]4.1 Considerations for the Project
This project is based both on development and experimentation. A server will be developed within Oracle VM VirtualBox with configurations done with speed, reliability, scalability, and security in consideration, and experimentation will be done for configurations where suitable.
[bookmark: _Toc133405563]Hardware
As purchasing and building a server with the typical components an enterprise file server would have installed would be both unrealistic and unnecessary for demonstrating and testing configurations of a server, Oracle VM VirtualBox will instead be utilised to create a Virtual Machine running a Windows Server 2019 Operating System. Because of this, however, the performance of the virtual machine will be limited by the performance of my PC. For example, I will have to limit the virtual machine to 4-8GB of RAM, 4-6 CPU Cores, etc… This won’t invalidate the tests performed, however. For example, when measuring the read/write speeds between different RAID levels, as well as file transfers not using RAID, the differences between each RAID level will still be shown, but the overall speed for all transfers will likely be affected. Using better hardware would likely speed up these transfers across all tests, but the differences between each configuration would still be present.
	When it comes to testing the performance of a single storage drive, so comparisons can be made between the should be improved read and write speeds of the different RAID levels, and a baseline single storage drive, I will be limited to testing the storage drives my PC has installed. This will be on a SATA SSD, which has different read and write speeds than a typical server storage drive. When using RAID, multiple virtual drives will be spread across the 3 SATA SSDs on my PC, 3 for RAID 5, and 2 for RAID 10. For the purposes of comparison between using RAID 5 and RAID 10, versus the use of a non-RAID storage drive, the SATA SSDs will suffice. This is because, for testing, we are trying to find out which configuration is the fastest, which can be done by comparing the read/write speeds found in the results between the 3 configurations. It doesn’t matter what type of drives are used, as these differences will still be seen in testing.
     Lastly, and likely the biggest point of contention is the use of software RAID, instead of using a hardware RAID using a RAID controller. As a result of using a software RAID, the speeds recorded when making use of RAID will be slower, than if a hardware RAID array was used. To combat the issue of “wrong” test results, a combination of testing, and research done during the literature review will be used, to explain any test results that seem wrong based on the findings of the literature review. The other problem this brings is that Windows cannot create a software RAID 10 Array. It can, however, create both a RAID 0 (Striping) Array and a RAID 1 (Mirrored) Array. These will both be tested and combined with research to make as accurate conclusions as possible, although within the limitations of this project.
[bookmark: _Toc133405564]Software
As stated previously, Oracle VM VirtualBox will be used. This is a free virtualisation software, that allows the user to create Virtual Machines. This software is being used as it allows testing of server configurations on a much smaller scale, without the need to buy/build a physical server machine for testing/development. It also allows the user to use/test other Operating Systems within their own Operating System, simplifying the use of multiple Operating Systems, as there is no need to buy another storage drive for installing multiple Operating Systems or using the somewhat complicated process of creating multiple partitions on a single storage drive to allow multiple Operating Systems to be installed.
     For testing the speed between RAID configurations and no RAID configuration, CrystalDiskMark and ATTO Disk Benchmark will be used. These softwares have already been discussed within the literature review, and further explanation will be given later in the development methodology.
[bookmark: _Toc133405565]Testing
Testing will be done to measure the differences in performance between RAID 5, RAID 10, and a single storage drive, to conclude which configuration would be best for servers’ performance. CrystalDiskMark and ATTO Disk Benchmark will be used to test the read/write speeds of each configuration, so comparisons can be made to determine which configuration is the fastest, and therefore most efficient. 
     To ensure that these tests are credible and reliable, the steps taken to perform each test will be detailed and illustrated. This allows readers to repeat any tests done and arrive at the same conclusions as the project has. Validity will also be considered during testing, to ensure the tests apply to real-life scenarios. For example, when testing RAID levels, testing different types of file transfers using software, so the read and write speeds of different RAID levels can be measured in different scenarios. Lastly, tests need to be generalisable, which means ensuring that the results, correlations, and differences between each of the configurations will also be found by others if they were to perform similar tests. Even though read/write speeds will differ depending on the drive/s used, the differences between the 3 configurations should stay the same, provided the RAID arrays have been configured correctly, as shown in this project.
[bookmark: _Toc133405566]Test Parameters
[image: ]As stated in the literature review, CrystalDiskMark and ATTO Disk Benchmark will be used to test the performance of the 3 storage drive configurations. Opening CrystalDiskMark, the following window is presented.
Figure 8 below, labels each of the settings/parameters available on CrystalDiskMark, and explanations for each setting/parameter can be found below the figure.
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Description automatically generated]Figure 8 CrystalDiskMark Settings and Parameters


(1.) Test Count
(2.) Test Size
(3.) Test Drive
(4.) Test Unit
(5.) Sequential 1MiB (Mebibyte) Test using 8 Queues and 1 Thread
(6.) Sequential 1MiB (Mebibyte) Test using 1 Queue and 1 Thread
(7.) Random 4KiB (Kibibyte) Test using 32 Queues and 1 Thread
(8.) Random 4KiB (Kibibyte) Test using 1 Queue and 1 Thread

     (For definitions/explanations of some of the terminology used above, see Appendix D.) 

     For CrystalDiskMark, 2 file sizes will be tested. One at 1GiB (Gibibyte), and one at 16GiB so the difference in speeds across different file sizes can be tested. Tests will be done 5 times for each file size, to ensure the results received are reliable.

ATTO Disk Benchmark will be used for a second opinion on our test results. ATTO allows the user the type of tests performed, rather than 4 pre-set tests.
[image: Graphical user interface

Description automatically generated]

 




























Here, the Queue depth can be manually set, and we can also set the I/O size. Similar to the tests that will be performed on CrystalDiskMark, tests will be done at 2 different file sizes. One at 1GB, and another at 16GB for each configuration. Queue Depth will also be tested, at 8 and 1, at both file sizes. This is because CrystalDiskMark also has tests at 1 Queue Depth and 8 Queue Depth, allowing for comparisons to be made. I/O size will be set from 256KB to 64MB. I/O Size refers to IOPS (number of I/O per second). IOPS is a unit of measurement that measure the number of Input/Output Operations a storage drive or application will carry out per second. Testing with a range of I/O allows us to see the differences in speeds that may be seen across different applications/storage drives.

     Lastly, all tests will be performed on empty storage devices, and all storage volumes will equal 60GB. The single storage drive configuration will be 60GB, and both RAID 5 and RAID 10 arrays will equal 60GB. This is to keep all test conditions controlled and fair across all tests.



[bookmark: _Toc133405567]5. Server Configuration & Testing
In this chapter, testing for certain configurations will be done, to measure the efficiency of configuration types against each other, such as the different RAID levels against each other, as well as against a server not using raid. To do this, however, a Virtual Machine will first need to be made to use a platform for testing configurations. This will be done in Oracle VM VirtualBox, and a Virtual Machine will be created that will use the Windows Server 2019 Operating System. This Operating System has many features that are useful for creating an efficient server, such as failover clusters for reliability, or the ability to create software RAID arrays within the Operating System for speed and reliability, for example.
[bookmark: _Toc133405568]5.1 Server Creation
The creation of the server will be documented in Appendix A, to show how a user may recreate any of the tests done in this project if they are new to Virtual Machines, or not confident with their abilities. This leaves the implementation section less cluttered and easier to navigate.




[bookmark: _Toc133405569]5.2 Security Configurations

Before implementation of the security configurations, User Account Objects will need to be created, and a new Windows 10 client machine will need to be created and adjoined to the domain. This is documented in Appendix B.
[bookmark: _Toc133405570]Creating GPOs
Now that the user accounts have been created, and the client machine has been adjoined to the domain, configurations can be done to improve the security of the domain and by extension the server. Firstly, some rules for the domain will be set, such as setting the password policy for users within the domain. This can be done with the use of GPOs, as explained in the literature review. Below, several GPOs will be created and tested.
[bookmark: _Toc133405571]GPOs - Password Policy
Firstly, a GPO will be created to enforce a strict password policy. This will increase the security of the server, the domain the computers are in, and the network for the enterprise. Users with strong passwords make it more difficult for hackers to gain access to their accounts through brute force methods, minimising the pathways available to a hacker, for gaining access to the enterprise’s server and data. Figure 7 illustrates the time it would take for a hacker to brute force passwords of varying strengths.
[image: Are Your Passwords in the Green?]
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Figure 7 Password Strength Against Brute Attack



     As detailed in Figure 7, The best way to increase password strength is by making use of numbers, uppercase and lowercase letters, and symbols within your password. A password length of 12 characters, with a mixture of numbers, upper and lowercase letters, and symbols would take on average 34 years for a brute-force tool to crack. This table was created by Hive Systems, a cybersecurity solutions company, which has been updating this table annually since 2020, to raise awareness for the security of passwords for accounts. The document referenced also explains how they arrived at these calculations, which involved high-end computer components, which a lot of hackers would not have access to, which would increase the time to crack a password further. 
With these considerations in mind, an example of a strong password can be found below:
M@nch3st3rUn1t3dF@n
     This password was first created by thinking of a phrase that is close to a user. For example, if the user was a Manchester United fan, the phrase: ManchesterUnitedFan could be used. This would not be a strong enough password on its own, as anyone who knows the user could have a good chance of guessing this password. To increase the strength of this password further, some of the letters were substituted for numbers and symbols.
a = @
e = 3
i = 1
     This turns ManchesterUnitedFan into M@nch3st3rUn1t3dF@n, which is both very hard for someone to guess due to substituting the letters for numbers and symbols, and at the same time a password that a user could remember. It also lands in the green territory of password complexity, meaning it on average would take 438 trillion years to crack via brute force (As of the date the table was created). You could further strengthen this, by using a more obscure phrase, making it longer, and including a wider variety of numbers and symbols, but increasing the complexity of a password does make it considerably harder to remember, so a balance of complexity and rememberability is needed.
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Description automatically generated]     With the importance of password strength now covered, the GPO will be created. To do this, open “Group Policy Management” using the start menu, or Windows search bar.
[image: Graphical user interface, text, application, email

Description automatically generated]From here, open the Forest drop-down menu, followed by opening the domain drop-down menu (the name of your domain).



[image: Graphical user interface, text, application

Description automatically generated]Now that the Default Domain Policy is visible, right-click it and select edit. This will open the Group Policy Management editor. Any changes made within the Default Domain Policy will apply across the whole domain.
[image: Graphical user interface, text, application

Description automatically generated]From here, open the following drop-down menus: Policies > Windows Settings > Security Settings > Account Policies. Password Policy should now be visible.



[image: Text

Description automatically generated]Selecting Password Policy will give the user options regarding password requirements and policies.
Selecting “Password must meet complexity requirements”, an explanation can be seen for the policy.
[image: Graphical user interface, application

Description automatically generated]
With this in mind, the user would only have to use a mix of 3 of the following 4:  Uppercase letters, Lowercase letters, Numbers, and Symbols. One of each would only have to be used, for example, a mixture of uppercase and lowercase letters, with a single number or symbol. Using Figure 7 as a guide, a password 12 characters long, with a mixture of uppercase, lowercase, and numbers, would take anywhere from 24-200 years [image: Text

Description automatically generated]to brute force. The password policy was set with this in mind.
Password length was increased from 7 to 12, and the maximum password age was decreased from 42 to 31. Enforce password history was left at 24. This policy determines the number of unique passwords that have to be associated with an account before an old password can be reused. This stops users from simply swapping back and forth between passwords when required to change their password.
     Using these new rules, a password such as SwanseaCity8 would meet the requirements set in the domain and would take anywhere from 24-200 years to brute force, using Figure 7 as a guide. This is much more secure than a 7-length password with no complexity requirements but would still be easier to guess and brute force than the example given previously (M@nch3st3rUn1t3dF@N). It also doesn’t stop a user from entering variations of “Password1234” as their password. Consequently, these policies may not keep passwords as secure as a network manager may want purely on their own. A network manager may want to encourage users to use a mix of upper and lowercase letters, numbers, and symbols, and to not use easy-to-guess phrases like “Password”. This problem can be remedied with the use of a written security policy for employees within the enterprise, which is standard practice for enterprises to create, as it protects the business in the event that an employee goes against it and causes damage to the company’s hardware or data.
To ensure this new policy has been set, open the command prompt. From here, run the following command: “gpupdate /force”. This will force any policies changed to be updated, ensuring we can test the new rules.


[image: ]
[image: A screenshot of a computer

Description automatically generated with low confidence]Logging into Ross Tweddell’s account using the default password set when it was created, the user is prompted to change their password.
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Description automatically generated]Creating a password that does not meet the complexity requirement set out by the GPO, such as “Pass” will be greeted with the following error message.



[image: A screenshot of a video game

Description automatically generated with medium confidence]
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Description automatically generated]Setting the password to “M@nch3st3rUn1t3dF@n” meets the complexity requirements, and confirms this GPO is working as intended.
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Description automatically generated with low confidence]


[bookmark: _Toc133405572]GPOs - Restricting Administrative Tools from Low-Level Users
Restricting permissions for low-level users is a great and easy way to increase the security of the enterprise’s server, network, and important data. If a low-level user were to be hacked or have a reason to attack the business themselves, and the user account in question had free reign to access and modify all data on the server, then an attacker could easily steal and destroy the enterprise’s data. If a low-level employee does not need these administrative tools and permissions, then the problem can be contained, and the damage minimised. If a hacker gains access to a low-level account, but can’t access any important files, then the account is far less useful to the hacker, and the potential damage can be minimised, as well as giving the network manager more time to learn of and deal with the problem.
[image: Graphical user interface, text

Description automatically generated]    Firstly, before creating these GPOs, an OU (Organisational Unit) will be created. This is simply a container that can be used to store objects such as users, computers, or groups. This will be created so low-level user accounts can be stored inside it. GPOs will then be created and applied to the OU, rather than across the entire domain, to restrict access to administrative tools for users’ accounts within the OU only. To create an OU, navigate to “Active Directory Users and Computers” on the server machine. Right-click the domain drop-down menu and select New > “Organizational Unit”.
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Description automatically generated]
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Description automatically generated][image: Graphical user interface, application

Description automatically generated]Now this is done, we can add users to this OU. This can be done by either creating a new user within the OU or by adding a pre-existing user to it. To do this, right-click the user in question, select “Move…” and then select the OU previously created.




Now the OU has been created, and any desired users have been moved to it, the GPOs for the users within the OU can be made. To do this, open the “Group Policy Management” tool.
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]From here, open the following drop-down menus: Forest > Domains > Enterprisenet.com (The domain). The newly created OU folder should be visible, as shown below.


Right-click the OU and select “Create a GPO in this domain, and Link it here…”., and name the GPO.
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Description automatically generated][image: Graphical user interface

Description automatically generated]
Now the GPO is created, rules need to be applied to the GPO. To do this, right-click the GPO and select edit.
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Description automatically generated]
From here, open the following drop-down menus under “User Configuration”: Policies > Administrative Templates. A “Control Panel” folder should now be visible. Selecting it displays the following settings:
[image: Text

Description automatically generated]
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Description automatically generated]Double-click “Prohibit access to Control Panel and PC settings”.
Enable the rule and select apply.
[image: Graphical user interface, application

Description automatically generated]
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Description automatically generated][image: A picture containing chart

Description automatically generated]Another GPO should be made, which will restrict access to the command prompt for users within the OU. Create another GPO within the OU. Edit the GPO and open the following drop-down menus under “User Configuration” until the “system” folder can be seen: Policies > Administrative Template. Select the system folder and double-click “Prevent access to the command prompt”. After doing so, enable the setting.
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Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]Lastly, access to registry editing tools will be restricted, by creating another GPO and editing its rules.
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Description automatically generated with low confidence]The “Prevent access to registry editing tools” rule is located in the “System” folder similar to the Command Prompt rule previously used.

[image: Graphical user interface, text, application

Description automatically generated]
To test these settings, run the “gpupdate /force command”, and log into the user account within the OU.


[image: A screenshot of a computer

Description automatically generated with medium confidence]     If a user attempts to open the command prompt from a user account within the Non-Administrative Users OU, the following message will be shown within the command prompt.
Any inputs from the user will force the command prompt to close. 
[image: A screenshot of a computer

Description automatically generated]Attempting to open the control panel will return the following error message.
And attempting to open the registry editor will return a similar error message.
[image: A screenshot of a computer

Description automatically generated]




[bookmark: _Toc133405573]GPOs - Restricting Software Installs from Low-Level Users

[image: A screenshot of a computer

Description automatically generated]Restricting the access for low-level users to install software is important for security, as it stops these users from intentionally or unintentionally installing software with malware hidden and stops hackers from installing spyware and malware onto an enterprise’s computer using these low-level accounts. To do this in Windows, a GPO can be made within the Non-Administrative Users OU in Group Policy Management.

[image: ]Edit the GPO, and then navigate to Windows Installer, by opening Policies > Administrative Templates > Windows Components, and select Windows Installer.

[image: A screenshot of a computer

Description automatically generated with medium confidence]Select Prohibit User Installs and enable it.
After updating the policy within the command prompt, the GPO should work as intended.

     Attempting to install software on any user accounts in the Non-Administrative Users OU will force the user to first log into an administrative account.
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Description automatically generated]

As demonstrated, GPOs are a powerful tool that allows network managers to help secure the security of a network and its data. Removing the access of the control panel and command prompt to lower-level employees will stop these accounts from being used maliciously to cause damage to the network and its data stored on a server/s, in the event a hacker gains access to one of these accounts, or even if an employee were to become disgruntled and attempt to perform a malicious attack on the enterprise. Further GPO rules can be put in place, such as disabling removable media drives, such as USB drives or external hard drives, which could carry computer viruses/malware, knowingly or unknowingly. However, GPO rules like this are dependent on the machine and enterprise in question. An enterprise may insist users store documents on the cloud if they wish to work on them outside of the workplace, therefore making the use of removable media drives pointless, and therefore this rule would make sense to implement. However, for enterprises that want to allow users to use removable drives, antivirus software can be used to scan a drive before it’s ready for use, as a way to ensure a drive is safe before use.
     The GPOs demonstrated above should be the baseline GPOs all enterprises should implement to secure their network and data. Further GPOs can be added, dependent on the needs of the enterprise in question.





[bookmark: _Toc133405574]Antivirus Software
[image: Table information]As discussed in the literature review, a business-grade antivirus solution should be installed on a server. Even though the concept of antivirus software has already been discussed, this section will be used to highlight one of these and its features. Bitdefender is an industry-leading cybersecurity company, offering antivirus solutions for use within the home, and for businesses. Bitdefender’s GravityZone Business Security Premium is a great choice for a server and network antivirus solution. The software not only protects the server from antivirus and malware but also comes bundled with risk analytics tools, allowing the user to find vulnerabilities within the network, with some examples shown below.[28]
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[bookmark: _Toc133405575]Firewall Rule and Exceptions
[image: Graphical user interface, application

Description automatically generated]Firewall rules and exceptions are a great way to increase the security of a server/machine. To demonstrate this, a rule will be created to only allow a specified range of IP addresses to connect to the server. Another way of doing this is by creating 2 rules. The first rule should specify and block an IP range before and up to the IP range of the employee computers, and the other to block IP ranges after. This is a useful rule, as it stops hackers from connecting to a server if they were to gain access to the network it is installed on. Windows has a built-in firewall, Windows Defender Firewall, which will be used.
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Description automatically generated]On Windows Defender Firewall, select “Advanced settings” along the left-hand side. This will open a new window.
[image: A computer screen capture

Description automatically generated with medium confidence]From here, select “Inbound Rules”, and select “New Rule…”.




[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: ]In this window, select “Custom”.
This window allows the user to specify what programs and services the rule will block. By default, it is set to all programs and services, which is the desired setting.
[image: A screenshot of a computer

Description automatically generated with medium confidence]Here, ports and protocols can be specified. This is set to all by default, which is the desired setting for this rule.

[image: A screenshot of a computer

Description automatically generated with medium confidence]Here, the IP address, or IP address range that the rule applies to can be specified. “Any IP address” will be selected, and then the IP address of the client machine will be added to a separate rule. This means that all IP addresses will be blocked from connecting to the server, other than the client machine.
[image: A screenshot of a computer

Description automatically generated with medium confidence]Here, the action taken can be specified if a connection matches the condition specified. For this rule, “Block the connection” is selected.

[image: A screenshot of a computer

Description automatically generated with medium confidence]This can be left as default, as the rule should apply to all network types.
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Description automatically generated with medium confidence][image: A screenshot of a computer

Description automatically generated with medium confidence]After naming the rule, it can be created.
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Description automatically generated with medium confidence]After this, another rule can be created, to specify what IP addresses can connect to the server. Create a new rule and navigate to “Scope”.
[image: A screenshot of a computer

Description automatically generated with medium confidence]Here, either a specific IP address or IP address range can be specified. This range above will allow for the client machine to connect, which is 192.168.1.11.
For this rule, the connection needs to be allowed.
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Description automatically generated with medium confidence][image: A screenshot of a computer

Description automatically generated with medium confidence]




[bookmark: _Toc133405576]5.3 Scalability Configurations
[bookmark: _Toc133405577]Failover Cluster
[image: Adding the Failover Clustering role]Before creating a failover cluster, at least one more server needs to be created, so it can be added to the cluster. Once this is done, the iSCSI Target Features within the Server Manager need to be installed. How to do this can be found in Appendix C. On the main server machine, the domain controller, navigate to Server Manager and select “add roles and features”, select the domain controller in Server Selection, and continue to Server Roles. From here, select “Failover Clustering”.[33]

This feature will need installing on both nodes. Once done, the Failover Cluster can be created. To do so, on the domain controller, search for “Failover Cluster Manager” in the Windows search bar.





[image: Failover Cluster Manager][33]

From here, select “Validate Configuration”.[33]
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Description automatically generated]
[image: Graphical user interface

Description automatically generated]Here, the servers can be added to the failover cluster. Once done, continue to confirmation and validate the configuration. After the configuration and servers have been validated, the cluster can be created. To do so, select “Create Cluster” on the right-hand side of the Failover Cluster Manager window. From here, add the nodes to the cluster.[33]
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Description automatically generated][33]

Once done, select next and confirm the cluster. Now this is done, a storage drive can be added to the cluster. To do this, select the cluster > “Storage” > “Disks”, and select “Add Disk” on the right-hand side.
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Description automatically generated]

[bookmark: _Toc133405578]5.4 Performance Testing
In this section, testing and comparisons between the read and write speeds of a single storage drive, and both RAID 5 and RAID 10 arrays will be performed. This, along with prior research will make drawing conclusions on which array would be better suited for an efficient enterprise server more straightforward, as well as the ability to back up the decision made with test results. Firstly, the read and write speeds of a single storage drive will be tested. To do this, both ATTO Disk Benchmark and CrystalDiskMark will be used, which have been covered previously. For CrystalDiskMark, 2 file sizes will be tested. One at 1GiB (Gibibyte), and one at 16GiB so the difference in speeds across different file sizes can be tested. Tests will be done 5 times for each file size, to ensure the results received are reliable. All tests will be performed on empty storage devices, and all storage volumes will equal 60GB. This is to keep all test conditions controlled and fair. Firstly, a newly created storage drive will be tested without RAID configured, to gather a baseline for testing.

[bookmark: _Toc133405579]Single Storage Drive Configuration
Documentation on how to create drives, Windows partitions, and RAID volumes can be found in Appendix E.
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1GiB Test
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These tests show that a bigger file size will decrease the read and write speeds.
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[bookmark: _Toc133405582]Test Analysis
With these tests, we can confirm that increasing the file size does decrease the read/write speeds. Other than that, there’s not much analysis to do just yet, as we cannot make comparisons between other storage configurations just yet. With these baseline tests completed, however, testing of RAID 5 and RAID 10 can be carried out, using the same tests carried out above.
[bookmark: _Toc133405583]RAID 5 Array
The creation of a RAID 5 array volume is documented in Appendix E.

CrystalDiskMark Test Results – RAID Level 5
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ATTO Disk Benchmark Test Results – RAID Level 5
1GB at 8 Queue Depth Test
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16GB at 8 Queue Depth Test
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1GB at 1 Queue Depth Test
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16GB at 1 Queue Depth Test
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From these test results, RAID 5 has for the most part slower read speeds when compared to the baseline test results. It did have a higher Read speed by around 30MB/s in CrystalDiskMark with the RND4K Q32T1 test for read speeds, for both file sizes. This could either be due to RAID being better at random reads due to being able to use the performance of 3 drives or because the RAID Array can make better use of the higher queue count due to its better performance. To test this and find the causation for the improved performance, another test will be run on ATTO Disk Benchmark, with a queue depth of Q32. This is to see if the RAID 5 Array benefits from the higher queue count with read speeds. If the read speeds are faster on the RAID 5 array, then the queue depth is definitely aiding the performance. If not, then the use of multiple drives within the array is causing the random check to be done faster.
RAID 5 Array Test: 1GB File Size at 32 Queue Depth Test
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Comparing these to the RAID 5 ATTO Disk Benchmark tests at 1GB with a queue depth of 8, the test results are slightly slower. Therefore, a queue depth of 8 is quicker for the RAID array. This, combined with the combination of multiple disks in the array to aid the random check explains why the CrystalDiskMark. The only other thing left is the I/O size. Another test will be carried out, this time with the I/O set from 1KB to 16KB, so a 4KB I/O size could be tested, similar to the I/O set in the CrystalDiskMark RND4K Q32T1 of 4KiB. This was done for the single storage drive and the RAID 5 Array.


Single Storage Drive: 1GB File Size at 32 Queue Depth Test (I/O Range From 1KB-16KB)
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     This shows that the RAID Array is faster at a lower I/O size, compared to the single storage drive configuration.
     One thing is for certain, however, that being the slow write speeds of RAID Level 5, and by a considerable margin. RAID 5 is known for slower write speeds a large majority of the time, due to the redundancy it has to write whilst writing data. The other cause of the lower write speeds is due to the parity information that is also written for error checking when the array writes any data. Due to these much lower write speeds, RAID level 5 is not recommended for an enterprise server. With the use of a hardware RAID Array, the read speeds should increase to a speed faster than shown in testing, and when compared to the use of a non-RAID storage device. The poor write speeds are a massive downside, however. The other factor to this decision: data redundancy, is also an issue, as when compared to RAID level 10, RAID Level 5’s fault tolerance is poor, with more than one error in the array likely to cause data loss.



[bookmark: _Toc133405585]RAID 10 Array
As discussed previously, it is not possible in Windows to create a RAID 10 array, but both striping (RAID 0) and mirroring (RAID 1) volumes can be created, both techniques used by RAID 10. To give as fair of a representation as possible for RAID 10 within these tests, both volume types will be tested. Read speeds should be fairly similar between the two volumes. Write speeds will vary, however. The striped volume should have much faster write speeds as it has no data redundancy, therefor write speeds do not get slowed down. The Mirrored drive, however, will have slower write speeds due to its data redundancy. Therefore, both volume configurations will be tested. Both volumes can be created similarly to the RAID 5 Array. 2 Drives were used for both configurations. For the striped volume, 2 30GB drives were configured, and in Windows, the “New Striped Volume…” was selected. For the mirrored volume, 2 60GB drives were created, and in Windows, the “New mirrored Volume…” was selected.






CrystalDiskMark Test Results – RAID Level 10 Simulation (Striped)
1GiB Test
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ATTO Disk Benchmark Test Results – RAID Level 10 Simulation (Striped)
1GB at Queue DEPTH
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Now that the striped drive has been tested, a Mirrored drive array will also be tested on CrystalDiskMark. This will allow more accurate conclusions on the read and write speeds. The results above show a high write speed with a striped array which RAID 10 does take advantage of. What isn’t calculated for above however is the fact that the drive also makes use of mirroring for its data redundancy. A write speed somewhere in the middle of both the write speeds for the striped and mirrored drives will give us a better representation of the performance increase in the write speeds of a RAID 10 array.






CrystalDiskMark Test Results – RAID Level 10 Simulation (Mirrored)
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Test Conclusions
Now that testing has been done, conclusions can be drawn on the best storage configuration for performance. When compared to the single drive, RAID 5 suffered in testing in both read and write speeds. It did record better read speeds at lower I/O levels, over the single storage drive, so applications or random read/write tasks performed by an Operating System that use a lower I/O level will benefit from this. The read speeds would likely be faster than tested above, as a server utilising RAID would not be run within a Virtual Machine. Secondly, it is recommended that an enterprise make use of a Physical RAID Array over the software solution, as speeds will be faster. With these factors in mind, and from research gathered during the literature review, it can be concluded that the read speeds of a RAID 5 Array will be faster than tested above, and faster than using a single storage drive. What isn’t faster would be the write speeds, however. Even with the performance boost of using a physical RAID Array, write speeds would still be slower than a single drive, due to the redundancy and the calculations for error checking.

     More promising test results can be seen for the RAID 10 simulation tests carried out. The read speeds of both the striped and mirrored volumes in the 1GB file size tests were around the same, if not, just under the speeds recorded by the single storage drive. The RND4K Q32T1 tests were also faster as seen with the RAID 5 array. In the 16GB, both the mirrored and striped volumes were faster than the single storage drive configuration. Write speeds were also very good. The striped drive was faster the majority of the time when compared to the single drive, sometimes nearly doubling the write speeds. The mirrored drive however was about on par. With this in mind, it can be concluded that a RAID 10 Array would have write speeds somewhere in between the results of the mirrored and striped drives, leaning towards the results of the mirrored drives. Even though RAID 10 does make use of striping, it does have to write an identical amount of data to the mirror drives which slows down the write speeds somewhat. 

     With these results, and the knowledge that a hardware RAID Array will increase performance even further, it is safe to conclude that RAID 10 would be the best storage configuration choice for performance, as can be seen from testing and research, RAID 10 improves on both read and write speeds, making it the obvious choice for the best configuration choice concerning the speed of a server. This backed up the findings in the literature review, as based on research, it was clear that RAID 10 was going to be the best option for both speed and reliability.





[bookmark: _Toc133405586]5.5 Reliability Configurations
All Reliability configurations have been discussed previously, as they overlap with the other efficiency factors, such as the configuration of a failover cluster in Scalability Configurations. As discussed in testing, RAID Level 10 should be chosen for the speed optimisation of the server. This is not the only factor affecting this choice, as RAID 10 is also the best for reliability. As explained in the literature review, RAID Level 10 provides complete data redundancy, making it highly fault tolerant. By extension, this makes the server more reliable. Also discussed within the literature review, was the use of a UPS for the server. In the event that power to the enterprise building was lost, the UPS keeps power running to the server, and any other devices connected, allowing for data transfers to be completed, and for the server to be safely shut down. Lastly, the use of an offsite backup, in combination with the GFS backup scheme, so that if all other reliability configurations fail and data is lost, there are still backups offsite to use.
     Implementing these configurations help achieve high availability for the server, meaning the server can operate during work hours, and is configured to deal with unforeseen problems that could cause the server to go down and is fault tolerant. This is crucial for an enterprise, as any downtime will likely result in a loss of time and money.






[bookmark: _Toc133405587]6. Conclusion
[bookmark: _Toc133405588]6.1 Project Summary
During the literature review, research was carried out to cover what factors make an enterprise file server efficient, and the configurations and methods available to ensure a server (using a Windows Server Operating System) would meet these factors, these being speed, reliability, availability, and security. The configurations and methods covered include: 
· how RAID Levels are used to increase the speed and reliability of a server.
· How Failover Clustering, the use of a UPS, and offsite backups can be used for increasing the reliability of a server and maintaining the uptime of the server, increasing its availability.
· How Failover Clustering also increases the scalability of a server.
· Methods of improving security, through the use of GPOs and specialist software like antiviruses and firewalls.
· How Testing would be carried out, and what software would be used.

     In the research methodology, research methods were chosen to plan how the research would be gathered and how data would be analysed. This was based on the methods covered by the research onion. The development methodology covered how testing would be carried out, the test parameters, and the hardware and software that would be used for implementation and testing.

     In the implementation and testing phase, configurations were installed on the server based on what was outlined during the literature review, to make the server efficient based on speed, reliability, scalability, and security. Testing was done to determine the differences in speed between the use of a single storage drive, and RAID Level 5 and RAID Level 10, and decide which should be used for an enterprise server. It was found out through testing that RAID 10 was the best for speed, and since it was already determined the best for reliability in the literature review, it made it the obvious configuration to choose. Below, a final plan for the server can be found. Using research and testing, it has been determined that these configurations are needed to ensure an enterprise server is configured for efficiency.




[bookmark: _Toc133405589]6.2 Final Server Plan

Speed Configurations
· Use of RAID 10 (Determined to be the fastest storage configuration through testing).
Reliability Configurations
· Use of a UPS - To keep a server and possibly other computers running in the event of a power cut. This ensures data is not corrupted, and the server and other devices connected to the UPS can be shut down safely. 
· Failover Clustering.
· Data Redundancy – Use of Offsite Backups (With routine backups via the GFS scheme) and RAID Level 10 (Mirrored data means a complete backup is stored in the array, allowing data to be quickly recovered if lost. Highly fault tolerant.)
· Use of an offsite backup and GFS backup scheme, as a final failsafe if all other reliability configurations fail and result in data loss.
Scalability Configurations
· Failover Clustering.
Security Configurations
· Use of GPOs implemented and tested as a baseline. Further GPOs could be added for a domain depending on the needs of the enterprise.
· Use of a Business-Grade antivirus software on an enterprise server.
· Use of a Firewall and rules/exceptions.

Using these configurations, any server would be highly efficient for use within an enterprise and would enable employees to use and interact with the server effectively and with little hassle. Provided the server had adequate hardware to match, a server with the above configuration could meet the demands of an enterprise, as it is scalable to the demands of an enterprise, highly fault-tolerant, and thanks to reliability configurations should be highly available. A server using these configurations would also be configured for fast data transfers thanks to RAID Level 10 configuration.
     Due to this, I do believe the project has managed to answer the aims set out. Research has been gathered and analysed to understand what factors affect the efficiency of a server. Implementation has been carried out to design a server, with configurations implemented for speed, reliability, scalability, and security covered in the literature review. Testing has been carried out to determine which RAID level is the best in terms of speed, by using software to measure the read/write speeds of each configuration, and a baseline that did not make use of RAID. Analysis of this testing was done, and comparisons were made to conclude which RAID level would be chosen. And lastly, a final server plan has been outlined above, including the configurations needed for an efficient enterprise server, based on the factors stated in the introduction.




[bookmark: _Toc133405590]7. Reflection
[bookmark: _Toc133405591]7.1 Introduction
At the start of the project, the aim of the project was stated: “To investigate what configurations and practices are best for an enterprise server, in terms of speed, reliability, scalability, and security. Research and testing will be performed where suitable to aid the investigation and determine what configurations should be implemented.”. In my opinion, the project does answer this aim. This was due to setting clear objectives at the start of the project. Even those these were added to as the project went on, having these ensured the project kept on track to answering the aim.

     Through completing this project, I have managed to pick up some new skills. As stated in the introduction, part of the reasoning behind the topic for this project was to develop some of the skills required by a network manager, that being server configuration. Before this, I had never configured a RAID array, or tested read/write speeds. These are both skills that have now been developed. More generally, my research skills have also been developed. This project was the first time I’ve made use of a research methodology. Thanks to this, I believe my references, data collection, and analysis have improved, and the research carried out in this project has been my best to date.

[bookmark: _Toc133405592]7.2 Areas for Improvement
Even though the project did manage to answer the aim and objectives set out, the project could still be improved. As discussed in the development methodology, there were some limitations due to the scope of the project. Hardware was a limiting factor in testing. With RAID Arrays, there are two ways to set them up: A software controller or a hardware controller. Hardware controllers are better for RAID, as they can get more performance out of an array, whereas the extra overheads with a software controller decreases performance somewhat. Another problem was due to the fact that RAID 10 cannot be configured using one. This problem was overcome somewhat, by using a striping and mirrored RAID volume within Windows. These are both methods used by RAID 10, so using these to simulate RAID 10, drawing conclusions from the results of both of these, and combining this with knowledge accrued with research allowed conclusions to still be accurately drawn. The read speed for RAID 5 was somewhat limited in testing. It should have been faster when compared to not using RAID at all, but it was not the case in testing. This was likely due to using a software RAID configuration, and due to running it within a Virtual Machine. This again didn’t hinder the project too much. Thanks to research, it could be determined that RAID 5 read speeds would be quicker over using a single storage drive. The write speeds however are severely limited due to how RAID 5 handles data redundancy. This was covered in testing and made RAID 5 worse than RAID 10, which had superior read speeds, and superior write speeds out of all the configurations tested.
     With this in mind, if the project were to be completed again with a bigger scope, it would be great to build a cheap physical server for testing, with server-grade storage and a hardware RAID controller. This way, testing could be done as accurately as possible, and wouldn’t need extra research to verify results. This was not possible within the scope of this project, however, as the cost to do this would be high, and not necessary for this dissertation. It would also not affect the test outcomes, as it would still be determined that RAID 10 is still the most efficient configuration for speed and reliability.
     
     Another problem encountered however was the creation of the failover cluster. When attempting to create a failover cluster, I could not find the feature within the Server Manager. Searching online, I could not find any answers to my query. Screenshots were provided from another source to show how they are created to deal with this, however. If this project were to be completed again, more research would be put into this.
[bookmark: _Toc133405593]7.3 Final Summary
Overall, the project has helped me develop skills and knowledge in server configuration and deployment, which are needed by a network manager. Effective research, implementation, and testing have aided in answering the aim and objectives set out in the introduction. With the configurations chosen, a server deployed within an enterprise should be efficient in terms of speed. reliability, scalability, and security.
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[bookmark: _Toc133405597]Creating a Virtual Machine
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Description automatically generated]On Oracle VM VirtualBox, select “New” at the top of the window. Name the Virtual Machine, and define the Machine Folder, Machine Type (Windows or Linux for example), and Version (Windows 7 or 10 for example). 
For a server machine, “Other Windows” can be used. On the next page, the Memory Size for the Virtual Machines RAM can be set.
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Description automatically generated]It’s worth noting that due to the limitations of my PC, as I only have 16GB, I can only give the server at most around 8-12GB. A real file server for an enterprise business could have anywhere as small as 16GB for a smaller company, and as big as 64GB-128GB for a larger company, where many users would rely on a server. For testing purposes however, a RAM size of 8GB or above will not affect any of the results shown, as the specified RAM capacity shouldn’t be maxed out during testing.
Here, a virtual hard disk was created for the Virtual Machine, where the Operating System will be installed.
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Dynamically allocated storage was opted for, as on the hard disk of the physical PC the Virtual Machine was installed onto, only the space needed by the virtual hard disk will be used on the physical hard disk, rather than using all the allocated space up, even if the virtual disk is not using all of it.
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After the Virtual Machine was created, an ISO file will need to be selected for the virtual disk image. As explained in the CompTIA exam guide for Operating Systems and Security, “An ISO file, also called an ISO image or disc image, is an image for an optical disc, including its file system and all its files and folders.” [13]. ISO files are used for Virtual Machines for installing Operating Systems that have been copied from a physical disc into an ISO file. As stated previously, the Windows Server 2019 Operating System will be used. To do this, a Windows Server 2019 ISO file was selected to be used on the virtual Image disk. When the system is booted, the Virtual Machine will boot off of the ISO, similar to how a Physical PC would boot off an Operating System setup disc to install the Operating System to the PC.
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[bookmark: _Toc133405598]Virtual Machine Optimisations
Here some optimisations were done to increase the performance of the Virtual Machine, such as increasing the processor count and the video memory. Similar to the RAM, an actual server will have much more processors, or cores, and in general, much more performance than this Virtual Machine, which has been limited due to running off of my PC. This may affect the test somewhat, as read and write speeds may be affected somewhat by a limited CPU, however, this will affect all tests, and therefore any differences found in testing configurations, for example, the read and write speeds between different RAID levels, will still show which RAID level is best for efficiency. Even though the performance of the Virtual Machine will affect the total time it takes for the discs to read and write, it will affect all tests equally, thus the differences can still be measured and compared. Using a better machine would speed up these read/write times across the board and would not give any RAID level an advantage over another.
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Here, an illustration of the Operating System setup can be seen.
[image: Graphical user interface

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]The activation for Windows can be skipped, as it does not affect testing.
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Description automatically generated]After the setup has been completed, the machine will boot into Windows. Here, the user will be prompted for a password for the local administrator account. It is important to set a strong password, as this will severely limit the likelihood of a worker or hacker being able to access the server machine if they’ve not gained access to the admin password. Password policies will be covered later in the document when discussing strengthening the security of the server.


[bookmark: _Toc133405600]Server Configurations
Now that the server has been created, configurations can be done to improve its efficiency. This will be broken up into four sections: Performance, Security, Reliability, and Scalability. Testing will be carried out in some of these sections when applicable, to make comparisons between different configuration choices, and to be able to analyse these configurations to determine which will be the most efficient for the server.

     Before doing this, however, some initial configurations will need to be done. Firstly, we need to set the server as a Domain Controller. A Domain Controller is the server that is responsible for managing the Active Directory domain and its objects, such as user accounts, and for managing what hosts can access what resources within the domain. A domain controller can set and enforce security policies for example, which will be used for setting the password policy for the domain, during the security configurations section.
[bookmark: _Toc133405601]Setting up a Virtual Network
[image: Graphical user interface, application

Description automatically generated]     In preparation for deploying an Active Directory and setting up the Domain Controller, a virtual network will be created for the server, to simulate installing a server within an enterprise’s network. Select the server machine, and open the settings tab.
Select the Network tab, and from the drop-down menu, select “Internal Network” and name it. After this is done, boot up the machine, and use the search bar to open the Control Panel. From here, under “Network and Internet” select “View network status and tasks” > “change adapter settings”. From here, select “Ethernet” > “Rename this connection” and rename it to the name of the Internal Network.




[image: Graphical user interface, application, Teams

Description automatically generated]

[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]From here, the network interface needs to be assigned an IP address within the network. To do this, right-click the interface > Properties > Select “Internet Protocol Version 4 (TCP/IPv4) and select properties.
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Description automatically generated][image: Graphical user interface, application

Description automatically generated]









[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc133405602]Renaming the Server Machine
[image: A screenshot of a computer

Description automatically generated]Finally, before setting the server as the domain controller, it’s worth renaming the server machine so it’s easier to identify. To do this search for “This PC”, right-click and select properties. From here go to Advanced System Settings > Computer Name and select change.





[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]





[bookmark: _Toc133405603]Setting the Server as the Domain Controller
An active directory “stores information about objects on the network and makes this information easy for administrators and users to find and use. Active Directory uses a structured data store as the basis for a logical, hierarchical organization of directory information.” [14] The active directory “can centrally manage identities across its infrastructure. It is equipped with different role services, features, and components that help us handle identities securely and effectively according to business requirements.” [15] This enables a server to manage objects such as “servers, volumes, printers, and the network user and computer accounts” [14] centrally from a single point, the server assigned as the Domain Controller.

     To deploy the active directory, search, and open Server Manager.
[image: Graphical user interface

Description automatically generated]

 From here, select “Add roles and features” and set the installation type as “Role-Based or feature-bases installation”.












[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

From the server pool, we can identify and select the server, as it shows the server’s new name and IP address, as well as the Operating System the machine is using. Changing the name previously allows us to confirm this is the right server and is especially important when working within a network with multiple servers.
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]From here, the “Active Directory Domain Services” role can be selected for the server, which will allow us to deploy the Active Directory. Once this has been selected, the rest of the tabs can be skipped, and the role can be installed. There is also an additional screen, explaining Active Directory Domain Services, shown below.

[image: Graphical user interface, text, application

Description automatically generated]
The prompt “Promote this server to a domain controller” highlighted in blue can then be selected.

[image: A screenshot of a computer

Description automatically generated]
From here, select Add a new forest. A forest is simply “a logical construct used by Active Directory Domain Services (AD DS) to group one or more domains. The domains then store objects for users or groups, and provide authentication services.” [16]. This is done, as we have not yet created any forests or domains for the network yet. The name of the forest should include at least one top-level domain, such as .com or .msft for example.

[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]From here, the Directory Services Restore Mode password can be set. This password allows the user to boot the Domain Controller into safe mode, to repair or restore an Active Directory Database. This should follow an enterprise’s password policy, which will be discussed during the security section of the server configurations. After this, there are some additional tabs that can be skipped. Once the prerequisites are checked by the wizard, begin the installation.

[image: Graphical user interface, application
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[image: Graphical user interface, application

Description automatically generated]Logging into the server machine again, a new user account has been made within the newly created domain.
To verify the computer has been set as the Domain Controller, open the start menu, select the “Windows Administrative Tools” drop-down menu, and open “Active Directory User and Computers”. Then in the new window, open the drop-down menu for the domain (It should be named after the name of the domain just created), and select “Domain Controllers”.


[image: Graphical user interface
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[bookmark: _Toc133405604]Appendix B
[bookmark: _Toc133405605]Creating User Account Objects

[image: Graphical user interface, text, application

Description automatically generated]A user account object will first need to be created to demonstrate how to set permissions. To do this, using the start menu, select the “Windows Administrative Tools” drop-down menu, and open “Active Directory User and Computers”.
[image: Graphical user interface, text

Description automatically generated]From here, open the domain drop-down menu, and right-click the Users folder > New > User. 

[image: Graphical user interface

Description automatically generated]
The user account details can then be filled in.
[image: Graphical user interface, application

Description automatically generated]









[image: Graphical user interface

Description automatically generated]
A default password can be set for the user, with the “User must change password at next logon” setting ticked. The “Password never expires” setting has been deliberately left unselected, as users should routinely change their passwords regularly in the slim chance a hacker had gained access to a password unknowingly the user in question, as this would stop hackers from getting into the account using an old password.
[image: Graphical user interface

Description automatically generated]


[image: Graphical user interface, text, application

Description automatically generated]The newly created user account can then be found within the Users folder.
[image: A screenshot of a computer

Description automatically generated]Another account was created, which will be set as an administrative account. Administrative accounts could be assigned to higher-ups at the enterprise, members of the security team, or as a failsafe account if the network manager/head network manager were locked out of the domain administrative account. 

[image: Graphical user interface, text

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]To give an account administrative privileges, double-click the “Domain Admins” object within the Users folder, and in the new window select the Members tab.
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Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]Select add and use the check object names to find and add the user account to Domain Admins.
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Description automatically generated]

[bookmark: _Toc133405606]Creating a Windows 10 Virtual Machine and Adjoining It to the Domain
[image: Graphical user interface, application

Description automatically generated]Now that the user accounts have been made, a Windows 10 client machine will be made to test the user accounts, and for setting up/testing user permissions for shared files later in the document, as permissions play a big role in securing a server and its files. A second Virtual Machine was created, this time using a Windows 10 ISO file. Ensure that in the adapter settings, the Virtual Machine is given the same internal network as the server machine. 

Once this is done, boot the machine and go through the setup page for the Operating System. When selecting the Windows version, ensure that Windows 10 Pro is selected, as the home version of Windows cannot be adjoined to a domain. Once this is done, the client machine will need adjoining to the domain. This will allow users to log into the domain using their accounts. Firstly, the client should be renamed to easily identify it when adjoining it to the domain. This can be done by right-clicking “This PC” and opening properties.
[image: Graphical user interface, text, application
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[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, text, application

Description automatically generated]The client adapter will also need to be given an IP address, similar to the server machine.

[image: Graphical user interface, text, application

Description automatically generated]





[image: Graphical user interface, application

Description automatically generated]The DNS will also be changed to the IP address of the server. “DNS stands for Domain Name System, although some use DNS to refer to Domain Name Servers. DNS is a redundant, hierarchical, distributed database that is used to pass information about domain names.” [19]. Essentially, it “lets you use names rather than numbers to refer to host computers. Without DNS, you’d buy books from 207.171.182.16 rather than from www.amazon.com” [20] In this case, DNS is used by the Active Directory Domain Services, installed previously on the server, to enable clients to locate the domain controller. It also allows domain controllers hosting the directory service to communicate with each other if multiple domain controllers are in use. The domain controller/s stores user account information, authenticates users, and enforces security policies within the domain.

[image: Graphical user interface, application

Description automatically generated]
Now this is done, the client can be adjoined to the domain. On the client machine, open the properties menu of This PC.

[image: Graphical user interface, text, application

Description automatically generated]

On the right-hand side of the menu, select “Advanced system settings”, and select the “Computer Name” tab on the new window.


[image: Graphical user interface, application, Word

Description automatically generated]
Select “Change…”.
[image: A screenshot of a computer

Description automatically generated]







[image: A screenshot of a computer

Description automatically generated]From here, select “Member of Domain” and enter the name of the domain.

[image: A screenshot of a computer

Description automatically generated]Enter the username and password of one of the previously created user account objects in the new window.





[image: A screenshot of a computer

Description automatically generated]On successful login, the user should be greeted with the following welcome message:
[image: A screenshot of a computer

Description automatically generated with low confidence]On rebooting, the user should then be able to log into their account from the client machine.






[bookmark: _Toc133405607]Appendix C

[image: A picture containing text

Description automatically generated]In Server Manager, select “add roles and features”. Select the domain controller in Server Selection and continue to Server Roles. On Server Roles, select the setting shown below.
[image: Graphical user interface, text, application

Description automatically generated]Once this is done, install the feature.
Once this is done, on the left-hand side of the Server Manager, select “File and Storage Services”.

[image: Graphical user interface, text, application

Description automatically generated]
From here, select iSCSI and select create an iSCSI virtual disk.

[image: A screenshot of a computer

Description automatically generated]
Select the desired drive to install the disk on and continue.






[image: A screenshot of a computer

Description automatically generated]
Now a name can be set for the virtual disk. Once done, select next.

[image: A screenshot of a computer

Description automatically generated]Here the size and storage type can be set.
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]As there is no existing iSCSI target, select new and continue.
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Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]Here we need to add the nodes for the cluster. This can be done by selecting “Add…” and adding each server by specifying the IP address.
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]Once the nodes are added, continue to confirmation, and select create.
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[image: A screenshot of a computer

Description automatically generated]Now this is done, another virtual disk will need to be created as above for the failover cluster.





[image: Graphical user interface, text, application

Description automatically generated]
Now these are made, we need to initiate the iSCSI service. To do so, select “Tools” > “iSCSI Initiator”.
[image: Graphical user interface, application

Description automatically generated]
In the new window, select the Discovery tab > ”Discover Portal…”.



[image: Graphical user interface, application

Description automatically generated]
Here, the iSCSI storage server needs selecting, the server we made these virtual disks on, by inputting its IP address. After this select “Advanced…”
[image: A screenshot of a computer

Description automatically generated]
Change “Local Adapter” to Microsoft iSCSI Initiator and set the Initiator IP as the iSCSI storage server. After this select ok, and navigate back to the “Targets” tab.


[image: A screenshot of a computer

Description automatically generated]
Select the target > “Connect”.
[image: A screenshot of a computer

Description automatically generated]
Select advanced again, change “Local Adapter” to Microsoft iSCSI Initiator, and set the Initiator IP as the iSCSI storage server. Here, the target portal also needs to be selected. Once done, select ok.
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[bookmark: _Toc133405608]Appendix D

Sequential vs Random: Sequential read/writes and Random read/writes refer to the different ways a storage drive will perform its read and write operations. When a storage drive reads or writes a file sequentially, the data is read or written in a sequence to the locations it needs to be. A type of sequential read/write would be copying a file for example. When a storage drive reads or writes a file randomly, the data is read or written randomly to the locations the data needs to be in. Random read/write operations are done a lot by operating systems, such as opening an application, or navigation of the operating system. As such, sequential read and writes are much quicker than random read and writes, as where a sequential read/write will only access a location once and move on, a random read/write may have to access a location multiple times. Random read/writes are used by storage drives for smaller files, whereas sequential read/writes are used for larger files.

CPU Threads: Threads refer to how many CPU threads are used during the test. A thread is a type of CPU Core. More specifically, a thread is a virtual core, which allows a single CPU core to break up a task into smaller tasks and spread these tasks to its threads. A CPU core can have 2 threads, allowing for tasks to be completed faster, as “they allow the processor to perform multiple tasks at the same time” [23], rather than having to wait for the CPU cores to finish tasks one at a time.

Queue Depth: Queues refer to the Queue Depth of the test. Queue Depth dictates the number of commands a thread can give at any given time, a higher queue depth will result in a quicker read/write speed or decrease the chance of bottlenecks in performance due to the queue being full. These tests are meant to simulate different types of reads and writes a storage drive will make for users.

Metric vs Binary Units of Measurement for Data: Lastly, Mebibytes, Kibibytes, and Gibibytes are a unit of measurement used in computing, which represent a certain number of bytes. To attempt to explain this simply, a byte refers to 8 bits and a bit is made up of a single binary value of 1 or 0, which is the language computers use. A Kibibyte represents 1024 bytes, whereas a Kilobyte, the more commonly known and marketed measurement, represents 1000 bytes. A Kilobyte, Megabyte, or Gigabyte are the metric versions of the binary Kibibyte, Mebibyte, and gibibyte. If you’ve ever wondered why Windows shows your drives as smaller than advertised, this is because Windows actually counts 1024 bytes as a Kilobyte as if it were a Kibibyte, rather than 1000 bytes as a Kilobyte actually is. Figure 9 below, details the differences between the two units of measurement, to better illustrate the differences between the measurements.
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Description automatically generated][24]
Figure 9 Binary Measurements vs Metric Measurements Table







[bookmark: _Toc133405609]Appendix E
[bookmark: _Toc133405610]Creating a New Storage Drive
[image: Graphical user interface

Description automatically generated]To create a new storage drive for the server, select the settings of the server virtual machine on VM VirtualBox Manager, and navigate to storage.








[image: Graphical user interface, application

Description automatically generated]From here, select “Adds new storage attachment” across the bottom of the tab, and select “Hard Disk”.
[image: Graphical user interface, application

Description automatically generated]








[image: Graphical user interface, application, Word

Description automatically generated]Select Create across the top and set the size for the storage device.

[image: Graphical user interface, application

Description automatically generated]Highlight the newly created storage device, and select Choose at the bottom of the tab.





[bookmark: _Toc133405611]Windows Partitions
[image: Graphical user interface, application

Description automatically generated]     Now that the storage drive has been created, it will need assigning a partition within Windows: a logical representation of a disk drive that Windows needs to make use of the storage drive. Microsoft defines a partition as “a contiguous space of storage on a physical or logical disk that functions as though it were a physically separate disk.” [25] To create a partition, use Windows search to find “Create and format hard disk partitions”.



[image: Graphical user interface, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Of the two partition schemes, GPT (GUID Partition Table) should be selected. GPT is the modern version of MBR (Master Boot Record). GPT expands upon MBR, allowing support for storage drives larger than 2TBs (Terabytes) unlike MBR. GPT can support a hard disk size “of up to 18 EB” [25]. For reference, an EB (Exa Byte) is 1000000TBs. To add to this, GPT allows for up to 124 usable partitions for each storage drive, whilst MBR allows up to 4. GPT also supports modern systems, whilst MBR is the legacy scheme that supports older systems and Windows versions.

[image: Graphical user interface

Description automatically generated]Once a partition scheme has been selected, the partition will need to be allocated, by right-clicking the unallocated space and selecting “New Simple Volume…”, which will open the New Simple Volume Wizard.

[image: A screenshot of a computer

Description automatically generated]The volume size can be left as is, as it is set to the maximum disk space by default.
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Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]On this tab, the storage drive can be assigned a drive letter, which will be left by default.
Here, the volume can be formatted, with the following file system types.







[image: A screenshot of a computer

Description automatically generated]NTFS is recommended. NTFS (New Technology File System) is a proprietary file system optimised for Windows, which supports features such as “security descriptors, encryption, disk quotas, and rich metadata. It can be used with Cluster Shared Volumes (CSV) to provide continuously available volumes that can be accessed simultaneously from multiple nodes of a failover cluster.” [26]. ExFAT (Extended File Allocation Table) is optimised for flash drives, as it’s lightweight and cuts out the extra features that NTFS offers, as these features are useful for PC storage drives, but are not needed for flash drives. Removing these features also aids in speeding up operations on a flash drive. FAT32 is an older file system, which is more compatible with more systems and devices unlike the other two file systems but is limited to file sizes of 4GBs or lower. Once NTFS is selected, the volume can be labelled, and a new volume can be created.
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[bookmark: _Toc133405612]RAID 5 Volume
3 new storage drives were created and attached to the server machine. AS RAID 5 takes up about a third of the available storage space, 3 30GB storage drives need to be made to ensure the usable space is still roughly 60GB. Once the storage drives were made, partitions were created for each new drive within Windows with the same settings used previously.

[image: Graphical user interface, application

Description automatically generated]To create a RAID 5 array, Right-click one of the disks, and select “New RAID-5 Volume…”

Add all disks to the volume. After this, the volume can be created as documented previously.

[image: Graphical user interface, application, Word

Description automatically generated]
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