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ABSTRACT
This document outlines security concerns when producing a PHP website to be published on the internet and discusses possible mitigations of these threats.  
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[bookmark: _Toc62477740]INTRODUCTION
Students were required to create a database-driven website using PHP programming language to generate dynamic content. The website needed to store data within a normalised database, retrieve content from the database, provide search functionality to data within the database, demonstrate CRUD functions and implement basic security measures. This report discusses the implementation and possible security concerns regarding deployment.
[bookmark: _Toc62477741]RESEARCH
The research was conducted into possible cybersecurity issues when producing a website before live deployment. The Internet is an insecure channel for sending data, this leads to a high risk of security breaches to websites and more importantly their data [1]. 
The most common attack vectors of websites are: -
A. [bookmark: _Toc62477742]SQL Injection.
An SQL injection attack is where a user executes malicious SQL statements through input fields to modify, edit or delete data contained within the database [2]. 
B. [bookmark: _Toc62477743]Broken Authentication.
This vulnerability is caused by poor implementation of authentication and management functions [3]. Common risk factors of broken authentication include: -
· Unprotected user authentication credentials [4].
· Authentication credentials being exposed in the URL of the website [4].
· Authentication credentials being sent through unencrypted connections [4].
C. [bookmark: _Toc62477744]Sensitive Data Exposure.
This vulnerability is when sensitive data which is meant to be protected from unauthorized access becomes exposed. This includes financial, medical, or other personal data which is considered sensitive. Businesses must comply with data protection regulation standards which include (GDPR) [5]. 
D. [bookmark: _Toc62477745]Cross-Site Scripting (XSS).
Cross-Site Scripting (XSS) is a form of injection attack in which malicious programming scripts send malicious code to a different user. This vulnerability occurs where the website requires input from the user without validating the input values [6]. Primarily the most common language used in these attacks is JavaScript however other programming languages can be used [7].
E. [bookmark: _Toc62477746]Cross-Site Request Forgery.
This form of cyber attack is when a user forces an end user to execute actions on a website of which they are authenticated without their knowledge, such as purchasing products for the attack, transferring funds to the attacker, or changing authentication details so the attack can get access to the account [8]. Typically, these attacks occur through social engineering, in which the attacker will trick the user to execute the malicious request through email, or social media applications [9]. 
[bookmark: _Toc62477747]MITIGATIONS
The following is an analysis of the potential mitigations against the above threats concerning the database driven website outlined in section 1.
A. [bookmark: _Toc62477748]SQL Injection.
The current implementation utilizes prepared statements when requesting the user to enter data into the database such as user register webpage and create a ship webpage [10]. This provides some basic protections against SQL injection attacks however the use of a mature PHP framework such as Laravel and the Eloquent library would further improve security [11]. 
B. [bookmark: _Toc62477749]Broken Authentication.
The current implementation of user authentication is basic when concerning secure authentication inputs however prepared statements have been used to provide a basic level of security. The implementation does not provide any security thought when creating session variables [12]. To mitigate both problems and further improve the implementation. The use of an established framework with a pre-defined secure authentication package would provide a greater level of security from threats such as Bots [13]. Also the use of Honeypots to deceive bots and trick them into identifying themselves [14].
C. [bookmark: _Toc62477750]Sensitive Data Exposure.
The implementation provides some protection against unauthorized access to sensitive data.
To identify all possible methods that data could be exposed; a comprehensive investigation would be needed. 
D. [bookmark: _Toc62477751]Cross-Site Scripting (XSS).
The current implementation provides basic protection against cross-site scripting using input validation however this protection is limited. To mitigate this threat further the use of a PHP framework such as Laravel which can provide native support to protect the website from XSS attacks [15]. 
E. [bookmark: _Toc62477752]Cross-Site Request Forgery.
The implementation does not protect against cross-site request forgery attacks currently. To combat Cross-site request forgery attacks the use of XSRF tokens would need to be implemented. These can be provided by the use of a framework such as Laravel [15].
[bookmark: _Toc62477753]CONCLUSION
In conclusion, by implementing the above 5 measures the overall security of the website would be greatly increased. The use of a framework such as Laravel would provide faster, securer implementation of PHP that could be achieved with a bespoke solution without a significant cost and time investment [16], [17].
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