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Introduction
This assignment present a project based on the scenario where “Jones Smith Truman Consultants (JSTC) is invited by the Republic of Snowdenia County Council to offer advice on data protection, following a low-level hacking incident. One of Snowdenia’s staff had implemented a three pronged intrusion, based on the Man-in-the-Middle (ARP poisoning) attack, password cracking, and access via an Internet WiFi facility offered for roving staff working at home. Private data was released into the public domain, published via a website for criminals seeking information for various illegal activities.”[1]
The project summarises in one report the most significant fields of interest:
· Consistent description of the solution that ensure “confidentiality, integrity and availability for the Council’s information”.[1]
· Complementary actions and procedure required when “underpin security-aware operation.”[1]
· Discussing the eventual hacking issue in order to highlights the potential vulnerabilities and protective methods to mitigate the impact of the losses.
· Listing the control methods and audit actions that must be taken by customer (Council) in order to accomplish data regulations and data protection legislation.




Incident Report
Snowdenia County Council was victim of inside hacking attack where a member of the staff explored network vulnerabilities in order to affect data confidentiality, integrity and data availability.
At the first evaluation JSTC where able to identify the methods and the channel used for breaching security, such as:
· Man-in-the-Middle method (MITM)
· Password Cracking method
· WiFi Network Connection (remote work)
Cyber Security experts describe this kind of attack as highly effective when the hacker uses Private Internet Connection to infiltrate and get control over Access Point by accessing login information.
MITM hacker is setting up the network device for collecting login credentials for any device that may intend to connect via WiFi, attracting into trap vulnerable systems who connects instantly when detecting high power signal or memorised SSID connections.[2]
Once the setup is done, a passive scanning technique is used to collect IP and MAC addresses to localise targeted computer. Within the network, ARP (Address Resolution Protocol) messages are used to create false requests and switch device to intermediate the traffic from both sides (sources and destinations). These actions prove even more potential attacks like “Network Sniffing” and “Transmitted Data Manipulation.”[3]
In regards of password decryption, a very important aspect is the internal hacking source as staff member, operating the system with his own access credentials. In general password vulnerability is exploited by attackers using dictionary, collections of data including words, common passwords and personal data in combination with error messages or alerts of expiration date for credentials.When the attacker PC establishes wireless internet connection similar detector such as “Aircrack packet sniffer” was used to get the password and “Ettercap” tool to filter the packets. [6]







Solutions

The Council has a great responsibility for data protection because exist the risk of exposing members of community, strategic or economic information and administration system access.
JSTC is taking in consideration a set of actions to be taken immediately, while staff members are working from remote locations:
· Installing antivirus and anti-malware solutions on staff devices.
· Implement private network connection.
· Introducing encrypted methods and certificates for user’s access.
· Running security updates.
· Users training of cyber security, vulnerabilities and mitigating actions.
· Achieving software solutions for network and database security.
· Creating the reporting and action system for phishing, spam, alerts.
· Achieving cyber insurance products.

Antivirus
Antivirus such as “Norton” offer solution against: “MITM, SSL strip attacks, content tampering or content manipulation attacks, and DNS spoofing attacks.”[7]
According with [7] Norton experts recommend a set of complementary actions to be taken in considerations:
· Software installing: “Norton 360, Norton Security On-the-Go” 
· Check "https" link identification
· Secure “working at home” activities by using “Secure VPN in the Norton UWP app“ via WiFi, to enhance encrypted connection.
· Avoid accessing links over “phishing emails” or unexpected credentials updates from obscure sources. 
· “Manually type the website address into browser” when accessing requested links.





Private network connection
“Perimeter81” is one of the best solutions to enhance private connections while working from remote locations over available WiFi networks. [8]
Ricardo Resnik, CEO at Multipoint confirm on [8] full confidence in this solution now when multiple business move work environment at their employees personal premises.
Perimeter81 solution is covering two essential business areas as listed below and described by [8]:
Network and Site-to-Site Interconnectivity:
· Automatic Wi-Fi security 
· Two-factor authentication 
· Single sign-on capabilities 
· Always-on VPN 
· Dedicated solution architect
· Cloud management platform 
· Dedicated global gateways
· Fast and easy network deployment
· Split tunnelling
· Custom DNS
· DNS Filtering
Support and Self-service knowledge base:
· In-app chat support
· Email support
· Phone support
· Customer Success Engineer
· Agentless application access 
· Policy-based segmentation 
· Activity audits & reports
· Easy-to-use apps


Encrypted methods and certificates
An efficient solution to prevent MITM attack more often used nowadays is replacing passwords authentication with digital certificates (DC).
Digital certificates avoid decrypting vulnerability, human errors and introduce public key cryptography (PKI).[9]
“SecureW2” is the recommended PKI that is functional on cloud based technology with no more on-premise servers.[9] 
This original product contain more revolutionary options such as managed PKI where set-and-forget technology secure one time access information from being memorised, copy or unauthorised used.
Based on SecureW2 capability networks admin can easily implement without user training od other preparation.

Security updates
Every operating system has its own specific, security related vulnerability that need to be fixed. Security updates are made for eliminating these vulnerabilities.
System vulnerability is measured by its severity: critical, important, moderate, or low.
Experts find critical to regularly update software security solutions that protect the system from malicious intruders and keep the apps accessing new features, sending essential health reports and breach attending alerts. 

Users training of cyber security
National Cyber Security Centre (NCSC) summarised the important role of the users into cyber security enhancement and mitigation process: “...Security rules and the technology provided enable users to do their job as well as help keep the organisation secure. This can be supported by a systematic delivery of awareness programs and training that deliver security expertise as well helping to establish a security-conscious culture.”[10]
Experts recommend that organisation need to develop specific security guidance for users and integrate it into business security plan. Security policy and implementing procedures should be easy to understand and specific related with users processes and roles.
Staff induction program for new users and guests (“...contractors and third party users”) must contain users responsibilities, terms and conditions for using the working environment, information security agreement, risk disciplinary action.[10]
An online platform will be created with online chat where users and IT support will discuss everyday challenges and reinforce the knowledge about cyber security program.
Consultants will create attributes for security roles to members of staff who receive specific training and genuinely support the cyber security plan and share their experience over the organisation.
Over the network, each user must accomplish with the “security culture” when are waiting to report poor security practice and security incidents.[10] 
In order to enforce new rules and security policy, members of the staff are getting aware of serious consequences that results when are not following the cyber security plan and regulations.

Software solutions
CISCO is one of the most successful companies in the cyber security business able to provide a dedicated solution for MITM attacks.
Cisco Aironet introduced LEAP (Lightweight Extensible Authentication Protocol) technology to provide secured links with less available exposed credentials and rotational process of encryption keys.
Head to head authentication process will eliminate the risk of intermediary connections, the only existing method to block MITM.

Cyber insurance products
Cyber insurers are on the market to cover a “$125 billion cyber security marketplace”, evaluates Insurance Journal Publication.[11]
Based on Microsoft consultancy insurance programs are addressing to “several security risks such as data breach, business interruption, data theft or corruption, and cyber extortion.”[11]
As a premier in the industry was created the “Cyber Catalyst designation” where 17 products are listed, some like:“BigID Data Privacy Protection and Automated Compliance, Digital Guardian Data Protection Platform, Forescout Device Visibility and Control Platform, KnowBe4 Security Awareness Training and Simulated Phishing Platform, Perspecta Labs SecureSmart critical infrastructure monitoring solution” any many others”[11].







Conclusions and Recommendations
JSTC and Snowdenia Council stands together against this cyber security attack and are ready to implement a multi level protective strategy, including monitoring the traffic, explicitly allowing users roles and specific access control over domains, services and applications.
Monitoring the traffic
Monitoring actions must e preceded when deep infiltration and severe damage occurred during a long period of cyber attack. Consultants aim is to avoid once again data extraction. Scanning internal network will bust up alert level of network security within the organisation. Introducing application firewall (WAF) at level of the filters will select web server’s traffic.  WAF additional functions are to protect database attacks such as RFI and SQL infiltration. Intranet monitoring process will ensure a deep evaluation of user’s activity, login credential usage and big data transfer requests.
Monitoring services is a great solution to isolate suspected users, affected areas, network devices or applications who present vulnerabilities or are presenting risk for organisation.
User roles and specific access control 
Controlling domains include enabling user roles and granted access to applications, shared over the network, or local installed by request. This is a successful levelling method to reduce available attack areas. Most secured domains can be affected by internal users, already proved by staff member on Snowdenia Council. Legitimate software updates request are often used by users as cover for penetration method in cyber attack and at the same time older versions are exploited for their vulnerability to access the network domain.
Users should use only the latest version of any accepted application, a global version of login credentials and to be provided same type of digital certificates.
Access control
Cyber attackers are always targeting user vulnerabilities and manipulate user access to penetrate and request information. There is a set of issues to be evaluated and reported when occurs, such as: 
· Negligent admin may ignore security rules and grant permission to disguised user.
· Staff members who abuse the system and share their login credentials or incautious allowed access to their critical data.
· Network access penetrators who receive network access or explore hardware vulnerabilities over the network.
Organisational cyber security plan will contain a complete review of users list, domains and applications, granted access and guests requirements.
Two-factor authentication will be introduced as second form of verification for users requesting access (mobile device authentication, second email address).
JSTC will develop a protection strategy against MITM attack starting with VPN implementation for mobile devices and user terminals with remote access to the Council network and facilities.
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