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Abstract

The ability to for a person to communicate (voice/ data) or access applications and services varies
depending on their location. In-country Internet Service Providers (ISPs) and cellular providers control
the user’s ability to communicate and access to various applications and services.

This research aims to create a technological solution that will enable a person to communicate or access
services/ applications wherever they are, using whatever free and open network/ bearers are available
to communicate or transfer data through a secure method other than virtual private networks. This will
ensure that the communications can still happen and that the data is protected, and that the necessary
verification has been carried out to ensure that authorized personnel are receiving the data. This will
take the form of a Raspberry Pi or be hosted on a phone or smart watch of some description.
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1. Problem Statement
Overview

Communications from a person in a foreign city can be hindered by local network infrastructure.
Additionally, the ability to access services or data from their home country, for instance, can be
hindered by that country’s network policies, which may block access to applications, such as Netflix, for
instance. Virtual Private Networks (VPN) have historically been a solution to this as they encrypt the
data, thus the application is hidden from view, but VPNs are now being blocked in certain localities.

This research aims to create a solution to enable the requirement for communications from an edge
node within a city, with untrusted networks and restrictive network services policies, and the central
controller back in the home country.

Use case

This specific use case is to provide a central controller for a displaced person to communicate/ transfer
data back to the central controller whilst transiting through a city. Some form of digital agent/ method
will be used to dynamically choose a variety of free and open bearers, where an account is not required
to enable communications, as is the case with cellular communications for instance, then authentication
and data encrypting/ coding will be used to protect the data. This will be required as the user will not be
expected to have accounts with ISPs/ Cellular services in that country.

Each service required for this network will use its own protocol that is dependent on the information
being exchanged. For instance, a request for Netflix would require HTTP. One of the issues that this
research will investigate is the required protocols are not available for the service that is being
requested, is there a technological solution to ensure that the service can be provided to the node
requesting it using a different protocols, which could be managed on the digital agent.

The technological underpinnings for this research will focus on various protocols that will facilitate a
variety of data that will be fed from the node back to the central controller. Each use case will use a
different protocol, which is dependent on the data that is being sent by that node to the central
controller.

Network Architecture
The network architecture for this research will comprise of the following elements:

e Central controller — all analysis and hosting of services

e Edge node — could be a smart watch or a mobile phone, and will be the mobile person’s device
for communications back to the central controller

e Digital agent — hosted on the central controller and edge node, and will be responsible for
facilitating the following:
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.1 The verification at the network edge —including the key-exchange-like verification stage that
ensures the correct recipients receive the data, by revealing they know what it is without
revealing the data itself.

Components

There are various components to that will be required for the successful exchange of information from
the mobile node the central controller:

Component 1:

e Edge node dynamic bearer selection and verification using authentication, authorization,
and authentication (AAA) —what are the most appropriate bearers or networks to use

Component 2

* Information encrypting/ coding methods to protect the data — so the edge node has to
prove to the central controller that it knows what the data is without revealing what it is on
the wire. This may be a rather granular investigation into

Component 3

e Data exchange between mobile node/ edge node and central controller
.1 This will include protocol-specific handshaking (if required) and message acknowledgments,
for instance
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2. Project Aims and Methods
2.1. Aim

The aim of this project is engineer technologies that will enable the C2 at the network edge in a locality
where the local network infrastructure will not usually allow, back a central controller that will provide
the desired applications and services that the edge node requires.

This project will comprise of a central controller and an edge node, and potentially some form of digital
agent hosted on both nodes that will facilitate the information exchange at the network edge, including
AAA, data coding/ encrypting, and dynamic bearer selection.

2.2. Methods
This research will follow particular research philosophies, approaches and strategies, as outlined below.
Philosophy

This research will be pursuing the positivism route as the knowledge will be based on real world
phenomena. Positivistic research tends to produce experiments and includes the development of
software, which will be the output of this research.

Approach

It therefore prudent that this research will pursue deductive reasoning, that is, to start with a theory,
then make predictions, and experiment and simulate, as per the Sherlock theory.

Strategies

Appropriate strategies for this research will be experimentation, software development, document
review, and straying into case studies as well. This strategy builds on experimental and is typical of
development projects, which is more aligned with this research than other research strategies.

Research steps
The research will follow generic research methodology steps, that is:

Identify the research topic

Compose the aims, objectives and any questions of the research topic
Conduct background research on the topic area, and develop a hypothesis
Develop a hypothesis

Test the Hypothesis, gather data

Analayse results

Report

Nowym s whe
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This method enables the process of identifying your topic area, making a hypothesis, and then
testing and reporting on the progress of that hypothesis based on qualitative/

These methods will likely be confirmed through the literature review stage of this research.
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3. Project Tasks and How They will be achieved

This project comprises of the following work packages (WP):

L]

1
2
3

WP1 Background Research

WP1.1 Methods of urban communications out of country
WP1.2 Dynamic bearer selection and

WP1.3 Data verification and protection methods

WP2 Protocol/ Network Design
WP2.1 Protocol design
WP2.2 Development of verification and data protection methods

WP3 Scenario Simulation
WP3.1 Simulation

WP4 Results Analysis and Report Write Up
WP4.1 Analysis of simulations
Dissertation write up

3.1. Outcomes

0OC1 - Produce a literature study on current limitations of applications and services over some network
bearers/ country specific ISPs, and include current methods that aim to get around this such as VPN, or
novel - this will include ‘crypto’-like methods that use methods such as hash tables to ensure that the

data is being sent to the intended recipient

0C2 — Interim Viva Presentation

0C3 - Produce a network schematic and PCB drawing for any microcontroller and related circuitry.

0C4 - Simulate the network on Proteus and any other simulation software that will be required.

OCS5 — Results analysis and captured all outcomes into the Final Report.

0OC6 — Final Viva

OC7 - Poster and Q&A
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5. Resources
This research will require software, hardware, data, people, and financial resources, as outlined below.

Software
This research will require the following software resources:

e EasyPC OR KiCAD

e Proteus

s PICC

e Command line for enabling the various protocols that will be used for communicating between
the nodes and the central controller

Hardware
This research will require the following hardware:

e Microcontroller or Development board, such as PIC/Raspberry Pi
e Any electronic components required as part of the circuitry

s Nodes

e Antenna (if not part of the development board/ microcontroller)

Data

This research will not be accessing data on people as it is not required due to the specific nature of the
use case.

People
This research will require the following resource:

e 1 xResearcher (Author of this Report)
e 1 xSupervisor

Institution (employer/university) resources
This research can access employer laboratories when required.
Finances

This research will require funding from the university and/or employer for mainly hardware. Costings
are to be confirmed, and this will vary depending on the nodes and development boards/
microcontrollers that actually get decided upon.
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