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FINAL GRADE

64/100

Assignment report final - Rhys Treharne
GRADEMARK REPORT

GENERAL COMMENTS

Instructor

WEBSITE

Database structure and design - I don't understand
why login and signup tables are separate. Surely these
contain the same information? Perhaps one of them is
not in used?  tvshows/genres are appropriately
normalised. 8/10

Range of PHP demonstrated - Login is OK, but you
need to manage it so that the non-logged in used
cannot access pages that allow editing (for example).
You have managed the two states.

Register sort of work but has some problems - it
allows you to create a blank username/password
(which you can then use to log in with!), and also allows
a duplicate username. Validation is needed here. 

I'm a bit confused that any user, even one that has
just signed up, can delete/edit any records from your
database. This should be limited to the admin user.

Search is a bit limited - would be nice to search on
genre as well. It's hard to discover a new TV show on
your site unless you already know its title!

32 /50

Overall integration of website - Search is off the
top of the page on my screen, look me a while to find
it - you need to look at the layout here.



Layout is OK, some pages are a bit basic, such as the
search results page. Try to have a similar theme
throughout every page of your website. 6/10

REPORT

Investigation/analysis of two security issues -
SQL Injection is OK - a little on the short side, would
have been nice to see a few more examples of attacks
beyond the 1=1 problem. Password hashing section is
OK, but needs a bit more technical detail. 9/15

Mitigation of security issues in your site - You
mentioned using prepared statements for the search,
you would also need it on INSERT statements -
anywhere that a user will enter data that ultimately
ends up in the database. More details needed on
password hashing. 8/15

General Comments: I am glad to see that you have
improve your writing style into the passive voice
since our conversation at the Workshop Day. Just a
couple of "I" still sneaking in!

TOTAL: 64/100
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