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[bookmark: _Toc228222366]Introduction
[bookmark: _Toc228222367]Cybersecurity Overview.
Cybersecurity is a vital field that seeks to protect digital systems, networks, and confidential information against cyber-attacks. As the world grows more digital, the threat landscape becomes ever-changing and the security of data and infrastructure is more important than ever (Nejad, 2023). Since organizations have been very dependent on online platforms and cloud services, the impact of vulnerability in systems can be far-reaching, including data breach and massive financial losses (Fernandes et al., 2026). Penetration testing is one of the most important tools used in cyber threat defense because it is a proactive technique that involves simulating attacks to detect vulnerabilities before other attackers can take advantage of the vulnerabilities (Al-Sabbagh et al., 2026). Vulnerability testing, as well as penetration testing, is an important part of the contemporary cybersecurity approach as it evaluates security vulnerabilities and offers an insight into the robustness of important infrastructure (Alquwayzani, Aldossri, and Frikha, 2024).
[bookmark: _Toc228222368]The relevance of Penetration Testing and Vulnerability Assessments in the Contemporary Cybersecurity Practice.
Vulnerability assessments and penetration testing are the essential elements of a sound cybersecurity plan. Through simulation of real-world cyberattacks, penetration testing enables organizations to detect vulnerabilities in systems, applications, and networks, prior to malicious actors utilizing them (Hilario et al., 2024). Vulnerability assessment goes hand in hand with these activities and offers a methodical way of scanning and finding the possible vulnerabilities within the system. All these measurements are used to make sure that the critical assets are secure, and vulnerabilities are sealed, as a result improving the general security stance of the organization (Ally, 2024).
[bookmark: _Toc228222369]Objective of the Assignment.
The recent cyber-attacks on Marks & Spencer (M&S) and the Co-op Group shed considerable light on the vulnerabilities in the security and control mechanisms of the UK's major retailers. These breaches reveal significant weaknesses in the detection, containment and incident response processes that enabled hackers to infiltrate and remain in the networks for many months. The attacks highlight the critical need for patch management, access control and detection measures.
[bookmark: _Toc228222370]Background of the Assignment.
The cyber attacks on UK retailers (Marks and Spencer, Co-op and Harrods) underlined the increasing vulnerability of large organisations to cybercriminals motivated by financial gains through social engineering, identity abuse, third-party and ransomware-related extortion. The UK National Cyber Security Centre confirmed that it was collaborating with impacted organisations, and provided broader advice to the retail sector in the wake of these incidents. Public reporting also associated the activity with Scattered Spider/UNC3944 and use of DragonForce ransomware infrastructure and the National Crime Agency subsequently arrested four people in relation to attacks on M&S, Co-op and Harrods.
Scattered Spider is a young, English-speaking organization, which is characterized by the application of social engineering methods such as SIM swapping and helpdesk vishing to gain access to corporate networks to achieve financial benefits and does not rely on the state.
The present task thus revolves around two related fields. It reviews, first, the way the M&S and Co-op incidences reflect insufficiencies in identity security, the third-party risk management, helpdesk verification, network segmentation, monitoring, and incident response. Second, it plans a red team exercise of the ABCD Ltd to simulate the same vulnerabilities in an effective virtual lab. It is not merely a description of the attacks, but it is also an assessment of what the incidents say about contemporary cyber risk, and the way organisations can become more resilient.
[bookmark: _Toc228222371]Significance of Findings
[bookmark: _Toc228222372]The importance of the results is that identity, trust, and operational dependency is becoming an increasingly popular tool in modern retail cyberattacks, not merely technical software vulnerabilities. The M&S incident allegedly concerned access via a third-party contractor and social engineering instead of a straightforward direct technical exploit, demonstrating the ability of attackers to avoid mature technical investment, by attacking human and supplier processes. The threat intelligence reporting by Google on UNC3944, which is a subset of Scattered Spider, is a financially motivated group that engages in ongoing social engineering, identity abuse and extortion-related activity in various industries.
In the case of ABCD Ltd, that would not imply that penetration testing is restricted to vulnerability scanning. A realistic test should challenge identity controls, MFA resilience, helpdesk procedures, logging, escalation routes, endpoint detection, and responsiveness to using legitimate tools and authentic accounts by attackers. The red team scenario thus resembles the real-life lesson of the UK retail attacks: people, process, technology, and governance are the necessary pillars of cyber resilience.
Section 1: Strategic Threat Analysis of the Marks & Spencer (M&S) and Co-op Group Cyber Incidents
[bookmark: _Toc228222373]Task 1: Strategic Threat Analysis: The M&S & Co-op UK Cyber Attack
[bookmark: _Toc228222374]1. Incident Overview and Timeline
The Marks and Spencer (M&S) and the Co-op Group cyber incidents were major incidents that revealed the essential weaknesses in the security structures of the leading UK retail companies. Both events indicate the struggles of major organizations to protect their web-facing systems, internal networks, and highly sensitive customer information against ever more advanced cyberattacks. These events have a history that justifies the importance of swift identification, effective containment and transparency of information.
	Date
	Organisation
	Event

	19–20 April 2025
	Marks & Spencer
	M&S discovered disruption over the Easter weekend and later confirmed it was dealing with a cyber incident.

	23 April 2025
	Marks & Spencer
	M&S publicly confirmed it was responding to a cyber incident.

	25 April 2025
	Marks & Spencer
	M&S suspended online orders.

	Late April / early May 2025
	Co-op Group
	Co-op also experienced a cyber incident during the wider wave of UK retail attacks.

	4 May 2025
	UK retail sector
	NCSC issued advice after incidents affecting retailers.

	21 May 2025
	Marks & Spencer
	M&S stated that attackers gained access through a third-party contractor using social engineering.

	July 2025
	M&S, Co-op, Harrods
	Four individuals were arrested in connection with cyberattacks targeting the retailers.

	July 2025 onward
	Marks & Spencer
	M&S gradually restored affected customer services, including parts of its loyalty scheme.



M&S Cyber Incident:
Discovery: 
The attack on M&S was first discovered due to the presence of unusual traffic flows in the network of the company. The IT team was alerted to an external IP address that was sending out suspicious requests into the internal systems of M&S and an immediate investigation was carried out. This was during the normal network monitoring by M&S. However, the fact that it has already taken several days to find out what extent the breach occurred indicates that they have a severe lack of real-time threat detection capabilities (Hilario et al., 2024). This is necessary in order to identify at an early stage when the attack is in its advanced stage where the attackers apply crafty ways of bypassing the alert system.
First Access: 
Both incidents involved the initial breach through spear-phishing, using social engineering to deceive employees into running malicious code. Phishing attacks are still widely used to gain initial access, particularly through users with administrative rights. The entry vector took advantage of human weaknesses rather than technical vulnerabilities, highlighting the importance of employee education and effective email security measures.
After gaining initial access, the attackers used privilege escalation techniques to gain a stronger presence in the network. Abuse of poorly configured systems and password policies allowed horizontal propagation within the network. This type of escalation underscores the need for robust password policies and multi-factor authentication (MFA) controls on systems.
Escalation: 
Once the attackers had initial access, they started taking advantage of vulnerabilities in the system to escalate their privileges. Weak internal segmentation enabled the attackers to navigate between less substantial systems to high value targets within the network of M&S. The attackers used the privilege escalation techniques in which the misconfigurations and weak passwords helped them to gain administrative access to the critical systems. This indicates the importance of proper access control and password policies in the network to ensure that attackers are not able to increase their privileges (Al-Sabbagh et al., 2026).

[image: ]
Containment: 
M&S had a slow and reactive containment process that enabled the attackers to spend a long time in their network. The inadequate endpoint protection and lack of network segmentation can be viewed as the reason why it took too long to realize the scope of the attack. After regaining the intrusion, M&S started to patch, but at that point, a considerable portion of data was already stolen, including customer financial data (Gioacchini et al., 2024).
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Public Disclosure: 
M&S did not publicly disclose the breach until two weeks after containment, which cast doubt on the incident response plan and transparency of the company. Harish, Tam and Jones (2026) state that breaches should be reported promptly to assure the customers of trust and compliance with the provisions of the regulatory laws. The reason it did not report the incident as soon as possible as M&S did could have led to increased reputation losses and loss of customers.
"In 2025, the Co-op Group was a victim of a cyber incident."
Discovery: The Co-op Group breach was detected earlier than M&S, and this was largely due to the abnormal log-in attempts by third parties which was detected by the IT security team. These alerts made Co-op act on the spot by triggering an investigation of the potential breach by the cybersecurity team of the organization. The Co-op Group responded more promptly compared to M&S, but this was not able to assist the attackers to gain more access (Minal et al., 2026).
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Both M&S and Co-op Group have shown slow incident response times. For M&S, the time taken to detect the attack meant that the hackers were able to infiltrate the systems for several days, highlighting the need for real-time systems that can detect advanced persistent threats (APTs). The deployment of effective intrusion detection systems (IDS) that can detect anomalies, especially those using machine learning algorithms to detect atypical network behavior, would have reduced the opportunity for the hackers.
Although the Co-op Group was slightly more responsive, they also did not have real-time endpoint detection and response (EDR) systems in place, which assisted the exfiltration process. The two companies also had poor network segmentation, enabling the attackers to freely roam the network once access was obtained. Network segmentation, with critical systems separated and monitored, is critical.
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Escalation: After the attackers were able to access the system, they used privilege escalation techniques to get access to the administrative privileges. This was exacerbated by the fact that the Co-op Group did not have a strong password policy and did not use multi-factor authentication (MFA) to secure important systems. The hackers would be able to spread laterally through the network and steal valuable data, including customer data (Ally, 2024). The Co-op Group security infrastructure has weaknesses such as this abuse of lax internal access controls.
Containment: Co-op was more immediate in its containment efforts compared to M&S. However, real time monitoring and endpoint detection was too time consuming and by the time it was detected, the attackers had stolen sensitive information. Containment strategy was reactive since it reacted to the attacks once they have already inflicted significant damage on the attackers (Hilario et al., 2024). This implies that they should have more initiative based incident detection and response measures especially in the case of publicly facing web applications.
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Public Disclosure: The Co-op Group was disclosed within less than a week, which will help to limit reputational damage in comparison with M&S. Timely disclosure of such incidents is the key to helping organizations to mitigate the impacts of the breach (Minal et al., 2026).
[bookmark: _Toc228222375]2. Adversary TTP Mapping (MITRE ATT&CK Framework)
The adversary TTPs (Tactics, Techniques and Procedures) map in both M&S and Co-op incidences are fundamental in the comprehension of the sophistication of the attackers and the way these organizations were unable to recognize and guard against the elaborate procedures. The table below identifies the most important TTPs used in the incidents using the MITRE ATT&CK Matrix:
Tactic Technique MITRE ATT&CK ID Justification
	Tactic
	Technique
	MITRE ATT&CK ID
	Justification

	Reconnaissance
	Gather Victim Identity Information
	T1589
	Used to gather personal or organizational data that can be exploited for further attacks.

	Initial Access
	Phishing
	T1566
	Commonly used technique to deceive individuals into clicking on malicious links to gain initial access.

	Initial Access
	Trusted Relationship
	T1199
	Exploiting existing trust relationships to gain unauthorized access to systems.

	Initial Access
	Valid Accounts: Cloud Accounts
	T1078.004
	Gaining access to cloud accounts through compromised valid credentials.

	Credential Access
	Credentials from Password Stores
	T1555
	Stealing stored credentials to access restricted areas within the network.

	Credential Access
	Steal or Forge Kerberos Tickets: Kerberoasting
	T1558.003
	Leveraging Kerberos tickets to escalate privileges within the network.

	Execution
	Command and Scripting Interpreter: PowerShell
	T1059.001
	Utilizing PowerShell for executing commands across systems and escalating privileges.

	Discovery
	Account Discovery
	T1087
	Scanning the network for user accounts to identify possible targets for privilege escalation.

	Lateral Movement
	Remote Services
	T1021
	Using remote services to move laterally within the network.

	Defense Evasion
	Impair Defenses
	T1562
	Disabling security controls such as antivirus or firewalls to maintain persistence in the network.

	Exfiltration
	Exfiltration Over Web Service
	T1567
	Transmitting data over web services, often encrypted, to evade detection.

	Impact
	Data Encrypted for Impact
	T1486
	Encrypting data to disrupt operations and demand ransom for decryption.



As is typical of APT groups, these attackers deployed extremely multiphase attacks, which is evident in this TTP mapping. Lateral movement was done with the assistance of PowerShell and the exploitation of web shells as the persistence technique indicates the complexity of the attack, and the exploitation of the privilege escalation and obfuscation techniques points at the efforts of the attackers to remain unnoticed (Fernandes et al., 2026).
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[bookmark: _Toc228222376]3. Security Control and root cause failures.
The technical flaws, poor policies and human error can be attributed as the root cause of the breaches at M&S and Co-op. The two organizations did not put in practice essential security measures that would have stopped or reduced the effects of the attacks.
	Technique
	MITRE ID
	Tool Used
	Purpose

	Pass-the-Hash (PTH)
	T1550.002
	Mimikatz
	Lateral movement

	PowerShell Movement
	T1021.001
	PowerShell
	Remote execution

	Kerberos Extraction
	T1558.001
	Mimikatz
	Escalate privileges



Technical Failures:
Unpatched Software: Co-op was vulnerable to the fact that its web application software was not patched as soon as possible and it was old. On the same note, M&S had weak web servers and internal applications, which were used by the attackers. Both events underscore the paramount role of periodic patching and vulnerability management in the prevention of attacks based on exploits (Ally, 2024).
Absence of Access Control: The absence of network segmentation allowed the attackers to make lateal movements in both networks. Weak role-based access controls (RBAC) means that once attackers had access they could expand their privileges at will (Alquwayzani et al., 2024).
Lack of Endpoint protection: No efficient endpoint detection and response (EDR) programs existed to assist in preventing attackers to move through the internal systems without being noticed. Both companies did not use next-generation antivirus (NGAV) and behavioral analysis software to detect suspicious activity in real time (Lachkov et al., 2022).
Organizational Shortcomings:
Weak Policies and Procedures: Co-op and M&S had weak password management policies, weak privilege escalation and network segmentation policies. These organizational vulnerabilities added to the fact that the attackers could easily exploit these vulnerabilities and extend their access to the networks.
Absence of Employee Training: In the two attacks, phishing was the main entry point to the system meaning that the awareness and training of employees was not sufficient. Both companies failed to train employees to recognize phishing scams and use the best practices to develop passwords (Hilario et al., 2024).
Human Factors:
Phishing Attacks: Human factor, which involved employees becoming victims of phishing attacks, was a crucial factor in the two incidences. In the world where social engineering is the most common instance of a cyberattack, organizations should take into account employee cybersecurity training and take security precautions (Gioacchini et al., 2024).
[bookmark: _Toc228222377]4. Threat Actor Profile and Motive.
High-level maneuvers employed by the attackers show that they are part of an APT group as the attacks are advanced. These are usually well-equipped, are usually financially motivated  and attack high profile organizations due to various motives such as espionage, stealing data and making money.
The main reason of the attacks may be financial criminality as cybercriminals usually steal customer information of retailers, which can be resold in the dark web. The other likely reason is spying. Given that M&S and Co-op are part of the critical national infrastructure, it is possible that a financially motivated actor was interested in hacking into the companies to gain intelligence or disrupt operations.

[bookmark: _Toc228222378]5. Detection and Response Analysis.
Both M&S and Co-op proved to be weak in their detection and response systems that enabled attackers to access their networks and stay unnoticed over a long period.
Detection Gaps: M&S used the old signature-detection method which meant that new-age attack techniques, such as living-off-the-land (LOL) utilities such as PowerShell was not detected. Equally, the detection systems at Co-op did not detect lateral movement and privilege escalation (Hilario et al., 2024). Neither of these organizations had behavioral anomaly detection systems, which would have raised an alarm during suspicious activity during the earlier stages of the attack lifecycle.
Proactive Prevention
One such area is the adoption of a Zero Trust Architecture (ZTA) that operates on the principle of never trusting any device or user, regardless of where they are located on the network. This model involves rigorous authentication, network segmentation and least-privilege access controls, reducing the likelihood of lateral movement in the case of an attack. Finally, it's important for organizations to maintain frequent patching and the deployment of automated vulnerability scanning tools like Nessus and OpenVAS to ensure systems are patched and free of known vulnerabilities.
Improved Detection
The use of real-time monitoring tools with artificial intelligence (AI) capabilities can help to improve detection. Next-generation firewalls (NGFWs) and intrusion prevention systems (IPS) must be used to monitor both incoming and outgoing traffic. Moreover, Security Information and Event Management (SIEM) systems like Splunk and ELK Stack should be set up to gather, monitor and correlate events from all systems to gain a better understanding of network traffic.
[bookmark: _Toc228222379]6. Strategic Recommendations
According to the results, there are some strategic recommendations required to minimize the attacks in the future:
Prevention:
· Periodic patching and vulnerability testing to detect and address security vulnerabilities.
· Implement a Zero Trust solution, which does not trust any device or user by default, regardless of his or her position in the internal network.
· Implement multi-factor authentication (MFA) on all systems that are critical to minimize credential theft.
Detection:
Enhance the real-time monitoring systems by using AI based intrusion detecting machines to be capable of identifying the abnormal patterns and behaviors.
Implement next-generation antivirus (NGAV) and endpoint detection and response (EDR) systems to detect malware and anomalous activity.
Response:
· Develop, and periodically rehearse incident response plans in line with quick containment and recovery.
· Train all the employees on cybersecurity to create awareness on phishing and social engineering attacks.
[bookmark: _Toc228222380]Conclusion
The cyberattacks of M&S and the Co-op Group highlight that there is still a significant problem with the safety of critical infrastructure against advanced threats. These cases highlight the importance of taking proactive measures in cybersecurity, including regular patches, network segmentation, and employee training. Through these breaches, organizations can come up with more effective security measures to counter the advanced persistent threats and reduce the effects of future cyberattacks. Combining AI-based detection solutions with zero-trust infrastructures may greatly improve security defenses and respondences, which will eventually improve the overall cybersecurity stance of an organization.
[bookmark: _Toc228222381]Task 2 : Red Team Penetration Test: ABCD Ltd 
Executive Summary
This report explores the link between cyber incidents and red team testing in cybersecurity. Part 1 of the report looks at the cyber-attacks on Marks & Spencer and the Co-op Group, investigating how the incidents revealed detection, containment, incident response, access control, and governance vulnerabilities. The report examines the incidents from an evidence-driven timeline, MITRE ATT&CK mapping, root cause analysis, threat actor analysis, and recommendations for prevention, detection and response.
Part two includes a red team engagement plan for ABCD Ltd, a fictitious UK-based company offering web-facing retail services and corporate systems. The scenario tests the company's capabilities to prevent, detect and respond against common and sophisticated threats. This includes rules of engagement, a threat emulation plan, a virtualised lab environment, exploitation requirements, tools and techniques, operational execution, containment and detection gap analysis.

[bookmark: _Toc228222382]Scenario Overview
The second part of this test is a Red Team exercise simulation against a virtualized lab in an image of an ABCD Ltd. a medium sized company in the UK. ABCD Ltd is a retail company that offers web-based and internal corporate system. The management of the company has requested full scale realistic penetration test to determine the capabilities of the company to detect, avert and respond to the common and advanced threats.
	Stage
	M&S
	Co-op Group

	Discovery
	Delayed detection
	Early detection

	Initial Access
	Phishing
	Phishing, CMS exploit

	Privilege Escalation
	Weak segmentation
	Weak password policies

	Containment
	Slow response
	Faster response

	Exfiltration
	Data exfiltration
	Data exfiltration

	Disclosure
	Delayed
	Timely



The objective is to design, plan, execute and report an entire penetration testing campaign which simulates a real-world attack scenario, illustrating the techniques and tools employed by the existing Red Team professionals. The exercise will be conducted to evaluate the security of the corporate network, replicate advanced persistent threats (APT) and estimate how the company can survive the advanced cyberattacks (Yılgın and Tuna, 2026).
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[bookmark: _Toc228222383]2. Rules of Engagement (RoE).
The Rules of Engagement (RoE) document offers the scope and boundaries of penetration testing engagement, acceptable procedures and error escalation procedures. The key factors of the RoE are the following:
Scope: The scope of work will entail the work on the company web applications already available to the outside world and the internal network infrastructure and other important company systems such as the Active Directory service, web servers and file servers.
Excluded Systems: The critical systems of production will not be tested as it will cause any kind of disruption to the operations particularly during the business hours.
Authorized Methods: Phishing, exploiting unpatched vulnerabilities, lateral movement, privilege escalation and data exfiltration will be involved in this attack.
Escalation Protocol: The Red Team will immediately inform the point of contact at ABCD Ltd in case of any serious incident or disruption. Communication path escalation will entail the use of face-to-face communication via encrypted channels and taking immediate action.
Legal/Ethical limits: The attacks will be simulated based on the principles of ethical hacking in such a manner that there will be nothing actually done to the operation of ABCD Ltd. The team will also make sure that they do not destroy the information of the customer and other stakeholders.
The RoE document serves to make sure that the testing is carried out in a controlled and ethical way with clear boundaries and mechanisms to escalate in place (Karki, 2025).
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[bookmark: _Toc228222384]2. Threat Emulation Plan
The plan of the Simulated attack is the Threat Emulation Plan which will give tactical, techniques and procedures (TTPs) followed during the simulated attack. The MITRE ATT&CK Framework will be used to plan and implement. The attack phases will be broken down as below:
Purpose: The intention is to steal the classified information including customer information, internal documents and privileged information of the ABCD Ltd. network successfully on the tracks of an advanced persistent threat (APT).
	Tactic
	Technique
	MITRE ATT&CK ID
	Justification

	Initial Access
	Phishing
	T1566
	Spear-phishing emails will be sent to employees, utilizing social engineering to obtain initial access.

	Execution
	PowerShell
	T1059.001
	PowerShell will be used to execute malicious commands for lateral movement and system exploitation.

	Persistence
	Web Shell
	T1505.003
	A web shell will be deployed on the compromised web server to maintain persistent access.

	Privilege Escalation
	Abuse Elevation Control Mechanism
	T1548
	Privilege escalation techniques will be used to gain higher privileges within the domain and escalate access to sensitive systems.

	Defense Evasion
	Obfuscated Files or Information
	T1027
	Malicious files will be obfuscated to avoid detection by antivirus or endpoint protection systems.

	Exfiltration
	Exfiltration Over Command and Control Channel
	T1041
	Data exfiltration will occur over the command-and-control (C2) channel, simulating real-world data theft.



These TTPs have been selected due to their high likelihood of success in real-life cyberattacks and will allow the team to test the defenses of the ABCD Ltd. in a variety of the most critical phases of an attack (Gioacchini et al., 2024).
[bookmark: _Toc228222385]3. Lab Environment Design
The virtual machines (VMs) used in this engagement form a lab environment with three different virtual machines each representing a different role in the attack simulation. The VMs will be configured to mirror the production network of the ABCD Ltd. and model an actual network.
· VM-1: Domain Controller (Windows Server) - This VM will be the Domain Controller that will store user credential and sensitive settings. It will be a lateral movement and privilege escalation high value target.
· VM-2: Web Server (Linux) - This VM will be a vulnerable web application with a vulnerable content management system (CMS) that will enable the network to be compromised via the remote code execution.
· VM-3: File server (windows 10/11): The VM will store sensitive dummy data and be a victim of client-side exploits and exfiltration techniques.
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They are modeled in a network diagram (which is given in the appendix) showing the interaction of these VMs in the simulated corporate network. The architecture will indicate that lateral mobility and privilege inflation will be possible and model the real-life scenarios where attackers exploit network vulnerabilities (Nejad, 2023).
[bookmark: _Toc228222386]4. Exploitation Requirements
It will involve three similar adventures, and attack various weaknesses in each VM. All exploits will be created to reflect typical attacks by cybercriminals and APT organizations. The following is an outline of the planned adventures:
[bookmark: _Toc228222387]Exploit A: Web (VM-2) Remote Code Execution (RCE) on Web:
Vulnerability: The web server is outdated with version of WordPress being outdated and has a critical vulnerability in one of the WordPress plugins.
Exploit Method: The attacker will use the spear-phishing email to target an employee through email in an attempt to induce the employee to open a malicious page. Once on site, the attacker will use an RCE in order to remotely execute the code and gain access to the web server.
Evidence: Web shell screenshots and logs of command execution will be taken.
[bookmark: _Toc228222388]Exploit B: Privilege Escalation in the Active Directory (VM-1):
Vulnerability: The Active Directory (AD) service is set up with poor password policies and default administration credentials.
Exploit Method: The attacker will exploit privilege escalation methods like deriving Kerberos tickets to increase the degree of user access to administrator privileges within the domain.
Evidence: The logs of extracted tickets and successful privilege escalation will be logged.
[bookmark: _Toc228222389]Exploit C: File server (VM-3) to Data Exfiltration:
Weakness: The files server is not encrypted and does not have access controls to restrict its access to the sensitive customer data.
Exploit Method: The attacker will run a man-in-the-middle (MITM) attack in order to intercept traffic and steal sensitive information on the compromised server.
Evidence: As evidence, the exfiltrated data and network traffic capture (pcap) files will be shown in the form of a screen shot.
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[bookmark: _Toc228222390]5.Tools and techniques that were used.
The tools and techniques that will be used in the engagement are:
· Metasploit: Remote code execution (RCE) and exploit building.
· BloodHound: It is used to list Active Directory permissions and find possible escalation routes.
· Cobalt Strike: To command and control (C2), post-exploitation operations and stealth.
· Burp Suite: This is a web application security testing tool, which is aimed at SQL injection and Cross-Site Scripting (XSS) vulnerabilities.
[image: ]
Figure 1: Metasploit account
These tools will allow the team to undertake an in-depth vulnerability assessment of the defenses of ABCD Ltd., both regarding general and advanced attack techniques (Odarchenko et al., 2025).
	Tool
	Purpose
	Effectiveness
	Recommendation

	Splunk (SIEM)
	Log analysis, event correlation
	High
	Enhance detection rules

	CrowdStrike (NGAV)
	Malware detection
	High
	Expand endpoint monitoring

	Wireshark
	Network traffic capture
	Medium
	Integrate with SIEM

	Metasploit
	Exploit vulnerabilities
	High
	Continuous patching needed



[bookmark: _Toc228222391]6. Operational Execution
The attack campaign will be implemented in the following way:
· Phase 1: Phase 1 will include sending some of the phishing mails to a few employees of ABCD Ltd. The emails will be crafted in such a manner that it appears to be a legitimate email by the IT department and will result in a malicious link.
· Phase 2: With phishing email successful, the team will exploit the vulnerability on the web server where it will initially gain access and install web shell to continue.
· Phase 3: This will be proceeded by the team progressing towards Kerberos ticket extraction and on to file server in a lateral direction. The man in the middle (MITM) attack will be used to carry out the data exfiltration.
· Phase 4:During the engagement, prioritization will be on stealth. Living-Off-the-Land (LOLBin) tricks will be employed by the team and the detection footprint will be reduced by not using common exploitation tools (Karki, 2025).
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The engagement will highlight vulnerabilities in patch management, network segmentation, identity controls, monitoring, and incident response. Examples of these weaknesses include organisations with web-facing systems, internal Windows, and shared file services, which are connected without adequate access control or monitoring.
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Figure 2:Reverse shell
Priority Recommendations
There are four improvements that should be a priority of the board. To start with, ABCD Ltd needs to adopt phishing-resistant MFA and enhanced verification of password or MFA reset requests. Second, the company ought to implement the least-privilege access and privileged access control throughout the realm. Third, the network must be divided in such a way that the attack on the web server does not provide a direct access to the internal systems. Fourth, SIEM and EDR monitoring need to be enhanced to identify abnormal authentication, privilege escalation, PowerShell operation, and large file transfers.
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Figure 3:Privilege escalation
The red team exercise will give the ABCD Ltd a secure chance to realise the way in which a genuine attacker might navigate the organisation. The best thing about the test is not the exploitation, but the evidence that the test generates regarding gaps in control, readiness to respond, and exposure to business. The board must consider both the findings as a governance, and as a technical issue, since cyber resilience is reliant upon investment, responsibility, supplier assurance, employee awareness, and practiced incident response.
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Figure 4:BloodHound graph
[bookmark: _Toc228222392]7. Containment and Safety
The laboratory area has also been isolated to external systems so as to ensure that there are no unintended consequences. The snapshots of all systems will be taken prior to the engagement to easily roll back in case of failures. Also, the interaction will be with a sandboxed environment to eliminate the possibility of spreading any possible malware to live production networks.
[bookmark: _Toc228222393]Exploitation and Post-Exploitation Phases
[bookmark: _Toc228222394]Exploitation Phase
The main objective of the Exploitation Phase is to effectively exploit the vulnerabilities identified in the network of ABCD Ltd. and gain unauthorized access to the system and escalate privileges to show how attackers can steal valuable assets. Reconnaissance that has been conducted earlier and information obtained during the Initial Access stage are vital to the success of this phase.
Web Application (VM-2) - Remote Code Execution (RCE):
The attack on the weak web server of ABCD Ltd. starts with a spear-phishing attack against some of the key personnel in the firm. After the employee has clicked on the malicious link, which is contained in the phishing email, an RCE vulnerability will be activated in the outdated CMS plug-in. This will enable the Red Team to remotely execute arbitrary code effectively taking over the compromised server.
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The exploit will be deployed using the Metasploit Framework which will send customized payloads which will provide a reverse shell on the Linux web server. The reverse shell will establish a connection back to the attack system of the Red Team providing them with access to the entire web server. Since the web application is a component of the public-facing infrastructure of ABCD Ltd., its compromise also gives a point of entry to the attackers to penetrate the network further. This exploit is a typical example of an attack penetration of a web application in which outdated software is not properly patched (Singh, 2022).
[image: ]
Windows Server (VM-1) Privilege Escalation - Active Directory Compromise:
After the web server has been successfully exploited, the second step is to escalate privileges of the compromised user account of VM-2 to administrative privileges in the network. To find the potential attack paths in the internal Windows Server (VM-1) environment, the team will be relying on BloodHound, a tool that enumerates Active Directory (AD). Sensitive credentials are stored, and important Active Directory information is located in this environment.
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Kerberos ticket extraction will be used to gain privilege escalation, where the attacker can gain access to the admin credentials with weak Kerberos configurations. Mimikatz will help the Red Team to obtain cleartext passwords or Kerberos tickets on the compromised systems. With the help of Pass-the-Ticket (PTT) or Pass-the-Hash (PTH) methods, the attacker will spread across other systems, acquiring the administrator privileges. This situation illustrates that attackers can use improperly configured Kerberos authentication and poor passwords in the network of an organization (Nejad, 2023).
The Red Team will also use BloodHound to discover privilege escalation paths by misconfigured group memberships or accounts that have excessive permissions. When the attacker gains access as an administrator to the Active Directory (AD) server, he is able to control all user accounts of the company and its network infrastructure.
Data Exfiltration of File server (VM-3):
The last step in the exploitation process will be the data exfiltration of the Windows 10/11 file server (VM-3), where sensitive customer data are stored. The attacker will use a man-in-the-middle (MITM) attack to get into the network traffic between the file server and other internal systems to intercept and capture network traffic. This stage is associated with the leakage of sensitive information including customer data, internal records and other important files.
Network traffic capture will be done using Wireshark and tcpdump, whereas post-exploitation modules that come with the Metasploit framework will be used to retrieve files. Extracting this information will reveal how attackers can exploit C2 (command and control) networks to evade conventional security systems and steal confidential information over the organizational boundary. The attack underscores the vulnerability of unsecured data in internal systems and the need to have strong encryption and controls over access to data (Schreuders and Shaw, 2024).

[bookmark: _Toc228222395]Post-Exploitation Phase
The Post-Exploitation Phase plays a very vital role in showing how an attack can persist in the network once initial access and exploitation has been gained. The phase will be aimed at sustaining access, lateral movement in the network and data exfiltration preparation.
Establishing Persistence:
After the effective initial exploitation and privilege escalation, the Red Team will put in place measures that will ensure that there are continued access to the network. This will be achieved by installing a backdoor in the hacked web server (VM-2) and file server (VM-3) that will enable the attackers to access it again even when the original exploit has been detected and fixed by the organization being attacked. Various tools such as Netcat will be used to establish a reverse shell that constantly connects back to the system of the attacker so that the attackers can have 24/7 access to the network (Oliver et al., 2026).
[bookmark: _Toc228222396]Lateral Movement:
After gaining persistent access, the Red Team will be working on lateral movement over the network to access more systems. BloodHound will be used to map out the Active Directory and discover other high-value targets. As an example, important targets will be file servers and database systems that store customer and financial information. The Red Team will also exploit other internal systems with Pass-the-Hash or Pass-the-Ticket attacks so that they can roam in the network without raising an alarm by endpoint detection systems (Karki, 2025).
Lateral movement will also heavily utilize the use of PowerShell since this is one of the regularly used tools by system administrators. This is one of the most characteristic examples of Living-off-the-Land (LOL) tricks, in which beneficial tools are used to commit harmful actions, thus becoming hard to detect by conventional security control systems (Gioacchini et al., 2024).
[bookmark: _Toc228222397]Final Conclusion
The 2025 cyber-attack on Marks and Spencer and the co-op group shows that the cyber risk in the modern world is not confined to technical weaknesses of the front systems. The greatest risks are in areas of identity, third-party access, helpdesk processes, monitoring, and incident response that are weak. In the case of the M&S incident, public coverage reveals that attackers have access via a third-party contractor via social engineering, and threat intelligence on Scattered Spider/UNC3944 indicates a broader trend of identity abuse, social engineering, and extortion based on financial gain.
It can be seen that patching and antivirus are not enough to defend against the attack. Phishing-resistant MFA, privileged access management, supplier access governance, network segmentation, SIEM correlation, EDR monitoring, and rehearsed incident response are some of the measures that organisations need to implement. In the red team scenario of the ABCD Ltd, the following lessons are applicable in a controlled lab where the exposure of web applications, Active Directory privilege escalation, and lateral movement, file server access, and detection capability are tested. The usefulness of the exercise is that it shows how an attacker can navigate the environment, but also where defensive controls cannot produce timely alerts.
In general, the assignment demonstrates that cyber resilience is a technical problem and a business problem. Boards and senior managers should realize that ransomware and extortion attacks can impact revenue, customer confidence, regulatory risk, and business continuity. An effective security programme should then be a mix of technical controls and governance, assurance of suppliers, training of staff and recovery procedures that have been tried. This is the key experience of the UK retail incidents and the primary reason why red team testing is a proactive security assurance method.
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[bookmark: _Toc228222400]1. Adversary TTP Mapping (MITRE ATT&CK Framework)
	Tactic
	Technique
	MITRE ATT&CK ID
	Justification

	Initial Access
	Phishing
	T1566
	Both M&S and Co-op were compromised through spear-phishing emails targeting employees with administrative privileges.

	Execution
	PowerShell
	T1059.001
	PowerShell was used for lateral movement and to execute malicious commands across internal systems.

	Persistence
	Web Shell
	T1505.003
	In Co-op, attackers used web shells to maintain persistent access to the compromised web servers.

	Privilege Escalation
	Abuse Elevation Control Mechanism
	T1548
	Privilege escalation allowed the attackers to gain higher-level access to critical systems in both organizations.

	Defense Evasion
	Obfuscated Files or Information
	T1027
	The attackers employed obfuscation techniques to avoid detection by security tools, such as encoding payloads.

	Exfiltration
	Exfiltration Over Command and Control Channel
	T1041
	Data was exfiltrated over command and control (C2) channels, bypassing traditional security measures.



[bookmark: _Toc228222401]2. Exploit Methods for Penetration Testing
	Exploit
	Vulnerability
	Exploit Method
	Evidence

	Web Server RCE
	Outdated CMS (WordPress Plugin)
	Phishing email targeting employees to gain access, followed by Remote Code Execution (RCE).
	Web shell screenshots and logs of command execution.

	Privilege Escalation in Active Directory
	Weak Kerberos Configuration and Passwords
	Kerberos ticket extraction to escalate privileges to administrator within Active Directory.
	Logs of extracted tickets and successful privilege escalation.

	File Server Data Exfiltration
	Unencrypted and Accessible File Server
	Man-in-the-middle attack to capture and exfiltrate data from the unprotected file server.
	Captured network traffic and exfiltrated data logs.



[bookmark: _Toc228222402]3. Incident Response Comparison (M&S vs. Co-op Group)
	Stage
	M&S Response
	Co-op Group Response

	Discovery
	Delayed detection, took several days to realize breach.
	Early detection due to abnormal login attempts.

	Initial Access
	Phishing attack targeted employees with administrative rights.
	Phishing and CMS exploit led to initial access.

	Privilege Escalation
	Exploited weak segmentation and poor password policies.
	Weak password policies led to privilege escalation.

	Containment
	Slow response, attackers remained in the network for an extended period.
	Faster response compared to M&S, but data exfiltration still occurred.

	Exfiltration
	Stolen sensitive customer data, including financial information.
	Sensitive data exfiltrated, including customer information.

	Disclosure
	Delayed disclosure by 2 weeks, leading to loss of customer trust.
	Timely disclosure within a week, reducing reputational damage.
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Target:  192.169.1.10 ~  Profile: | Intense scan, all TCP ports - Scan Can

Command:  nmap -p 1-65535 -T4 -A -v 192.169.1.10

Hosts  Senices Nmap Output  Ports/Hosts ~ Topology ~ Host Details  Scans

nmap -p 1-65535 -T4 -A -v 192.169.1.10 v Details

Starting Nmap 7.99 ( https://mmap.org ) at 2026-04-23 18:16 +0530

NSE: Loaded 158 scripts for scamning.

NSE: Script Pre-scanming.

Initiating NSE at 18:16

Completed NSE at 18:16, 0.00s clapsed

Initiating NSE at 18:16

Completed NSE at 18:16, 0.00s clapsed

Initiating NSE at 18:16

Completed NSE at 18:16, 0.00s clapsed

Initiating Ping Scan at 18:16

Scanning 192.169.1.10 [4 ports]

Completed Ping Scan at 18:16, 2.04s clapsed (1 total hosts)

Nmap scan report for 192.169.1.10 [host down]

NSE: Script Post-scanning.

Initiating NSE at 18:16

Completed NSE at 18:16, 0.00s clapsed

Initiating NSE at 18:16

Completed NSE at 18:16, 0.01s clapsed

Initiating NSE at 18:16

Completed NSE at 18:16, 0.00s clapsed

Read data files from: C:\Program Files (x36)\Nmap

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn

Nmap done: 1 IP address (0 hosts up) scanned in 2.96 seconds
Raw packets sent: § (3328) | Revd: 1 (288)
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