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ABSTRACT
Advanced Persistent Threats are an increasing problem for cyber security experts as hackers use multiple tools and techniques to infiltrate systems and stay undetected. 
These tools and techniques can range from social engineering methods, the use of backdoors through remote access trojans, scripts that allow persistent access and lateral movement, deletion of files, to data exfiltration. This can lead to substantial financial loss, and considerable loss of private and personal data each year. 
The project focused on various ways of performing an Advanced Persistent Threat and how understanding them could help with the analysis of such attacks. Through research of what attacks are, how they are carried out, and examining the psychology of who carries out these attacks, knowledge of how to effectively analyse an attack was obtained. The project also researched tools, policies and procedures required to forensically undertake and efficiently perform the analysis of an Advanced Persistent Threat.
Using a virtual network, compromised hard drives were created by an experienced cyber security expert. The evidence found on the hard drives, allowed insight into how the attack was executed.
The Linux drive displayed evidence of:
A password cracking tool (Ophcrack) being installed, Apache2 being re-installed and overwriting the original programme. Malicious alteration of web browser code and stealing credentials. Ssh-server programme re-installed and a script injected. Auth.log exposed multiple failed port access attempts, and unsuccessful tries to log into the system using root privileges. The daemon log provided evidence that user 132 gained access to the network and the Main User Target. The dpkg.status.0 logs confirmed evidence of an attack that had taken place through multiple programmes downloaded and executed.
The Windows drive produced evidence of:
A trojan in the MpAsDesc.dll.mui log and folders deleted from the Windows system.

There was enough evidence to conclude the attack was advanced in nature, persistent and a threat to the security of the network. 
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[bookmark: _Toc31388411][bookmark: _Toc38393022]CHAPTER 1
[bookmark: _Toc31388412][bookmark: _Toc38393023]INTRODUCTION
With the increase of electronic devices being connected to the internet it is only reasonable to expect a substantial growth in cyber-criminal activity. [1]–[3] 
Together with this growth is acceptance into standardisation of cybercrime investigation procedures.  Nowadays, electronic or digital evidence is collected from computer systems and networks at crime scenes following strict guidelines. This evidence is then given to a forensic investigator to analyse. [4], [5] 
[bookmark: _Hlk37500463]To efficiently perform a forensic analysis of an advanced persistent threat (APT) the study of APT exploits, what they are, and how they move through networks, will be carried out. Better understanding of how APT’s are carried out, will in turn expose areas of security that can be improved upon.
The ability to analyse an APT requires a forensic investigator to not only understand how an APT is constructed and implemented, but also to try and comprehend the mindset of the people that make up an APT group. 
[bookmark: _Toc31388413][bookmark: _Toc38393024][bookmark: _Hlk38274160]AIM
The project aim is to effectively perform a forensic analysis on an advanced persistent threat infected drive.
[bookmark: _Toc31388414][bookmark: _Toc38393025]OBJECTIVES
To accomplish the aim of the project, certain objectives would need to be met.
· Extensive research into literature reviews of APT approaches will be conducted. 
· Analyse different methods of APT attacks, groups and their mindset.
· To be able to carry out the analysis, knowledge of forensic analysis tools, policies and procedures will be crucial to ensuring valid data collection from the compromised device. To this end research of the stages of forensic analysis, the implementation of the techniques, the execution of standards and best practises will be followed. 
· Obtain a compromised disk.
· A small-scale experiment utilizing forensic methodology and tools to forensically analyse the compromised disk.
·  The results of the analysis will be conducted and evaluated.
Once the analysis has been completed, the report that is generated can be used as evidence. This can be in a court of law, or internally in a Company to either reprimand or clear an employee of any wrongdoing.
Other uses of the analysis would permit network administrators insight into what an attack looks like and how the network could be better protected. It could also be used as training material for companies by exposing different methods of attacks to their employees, along with traits and trends to become familiar with. 
[bookmark: _Toc38393026]STRUCTURE OF THE PROJECT
This project has been arranged in three segments. Primarily, an overview of the project is outlined covering background information and methodology.  Reviewing literature and former studies of APTs will expand the authors knowledge base and will be fundamental to the outcome of the project. 
A compromised disk will be utilised, and an analysis will determine the evidence of the disk. The final section will summarise the project, cover any future research, along with allowing a conclusion from the resulting proof obtained in the previous section.
· Chapter one delivers a summary of the report, specifying the aim and emphasising the objectives necessary for a successful outcome.
· Chapter two concentrates on research literature of previous APTs.  Understanding what is considered an APT, along with knowledge of how they are conducted is essential to the project.  
Policy and procedures of forensic analysis is paramount to the advancement of the project and is also examined in this chapter.
· Chapter three focusses on the methodology that will be employed. It summarises the processes and philosophy utilised in the collection of data, and the procedures followed to create this report. 
· Chapter four outlines the problem formulation, and the design implemented in generating the solution. The software and hardware required to complete this project is also covered here.
· Chapter five examines the information captured for analysis and ascertains the outcome.
· Chapter six concludes the previous chapters and outlines any future development.
· Chapter seven covers a reflection of what the author considers has been achieved, what went well and what could be improved upon.
· Chapter eight encompasses the references utilised in the construction of this report. 
· Chapter nine holds the appendices referenced in the project.
[bookmark: _Toc38393027]SUMMARY
[bookmark: _Toc31388416]In conclusion of this chapter, the aim of the project was introduced, the objectives and structure of the project were broken down into bullet points, clarifying the different phases required for the project to succeed, and outlining the structure the project will follow.


[bookmark: _Toc38393028]CHAPTER 2 – RESEARCH & REVIEW OF LITERATURE
[bookmark: _Toc31388417][bookmark: _Toc38393029]INTRODUCTION
Chapter two covers the research into attacks. It will look at how they are set up, carried out and the forensic methods used to analyse them. This will be divided into sections on Social Engineering Methods, Anti-malware, Forensic Tools, and Virtual Machines APT/Exploit approaches. Performing forensic analysis of the attack will require tools and equipment. Digital evidence gathering tools will be reviewed.
While conducting a forensic analysis it is crucial to remember vital steps that need to be followed so that the data obtained is both legal and authentic.  [6] 
The different methods and phases will be discussed. Also covered in this chapter is related works.
[bookmark: _Toc31388418][bookmark: _Toc38393030]ATTACKS
[bookmark: _Toc38393031]2.2.1	COMMAND AND CONTROL COMMUNICATION
[bookmark: _Hlk37500498][bookmark: _Hlk37500483][bookmark: _Hlk37500518][bookmark: _Hlk37500507]Once the attacker has managed to get a foothold in the targeted network, malware is introduced. This malware usually includes a remote administration tool/remote access trojan (RAT 2.2.22) that allows the cybercriminals to exert Command and Control (C&C or C2) over the network by means of a reverse-connect. It is a necessary step to allow continued control while conducting further phases of the APT [7], [8] and uses Secure Shell protocol, known as SSH.  When using a Linux based machine, Secure Shell Daemon (SSHD) is the remote protocol used.
[bookmark: _Toc38393032]2.2.2	ESCALATE PRIVILEGES
Privilege of a network or system pertains to what you can access or alter. The more privileges you have, the more you can do. [9]–[11]
[bookmark: _Toc38393033]2.2.3	LATERAL MOVEMENT AND PERSISTENCE
Lateral movement through the system is one way of gaining privileges. Fig 1 is an example of how to gain privileges and move through the network.
[image: ]
[bookmark: _Toc38302732][bookmark: _Toc38393527]Figure 1: Privilege Escalation [12]
[bookmark: _Toc38393034]2.2.4	ASSET DISCOVERY
During the lateral movement phase the attacker looks for significant servers hosting the data being targeted. [10], [12]–[14]
[bookmark: _Toc38393035]2.2.5	DATA EXFILTRATION
Assuming the APT has progressed and the targeted information has been located, the nest step is to accumulate the data and ready it for exfiltration.  [15] 

[bookmark: _Hlk37500542][bookmark: _Toc31388420][bookmark: _Toc38393036][bookmark: _Hlk37500534]2.2.6	SOCIAL ENGINEERING (SE)
What is social engineering? According to Kaspersky:
Social engineering is a form of techniques employed by cybercriminals designed to lure unsuspecting users into sending them their confidential data, infecting their computers with malware or opening links to infected sites. [16] Basically, duping the using into giving away information that will allow an attacker to advance through the network system.  [17] 
There are many ways that cybercriminals engage in social engineering. Fig 2 below outlines how some of the approaches overlap, and that one of the most often used approach is phishing.  [2], [26], [27]  
[image: ]
[bookmark: _Toc38302733][bookmark: _Toc38393528]Figure 2: Social Engineering Table [17]
[bookmark: _Toc38393037]2.2.7	SPEAR PHISHING
Spear phishing works with electronic communication usually emails, that are targeted to an individual in the company. The email is can be made to look authentic by copying the company logo, layout, email and phone numbers that would look genuine to the recipient.  This is to entices the recipient to open the communication.
 The communication could have an attachment that when opened activates malware, or a link that takes the user to what appears to be a trusted website that is already infected with malware covered in detail in 2.2.18. 
The malware that is introduced to the network via this interaction usually allows the cybercriminal a steppingstone onto the network.  
From here the cybercriminal attempts to stay undetected while locating relevant information. Fig 3 below depicts a bogus email and a genuine email and showcases how difficult it can be to distinguish between the two. 
[image: ]
[bookmark: _Toc38302734][bookmark: _Toc38393529]Figure 3: Bogus versus Genuine Email [17]
[bookmark: _Toc38393038]2.2.8	DECEPTIVE PHISHING
This kind of phishing would be used to impersonate a legitimate company and try and get personal information such as social security numbers and passwords. This could be in the form of impersonating your bank with an urgent e-mail stating they need you so click on a link and sign-in to verify if there has been some fraud on the account. Fig 4 shows an example of a fake email.  
[image: ]
[bookmark: _Toc38302735][bookmark: _Toc38393530]Figure 4: Fake Bank Email 30]
[bookmark: _Toc38393039]2.2.9	SOCIAL MEDIA PHISHING
[bookmark: _Toc31388422]As the title suggests, social media phishing is conducted using social media such as Linked-In, Facebook, Twitter etc. Bogus accounts are set-up and are used to acquire information directly from the targeted person. [11], [17], [20], [21]    
[bookmark: _Toc38393040]2.2.10	QUID PRO QUO
To accomplish a quid pro quo attack, the targeted person is offered something in return for filling out a form containing their personal information such as social security number. This could take on the form of someone impersonating the Government controlling social security numbers, or even the other end of the spectrum where an employee is asked for their password in exchange for a cheap gift. [22]      
[bookmark: _Toc31388423][bookmark: _Toc38393041]2.2.11	WHALING
Whaling attacks shows that no-one in an organisation is safe from cybercriminals. This attack is aimed at the CEO’s of companies. The perpetrator harpoons the executive to gain their login details. From this vantagepoint wire transfers can be accomplished. Also requesting information for all employees from Human Resources. This information can then be exploited. [17], [23]    
[bookmark: _Toc31388424][bookmark: _Toc38393042]2.2.12	TAILGATING
This method is used to gain access to restricted areas or buildings. The perpetrator follows employees with valid credentials into restricted areas using ruses such as holding supplies and asking the employee to hold the door open for them. [22]    
[bookmark: _Toc31388425][bookmark: _Toc38393043]2.2.13	SHOULDER SURFING
Watching surreptitiously while an employee, co-worker or someone in the general public, key in passwords, credit card numbers or any other personal information that a cybercriminal can use to gain access to, or use to impersonate the target, is known as shoulder surfing. [17], [24], [25]


[bookmark: _Toc28865079][bookmark: _Toc31363324][bookmark: _Toc31388426][bookmark: _Toc38393044]2.2.14	DUMPSTER DIVING
Looking through garbage can provide lucrative information about a company. Sensitive information can be retrieved from documents that have not been disposed of effectively, even hardware that has been discarded can reveal information that can aid cybercriminals in compromising a network. [17], [22], [26]      
[bookmark: _Toc28865080][bookmark: _Toc31363325][bookmark: _Toc31388427][bookmark: _Toc38393045] 2.2.15	REVERSE SOCIAL ENGINEERING
This kind of attack targets individuals that cybercriminals believe has information they want. The criminals begin by befriending the victim, creating a bond between the two. They then generate a condition in which the victim requires help. 
Once this have been achieved, they then offer themselves as the solution, as someone the victim will consider who can both resolve their situation and is permitted to receive privileged material. [27]–[29]  
[bookmark: _Toc28865081][bookmark: _Toc31363326][bookmark: _Toc31388428][bookmark: _Toc38393046]2.2.16	WATERING HOLE ATTACK
Also known as Waterholing, works by infecting the website a target uses on a regular basis and regards as safe. Once the target has been compromised the site is cleaned of the infection. [30]–[33]
[bookmark: _Toc28865082][bookmark: _Toc31363327][bookmark: _Toc31388429][bookmark: _Toc38393047]2.2.17	BAITING
[bookmark: _Hlk37502369][bookmark: _Hlk37502358]This method of attack is quite simple. Free gifts such as Universal Serial Bus (USB) drives can hold hidden malicious ware, which when introduced to the network carries out the attack. The USB could just as easily be left on a desk for an unsuspecting employee to use as was the case in the Stuxnet attack. [17], [22], [34], [35]
[bookmark: _Toc31363328][bookmark: _Toc31388430][bookmark: _Toc38393048]2.2.18	MALWARE
According to Joseph Regan, a writer for AVG Signals,
The term malware is a contraction of malicious software. Put simply, malware is any piece of software that was written with the intent of damaging devices, stealing data, and generally causing a mess. [36]
Malware is steadily becoming the cybercriminals go-to weapon for attacks.[37]
[bookmark: _Toc38393049]2.2.19	SPYWARE 
Spyware is a form of malware which runs concealed in the background of your device. It documents the information you use online, including your personal information such as credit card numbers, passwords, and preferences for searching online. [6], [31], [36], [38]
[bookmark: _Toc31363329][bookmark: _Toc31388431][bookmark: _Toc38393050]2.2.20	LOGIC BOMBS
Logic bombs are code that has been written with the intent of malice. It is surreptitiously introduced to a network. This can be in the form or a virus see 2.2.24, a worm, 2.2.25 or even a trojan horse, 2.2.22. The bomb will remain innocuous until triggered. 
The triggers are either positive or negative. Positive being after a condition has been met, such as a specific time and date, while a negative condition could be when a diffuse code has not been entered in a specific timeframe. 
Once the conditions have been met either way, the bomb will deliver its malicious directives.[40], [41]
[bookmark: _Toc31363330][bookmark: _Toc31388437][bookmark: _Toc38393051]2.2.21	TROJANS
Trojans are malware disguised as a legitimate product such as software or an innocuous email attachment. Once it is on a device it creates a backdoor in your security to allow access for other exploits. [36], [43]
[bookmark: _Hlk37502402][bookmark: _Toc31363333][bookmark: _Toc31388440][bookmark: _Toc38393052][bookmark: _Hlk37502394]2.2.22	REMOTE ACCESS TROJAN (RAT)
[bookmark: _Toc31363335][bookmark: _Toc31388442]Another malware programme called RAT also includes creating a back door so that it is accessible remotely. [31], [36], [43] 
[bookmark: _Toc38393053]2.2.23	VIRUS
A virus is a self-replicating type of malware that attaches itself to clean files. Once activated, it starts infecting other programmes and systems. A virus is one of the first malware forms to be employed. [36],[43]

[bookmark: _Toc31363334][bookmark: _Toc31388441][bookmark: _Toc38393054]2.2.24	WORMS
Like viruses, worms are meant to replicate themselves and spread throughout a network. Unlike a virus, a worm does not need to be attached to other programmes to achieve this. [36] [43]
[bookmark: _Toc31363337][bookmark: _Toc31388444][bookmark: _Toc38393055]2.2.25	BRUTE FORCE, DICTIONARY, HYBRID, AND PASSWORD ATTACK
This type of attack tries to guess the password using tools. These tools run all different combinations of the alphabet and numeric pad along with known passwords. Opcrack is a tool that operates on Windows system.[45]–[47]
[bookmark: _Toc38393056]2.2.26	EXECUTABLE PACKERS
Executable packers are a tool that is used to reduce the size of an executable file. It can also obfuscate malware, and during the packing process it can replace the target executable. [48]
[bookmark: _Toc38393057]2.2.27	DECOMPRESSOR
[bookmark: _Toc31388419]A decompressor is a tool used to restore a decompressed file to its original state. [49]
[bookmark: _Toc38393058]2.2.28	PORT SCANNING
Port scanning uses tools such as Wireshark, Nmap and Amass (2.4) to scan networks and look for ports that are open. These ports are then attacked to see if they will allow access to the network. Passwords are usually required to access the ports, so a password cracker would be implemented (2.2.25). 
[bookmark: _Hlk37502776][bookmark: _Hlk37502761][bookmark: _Hlk37502791][bookmark: _Hlk37502783]Using recognised protocols such as Hyper Text Transport Protocol (HTTP) and Hyper Text Transport Protocol Secure (HTTPS), [50], [51] ports 80, 8080 and 443 are often the targets as these ports are sometimes open on firewalls.
[bookmark: _Toc38393059]ADVANCED PERSISTENT THREATS
Before carrying out an APT the cybercriminal must choose its target. 
[bookmark: _Hlk37503123][bookmark: _Hlk37503115]Once the target has been chosen, reconnaissance begins.  This can take on the form of researching the target company online, searching for the chief executive officer (CEO) and high-ranking managers. 
Port scanning can also be used to outline the attributes of the network and look for vulnerabilities. Software used by the company can also be researched by looking at jobs posted on web sites such as monster.co.uk and indeed.co.uk and reed.co.uk. 
Once the software used has been established, research into known vulnerabilities of the software can begin. 
Simultaneously, a complete study of the target is carried out, and a profile is created. Some form of social engineering is usually used.  
According to  [52]  spear-phishing attacks are one of the most used APT techniques, along with water hole attacks. It uses multiple complex techniques in a sequence of interrelated activities to infiltrate the targeted system and gain a foothold. 
The adversaries stay undiscovered for long periods of time and constantly alternate penetration techniques to gain and retain control of the system. 
Advanced persistent threat assaults use a variety of attack forms to carry out their campaigns and are grouped into a framework to try and identify the attackers. This framework is known as MITRE ATT&CK and is used by governments, private sectors and people in the cyber community to create improved security in the cyber arena as seen in Appendix 1. [53]
[bookmark: _Hlk37503145][bookmark: _Hlk37503133]APT’s are usually carried out by highly organised individuals or groups known as threat actors and have been around for many years. A member of the United States Air Force (USAF) devised the term APT in 2006 to allow communication between the USAF and unclassified personnel without revealing classified information of known groups conducting attacks against the US Government. [17] 
The aim of an APT is to infiltrate a targeted network and gain a foothold, stay unseen for long periods of time, while moving through the system to purloin information, exfiltrate the information and remove evidence of where they have been and what they have seen and collected. 
To achieve this, APT’s are exceptionally well organised, targeted attacks that are carried out in a variety of ways. [10], [17], [54]  These sophisticated attacks along with more everyday techniques are usually carried out concurrently to infiltrate the target network and are persistent in nature. [31], [55], [56]
Sometimes an attack is attempted as part of an APT, knowing it will be detected and neutralised to mislead the targeted system into thinking they have successfully defeated the attack and therefore allowing other aspects of the APT to continue. 
The threat of an APT is that the antagonists are highly coordinated, dedicated and substantially funded. [17], [54], [55] 
Putting together a group of people with this amount of ability and finance that are dedicated to carrying out an APT can and does lead to loss or corruption of sensitive data, data that has been encrypted leading to ransom as discussed in [8], [35], [57] or theft of data that is later sold on the dark web.  
In the case of Stuxnet, the aim was to sabotage Iran’s nuclear program. This was achieved by using an infected USB stick to introduce the exploit. [54], [58]   
What is an exploit? When it comes to cybersecurity, an exploit is a programme that has been created to take advantage of network and software vulnerabilities for malicious intent. [36], [37]
The intentions of an APT range from sabotage, theft of technology, intellectual property or for financial gains.  
APT’s end when the victim notices the attack and responds by cutting off access, or if the victim is unaware of the attack, when the attackers have completed their objectives. [59], [60]   
[bookmark: _Toc38393060]2.3.1	PSYCHOLOGY OF A THREAT ACTOR/HACKER
A hacker is described as someone that breaks into networks; computers etcetera by circumventing security. These people usually have malicious intent. [61]
According to [62], psychological profiling describes hackers in three categories. White hat hackers, which are usually referred to as the ethical hacker or penetration tester, perform system vulnerability checks without breaking any laws even though the tools are the same as a black or grey hat hacker. [63] Their motivation is based on having good intentions and ethical standing.
Black hat hackers on the other hand will use tools and procedures that allow them to succeed regardless of whether what they are doing is legal or not. [64] Their motivation is usually for personal gain but can also include notoriety or revenge. [62] 
The grey hat hacker is perceived as being ideological, hacking into organisations, political or even national, motivated to right perceived wrongs. They are also identified as hactivists. [62]
[bookmark: _Toc38393061]NETWORK SECURITY
[bookmark: _Hlk37503242][bookmark: _Hlk37503232]There are many ways to implement security for networks. Basic security includes the use of Access Control Lists (ACL) to block any unauthorised users. Firewalls to monitor outgoing and incoming traffic. 
[bookmark: _Hlk37503259][bookmark: _Hlk37503254]To send and receive data across public networks securely it can be encrypted using Virtual Private Networks (VPNs). Strong passwords also help to keep the network safe. 
There are suites that can help with monitoring the network, such as Wireshark, which analyses packets on a network. [38] Other programmes that analyse the network are Nmap and Amass which also scan for ports that are open. If ports are open, then attempt to gain access through these ports can arise. [43] 
[bookmark: _Toc38393062]NETWORK FORENSICS
Like digital forensics, network forensics is about analysis and the gathering of information to be used either for a legal case or to prove or disprove the network has been breached. The main difference being the data on a network is both dynamic and volatile so must be dealt with in a specific manner (2.6.2.2). [65], [66]
[bookmark: _Toc38393063]DIGITAL FORENSIC ANALYSIS
According to the Cambridge Dictionary, forensics: 
Is a scientific method of solving crimes, that involve examining objects or substances related to a crime. [67]
A forensic expert dealing with computers and networks require specialist know-how, practices and procedures to perform a forensic investigation. 

[bookmark: _Toc38393064]2.6.1	DIGITAL FORENSIC EXPERT
A digital forensic or computer forensic expert can give evidence in a court of law.  An incident handler is not allowed to give evidence but can carry out investigations. [68]
[bookmark: _Hlk37503279][bookmark: _Hlk37503271]United Kingdom Accreditation Service (UKAS) is the National Accreditation Body for the United Kingdom and is responsible for ascertaining the veracity, public interest and technical expertise in the UK [68] and  remains so after the UK leaves the European Union. 
[bookmark: _Hlk37503293][bookmark: _Hlk37503287][bookmark: _Hlk37503437][bookmark: _Hlk37503431]Along with UKAS, The UK Association of Chief police officers (ACPO) Guidelines for Digital Evidence and the International Organisation of Standards (ISO) 17025:2017 has been  made mandatory in the UK since October 2017 by The UK Forensic Science Regulator Dr Gillian Tully PhD, MCSFS. [68] 
[bookmark: _Toc38393065]2.6.2	EVIDENCE SEIZURE
When a crime has been committed or is thought to have been committed, the evidence is required to be seized in a legal manner and must be carried out by a Legal Authority such as a Police Force.
All the necessary paperwork such as obtaining warrants, need to be carried out beforehand.  The reason for this is so that any evidence collected can be deemed to be uncontaminated and legally obtained. [69]
[bookmark: _Hlk37503458][bookmark: _Hlk37503447]A forensic investigator or incident handler will then take control of the evidence at a Forensic Laboratory and proceed to forensically examine the evidence. A chain of custody form (CCF) accompanies the evidence.
In the event of court proceedings not being the intended outcome, it is still fundamentally important that the Law is observed. For example, some of the reasons a company would carry out internal checks is if intellectual property had been stolen, forgeries, invoice fraud, to corroborate misconduct, or as proof for disciplinary action, it is just as important the Law is adhered to.
 Documenting appropriate permission has been received from the legal owner of the device before any investigation is carried out is imperative. [70], [71]

2.6.2.1	ORDER OF EVIDENCE SEIZURE
There are two categories of data collection. Live data, and dead data. Live data should be collected as soon as possible. Live data can only be collected while the device is still turned on and connected to a power supply, whereas dead data does not. [72]
 If an investigator is called to the scene of where the alleged crime was committed and given the relevant permission to start an investigation, the steps taken to collect the evidence is significant because of the potential volatility of the data being collected. 
Different systems may require the order to be changed and it is up to the investigator to have the requisite knowledge to undertake the collection of data appropriately. 
According to the Scientific Working Group on Digital Evidence, the order of volatility is:
· [bookmark: _Hlk37503472][bookmark: _Hlk37503467]Random-access memory (RAM)
· Running processes 
· Network connections 
· System settings 
· Storage media [72]
2.6.2.2	LIVE DATA
[bookmark: _Hlk37503487][bookmark: _Hlk37503481]Live data is collected from volatile memory such as RAM, cached registry hives, Dynamic-link library (DLLs), network connections and open network sockets. This needs to be carried out as soon as possible, before the machine either runs out of battery or is switched off. [73]
[bookmark: _Toc38393066]CHAIN OF CUSTODY 
A CCF is filled out and accompanies the evidence from the point of seizure at the crime scene. [74] [75] This form is a written record of where the evidence originated. 
The CCF is afforded a case number and records the alleged offence committed. Other vital information recorded is the way the evidence was collected and by whom. 
The physical condition of the evidence, the state and mode of the evidence (was the evidence in a state of hibernation? In hybrid sleep? Was it switched on or off or even in sleep mode? [76]) is also required information to be completed on the CCF. 
Other vital information that is added to the CCF to ensure it can be used as proof of integrity should it be required by a court of law is the way the evidence was handled, where it was kept and in what condition it was stored. [77] Anyone who has contact with the evidence must add their information to the CCF. An example of a chain of custody form for digital forensics can be found in Appendix 2.
[bookmark: _Toc5259391][bookmark: _Toc38393067]TOOLS AND PROCEDURES
When it comes to forensically collecting digital evidence there are many tools on the market that may be used. Both hardware and software are continually being created and updated, and tools techniques used may differ from case to case.
While the information each tool and technique are able to retrieve may be very different, the step-by-step process and procedures used should always remain the same. [78] 
[bookmark: _Toc5259392][bookmark: _Toc38393068]2.8.1	DATA ACQUISITION
Retrieving information from any digital device is a fundamental aspect of forensic evidence data acquisition. In cases where the hard drives have been erased, corrupted, been infiltrated by a worm or virus, or even been physically damaged, data can be retrieved with the use of forensic tools. [79], [80]
[bookmark: _Toc38393069]2.8.2	DISK IMAGING TOOLS
To be able to replicate the contents of a computer a process called disk imaging is used. This process will reproduce an identical copy of the original including the structure, partitions and operating system. It is used to duplicate the contents of hard drives, USB flash drive, optical drive, or any piece of equipment that stores digital data.[81]
In computer forensics, a bit by bit copy of the hard drive, also described as a sector by sector copy, [82]–[85] is achieved with the use of disk imaging tools. Once the copy has been made, and the size of the image has been verified using a hash function, (2.5.4) the image is placed on a sterile virtual machine (2.5.3) or in a storage unit for analysis. 
[bookmark: _Hlk37503557][bookmark: _Hlk37503549][bookmark: _Hlk37503572][bookmark: _Hlk37503566]There are many different types of disk imaging tools available, they are used for different operating systems, some are free, and others can be bought.   Forensic Tool Kit (FTK) allows users access to a free version called FTK Imager, while they charge for the full tool kit. Open Source Forensics (OS Forensics) and Encase Forensic Imager are both free. 
[bookmark: _Toc38393070]2.8.3	VIRTUAL MACHINES
[bookmark: _Hlk37503593][bookmark: _Hlk37503588][bookmark: _Hlk37503613][bookmark: _Hlk37503605]Virtual machines (VMs) operate on physical machines and each one is made up of computer files that perform the same as separate physical machines. Each VM is identified as a guest on the main computer and is contained in a safe environment called a sandbox (2.5.6). A host machine can run numerous VMs and various operating systems at any given time, although this may cause performance to become unpredictable.  Configuration file, log file, virtual disk file and Non-Volatile Random-Access Memory  [86] (NVRAM) settings are some of the key files included in VMs. 
There are two types of VMs, one called a process virtual machine, which uses an autonomous platform setting to perform computer programs and by concealing the operating system of the base machine, the computer program can be applied on any platform consistently. 
The second, a system virtual machine, allows many virtual machines to share the resources of the host machine as shown inf Fig 5. [49], [86], [87]
[image: ]
[bookmark: _Toc38302736][bookmark: _Toc38393531]Figure 5: Image of Virtual Machines (Guest) on Base Machine (Host) [86]
[bookmark: _Toc38393071]2.8.4	VIRTUAL MACHINE SOFTWARE.
VMware Workstation is the software’s used for the testbed. It was created by VMware Inc, and it permits a computer to maintain multiple virtual environments. 
Computer and server’s hardware components, such as network adapters, hard drives and video cards are virtualized to host VMs on a single machine. [88]
[bookmark: _Toc38393072]2.8.5	SANDBOX
A sandbox is a controlled environment that is separate from the computer it is set-up on. [89]
[bookmark: _Toc38393073]2.8.6	HASHING
Hashing is an algorithm [10], [13], [44], [90]–[95] (a mathematical operation) that when applied to data generates a unique sum called a checksum.  This checksum is used to ensure data integrity. [92] [93] 
When data is altered it produces a new checksum.  Even if the data changed was just one word, and the word was then reinstated, the checksum would not return to the original checksum. It is for this reason hashing is used as a comparison tool for integrity of data. [44]
A baseline checksum is taken before the bit by bit copy is started. This is then compared to the checksum of the copy. If they match, then the investigator knows it is an exact copy of the original. This is checked periodically throughout the investigation to confirm the copy of the evidence has not been altered, thus ensuring data integrity. [44], [93]
[bookmark: _Hlk37503635][bookmark: _Hlk37503631][bookmark: _Hlk37503650][bookmark: _Hlk37503643]Numerous algorithms are available to use. Message Digest 5 (MD 5) is one of the more complex algorithms. [93]  The industry standards at this time is Secure Hash Algorithms (SHA-1). [92], [94] 
There are free tools available for checking the has value. HashMyFiles and Checksum Utility 2.1.0.0 are both used to check MD5 and SHA-1 and SHA-256 [96], while HashMyFiles also uses SHA-384 and 512, which is a little more sophisticated and is able to provide other information such as versions and size, date of creation and if it has been modified. [95]

[bookmark: _Toc5259396][bookmark: _Toc38393074]2.8.7	FILE CARVING
File carving, [97]–[102] or data carving is another forensic technique used for uncovering and salvaging data. This process allows files to be extracted from raw images, even when there is no filesystem allocation information available. It examines the file structure and subject matter by searching through unallocated space, and does it without altering the image.  [100], [102] 
[bookmark: _Hlk37503671][bookmark: _Hlk37503659][bookmark: _Hlk37503684][bookmark: _Hlk37503678][bookmark: _Hlk37503700][bookmark: _Hlk37503691]There are two types of file systems used by Microsoft Windows. They are File allocation table (FAT) which uses looks for data stored in cluster addresses using numbers, and New Technology File System (NTFS) which uses the master file table (MTF) and retains data on all directories and files in the file system. [103] Fig 6 is an example of a file allocation table.
[image: ]
[bookmark: _Toc38302737][bookmark: _Toc38393532]Figure 6: File Allocation Table [104]
[bookmark: _Toc5259397][bookmark: _Toc38393075]2.8.8	PASSWORD DECRYPTION TOOL
[bookmark: _Hlk37675075][bookmark: _Hlk37503718][bookmark: _Hlk37503709][bookmark: _Hlk37503740][bookmark: _Hlk37503726]Password decryption tools are invariably used when trying to access a device that is locked. Computer forensics are given devices to obtain evidence, they are not always given the passwords, and it is understandable that the owner of such devices would password protect their property. It is therefore crucial that computer forensics can decrypt passwords (2.2.25). Cain and Able is a specific password decryption tool used on Microsoft Operating Systems [105], and finds the passwords using a dictionary attack. RainbowCrack [106], uses a set of tables that are predefined to decrypt the password. Opcrack is another table-based password cracking tool [46], [47].  Aircrack-ng is a password cracking suite used to crack Wired Equivalent Privacy (WEP) and Wireless Fidelity Protected Access/2 Pre-Shared Key (WPA/WPA2-PSK) authentication networks, focusing on Wi-Fi security. [107], [108]
[bookmark: _Toc38393076]2.8.9	LINUX ‘dd’
Linux dd is a tool that can be devastating to an investigator if used without caution as one of the key features of this programme is the ability to forensically wipe a disk.
Other features are modifying data effortlessly, reproducing data across devices, volumes, partitions and files.[66]
[bookmark: _Toc5259410][bookmark: _Toc38393077]2.8.10	WRITE-BLOCKER
Write-Blockers allow disks to be copied forensically by disabling the write command of a device, thus allowing for an unaltered image to be created and protecting the integrity of the evidence. Write-Blockers are available as software and hardware. [42], [109], [110]
[bookmark: _Toc5259411][bookmark: _Toc38393078][bookmark: _Toc5259402]2.8.11	FARADAY EQUIPMENT
[bookmark: _Hlk37503759][bookmark: _Hlk37503748]Faraday equipment is essential when collecting evidence from a crime scene. It stops the remote wipe feature being used on digital and cellular machines by shielding the device from exterior radio frequencies (RF) and electromagnetic fields. 
A Faraday bag used in conjunction with other Faraday items such as boxes, cages and gloves help keep evidence from being destroyed remotely. [42]

[bookmark: _Toc5259398][bookmark: _Toc38393079]FORENSIC TOOLS AND MANAGEMENT SUITES
There are numerous toolkits available for use to analyse data. Some are free while others are not. Below is a look at a selection of what is available and a brief synopsis of what they do.
[bookmark: _Toc5259399][bookmark: _Toc38393080]2.9.1	FORENSIC TOOLKIT (FTK) V 7.0.0
FTK is a tool kit that encompasses FTK Imager [4], [65]. Amongst other things, it is used to create an identical copy of a hard drive using a process known as a bit by bit copy. It has a feature called Cerberus which detects malware and an email analyser. It has data carving, data visualization, and web viewer application as well as an optical character recognition engine. [83], [111]–[114]
[bookmark: _Toc5259400][bookmark: _Toc38393081]2.9.2	CAINE 11.0 
[bookmark: _Hlk37503771][bookmark: _Hlk37503779][bookmark: _Hlk37503802][bookmark: _Hlk37503789][bookmark: _Hlk37503826][bookmark: _Hlk37503820][bookmark: _Hlk37503848][bookmark: _Hlk37503836][bookmark: _Hlk37503865][bookmark: _Hlk37503857][bookmark: _Hlk37503885][bookmark: _Hlk37503877][bookmark: _Hlk37503899][bookmark: _Hlk37503895]CAINE (Computer Aided Investigative Environment) version 11.0 is the latest Linux based management suite. This suite includes Autopsy 4.13 onboard, open-source intelligence (OSINT) and is Apple File System (APFS) ready. It includes FTK Imager, JPEG View, PhotoRec, Hex editor, NTFS Journal Viewer, QuickHash. Cain is USB WriteProtect as default. New to CAIN 11.0 is b-tree file system forensic tool (BTRFS), secure shell (SSH) server, which is set to disabled as default, and has non-volatile memory express (NVMe) solid state drive (SSD) drivers ready. [115]
[bookmark: _Hlk37503917][bookmark: _Toc5259401][bookmark: _Toc38393082][bookmark: _Hlk37503911]2.9.3	SANS INVESTIGATIVE FORENSIC TOOLKIT (SIFT)
[bookmark: _Hlk37503925]The SIFT workstation is a free kit which includes over 100 tools. Software includes log2timeline which is a timeline generation tool, Autopsy, SleuthKit and Wireshark.  Evidence images it supports include RAW (dd) evidence formats,
[bookmark: _Hlk37503951]	dd … copy and convert (called `dd' because `cc' is the C compiler) [116]
[bookmark: _Hlk37503969][bookmark: _Hlk37503965][bookmark: _Hlk37503982][bookmark: _Hlk37503977]Expert Witness format (E01), Advanced Forensic Format (AFF) to name but a few. [117]
[bookmark: _Toc5259406][bookmark: _Toc38393083]2.9.4	AUTOPSY/SLEUTHKIT
Autopsy/SleuthKit v 4.14.0 is the latest release and supports both Linux and Windows operating systems. It is part of the SleuthKit management suite. Some of the things it  is used for is hash filtering, timeline analysis, web artifacts and data carving. [66] It can also be used for analysing mobile phones and hard drives. [94] 
[bookmark: _Toc5259407][bookmark: _Toc38393084]2.9.5	ENCASE V 8.11
EnCase v 11 has the capacity for disk imaging, data analysis and data verification and is used extensively by computer forensic investigators. [120] Its file formats include Ex01, E0, L01 and Lx01, which are all court-accepted evidence file formats. [121] The emphasis is on evidence retrieval especially hidden or deleted documents. [122] Version 8.11 has a supplementary module which analyses media by scanning images and uses twelve predetermined threat classifications significant to both law enforcement agencies and corporations. [123]
[bookmark: _Toc5259408][bookmark: _Toc38393085]2.9.6	BLADE V 1.13
[bookmark: _Hlk37504001][bookmark: _Hlk37503993]Blade forensic software is a modular system which permits expansion to take place when different units become obtainable. Some key features are forensic audit logging, multithreading, customisable data recovery profiles. It uses Intelli-Carve for recovering Joint Photographic Experts Group (JPEG) images. It is compatible with Linux dd and AFF,  supports E01 and has a Module for Cryptographic Hashing. [123] 
[bookmark: _Toc38393086]2.9.7	MAILXAMINER
[bookmark: _Hlk37504054][bookmark: _Hlk37504046][bookmark: _Hlk37504029][bookmark: _Hlk37504021][bookmark: _Hlk37504073][bookmark: _Hlk37504068]MailXaminer 4.9 contains an advanced keyword search which also searches within emails, can retrieve deleted emails and ascertains links connecting various users. It can analyse digital evidence from a variety of repositories, looking for contacts, calendar entries and attachments, and using analysis techniques, effortlessly differentiates the emails containing pornographic images, material, or offensive data. Reports are produced in HyperText Markup Language (HTML), comma-separated values (CVF) and Portable Document Format (PDF). [109], [123]
[bookmark: _Toc28865085][bookmark: _Toc31363349][bookmark: _Toc31388455][bookmark: _Toc38393087][bookmark: _Hlk33873433]RELATED WORKS
Various APT investigations were looked at. 
2.10.1 	Frankie Li et al
[bookmark: _Hlk37504095][bookmark: _Hlk37504099][bookmark: _Hlk37504164]Frankie Li et al [124] were given a disk to investigate containing emails that had been sent to politicians. The emails appeared to be a spear phishing expedition (2.2.7) which had attachments and links inside with harmless looking extensions such as .doc(x) (Document)[48], .pdf [48] and .chm (Compiled Hyper Text Markup Language) [125]. The emails urged the recipient to click on the links and extension. [124] It was thought that similar emails had been sent to other political parties with the intention of political espionage.
[bookmark: _Hlk37504196]Using a virtual machine, UPX 3.03w (executable packer) (2.2.26) and a -d (decompressor), they activated the links. One was found to contain a script to open Microsoft WordPad or Word and the other executed and decompiled the .chm file and generated an .exe file. [48] 
Due to the excessive capture rate which was found to be every 1000 milliseconds and the collection of information from all file systems, the author concurs with [124] conclusion that the attack was not for financial gain but suggested an unknown ulterior motive. [124]
2.10.2	A. Alshamrani et al.
APT’s, as outlined by [50], highlights the different aspects involved in implementing an attack, and explains how the C&C (2.2.1) requires access at each stage of the attack. 
[bookmark: _Hlk37504308][bookmark: _Hlk37504295][bookmark: _Hlk37504319][bookmark: _Hlk37504315]The author concurs with [116] and [117] that using HTTP, an essential service in today’s network topology, along with HTTPS, is preferred over Internet Relay Chat (IRC) and Peer-to-Peer (P2P) due to the easily recognisable package content that can be prevented from accessing the network by port closures or other methods.
Fig 7 shows an attack tree of an APT which can be used to reverse engineer points in a network that are utilised by attackers, and thus would need to be focused on for security. 

[image: ]
[bookmark: _Toc38302738][bookmark: _Toc38393533]Figure 7: Attack Tree of  an APT  [50]


2.10.3	İlker Kara et al.
While analysing a compromised disk, [126] found a file on the desktop that looked suspicious. On further examination it was found to have been the last file downloaded from the internet. After the file was downloaded, the owner of the disk was unable to access social media accounts. 
Closer inspection of the file called “Locker BLUE (Marvel avengers Alliance) 15-05-26.exe”, [126] was initiated. By using an online website for detecting malware, it was found to be infected with a trojan (2.2.21, 2.2.22).  Dynamic analysis of the executable file was  initiated by [126], allowing the malware to operate. Examination of the movements in the file-directory showed the malware created a new password ‘lockerbluepassword’, then deleted the evidence, shown in Fig 8.
[bookmark: _Toc38302739][image: ]
[bookmark: _Toc38393534]Figure 8: Creating a Password and Deleting Evidence in File Directory [126]
The next step observed was that a creates key was made for internet settings. Fig 9 shows the proxy bypass and proxy server keys were deleted and the security settings were altered. In addition to this the settings for most recent application name and most recent application ID were also altered. This manipulation of the registry keys directs the author to agree with [126] that the reason for this trojan was to extract personal information such as user name and password to lock the owner out of their social media accounts.
[bookmark: _Toc28865086][bookmark: _Toc31363350][bookmark: _Toc31388456][image: ]
[bookmark: _Toc38302740][bookmark: _Toc38393535]Figure 9: Registry Actions Carried out by Malware [126]
[bookmark: _Toc38393088]SUMMARY
In conclusion, chapter two covered the literature review undertaken to understand APT attacks, the forensic policy and procedures, along with tools, required to carry out a successful forensic analysis. While covering all the aspects required for the completion of the project, peer reviewed papers were discussed along with the examination of related works. This demonstrated all facets of research undertaken and how it will be applied to the project.
	



[bookmark: _Toc38393089]CHAPTER 3 - RESEARCH METHODOLOGY
[bookmark: _Toc266447529][bookmark: _Toc31363351][bookmark: _Toc31388457][bookmark: _Toc38393090][bookmark: _Toc28865087]INTRODUCTION 
Chapter three covers the analysis of the research process used, what methodology was implemented, the philosophies, approach, strategies, and time horizon used in the creation of the project. It also comprises of the techniques and procedures used and an assessment of the risks involved.
[bookmark: _Toc38393091]RESEARCH METHODS
[bookmark: _Toc38393092]3.2.1	RESEARCH OVERVIEW
 The research onion is a method used to identify different development stages of research to achieve an effective methodology. It was developed by Saunders et al. in 2007 and will be used to guide the author. Fig 10 outlines the steps taken.
[image: ]
[bookmark: _Toc38302741][bookmark: _Toc38393536]Figure 10: Research Process
[bookmark: _Toc31363352][bookmark: _Toc31388458]3.2.2	METHODOLOGY
Qualitative approach will be used to gain an understanding of how APT’s are carried out and what is involved in forensically analysing them.  To aid in this outcome an extensive literature review was conducted. 
During the research into APT’s it became evident there are many ways to conduct these attacks, which are known as exploits. Many of the APT exploits are carried out by attack groups, which were also studied. 
As the aim of the project is to forensically analyse these attacks, a broad-spectrum of forensic tools were scrutinised. It was also fundamental that the procedural steps of the analysis were investigated.
[bookmark: _Toc31363353][bookmark: _Toc31388459][bookmark: _Toc38393093]3.2.2	PHILOSOPHIES
Post positivism objectivity will be the philosophy for the experiment. [127] A corrupted disk will be forensically obtained, to ensure the authenticity of the experiment. Using techniques of a professional forensic investigator will allow an experiment to be conducted. Empirical data will be collected for analysis of the attack.
[bookmark: _Toc31363354][bookmark: _Toc31388460][bookmark: _Toc38393094]3.2.3	APPROACH
A mono method will be used. Virtual machines will be utilized to contain any malware on the corrupted disk, and the analysis will be carried out using a variety of forensic tools and methods.
[bookmark: _Toc31363355][bookmark: _Toc31388461][bookmark: _Toc38393095]3.2.4	STRATEGIES
To achieve the overall aim of the project, a plan of action is required. This plan involves in-depth research into what APT’s are, how they are conducted, where they are used, who they affect and why they are used. 
This will be attained using sites such as Science Direct, IEEE Xplore, Fireeye, Research Gate and so forth.  It is also necessary to understand the psychology of threat actors, so looking at the different types of actors and how they conduct themselves is also relevant.  
Having researched the above, it is then necessary to conduct research into how forensic analysis is carried out. 
What are the requisite steps necessary for a forensic investigator to successfully analyse an incident? What tools are used? What are considered acceptable procedures, and what standards are upheld? 
[bookmark: _Toc31363356][bookmark: _Toc31388462][bookmark: _Toc38393096]3.2.5	CHOICES
This project will use a hard drive on which an attack has been carried out. A forensic analysis of this compromised drive will be carried out to ascertain the extent of the damage cause to the owner by identifying what was accessed. A report will be generated, and the outcome analysed.  
Once the analysis has been completed, the result can be used to identify the type of APT group most likely to have carried out this type of attack. The Mitre Att&ck Framework will be used as a reference for this.
The analysis of a compromised hard drive can be used to identify if someone inside the company was complicit in carrying out the attack. It can also be used to highlight any weakness in the current network by highlighting any entry or exit points that were used. 
The result will also show if current policies and procedures are being adhered to and what adjustments, if any, need to be made to tighten up security, and finally the results can be evaluated against similar findings of related work. 
[bookmark: _Toc31363357][bookmark: _Toc31388463][bookmark: _Toc38393097]3.2.6	TIME HORIZONS
A longitudinal approach was taken for this project as the forensic analysis examines changes taken place over time. The inspection of information at crucial points throughout a given timeframe was required.
[bookmark: _Toc31363358][bookmark: _Toc31388464][bookmark: _Toc38393098]3.2.7	TECHNIQUES AND PROCEDURES
Once the disk has been received, the forensic analysis will begin. Using forensic tools and techniques the information will be collected and collated. The final analysis of the disk information will determine the project’s success or failure. 
In this instance the required outcome should show the steps taken to give a clear picture of the events surrounding the compromising of the disk.
[bookmark: _Toc31388465][bookmark: _Toc38393099]3.2.8	RISK ASSESSMENT
There were many risks involved to carry out this project. The research required to understand an APT attack, and the essential information to successfully construct a forensic analysis that would be admissible in a court of law. Once this was achieved, the next biggest obstacle was to obtain a compromised hard drive to carry out the analysis. Should a drive not be forthcoming, a contingency plan would be implemented as follows: a testbed would be set up and attacks would be carried out on two machines one with a Windows operating system and the other with a Kali Linux operating system.
Any of these issues could have a serious effect on the time left to carry out the forensic analysis of the disk. Please refer to the Gantt charts Appendix 3-6.
[bookmark: _Toc38393100]SUMMARY
Chapter three encompassed all the aspects of methodology and research undertaken and concludes the research process. It consisted of eight distinct sections, each section explaining the contribution and implementation of the methodology used in the project. 

[bookmark: _Toc31388466][bookmark: _Hlk37158641][bookmark: _Hlk36717780]

[bookmark: _Toc38393101]CHAPTER 4 – DESIGN AND IMPLEMENTATION
[bookmark: _Toc38393102]INTRODUCTION/BACKGROUND
Comprising of three parts, chapter four examines the network topology and design implementation of a compromised system. The problem formulation and implementation of the contingency plan followed by the implementation of the forensic laboratory is included.  To meet the overarching aim of the project, software will be required.
[bookmark: _Toc38393103]PROBLEM FORMULATION
Manes Winchester Law Firm was informed that documents to a highly sensitive case were missing from an employee’s computer. Upon contacting the IT department, it transpired there may have been a breech in the network, and it was suggested that a forensic investigator be employed to determine if this was the case.
The hard drive, containing the metadata to be examined, was to have been provided by a cyber security company. Fig 11 is an example of a hard drive that would be used to create a forensic duplicate of the data using a bit by bit procedure to copy the evidence.
[image: ]
Figure 11: Illustration of Compromised Hard Drive [126]
The hard drive was not forthcoming in time to meet the deadline for the project. As a result, the contingency plan (3.9) was implemented. This involved a virtual (2.8.3) testbed that would mimic the law firm network and the internet via which the hacker gained access. A network for the hacker would also be required. 
Once the testbed was created, an experienced cyber security expert/ethical hacker was given an outline of the problem experienced by the law firm and asked to carry out an attack that would simulate the difficulties the law firm experienced. 
The investigator had no knowledge of the attack(s) implemented on the network to ensure the result would be as realistic as possible, and it is assumed the outcome would imitate the law firm drive.
[bookmark: _Toc31388469][bookmark: _Toc38393104]DESIGN
The design depicted in Fig 12 is the contingency plan that was set-up using VMWare Workstation Pro.
[image: ]
[bookmark: _Toc38302743][bookmark: _Toc38393538]Figure 12: Contingency Network Set-up
The testbed comprised of the hacker’s LAN depicted on the left of the diagram, which contained a laptop with Windows 10 installed and a second laptop with Kali Linux installed. These were connected to an Untangle firewall. 
[bookmark: _Hlk37504351][bookmark: _Hlk37504345]The hackers firewall was connected to the Internet Service Provider (ISP) depicted at the top of the diagram, through which the hacker would attempt to gain access to the secured Winchester firewall.
The right-hand side of the diagram depicts the law firm LAN. This consisted of the Winchester firewall, a Windows 7 server and a Linux server.
[bookmark: _Toc38393105]IMPLEMENTATION 1 – TESTBED
To create the testbed, a virtual environment was required. VMWare Workstation Pro 15.5 was used to accomplish this. This programme was chosen for many reasons, including the ability to run multiple VM machines simultaneously on one computer.
[bookmark: _Hlk38100085]The programme permits virtual networking features to be used on both Windows and Linux machines. The privacy settings and network configuration, including IP addressing, are independent of each other which allows for a realistic virtual network to be created. The programme also had a free 30-day trial period. 
Fig 13 shows the download process being initiated. 
[image: ]
[bookmark: _Toc38302744][bookmark: _Toc38393539]Figure 13: VMWare Download
Fig 14 shows the progress bar as the programme prepares for installation.
[image: ]
[bookmark: _Toc38302745][bookmark: _Toc38393540]Figure 14: VMWare Install Preparation
Fig 15 depicts the set-up wizard, the ‘next’ button was clicked to move forward to the end user agreement. 
[image: ]
[bookmark: _Toc38302746][bookmark: _Toc38393541]Figure 15: VMWare Set-up Wizard
Fig 16 depicts a check mark used to agree to the terms and conditions of use before proceeding.
[image: ]
[bookmark: _Toc38302747][bookmark: _Toc38393542]Figure 16: Terms and Conditions
In Fig 17, custom setup, allowed the use of an enhanced keyboard driver to be utilised. This was enabled with the use of a check mark before the next button was initiated.
[image: ]
[bookmark: _Toc38302748][bookmark: _Toc38393543]Figure 17: VMWare Workstation Step 4
Fig 18 shows the user experience settings were left blank as they were not required.	
[image: ]
[bookmark: _Toc38302749][bookmark: _Toc38393544]Figure 18: User Experience Settings
The shortcut set-up in Fig 19 shows short cut icon for the programme to be created for the desktop. It also added the programme to the start menu programme folder with the use of checkmarks. 
[image: ]
[bookmark: _Toc38302750][bookmark: _Toc38393545]Figure 19: Shortcut and Folder
The next step was to installation the wizard, depicted in Fig 20. The Install button was depressed to start the wizard. 
[image: ]
[bookmark: _Toc38302751][bookmark: _Toc38393546]Figure 20: Installation Wizard
A progress bar shown in Fig 21 shows the new files being added.
[image: ]
[bookmark: _Toc38302752][bookmark: _Toc38393547]Figure 21: Progress Bar

Fig 22 depicts the end of the set-up wizard and the finish button was pressed to complete the install.
[image: ]
[bookmark: _Toc38302753][bookmark: _Toc38393548]Figure 22: Installation Complete
The next stage was to create the virtual machines in the virtual workstation.
[bookmark: _Hlk37504363] Fig 23 shows the start of the process. 
[image: ]
[bookmark: _Toc38302754][bookmark: _Toc38393549]Figure 23: Creation of Virtual Machines Start
Clicking on the create a new virtual machine icon will present you with an option in the set-up wizard as depicted in Fig 24 to create a recommended or advanced virtual machine. The recommended machine was chosen.
[image: ]
[bookmark: _Toc38302755][bookmark: _Toc38393550]Figure 24: Set-up Wizard
While setting up the machines, the option to install the operating system later was chosen, as shown in Fig 25.
[image: ]
[bookmark: _Toc38302756][bookmark: _Toc38393551]Figure 25: Creating Machine with Clank Hard Disk
The guest operating system was chosen, as shown in Fig 26.
[image: ]
[bookmark: _Toc38302757][bookmark: _Toc38393552]Figure 26: Guest Operating System
A name for the virtual machine was the next step as shown in Fig 27.
[image: ]
[bookmark: _Toc38302758][bookmark: _Toc38393553]Figure 27: Machine Name
Fig 28 shows the disk capacity for the hard drive. 20 GB was deemed large enough to carry out the project. 
[image: ]
[bookmark: _Toc38302759][bookmark: _Toc38393554]Figure 28: Creation of Virtual Machines 4
Fig 29 depicts the final part of creating the virtual machine.
[image: ]
[bookmark: _Toc38302760][bookmark: _Toc38393555]Figure 29: Final Step of Creating Machine
Fig 30 shows the virtual machine created and information regarding installing the operating system.
[image: ]
[bookmark: _Toc38302761][bookmark: _Toc38393556]Figure 30: Virtual Machine Created Without Operating System
Fig 31 depicts the Kali Linux operating system being installed.
[image: ]
[bookmark: _Toc38302762][bookmark: _Toc38393557]Figure 31: Kali Linux Operating System Installation
Fig 32 requires a selection of language for the installed system.
[image: ]
[bookmark: _Toc38302763][bookmark: _Toc38393558]Figure 32: Language Selection
The location is also required. UK was chosen before proceeding. Depicted in Fig 33
[image: ]
[bookmark: _Toc38302764][bookmark: _Toc38393559]Figure 33: Location Selection
Fig 34 is where the keyboard configuration was chosen.
[image: ]
[bookmark: _Toc38302765][bookmark: _Toc38393560]Figure 34: Keyboard Configuration
Fig 35 depicts the process bar proceeding with the installation of the operating system.
[image: ]
[bookmark: _Toc38302766][bookmark: _Toc38393561]Figure 35: Process Bar
A host name for the system was required and kali was inserted here, as seen in Fig 36.
[image: ]
[bookmark: _Toc38302767][bookmark: _Toc38393562]Figure 36: Host Name for System
A domain name was needed as depicted in Fig 37, BJMillard.com was used for this requirement.
[image: ]
[bookmark: _Toc38302768][bookmark: _Toc38393563]Figure 37: Domain Name
A user account was created, as depicted in Fig 38
[image: ]
[bookmark: _Toc38302769][bookmark: _Toc38393564]Figure 38: Creation of Username
Along with a password as shown in Fig 39.
[image: ]
[bookmark: _Toc38302770][bookmark: _Toc38393565]Figure 39: Password Creation
Fig 40 shows the software selection, the recommended settings used.
[image: ]
[bookmark: _Toc38302771][bookmark: _Toc38393566]Figure 40: Software Selection
Fig 41 shows the software installation progress bar.
[image: ]
[bookmark: _Toc38302772][bookmark: _Toc38393567]Figure 41: Software Installation Progress Bar



Fig 42 shows Kali Linux desktop page.
[image: ]
[bookmark: _Toc38302773][bookmark: _Toc38393568]Figure 42: Kali Linux Desktop Page
Once the Linux virtual machine was created and installed, the same procedure was used to setup the Windows based virtual machine and the Untangle firewall.
To ensure the machines were installed as per the testbed layout, they were tested for readiness.
Fig 43 shows the Untangle firewall machine being readied for the virtual network connections.
[image: ]
[bookmark: _Toc38302774][bookmark: _Toc38393569]Figure 43: Firewall Working – Creating External Connection to Internet
Fig 44 depicts the Windows Server pinging the Linux Server and the Firewall. Confirming configuration of the machines was successful.
[image: ]
[bookmark: _Toc38302775][bookmark: _Toc38393570]Figure 44: Windows Sending and Receiving Pings
Fig 45 shows the Linux Server starting the apache2 service, which is the most used web server for Ubuntu based machines such as Kali Linux. [128] This confirms the connection to the internet was working.
[image: ]
[bookmark: _Toc38302776][bookmark: _Toc38393571]Figure 45: Linux Starting Apache2 Service
Once the testbed of virtual machines was up and running, the cyber security expert/ethical hacker was informed, and given permission to perform attack(s) that would simulate the problems experienced by Manes Winchester law firm. 
The compromised hard drives were then ready to be given to the investigator for analysis.
[bookmark: _Toc31388470][bookmark: _Toc38393106]IMPLEMENTATION 2 – FORENSIC LABORATORY
For the analysis to take place, a forensic lab was created. To this end programmes that could be used were downloaded and installed on machines that were forensically sterilised to avoid cross-contamination. 
A hash calculator called #HashTool 1.2.1 was installed as shown below. This would be used to ensure a copy of the hard drives contained would be exact and the procedure known as a bit by bit copy (2.8.2) was successful. Fig 46 show the first steps taken to download and install the programme. 
[image: ]
[bookmark: _Toc38302777][bookmark: _Toc38393572]Figure 46: HashTool Download
Fig 47 shows the language installer which allows the user to choose the appropriate language required. English was chosen, While Fig 48 depicts the main programme selection and set up guide
[image: ].
[bookmark: _Toc38302778][bookmark: _Toc38393573]Figure 47: HashTool Language Selection

[image: ]
[bookmark: _Toc38302779][bookmark: _Toc38393574] Figure 48: HashTool Programme Features and Set Up

Fig 49 shows the final set up steps of choosing an installation location and completing the install.
[image: ]
[bookmark: _Toc38302780][bookmark: _Toc38393575]Figure 49: HashTool Install Location and Completion
As a backup programme, HashCalc 2.01 was also installed. Fig 50 depicts the download page. 

[image: ]
[bookmark: _Toc38302781][bookmark: _Toc38393576]Figure 50: HashCalc Download
Fig 51 depicts the application setting up and continuing.
[image: ]
[bookmark: _Toc38302782][bookmark: _Toc38393577]Figure 51: HashCalc Setting UP
Fig 52 depicts the HashCalc Wizard set up and licence agreement step.
[image: ]
[bookmark: _Toc38302783][bookmark: _Toc38393578]Figure 52:  HashCalc Wizard and Licence Agreement

The next step was to select the directory to store the programme and choose whether a desktop icon was required, as depicted in Fig 53.
[image: ] 
[bookmark: _Toc38302784][bookmark: _Toc38393579]Figure 53:  Programme Directory and Desktop Icon

Fig 54 shows the install button and the installation process bar.
 [image: ]
[bookmark: _Toc38302785][bookmark: _Toc38393580]Figure 54:  HashCalc Installation Process Bar



The final stage was to click on the finish button shown in Fig 55.
[image: ]
[bookmark: _Toc38302786][bookmark: _Toc38393581]Figure 55:  HashCalc Finish
The next programme that was installed was the Autopsy Suite, which entailed 3 steps. Fig 56 depicts the download page, the Autopsy Wizard setup and the completion of the set up. The Autopsy Suite will be one of the main programmes used to analyse the compromised disks.

[image: ]
[bookmark: _Toc38302787][bookmark: _Toc38393582]Figure 56: Autopsy Installation


The other main programme that was downloaded was FTK Imager. This programme is the free version of FTK, and while it has limited capabilities, should be useful for analysis purposes. 
Fig 57 shows the Installation Wizard and status bar.
[image: ]
[bookmark: _Toc38302788][bookmark: _Toc38393583]Figure 57: Installation Wizard and Status Bar
Fig 58 Shows the Installation Wizard complete and FTK Imager launched.
[image: ]
[bookmark: _Toc38302789][bookmark: _Toc38393584]Figure 58: FTK Installation Complete
Sleuth Kit, which is a part of FTK Imager was extracted next as shown in Fig 59
[image: ]
[bookmark: _Toc38302790][bookmark: _Toc38393585]Figure 59: Installation of FTK Imager Sleuth Kit


[bookmark: _Toc38393107]SUMMARY
Chapter four outlined the design and implementation required for this project and is divided into distinct sections which covered the problem formulation, design and finally the implementation. 
The problem formulation documented the difficulties faced during the execution of the project and outlined the strategies undertaken.
The design provided the requirements and executed the strategy set out in the problem formulation, which allowed the implementation of the project to be achieved. This included examining the hardware and software employed in the experimentation and analysis of the project.
[bookmark: _Toc31388472][bookmark: _Hlk36737858]

[bookmark: _Toc38393108]CHAPTER 5 – ANALYSIS OF HARD DISKS 
[bookmark: _Toc38393109][bookmark: _Hlk36973518][bookmark: _Hlk36913065]BACKGROUND INFORMATION 
Case number 001.021 concerns Manes Winchester Law Firm. One of their employees stated that sensitive documents being worked on were no longer available. The IT department was contacted about the situation.
The IT department found information that suggested their network may have been compromised. The company then hired a forensic investigator to find out if this was the case. 
A letter of authorisation was obtained from the law firm (4.3) asking for a written report along with an opinion of the situation. A chain of custody form (4.3) was generated for the hard drives.  Before performing a forensic analysis, authorisation from either the owner or law enforcement must be obtained. In this instance, a letter outlining the scope of the investigation was obtained from the Law Firm as depicted in Fig 60. 
[image: ]
[bookmark: _Toc38302791][bookmark: _Toc38393586]Figure 60: Letter of Authorisation
A chain of custody form was generated to accompany the evidence as depicted in Fig 61, and the evidence was delivered to the forensic examiner for analysis. The chain of custody form was updated accordingly.
[image: ]
[bookmark: _Toc38302792][bookmark: _Toc38393587]Figure 61: Chain of Custody Form

[bookmark: _Toc38393110]LINUX DRIVE
Using FTK, on a forensically sterile workstation, copies of the hard drives were created utilizing the bit by bit technique available in the software. 
To accomplish this, FTK had to be in write blocker enabled mode (2.5.10.8).  The checksum of the copies was examined to ensure the data was identical. Fig 61 illustrates the comparison of the hash value.
[bookmark: _GoBack]Once this had been confirmed, the originals were returned to their owners. A new chain of custody form was generated for the copies (25.10.1).  When the copies were not being utilised, they were kept securely inside a faraday cage.
[image: ]
[bookmark: _Toc38302793][bookmark: _Toc38393588]Figure 62: MD5 Hash Value Match
To analyse the Linux drive Autopsy Suite was used, and a new case opened. and information was entered at the relevant stages. Fig 63 shows the case information page where the case name was entered, and the browse button was used to navigate to the directory that Autopsy would store the file when it was created. Once this was completed, the next stage was the additional information page.
[image: ]
[bookmark: _Toc38302794][bookmark: _Toc38393589]Figure 63: Case Information Page
Fig 64 depicts the case number and the examiner’s name being added to the additional information page. The case number 001 in this instance stands for the type of investigation being undertaken and the 021 is used incrementally for cases handled during a specific month. The examiners name combined with the case number is ensures the case number is unique. If the evidence was needed in a court of law, the uniqueness of the case number would be clear evidence of this being the correct file. This also allows storage of the file to be carried out chronologically and cross referenced alphabetically, or vice versa.
[image: ]
[bookmark: _Toc38302795][bookmark: _Toc38393590]Figure 64: Additional Information Page

The data source selected in Fig 65 is the path to and name of the Linux drive created using a bit by bit procedure earlier. E: depicts the external drive that was being imported into Autopsy.
[image: ]
[bookmark: _Toc38302796][bookmark: _Toc38393591]Figure 65: Data Source Selection
The next stage was to choose which modules to be used in this case, as depicted in Fig 66. For the Linux drive all but the android analyser was checked to be used.
[image: ]
[bookmark: _Toc38302797][bookmark: _Toc38393592]Figure 66: Configure Ingest Modules
[bookmark: _Hlk37504415][bookmark: _Hlk37504393][bookmark: _Hlk37504409][bookmark: _Hlk37504420][bookmark: _Hlk37504444][bookmark: _Hlk37504432]The hash lookup was considered, depicted in Fig 67, as this allows known databases to be utilized. The National Software Reference Library (NSRL) is a database operated by the National Institute of Standards and Technology (NIST) and contains a Reference Data Set (RDS). 
This RDS houses digital signatures of application software that is known and traceable [129] which would allow for the elimination of software that was not corrupted by comparing the hash values in the RDS against the values in the Autopsy case.
[image: ]
[bookmark: _Toc38302798][bookmark: _Toc38393593]Figure 67: Hash Lookup NSRL
[bookmark: _Hlk38267673]The opening page in Autopsy outlines the information available to be analysed as seen in Fig 68. The figure shows the left-hand pane of Autopsy with Linux vol 2 expanded. The pane has many other folders which can be expanded, such as the var log, which will allow further investigation of the Linux drive. Many of the files will hold genuine files and will need little investigating.
[image: ]
[bookmark: _Toc38302799][bookmark: _Toc38393594]Figure 68: Autopsy Opening Page with Linux Hard Drive
[bookmark: _Toc38393111]5.2.1	INFILTRATION/LATERAL MOVEMENT
[bookmark: _Hlk38267446]The adwaita-icon-theme package depicted in Fig 69 was downloaded and is used to access the GNOME Shell. 
GNOME Shell allows a desktop system that looks like Windows to be used on a Unix or Linux system, a graphical User Interface (GUI). It is a tool that permits ease of use when operated through a remote session, allowing speed when navigating a potentially problematical interaction. This is useful when performing credential dumping, which obtains account login information along with passwords, and is used in lateral movements through a system. [130] 
[image: ]
[bookmark: _Toc38302800][bookmark: _Toc38393595]Figure 69: Adwaita-Icon-Theme installed
[bookmark: _Hlk38267452]The aircrack-ng suite (2.8.8) was also installed at this time, as shown in Fig 70. Aircrack-ng is a software suite used by hackers to infiltrate networks. [131] It is also used by network security and on Wireless Local Area Networks (WLANs) to analyse traffic and crack passwords that are Wi-Fi protected with WPA or WPA2-PSK. WPA (2) is a network security method and can be used as an optional authentication process using a Pre-Share Key (2.8.8). This is known as network sniffing in the Mitre Matrix. Upon communication with the administrator, it was verified these downloads were not authorised.
[image: ]
[bookmark: _Toc38302801][bookmark: _Toc38393596]Figure 70: Aircrack-ng Installed
[bookmark: _Hlk38267464]The Amass programme download as depicted in Fig 71 is used to perform the mapping of networks and is used by security professionals along with hackers (2.4).  This will give the hacker the layout of the network, so they know where to advance. Amass also has other capabilities, such as reverse DNS. 
One use of reverse DNS server is to find out what IP address belongs to whom, so which computer belongs to the CEO for example. This would give an attacker knowledge of where to attack next. Another use is known as DNS Hijacking. This misleads attached devices into thinking they have reached a secure website when they are being directed to a bogus website.
[image: ]
[bookmark: _Toc38302802][bookmark: _Toc38393597]Figure 71: Amass Package Installed/Reverse DNS

[bookmark: _Toc38393112]5.2.2	EXPLOITS
[bookmark: _Hlk37081200][bookmark: _Hlk38267474][bookmark: _Hlk37081208]Exploits found on the system included an exploit called NATIONBUILDER WHQ. This is a Stored cross-site scripting exploit that can be used as an attack to capture website information such as passwords, Fig 72.
 It can allow authentication credentials that are cookie-based to be stolen. This is done by injecting malicious code into the web browsers script (2.2.16, 2.2.18). 
[image: ]
[bookmark: _Toc38302803][bookmark: _Toc38393598]Figure 72: Nationbuilder WHQ Cross Scripting Exploit
[bookmark: _Hlk38267479]The script allows the cookie to be accesses and sends the information to the hacker. A cookie is a message used by web servers. Cookies can collect personal information that is entered including name, date of birth, address etcetera. 
Stored cross-site scripting is usually kept in a database on the target server and can execute the script and steal session tokens and other information associated with accessing the site.
[bookmark: _Hlk37081217][bookmark: _Hlk37081225]Fig 73 illustrates a web-based exploit that allows web pages to be altered or infected (2.2.16, 2.2.1). This part of the code is altering the web page information and hiding it in the header of the web page. 
[image: ]
[bookmark: _Toc38302804][bookmark: _Toc38393599]Figure 73: Script for Exploit
[bookmark: _Toc38393113][bookmark: _Hlk37080915]5.2.3	BRUTE FORCE ATTACK
Analysing the logs will give an overall view of the operations performed as each part of the log system has permissions connected to it. [132] 
[bookmark: _Hlk38267488]Permissions for the auth.log system are set-up so that only the user that has access to all files and commands, the root, can make alterations. 
[bookmark: _Hlk38121917][bookmark: _Hlk37080955][bookmark: _Hlk38025397][bookmark: _Hlk38093602][bookmark: _Hlk37504456]Fig 74 shows port 43006 had a failed negotiation with IP address 192.168.0.10 (2.4), which indicates the Linux server was attempting to connect with the Windows server via unassigned ports. This enables an established connection between the two devices. [133] GravityRat, a known RAT in the Mitre Att&ck (Adversarial tactics, techniques, and common knowledge) Framework, operates on uncommon ports. [128] This attack was used by APT 18 and Dynamite Panda. Both are known APT groups associated with China. Dynamite Panda was linked to the HIPAA-protected data breach in 2014 and mainly targets USA government, medical and technical organisations.
Transmission Control Protocol (TCP) would be the way to transfer data using this attack. The protocol is connection orientated and once the connection is authenticated using a 3-way handshake there may be a password required as a further security feature. 
[bookmark: _Hlk38267509]Kex protocol error: type 30 seq 1 [preauth] was noted which is an error with the algorithm selection policy not agreeing on the negotiated protocol version, that would allow them to communicate.
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[bookmark: _Toc38302805][bookmark: _Toc38393600][bookmark: _Hlk37080972]Figure 74: IP address Port 47346
[bookmark: _Hlk38267513][bookmark: _Hlk36736745]Additional attempts were carried out on ports 43148, 43150, 43152 and 43188 at 14:07:55 and 14:07:56, without any successful interaction transpiring, as depicted in Fig 75. Again, the protocol had trouble with the authentication key.
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[bookmark: _Toc38302806][bookmark: _Toc38393601]Figure 75: Attempts to Access Network Via Ports
[bookmark: _Hlk38267517][bookmark: _Hlk37081165]Fig 76 shows the Linux server has multiple password attempts using the root administration level on different ports. As the timing of the attempts are not even a second apart, this would suggest a brute force attack, (2.2.25) utilizing a programme to run known passwords in rapid succession, along with alphanumeric sequences, over SSH was being executed.  The use of a password cracking tool such as Ophcrack would be utilized to achieve this and would fall under the credential access section of the mitre attack framework. The top of Fig 76 shows Wireshark and Opcrack being enabled and disabled. When Wireshark was disabled it would have allowed Ophcrack to run without being noticed by Wireshark. Once it finished, Wireshark was enabled and Ophcrack was disabled. 
[bookmark: _Hlk38198282][image: ]
[bookmark: _Toc38302807][bookmark: _Toc38393602]Figure 76: Multiple Password Attempts

[bookmark: _Toc38393114]5.2.4	PROCESS DISCOVERY/AUDIO CAPTURE
[bookmark: _Hlk38267525]Daemon logs are processes running in the background of Linux systems [134] so investigation of these logs allows insight into what happened on the system. [135]
Fig 77 shows the daemon log with pulseaudio.socket:Succeeded. This would allow remote control of the audio system either directly or by using the Advanced Linux Sound Architecture (ALSA) programme that was downloaded Fig 78. This is categorised as process discovery on the Mitre Matrix. 
[bookmark: _Toc38302808][image: ]
[bookmark: _Toc38393603]Figure 77: pulseaudio.socket:Succeeded
[bookmark: _Hlk38267530]ALSA, Fig 78, alters the sound card to match the audio device being used. It’s Use Case Manager interacts with the end-user use cases. It also controls what the device is required to do. An example would be using this device to listen to phone calls and conversations. [136] From an information gathering point of view this could be listening and recording privileged conversations, or voice messages, ready to be exfiltrated (2.2.5) and is identified as collection, audio capture on the Mitre Matrix. The recordings are subsequently removed over SSH. GravityRat  is known to use this technique. [137]

[image: ]
[bookmark: _Toc38302809][bookmark: _Toc38393604]Figure 78: ALSA Download
[bookmark: _Toc38393115]5.2.5	PRIVILEGE ESCALATION
[bookmark: _Hlk38267536][bookmark: _Hlk37081006]As is shown in Fig 79, user 132 successfully accessed the system (2.2.2), started the sound service and reached the ‘Main User Target’ using privileged status which is indicative of privilege escalation. This is further evidence there was connection to the sound system that was closed in Fig 77. This would be used to listen and record conversations and personal voice messages.  
It was determined there was no legitimate user 132 in the company, which suggested an intruder gained access to the network and obtained an advanced privilege.
Examples of privilege escalation and lateral movements are found in 2.2.3 Fig 1 and 2.10 Fig 7 and are covered in the Att&ck Matrix. Other groups that have used privilege escalation and lateral movements are FIN6 and Cobalt Group. One particularly well-known attack that used these steps is WannaCry.

[image: ]
[bookmark: _Toc38302810][bookmark: _Toc38393605]Figure 79: User 132 with High Priority Reaching Main User Target
[bookmark: _Hlk37081234]The GitLab privilege escalation, depicted in Fig 80 shows the programme that allows the operator to exploit the system by logging in as any user, including as administrator. This gives the operator all the privileges needed to move around a network and to exfiltrate data.
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[bookmark: _Toc38302811][bookmark: _Toc38393606]Figure 80: GitLab Privilege Escalation Exploit
[bookmark: _Toc38393116]5.2.6	REMOTE ACCESS
[bookmark: _Hlk38267549]In the bash history, Fig 81, install openssh-server is seen to be renewed. This programme allowed remote connections to access the machine. A script has been initiated by accessing the system using root access. Root is an elevated privilege that permitted changes to take place, in this case it was used to remove and reinstall the service responsible for allowing remote access using SSH. 
Running dpkg-reconfigure openssh-server enabled the user to initiate a shortcut for future connections that happened when the programme restarted. Finally, the script added authentication keys 2, 3, 4 and 5, which will be used for future connections then restarted the programme. 
Windows can be modified to allow a user to access systems without having to log onto the system, using a key combination. [130] This is known as an accessibility technique. Remote access is a common trait used by group APT 18 and many other hackers.
[image: ]
[bookmark: _Toc38302812][bookmark: _Toc38393607]Figure 81:  SSH Being Initiated
[bookmark: _Toc38393117]5.2.7	EXFILTRATION
[bookmark: _Hlk38267555][bookmark: _Hlk37761669]Making Directories Beta, Charlie, Delta and Echo, were suspected activity of an intruder as depicted in Fig 82. The directories were made, then file transfer protocol (ftp) on IP 192.168.0.5 and port 2121 were used. This is ready for the transfer of files. Making the directories before transferring them, could try and mask what was placed in the files. These look innocuous but could be hiding the information contained in the missing files. Using ftp is also a characteristic of a port being used as a RAT (2.2.22).
[image: ]
[bookmark: _Toc38302813][bookmark: _Toc38393608]Figure 82: Using FTP and Removing GNU
[bookmark: _Hlk37081133][bookmark: _Hlk38267563]Fig 83 outlines Apache2 being installed. This overwrites the original programme and allows the program to be used as a reverse proxy server using HTTP(S). 
[bookmark: _Hlk37081139]The proxy balancer was added to the library to allow the reverse proxy to take place.
[bookmark: _Hlk37081146]Using a reverse proxy permits access to the server that manages HTTP(S) applications and allocates them between backend servers to perform tasks such as compression and encryption. It therefore allows large files to be compressed, encrypted and then exfiltrated. 
[image: ]
[bookmark: _Toc38302814][bookmark: _Toc38393609]Figure 83: Apache2 Installation/ Proxy Loaded
[bookmark: _Toc38393118]WINDOWS DRIVE
[bookmark: _Hlk38267581]The Windows hard drive was examined by placing the drive into FTK Imager. This was already on a forensically sterile workstation. A bit by bit copy was obtained as described in 5.2.
Fig 84 illustrates the checksum of the copy.
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[bookmark: _Toc38302815][bookmark: _Toc38393610]Figure 84: FTK Checksum for Windows Hard Disk Drive
[bookmark: _Hlk38267585]FTK works differently to Autopsy, but the layout is similar.  Once the evidence had been imported, the evidence tree was on the left-hand side and the file list was on the right. Fig 85 highlights the evidence tree. Fig 85 also showed how to export files that have been deleted. By using this function some files can be recovered.
To complete the analysis of the Windows hard drive both FTK and Autopsy Suite was used, although most of the analysis was completed using FTK.
[image: ]
[bookmark: _Toc38302816][bookmark: _Toc38393611] Figure 85: FTK Evidence Tree
[bookmark: _Toc38393119]5.3.1	TROJAN VIRUS
[bookmark: _Hlk38267589][bookmark: _Hlk37770017]A search for the word exploit was performed on the hard drive which brought back a file that looked suspicious. It was called MpAsDesc.dll.mui. Further investigation into this file revealed it could be a trojan virus (2.2.21, 2.2.22), or a remote proxy server which could be used as a C&C and defence evasion according to the Mitre Att&ck Framework.
According to [138], who is a participant in the Amazon Services LLC Associates  Program, MpAsDesc.dll.mui is a harmful trojan that is released through the network. The programme automatically installs and launches in the background, [138] Fig 86.

[image: ]
[bookmark: _Toc38302817][bookmark: _Toc38393612]Figure 86: MpAsDesc.dll.mui Trojan

[bookmark: _Toc38393120]5.3.2	PRIVILEGE ESCALATION
[bookmark: _Hlk38267596]Privilege escalation examples as discussed in 5.2.5 also holds true here. SeImpersonatePrivilege, while being a part of the Windows programme is also used by hackers to escalate privileges in the system [139] by abusing Windows token privileges. Fig 87 shows the SeImpersonatePrivilege being started. 
[image: ]
[bookmark: _Toc38302818][bookmark: _Toc38393613]Figure 87: SeImpersonatePrivilage
[bookmark: _Hlk38267601]Fig 88 depicts the operating system user account where an account has been set up without a password. The administrator had already informed the investigator that all authorised accounts were password protected. 
Furthermore, the account was created as a custom limited account that had been flagged as being for a normal user. This indicates escalated privileges have been attributed to this user.
[image: ]
[bookmark: _Toc38302819][bookmark: _Toc38393614]Figure 88: Operating System User Account
[bookmark: _Toc38393121]5.3. 3	PERSISTENCE
[bookmark: _Hlk38267610]Discovering a persistent element to the attack confirms the indication of an APT.  Fig 89 is the SAM.LOG1 file which can be used to maintain persistence while permitting privilege escalation by modifying the start-up parameters.  [140], [141] The file shows admin running backup at the bottom of the page which indicated the attacker used this procedure to create a copy of all the files, which could include restored files. [141] IT confirmed this was not an authorised procedure.
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[bookmark: _Toc38302820][bookmark: _Toc38393615]Figure 89: Sam.log1
[bookmark: _Toc38393122]5.3. 4	EXPLOITATION
[bookmark: _Hlk38267615]Fig 90, application.Host.config is a script that allows the server to access web pages that would not normally be accessible.  This script also permits the web page contents to be changed. [141] 
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[bookmark: _Toc38302821][bookmark: _Toc38393616]Figure 90: application.Host.config
[bookmark: _Toc38393123]5.3.5	EXFILTRATION
[bookmark: _Hlk38267620]The .exe of the ktmutil.exe in Fig 91 identifies this file as being executable and is a genuine part of the Windows 10 system. According to [142] this file, if deleted, could cause problems as other programmes rely on it to function. [142] suggest that the whole operating system be reinstalled not just the individual file. 
This was suspicious as it belongs on a Windows 10 operating system not a Windows 7, and it has been deleted.  As it is an executable file, it may have contained a trojan script. Deleting the file before exiting the system is indicative of an attack. Also shown in Fig 91 are other executables that have been deleted. The appidpolicyconverter.exe, comp.exe, djon.exe, pcwrun.exe, raservr.exe and setupd.exe. Further discussions with the IT Department found these procedures were unaccounted for.
[image: ]
[bookmark: _Toc38302822][bookmark: _Toc38393617]Figure 91: Removal of Executable Files
[bookmark: _Hlk38267625]Fig 92 illustrates the deletion of Beta, Charlie, Delta and Echo files that were shown as being created on the Linux hard drive, have been deleted on the Windows hard drive. The CFGHISTORY is used when carrying out a migration process, and the two deleted files are connected to exfiltration of files (2.2.5).
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[bookmark: _Toc38302823][bookmark: _Toc38393618]Figure 92: Deleted Files
[bookmark: _Toc38393124]REPORT
[bookmark: _Toc38393125]5.4.1	BACKGROUND
[bookmark: _Hlk37587571][bookmark: _Toc31388473]An experienced ethical hacker/penetration tester simulated an attack to mimic the problems experienced by the law firm Manes Winchester. These compromised disks were then given to the author to investigate. 
Manes Winchester specified that sensitive files in their network had gone missing. They were advised by their IT department to employ a forensic investigator to confirm an attack of the system had occurred. The system’s hard drives were delivered to B J Millard accompanied by a chain of custody form, together with a letter of authorisation outlining the situation.
The drives were copied using a bit by bit procedure using FTK Imager while it was write-blocker enabled. 
The resulting hash values were verified as being identical before the original disk drives were handed back to the law firm.
[bookmark: _Toc38393126]5.4.2	FINDINGS
The Linux disk copy was imported into Autopsy Suite, examined, and the following analysis was determined. 
The download log contained programmes that could be used to accomplish an attack on the system. These programmes included a package containing the GNOME shell which is a GUI used on Linux systems, a network sniffing programme, used to crack passwords and analyse traffic, called aircrack-ng suite, and a mapping programme called Amass, which is used to map a network, and includes the ability perform reverse DNS. 
Ophcrack, which is a password cracking tool, was also found to be present on the system and was used as part of the credential access step of the attack. GitLab privilege escalation was employed to gain higher privilege status, allowing further access to the system.
Using the ALSA programme, downloaded and utilised in conjunction with audio software already on the system, provided a process to listen and record privileged information such as conversations and recorded messages. This is a known audio capture procedure used by, amongst many others, attack groups APT 1, APT 3 and GravityRat. 
Evidence of Apache2 being reinstalled and overwriting the original programme was also exposed, which permitted the proxy balance, also detected being added to the system, to be utilised in compressing and encrypting files before exfiltrating them.
The NATIONBUILDER WHQ exploit was discovered, which works by stealing credentials, and maliciously altering web browser code. Using scripts signifies the attack as being advanced in nature and a persistent threat, as it remains on the system allowing collection of information without arousing attention.
Re-installing the open ssh-server programme and injecting a script, gave the attacker the ability to add authentication keys that could be used to further access the system. 
In-depth investigation of the auth.log exposed multiple port access attempts that had failed, and unsuccessful tries to log into the system using root privileges. This is indicative of a brute force attack being executed and as an external remote service is a way of gaining initial access to a network, it can be considered a stand-alone attack, or part of an APT. 
Inspection of the background processes in the daemon log provided evidence that user 132 gained access to the network and the Main User Target. To achieve this advanced privilege would have been needed. 
Further analysis of the logs exposed commands demonstrating the system had been instructed to reboot using the root privilege. 
The IT department was consulted to see if user 132 was legitimate, or if the rebooting of the system was part of routine procedures. Neither user 132 nor the rebooting of the system were found to be recognised.
As rebooting the system allows for changes in the system to be implemented. This suggested other incidents had taken place. The dpkg.status.0 logs confirmed evidence of an attack taken place through the multiple programmes downloaded and executed. 
The bash history file provided evidence the attack was not confined to the Linux hard drive and exposed the SSH protocol being initiated. This was used to connect to the Windows 7 hard drive.  New directories were made, and an ftp connection initiated. 
A script to perform a backup procedure was deleted from the system, another script was used to remove evidence of a programme. Further substantiating an APT occurred.
Exploits found on the system included but were not limited to, cross scripting and privilege escalation.  Directories called Beta, Charlie, Delta and Echo were created on the Linux hard drive.
Upon analysing the Windows hard drive, a trojan was found in MpAsDesc.dll.mui. This trojan installed automatically and continued running in the background.
Other privilege escalation incidents were recorded along with user accounts that had no passwords. 
Folders deleted from the Windows system were called Beta, Charlie, Delta and Echo, the same names that were created in the Linux system. Also deleted were files in the history. These files were created when moving data, usually a migration process. This would be tied to the exfiltration of the files that went missing.
Due to the findings set out above, it is this investigator’s opinion that an APT was carried out on the system.
These findings, along with an Invoice, Appendix 7, was given to the Manes Winchester law firm.
[bookmark: _Toc38393127]SUMMARY
Chapter five encompassed all aspects of the project as laid out in chapter one and was divided into sections. Each section allowed inspection of the different aspects of the experiment and the results were collected and examined.  
As set out in chapter 1.2, the aim of the project was to effectively perform a forensic analysis on an advanced persistent threat infected drive. The examination of the results concluded the successful outcome of the experiment.




[bookmark: _Toc38393128]CHAPTER 6 – CONCLUSIONS & RECOMMENDATIONS
[bookmark: _Toc38393129]CONCLUSION
[bookmark: _Hlk38303368]In conclusion of this project into the effective forensic analysis of an advanced persistent threat, an overview of the chapters will outline the progress, success, or failures encountered.
Chapter one introduced the project and outlined the aim, to effectively perform a forensic analysis on an advanced persistent threat infected drive. To achieve this outcome, numerous steps had to be performed.
The literature review included extensive research into advanced persistent threat attacks, groups and mindsets, to gain fundamental background knowledge. Once this had been completed, examination of forensic policies and procedures and best practices, along with implementation of forensic analysis tools was accomplished.
Locating a disk that had been compromised by an advance persistent threat turned out to be problematic, however, due to the contingency plan being activated the aim and objectives were met. 
Chapter two focused on literature reviews and research, while gaining insight into how APTs were executed and what type of person carried them out. There appeared to be a consensus on the most widely used APT techniques, with the favourite being social engineering, and that APTs are carried out by highly organised individuals. It was also agreed that relentless attacks take time and resources. It is felt by the author the papers reviewed in this chapter, along with the research into forensic tools, investigative processes, policies and procedures, supports the aims and objectives set out in chapter one.
Identifying the methodology to carry out the process used in the project was covered in chapter three and centred around the research onion as developed by Saunders et al. Also covered in this chapter was risk assessment which included the need to create a contingency plan. As it transpired this was indeed an essential part of the project and was pivotal in obtaining a successful outcome.
Design and implementation covered in chapter four highlighted the creation and application of the contingency plan, which allowed the analysis to be performed. At this point it is good to note that two hard drives were analysed instead of the original one.
Chapter five encompassed the process of the forensic analysis, which started by gaining permission, to setting up the environment to carrying out the investigation.
For the attack to be an APT, certain criteria had to be met. The following is a synopsis of the findings outlining why this was considered an APT.
Evidence showed an external remote entry attack was carried out using a brute force attack. Scripts were found, which indicates the attack was advanced in nature.  Elevated privileges were uncovered, along with a trojan used as a back door, that was kept running in the background. This demonstrated the persistent characteristics of the attack. The use of a script to create backups of the data, the files created when moving data for exfiltration, which were subsequently deleted, along with the missing files, is proof of a threat.  
The screenshots taken in chapter five, along with their explanations, further demonstrates an APT.
With the evidence summarised above, the author feels the aim and objectives of the project set out in chapter one has been satisfied. 
[bookmark: _Toc31388476][bookmark: _Toc38393130]RECOMMENDATIONS FOR FURTHER RESEARCH
[bookmark: _Toc31388477]It is clear from the research carried out for this project that cyber criminals are a major concern for cyber security experts. Cyber criminals are creating new ingenious ways to carry out attacks at an alarming rate. 
The author needs to become more familiar with forensic tools and suites to have a better understanding of what an attack would produce in terms of evidence. Whereas the knowledge gained was sufficient to produce evidence of an APT, it is felt that greater knowledge of the Linux systems, along with the ability to use programmes with full working packages such as FTK instead of FTK Imager, would have produced a more robust outcome. 
Due to the Covid 19 virus, access to the University laboratory, where access would have permitted the use of FTK, was restricted when the forensic analysis of the project was being executed.


[bookmark: _Toc38393131]CHAPTER 7 – REFLECTIONS
[bookmark: _Toc323292954][bookmark: _Toc38393132][bookmark: _Toc480885033][bookmark: _Toc480950002]REFLECTION OVERVIEW
 While carrying out this project I have realised there are many skills I have learned and many skills that have been strengthened. I feel these skills give me a better understanding of how to approach a project in the future and will be useful in my career going forward. I have outlined some of skills below.
· Time management – When the project starting it seemed there was plenty of time to accomplish everything required to deliver a well-structured project. As time progressed it became apparent that even best laid plans can have unexpected difficulties. However, I am pleased I have been able to utilise the down times of this project to concentrate on my other tasks that were being carried out simultaneously.
· Working with deadlines – I have previously found deadlines to be worrying and have sometimes had to extend them. While conducting this project I found the use of a Gantt chart, to lay-out the process and prioritize tasks so there would be no negative impact the project, to have been beneficial.
· Formulating a back-up plan – When asked about a back-up plan, my thought process was I would be able to work through any obstacle without the need of one, a back-up plan was not high on my agenda. Thankfully I took note of my lecturer’s feedback and went about outlining one, which as it turned out was needed and was utilised. It is one of the many feedbacks for which I am grateful.
· Teamwork – Successfully completing this project on time has been achieved with the support of lecturers, fellow students and a professional penetration tester.
[bookmark: _Toc38393133]LESSONS LEARNT 
· Identify and organise a back-up plan.
· Time Management.
· Multitasking.
· Prioritising major and minor tasks.
· Section tasks to make them easier.
· [bookmark: _Hlk36630356]Stick to the original aims and objectives.


[bookmark: _Toc38393134]THINGS THAT COULD BE DONE DIFFERENTLY 
· Utilising the back-up plan at an earlier stage would have allowed for the analysis to have been carried out earlier and avoided rushing elements closer to the deadline.
· Research work could have been started at an earlier date. This would have allowed for more related work papers to have been covered for a stronger literature review.
· Allocating adequate time for each task to be completed to avoid multitasking.
[bookmark: _Toc38393135]BARRIERS EXPERIENCED 
· Not having access to an already compromised disk and having to utilise the back-up plan to create one.
· Uncertainty, are these the correct papers to research, am I explaining the outcome correctly, etcetera?
· Procrastination, finding an excuse not to tackle the work due to self-doubting my ability.
· Inadequate knowledge of forensic suites such as Autopsy Suite.
[bookmark: _Toc38393136]POSITIVES 
· Supervisor guidance to produce quality work was indispensable.
· Ability to talk through the self-doubt and self-imposed standards to someone impartial, encouraged motivation and focus to complete the project.
· Multitasking when required, assisted the success of the project.
[bookmark: _Toc38393137][bookmark: _Hlk36637230]GUIDANCE TO FUTURE STUDENTS 
· Time management is paramount. Ensure you give yourself adequate time to complete each task.
· Prioritise. What is vital, what is important, and what can be done later.
· Choose a project that interests you.
· Take on board feedback from project supervisor and lecturers.
· Keep a journal of the research and information acquired.
· Stay motivated, talk to someone impartial, such as a guidance counsellor, if necessary.

[bookmark: _Toc38393138][bookmark: _Toc31388478]SUMMARY
Completing this project punctually with all the aims and objectives accomplished is a monumental achievement that will not be forgotten. There are many skills that have been acquired during the completion of this project along with self-confidence. It has highlighted the fact that learning is an ongoing process and it is never too late to learn something new. I now have a stronger understanding of project management and what is required to ensure projects are kept on track. I am excited to take these newfound and strengthened skills to the next level of my future profession.
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Betty Julie Millard: Trading as BJM Cyber Consultant
20th May 2020
Manes Winchester Law Firm
Re: Linux hard drive and Windows hard drive.
Dear Sirs,
Please find below an invoice for the report and analysis of two compromised disks.
	Invoice No. 
	0023
	Case File No.
	001.021
	£

	Linux Drive examination and analysis
	
	
	30 Hours @ £45.00 per hr
	1,350.00

	
	
	
	
	

	Windows Drive examination and analysis
	
	
	22 Hours @ £45.00 per hr
	 990.00

	
	
	
	Sub Total
	2,340.00

	
	
	
	VAT @ 20%
	     468.00

	
	
	
	Total Due
	2,808.00

	
	
	
	
	



Kind regards
BJMillard
Betty Julie Millard
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