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[bookmark: _Toc97163643]Task 1: Building a Virtual LAN Using Type 2 Hypervisor Management Software
[bookmark: _Toc97163644]VM Creation and Operating System Installations
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[bookmark: _Ref97159622][bookmark: _Ref97143748]Figure 1: VM Creation

A Type 2 Hypervisor Management Software called Oracle VirtualBox was installed. This software allows us to host virtual machines. In Figure 1: VM Creation hardware provisions given to Window’s Server 2019 Virtual Machine.
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[bookmark: _Ref97143826]Figure 2: All VMs

The 4 virtual machines have been created Figure 2: All VMs
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[bookmark: _Ref97143983]Figure 3: VM Optimisation

PAE/NX enabled in Figure 3: VM Optimisation. This is Physical Address Extension. It won’t help here as we are using a 64-bit processor and 64-bit Operating System and we don’ t need more than 4Gb of RAM. Other optimisations the virtualised hardware has is that the hard disk is an M.2 SSD drive which has fast read and write speeds compared to a hard drive and the graphics card is the powerful Nvidia 3090.
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[bookmark: _Ref97144296]Figure 4: ISO
The ISO files of Windows Server 2019 and Windows 10 Pro were loaded on to their respected VM’s shown in Figure 4: ISO.
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[bookmark: _Ref97144331]Figure 5: Windows Server Install

Install for Windows Server 2019 shown in Figure 5: Windows Server Install.
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[bookmark: _Ref97144394]Figure 6: Windows 10 Pro Install

Windows 10 Pro installed and set up performed shown in Figure 6. UK keyboard chosen for all installs, so symbols are assigned to correct keys.
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[bookmark: _Ref97145025]Figure 7: Server Clone Settings
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Figure 8: Cloning

To save time creating Client 2 and Server 2 they were cloned. A new MAC was generated for the network adapters shown in Figure 7 so that the Address Resolution Protocol can associate the MAC address of the NIC to the IP address [1].
The hard disks and hardware UUID’s were not kept as shown in Figure 7 as we need unique identifying information within the network because if both of the Network Cards are the same, there will be a collision and they won’t be able to function properly.
[bookmark: _Toc97163645]Virtual Network Configurations
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[bookmark: _Ref97146248]Figure 9: Network Adapter Configuration

Internal Network is selected for all VM’s. An Internal Network is under the direct control of its creator and has no external connections. This was chosen as shown in Figure 9 because the VM’s networks are visible to each other but nothing else on the host machine. The host machine acts like a network switch and each network have been named per the guide [2].
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[bookmark: _Ref97146679]Figure 10: Server 1 IPV4
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[bookmark: _Ref97146683]Figure 11: Server 2 IPV4

The network connections were renamed to PublicNet and the IPV4 addresses were statically defined and the default subnet mask was added as seen in Figure 10 and Figure 11.
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[bookmark: _Ref97146730]Figure 12: Pings Between Servers
Figure 12 shows the internal network has been created properly as server 1 can ping server 2. The ping command works by sending a small amount of data to the target and waits for a response and if it’s successful, displays it as a reply.
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[bookmark: _Ref97147220]Figure 13: PrivateNet for Server
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[bookmark: _Ref97147235]Figure 14: PrivateNet for Client
The second network adapter is configured for the server and named PrivateNet1 shown in Figure 13. The client VM is also configured with the same network in Figure 14. This is for allowing connection between the server and the client machines. The same will be done for Server 2 and Client 2.
[image: A computer screen capture

Description automatically generated with medium confidence]
[bookmark: _Ref97147822]Figure 15: PrivateNet Server Configuration
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[bookmark: _Ref97147923]Figure 16: Client 1 Connected to Server 1

The PrivateNet1 has been renamed and it’s IPV$ address defined in the Server 1 as seen in Figure 15. PrivateNet1 was also configured on Client 1 meaning that Client 1 can ping server 1 which shows they have been connected successfully which can be seen in Figure 16.
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[bookmark: _Ref97148009]Figure 17: Firewall Blocks Pings from Server

The firewall on Client 1 is currently blocking pings from Server 1 as the firewall is blocking incoming traffic on the port for security reasons shown in Figure 17 as failed pings.
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[bookmark: _Ref97148053]Figure 18: Disabling Client Firewall
The firewall will be disabled for both client machines as seen in Figure 18. This will allow the ping command to work.
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[bookmark: _Ref97148120]Figure 19: Server to Client Ping Success

With the firewall disabled, the ping between VMs is retried and is successful shown in Figure 19.

[bookmark: _Toc97163646]Task 2: Deploying a Network Directory Service and Creating and Understanding Active Directory Network Objects
[bookmark: _Toc97163647]Prerequisites
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[bookmark: _Ref97151980]Figure 20: Server DNS Status

Figure 20 verifies there is no DNS server address on PublicNet1. Same with PrivateNet1 and the IP is statically defined.
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[bookmark: _Ref97152238]Figure 21: Disabled Server Firewall

Figure 21 shows the firewall is disabled on both servers.
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[bookmark: _Ref97152355]Figure 22: Client 1 Rename
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[bookmark: _Ref97152357]Figure 23: Server 1 Rename

Figure 22 and Figure 23 show the renamed Client 1 and Server 1 as per the prerequisites. This will be repeated for Client and Server 2.
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Figure 24: AD DS
Role or feature based installation was selected and the AD DS.
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Figure 25: AD DS Summary
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Figure 26: Installation Selections
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[bookmark: _Ref97154862]Figure 27: DC options

Once installed, a new forest will be added and in Figure 27 DNS server has been checked to resolve the domain name later when connecting. An acceptable password was used.
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[bookmark: _Ref97154917]Figure 28: AD DS Review
Figure 28 shows the options picked for the setup and confirms the domain name is nosstask.msft.
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Figure 29: Installation of AD DS
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[bookmark: _Ref97155951]Figure 30: Domain DNS Installed
Figure 30 shows the AD has been set up and same repeated on Server 2.
[bookmark: _Toc97163648]Creating User Account Objects Using Active Directory Users and Computers Snap-in Console
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[bookmark: _Ref97156599]Figure 31: Failsafe Account
A failsafe account made as “liamsmalldon” shown in Figure 31 and they have been added into the domain as an admin so they can login.
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[bookmark: _Ref97156624]Figure 32: Failsafe Account Login
User can successfully log in to Server 1 Figure 32 as the account is part of the admin group.
[bookmark: _Toc97163649]Object Attributes of Interest. 
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[bookmark: _Ref97157294]Figure 33: Server on Domain

Server 1 is on the domain server now shown in Figure 33. It’s more secure, no random person can log on. User accounts must be made by systems administrator.
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Figure 34: User Account Groups
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[bookmark: _Ref97157446]Figure 35: Logon Hours

Utilising the attributes of a user object we can set the user Jeff John’s work week logon hours shown in Figure 35. Logon hours are important as they increase security. Jeff’s account cannot be used outside of his work allocated hours.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Figure 36: User Cannot Change Password


[bookmark: _Toc97163650]Adjoining the Domain and Testing User Logins
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[bookmark: _Ref97158656]Figure 37: Computer Creation

Figure 37 shows the creation of a new computer object in the “Computers” container. It must be named the same as the computer that will connect to the AD. If the naming is incorrect, when the computer is connected it will create its own object and the default policies/settings will be set. This is bad as policies that the admin has set will not apply meaning the computer could have privileges it should not have, compromising security.
Administrators can create multiple containers which could be use for departments of a school each with separate controls on the user account objects.
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Figure 38: Adding Client to Domain
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[bookmark: _Ref97158852]Figure 39: Specify Domain DNS

Figure 39 shows the specifying DNS server address to join the workstation to the domain.
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[bookmark: _Ref97158889]Figure 40: Adjoining Client to Domain

Figure 40 shows it is successful.
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[bookmark: _Ref97159121]Figure 41: Non Admin Group User
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[bookmark: _Ref97159122]Figure 42: User Not in Admin Group

User not part of Admin group. Currently not allowed to log in on Server 1 as shown in Figure 41 Figure 42. But can on Client 1.
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[bookmark: _Ref97159179]Figure 43: Computer Group

The user cannot logon because client 1 is a member of users and not domain admins shown in Figure 43.
The same process was followed for Server 2 and Client 2.
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[bookmark: _Toc97163651]Task 3: Observational Tasks
[bookmark: _Toc97163652]Type 1 and 2 Hypervisors
A type 1 hypervisor runs directly on the provided hardware. The hardware is virtualised; therefore, it runs better than a type 2 hypervisor as it doesn’t have to load any underlying Operating System making it much better for large scale virtualisations that enterprises would do. Furthermore, it is more secure than type 2, as if there is a problem with the host machine in a type 2 setup, such as Operating System vulnerabilities or other applications, it will affect the machine and the type 2 hypervisor [3]. Examples of type 1 hypervisors are Citrix/Xen Server, VMware ESXi and Microsoft Hyper-V. Examples of type 2 hypervisors are Oracle VirtualBox and VMware Workstation.
[bookmark: _Toc97163653]Cloud Computing
Cloud computing is the use of computing services over the internet. This can range from servers and storage to software. It reduces the need for enterprises to have all the computing resources themselves, they can purchase just the cloud computing they need at the time which saves costs and provides scalability. It also comes with peace of mind as backups and disaster recovery is not your worry and is a big focus of cloud computing solutions and this ensures that your services will always be up and running. Furthermore, this keeps up your productivity as the hardware and software is constantly maintained and upgraded to the latest versions ensuring the best possible performance. It also provides good security as there are policies set by the cloud provider and the technology, they have will give good control over your data and infrastructure. Most of your data will also be stored off site in multiple locations meaning if something happened to the accessor? Machine? Like damage or hacking, there is a good chance you can resume the work from another machine [4].
There are some drawbacks to cloud computing. Cost could also be a disadvantage and the service provider may lock enterprises into contracts. If cost is a problem for an enterprise, it may not afford the required amount of computing it needs, resulting in slow performance when all users are connected. Security is always a concern. No matter how secure it is, there is always a chance for data to be stolen via malicious attacks that use malware and when it comes to cloud computing security breaches, the data owner is usually ruled to be at fault, even if the data holder didn’t provide adequate security [5]. There are also privacy concerns with file sharing as some files may include confidential business information and this data once uploaded could be scattered across the world. There may also not be enough access rights configurability with the service provider meaning anyone in the business can read confidential information. Files should also be encrypted to prevent them from being read if accessed via unauthorised means [6]. Downtime may cause loss of revenue if there is a service provider outage, it can damage the business workflow. A way to mitigate this is use multiple zones from the service provider, but that may further increase costs [7].
[bookmark: _Toc97163654]Domain Name Service
DNS is a more user-friendly way of accessing information online. Domain names are google.co.uk and facebook.com. Users know what they are going to access, and the domain name gets converted to an IP address behind the scenes that the computer will use to connect to other computers [8].
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Figure 44: DNS Illustration [9]
It works when a user enters a URL in a web browser address bar. The computer requests the ISP’s DNS server for the corresponding IP address for the URL. The DNS server will respond with the IP address and the computer making the initial request will receive it allowing the browser to open a connection to the server using the IP address that the URL is on, thus displaying the contents of the web page [10].
DNS is significant within AD DS as it provides a computer name to IP address mapping. Users will see what domain they are logging on to as it will show the name and then the DNS will be used to locate AD domain controllers which will authenticate and verify users attempting to access it [11].
[bookmark: _Toc97163655]Critical Roles
Network Policy and Access Services is a critical server role. It allows administrators to create and enforce organisation wide policies for the network. These policies apply to the connections request authentication and authorisation. These policies secure the access points to a network. A connection can be refused if the user trying to connect does not have the required certificates, meet software requirements or security update requirements, such as having an up to date operating system [12].
DHCP is a critical server role of the AD DS. Dynamic Host Configuration Protocol automatically provides IP address. Every device on a TCP/IP based network must have a unique IP address to access the network. Without it, IP address for new computers would have to be configured manually. If they are then removed from the network, their IP’s must be reclaimed manually. DHCP automates this entire process and allows administrators to manage it centrally. The network administrator establishes the DHCP server that maintains a pool of dynamic IP addresses that are leased to any DHCP client when it starts up on the network [13].
[bookmark: _Toc97163656]Terminologies
PAE/NX is Physical Address Extension. With this setting enabled on a type 2 hypervisor management software will allow virtual machines that are running 32-bit x86 CPUs to access more than 4GB of RAM [14]. This can be useful as it will improve multitasking in the VM as more applications and windows can be open without causing it to slow down.
Server management is the process of maintaining a server to keep it running at peak performance. These processes include managing the hardware by monitoring its status. This can help notice bottlenecks, drive failures and overheating to name a few problems. It also includes keeping software up to date and remove unused software. Server security also needs to be managed, such as having a good password policy, remove old users to prevent the account from being misused and have appropriate roles given to users or machines to prevent them from having access to potential harmful settings and applications [15].
The ping command works by sending Internet Control Message Protocol echo-request to the targeted IP address. The echo replies indicate the connection is successful. The ping command is a great tool to find the status of a device making it useful for light network debugging [16].
Windows 10 or Server 2019 firewall is a software firewall comes enabled out of the box. It controls the flow of traffic to the ports of the computer. It protects the machine from unauthorised access from outside users [17]. Furthermore, it blocks all incoming traffic except for traffic that is in response to requests. Other platforms such as Linux usually don’t come with software firewalls pre-installed. By default, the OS will have no open ports so intruders cannot access the system, but a Linux firewall may require some expertise to setup but will work the same as a Windows firewall [18].
Out of Box Experience is the first use of a product after it has been “unboxed”. This is where first impressions of things like software will be made. There is usually some terms and conditions to accept and some settings that can be changed such as date formats and keyboard formats for example, with a Windows Operating System installation.
[bookmark: _Toc97163657]Reflection
The author of the document feels that the tasks completed in the worksheet were very insightful in getting to grips with Windows Server 2019 and building a Virtual LAN using a type 2 hypervisor management software. New skills were learned such as setting up the network adapters on the virtualised servers and pinging one server from another to test its connection.
Setting up and deploying a Network Directory Service to use Active Directory on Windows Server was useful as it helped with understanding how organisations IT systems are setup and work. It was very useful to learn about Domain Name Systems too. The tasks brought to light how logging in to domains worked as the name is associated with an IP address to allow or deny users to log on to machines. Active Directory Network Objects were learned and understood. It showed how role-based access worked in AD, as it brought realisation to how and why software installations, usage of applications and the alteration of settings are disabled on enterprise devices as users will be placed into groups.
The author of the document thinks that the tasks provided a good learning process of the Forest logical component of a Windows Active Directory structure.
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[bookmark: _Toc97163659]Appendices
Additional information to go along with some steps the screenshots illustrate.
Figure 1 - Windows Server 2019 minimum requirements are: 1.4GHz 64-bit processor, 2GB of ECC RAM, 32GB minimum storage space and a graphics device capable of the resolution 1024 x 768 [19].
The processor used for the server virtual machines is an i7 4790K clocked at 4.5GHz, well above the recommended. 25GB of storage space was used due to hardware limitations but is more the enough for typical server install and should be plenty of space for OS and potential things created or installed on it. 4GB of non-ECC RAM has been assigned to the VM’s as there is 32GB in the host machine allowing for greater multitasking and the fixed video memory assigned of 128MB is enough for the 1024 x 768 resolution.
Windows 10 Pro requirements are a 1GHz processor, 2GB of RAM, 20GB hard disk space and a minimum display resolution of 800 x 600 [20].
The i7 4790K, 4GB of RAM and 20GB of hard disk space allocated to this VM along with the 128MB video memory is plenty to host both client VM’s.
Figure 28 - It’s good to note the locations of the database, log files and sysvol files folders as they are important, so you know where things are to read. These files will hold key information of things that have happened in the domain and are useful as they can help debug errors such as finding out what events are failing.
Figure 31 - Failsafe is useful if main admin account is lost due to reasons like forgetting password.
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