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I.  Security Frameworks
A security framework is a “series of documented processes that define policies and procedures around the implementation and management of information security controls” [1]. A framework will act as a blueprint for reducing risks and managing any vulnerabilities.
A. ISO 27000 Series
There’s a never-ending variety of frameworks available for organisations to adopt and follow. One of these frameworks is the ISO 27000 series which was published by the International Organisation for Standardisation (ISO) in 2005 through its first standard ISO 27001 which details requirements for implementing an ISMS. The ISO 2700 family of standards is designed to certify a company’s information security policies. The first standard ISO 27001 is the central standard and is “the only standard that companies can be audited and certified against. The remaining standards provide security guidelines that independent auditors and certification bodies can use to certify your internal information security controls” [2].
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Figure 1: Timeline of ISO 27001
B. Benefits/Negatives of ISO 2700 Series
There are many benefits that the ISO 27000 series can bring such as reduced risks of data breaches, enhanced information security, and even improved compliance with data protection regulations such as the DPA (Data Protection Act 2018). The ISO certification also demonstrates a commitment to data privacy and security which improves customer trust and confidence in the organisation.
However, there are a handful of drawbacks which come with the ISO 27000 series, one of which is that there are high initial cost and time commitments during the certification process which requires training, consultancy services and certification audits.
Overall, the ISO 27000 series provides strong security guidelines that not only improve the organisations data security compliance but also improves customer trust and confidence.
C. NIST Cyber Security Framework
Another framework available is the NIST Cybersecurity Framework which was released in 2014 by the National Institute of Standards and Technology (NIST) to work with the US private sector. The NIST framework consists of four implementation tiers to help the private sector measure their progress towards implementing the NIST framework. These tiers consist of:
Tier 1 – Partial: “The organisation is familiar with the NIST CSF and might have implemented some aspects of control in some areas of the infrastructure” [3].
Tier 2 – Risk Informed: “The organisation is more aware of cybersecurity risks and shares information on an informal basis” [3].
Tier 3 – Repeatable: “The organisation and its senior executives are aware of cybersecurity risks and have implemented a repeatable organisation-wide cyber-security risk management plan” [3].
Tier 4 – Adaptive: “The organisation is now cyber resilient and uses lessons learnt and predictive indicators to prevent cyber-attacks. The cybersecurity team continuously improves and advances the organization’s cybersecurity technologies and practices and adapts to changes in threats quickly and efficiently” [3].
By implementing the NIST cybersecurity framework an organisation will gain a thorough structure for identifying, protecting against, detecting, responding to, and recovering from cybersecurity threats.
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Figure 2: NIST CSF 5 Functions
D. Benefits/Negatives of NIST CSF
	An organization will also benefit from an improved risk management strategy which is encouraged by the NIST CSF as organisations need to understand their risk environment and prioritise cyber security activities accordingly.
The NIST CSF is a flexible framework which can be customized to the needs of the organization. This ensures that the framework is most relevant to the businesses needs and specific risk environment.
However, the NIST CSF NIST CSF may require a significant investment of time, personnel, and finances. This means that smaller organisations with tight budgets may find it challenging to allocate the necessary resources.
Overall, both the ISO 27000 series and the NIST CSF emphasize a risk-based approach to cybersecurity. However, whereas the ISO 27000 series is more focused on establishing and implementing an ISMS covering a broad range of security controls, the NIST CSF offers a more flexible framework which allows organisations to choose the level of cybersecurity maturity that aligns with their specific needs and risk environment. This makes the NIST CSF much more useful and applicable for the majority of organisations.



Security Technologies
Cybersecurity technologies are used to protect computer systems, data, devices and people against cyber attacks and mitigate any damage caused.
A. Firewalls
One type of cybersecurity technology is a firewall which is a network security device that separates a trusted internal network from an untrustworthy external network. “It regulates incoming and outgoing network traffic based on preset security rules. A firewall can exist as hardware, software, software-as-a-service or public/private cloud” [4]. Firewalls serve as a type of gatekeeper which scrutinises network packets and decides whether to permit or block it based on their pre-set rules. Todays next-generation firewalls have additional features which include “deep packet inspection, application visibility and control, intrusion detection and prevention, malware defense, URL filtering, and more” [4].
[image: Network Firewalls: Network Traffic Security Enforcement]
Figure 3: Process of a Firewall
B. Benefits/Negatives of Firewalls
Firewalls provide a variety of advantages, one of which is that by placing firewalls at perimeter entry points an organization can block incoming cyber-attacks. Another advantage is that firewalls allow centralized management of security policies from a single console, meaning network admins can easily add and modify access rules without touching individual systems.
However, a firewall inspecting all packets can cause a bandwidth bottle neck on large networks which can impede network performance.
Overall, firewalls are vital in the protection of data, the prevention of cyber-attacks and unauthorized access attempts, and allow easy modification of access rules.
C. VPN
Another form of cybersecurity technology is a virtual private network (VPN), this technology encrypts your internet traffic and routes it through the VPN providers server before you connect to an online service. “When you connect your device to a VPN, the computer acts as if its on the same local network as the VPN. All your network traffic is sent over a secure connection to the VPN” [5].
D. Benefits/Negatives of VPN.
Because your computer behaves as if it’s on the network “you'll be able to use the Internet as if you were present at the VPN's location, which has some benefits if you're using public Wi-Fi or want to access geo-blocked websites. When you browse the web while connected to a VPN, your computer contacts the website through the encrypted VPN connection. The VPN forwards the request for you and forwards the response from the website back through the secure connection” [5].
E. Access Controls
Access control is an essential element of security that determines who is allowed to access certain data, apps, and resources—and in what circumstances. In the same way that keys and preapproved guest lists protect physical spaces, access control policies protect digital spaces. There are various types of access control, one of which is Discretionary Access Control (DAC) in which “every object in a protected system has an owner, and owners grant access to users at their discretion”. Another type is Mandatory Access Control (MAC) where “the users are granted access in the form of a clearance. A central authority regulates access rights and organizes them into tiers, which uniformly expand in scope” [6].
F. Benefits/Negatives of Access Controls
Overall, access controls are used to boost overall security levels which is done through the regulation of entry and exit, tracking user activity and the prevention of unauthorized access. However, it is a costly system to implement due to expensive hardware and software which also limits user convenience requiring additional steps to access certain areas. It also requires regular software updates, and even then it is prone to system failures and vulnerable to cyber-attacks which can lead to loss of important data.
Security technologies are a vital part of a cyber-security plan, whether it’s the benefits offered from use of firewalls which regulate incoming and outgoing traffic, or a VPN which encrypts your internet traffic and routes.

Cryptography
Cryptography is the development and usage of coded algorithms to protect and obscure transmitted information so that it may only be read by those with the permission and ability to decrypt it.
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Figure 4: Cryptographic Process
A. Symmetric Key Cryptography
There are a variety of cryptography, one of which is symmetric key cryptography which is an encryption system where the sender and receiver of a message use a single common key to encrypt and decrypt messages. “Symmetric Key cryptography is faster and simpler but the problem is that the sender and receiver have to somehow exchange keys securely. The most popular symmetric key cryptography systems are Data Encryption Systems (DES) and Advanced Encryption Systems (AES)” [7].
B. Hash Value Function
Another type of cryptography is hash functions where there is no usage of any key in this algorithm. “A hash value with a fixed length is calculated as per the plain text which makes it impossible for the contents of plain text to be recovered. Many operating systems use hash functions to encrypt passwords” [7].
C. Asymmetric Key Cryptography
In Asymmetric Key Cryptography, a pair of keys is used to encrypt and decrypt information. “A receiver’s public key is used for encryption and a receiver’s private key is used for decryption. Public keys and Private keys are different. Even if the public key is known by everyone the intended receiver can only decode it because he alone knows his private key. The most popular asymmetric key cryptography algorithm is the RSA algorithm” [7].
D. Uses of Cryptography
Cryptography is widely used in computer security, the main use is the creation and maintenance of passwords. “Passwords are hashed and encrypted before being stored. In this technique, the passwords are encrypted so that even if a hacker gains access to the password database, they cannot read the passwords” [7].
Cryptography is also used to protect digital currencies such as Bitcoin. “Complex algorithms and cryptographic keys are used to safeguard transactions, making it nearly hard to tamper with or forge the transactions” [7].
Online browsing security is provided by the use of cryptography, which shields users from eavesdropping and man-in-the-middle assaults. “Public key cryptography is used by the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) protocols to encrypt data sent between the web server and the client, establishing a secure channel for communication” [7].
E. Benefits/Negatives of Cryptography
Cryptography offers various advantages, one of which is that it can be used for access control which ensures that only parties with the correct permission can access the specific resources.
Another advantage is that it offers a secure mechanism in regard to transmitting private information like passwords over the internet.
A further advantage is that it aids in the defence against a wide range of assaults such as replay and man-in-the-middle attacks.
One drawback of cryptography is that cryptographic systems are not easy to implement and manage, meaning that a high level of knowledge is required.
Overall, cryptography is essential in protecting data and communications, it provides secure mechanisms for data transmission, it uses both symmetric and asymmetric key systems, as well as hash functions, and overall provides strong protection against any unauthorized access and attacks.
Intrusion Detection and Prevention Systems
An intrusion detection and prevention system (IDPS) is a solution that monitors a network for threats and then takes action to stop any threats that are detected. There are various types of IDPS which have been listed below.
A. NIPS
One type of IDPS is a network-based IDPS which is “installed at specific points within a network to monitor all of that network’s traffic and scan for threats. The NIPS does this by analyzing activity and matching it against a database of known. If the activity matches a known threat in the database, it isn’t allowed to proceed through the network” [9]. A NIPS has 2 subcategories which include:
Wireless Intrusion Prevention Systems (WIPS) – “This monitors wireless networks for the presence of rouge access points and unrecognized devices by analyzing the network's radio frequencies” [9].
Network behavior analysis (NBA) – “Checks network traffic for unusual patterns of activity. For example, in a distributed denial of service attack (DDOS), thousands of requests are sent to the network to overwhelm it. Any of these requests alone might look valid, but together illustrate a problem” [9].
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Figure 5: IPS Process


B. HIPS
Host-based IDPS (HIPS) are “deployed on a single host which is often a key server with critical data, or public servers that are gateways to an organization’s internal network. A HIPS specifically monitors traffic flow on its host system. HIPS are generally set to detect host operating system activity and internet protocol suite (TCP/IP) activity” [9].
C. Benefits/Negatives of IPS
There are various advantages and disadvantages to IDPS, one benefit is that an IDPS enables rapid response to threats. This is vital as cyber security is a time sensitive task which must be dealt with in an adequate speed.
Another advantage is that an IDPS can flag threats that human security experts may potentially miss, this is important as human error is one of the largest risks associated with cyber security.
However, although IDPS provides a rapid response to threats, when more complex threats occur human intervention is nearly always required as the threat is simply too difficult and complex for the IDPS to deal with.
Overall, IDPS is a strong cybersecurity tool which can help lighten a cyber security officers work load, it also provides a form of proof reading of a cyber security experts response to the threats.

II. RESULT
After reviewing and scrutinising four information security instruments, this research paper has shown the good and bad of information security tools and who benefits from each of them. The two security frameworks included in the paper (ISO 2700 + NIST CSF) have been shown to favour different organisation types. Whereas the NIST CSF works well for organisations looking for actionable guidance when building a cyber security program, the NIST ISO 27001 is better equipped to a business looking to enhance their current cyber security program. The paper also points out which security technologies are more desirable for an organization, the technology which stands out the most is a firewall which can block incoming cyber-attacks while also allowing centralized management of security policies from a single console. The paper also shows the actual process of how these security technologies 

III. CONCLUSION
It is vital that modern organizations create an environment that protects, detects, reacts and safeguards applications using the organisation’s IT systems and infrastructure. Cybersecurity is an industry which is evolving every day, whether that’s updates to frameworks or new technologies, however, along with it cyberthreats are evolving at a rapid rate to the point where half of all businesses in the UK report having some form of cyber security breach/attack in the last calendar year. If an organisation fails to create an environment which protects its applications and data they are opening themselves up to cyberattacks and data breaches which would not only damage the organisations infrastructure and ability to function, but also their reputation amongst customers and competitors while also labeling themselves as an easy target for hackers.
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Task 2 – Case Scenario
Introduction
The focus of this case study is to provide a detailed approach to the creation of an information security unit while also providing pre-existing frameworks, protection mechanisms and contingency plans to aid the organisation. The case study will also include certain government legislation which the organisation will have to follow when handling data, which can also be used during their consultancy services.
Organisational Structure
The first area to discuss when creating an information security unit is the structure of the department and the roles of each member and their responsibilities.
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Figure 1: Department Structure:
 The first role to discuss is the team leader who is the leader of the department and is responsible for providing direction and guidance within the team as well as understanding each team members strengths and weaknesses to ensure that each member is in the correct position.
The second role to discuss is the security policy developers who are responsible for overseeing the development of the information security policy. They are also responsible for regularly testing their policies to uncover vulnerabilities while also adhering to coding standards and guidelines.
The next role is the risk assessment specialist whose main role is to “identify the sources and impacts of risk, and to develop strategies to reduce the damage those risks may cause”. They are also responsible for monitoring and reporting on the risk exposure and performance of CyStresSolution.
Another role is the security professionals who are responsible for identifying, preventing, and responding to various types of threats, such as malware, phishing, ransomware, denial-of-service etc. They are responsible for the overall security and protection of the data/information held by CyStresSolutions.
The final role in the departments structure is the system administrators who are responsible for the configuration, upkeep and reliable operation of a CyStresSolutions network and computer systems. They are required to manage the IT infrastructure within CyStresSolutions, including their servers and storage, terminals, server applications and software.
Policies and Procedures
The next area to discuss is the policies and procedures to be followed by team members. To plan this the NIST cybersecurity framework should be used to set the foundation for these policies and procedures through the use of the comprehensive set of guidelines, best practices, and recommendations which it offers.
[image: Image result for nist cyber security framework]
Figure 2: NIST CSF Five Functions
The NIST CSF has five functions which are to be followed, these include:
Identify – Physical devices and systems within the organisation are to be inventoried (ID.AM-1) along with software platforms and applications (ID.AM-2). External information systems are to be catalogued (ID.AM-4), with resources being prioritised based on their classification, criticality, and business value (ID.AM-5). Cybersecurity roles and responsibilities are to be established for the entire workforce, including third party stakeholders (ID.AM-6).
Protect – Requires data-at-rest (PR.DS-1) as well as data-in-transit (PR.DS-2) to be protected. Assets are to be formally managed throughout removal, transfers and disposition (PR.DS-3), with integrity checking mechanisms to be used to verify hardware integrity. It is also required for a baseline configuration of information technology control systems to be created and maintained (PR.IP-1). Backups of information are to be conducted, maintained, and tested (PR.IP-4), with data destroyed according to policy and government legislation (PR.IP-6). Response and recovery plans are to be in place, managed (PR.IP-9) and tested (PR.IP-10).
Detect – Event data is to be collected and correlated from multiple sources and sensors (DE.AE-3). The network is to be monitored to detect potential cyber security events (DE.CM-1), any malicious code is to be detected through monitoring (DE.CM-4) as well as unauthorised personnel, connections, devices and software (DE.CM-7). Roles and responsibilities for detection are to be well defined to ensure accountability (DE.DP-1) with event detection information to be communicated (DE.DP-4).
Respond – Response plans are to be executed during or after an event (RS.RP-1) with personnel to know their role and the order of operations when a response is needed (RS.CO-1). Incidents are to be reported consistently with the established criteria (RS.CO-2), information is also to be shared consistently with response plans. Incidents are to be categorised consistently with response plans (RS.AN-4). Response plans (RS.IM-1) and strategies are to be updated with lessons learned being incorporated (RS.IM-2). Public relations are to be managed (RC.CO-1) with reputation to be repaired after an incident (RC.CO-2).
Recover – The recovery plan is to be executed during or after a cybersecurity incident (RC.RP-1). Recovery strategies (RC.IM-2) and plans are to be updated, incorporating lesson learned from prior events (RC.IM-1).
Compliance
When it comes to data management there are a variety of laws and regulations which CyStresSolutions must follow when operating within the UK. The main law governing data usage is the Data Protection Act 2018 (DPA 2018) which controls how personal information is used by organisations, businesses and the government. 
The DPA (2018) requires that everyone responsible for using personal data to follow strict data protection principles. CyStresSolutions must ensure that information is:
· Used fairly, lawfully and transparently.
· Used for specified, explicit purposes.
· Used in a way that is adequate, relevant and limited to only what is necessary.
· Accurate and, where necessary, kept up to date.
· Handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage
There are also stronger legal protection for more sensitive information, such as race, ethnic background, political opinions, religious beliefs, trade union membership, genetics, biometrics, health, and sex life/orientation.
Depending on the nature of the breach, there are two tiers of fines that could be imposed on CyStresSolutions if they breach any of the outlined data protection principles.
Tier 1 – Up to £10 million or 2% of annual global turnover, whichever is greater.
Tier 2 – Up to £20 million or 4% of annual global turnover, whichever is greater.
To avoid any breaches it is vital that CyStresSolutions focus on preventing data breaches which is essential for protecting personal data and avoiding legal consuquences. There are many best practices to prevent data breaches, these include:
· Using strong passwords and two-factor authentication
· Regularly update software and install security patches
· Training staff on data protection best practices
· Encrypting personal data when it is being transferred or stored
· Conducting regular risk assessments to identify and address vulnerabilities
· Implementing cyber security technologies such as firewalls and intrusion detection and prevention systems.

Governance and Strategic Planning for Security
Information security governance is a vital aspect of ensuring information security and the mitigation of cybersecurity risks within CSS and its customers organisations. A key framework to follow is the ISO 27000 series, in particular the ISO 27014 section which focuses on information security governance.
The standard goes through four key aspects of governance:
Evaluation - Senior management is to consider proposals and plans for information security management.
Direction: Strategies are to be prepared, policies and objectives for information security are to align with and support the achievement of the organisation’s business objectives.
Monitoring: The performance of information security is to be monitored through management information flows and internal reporting arrangements.
Communication: All those within the organisation who are actively involved in directing, overseeing, driving, guiding and monitoring information security are to have clear instructions on what needs to be done and who is responsible for doing it, while external stakeholders are to be assured that information risk is being competently managed.
Risk Management
In regard to risk management it is advised that the NIST Risk Management Framework is followed. This framework offers a comprehensive, flexible, risk-based approach which provides a process which integrates security, privacy, and cyber supply chain risk management activities into the system development life cycle.
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Figure 3: NIST RMF Seven Principles
There are seven key principles within the framework, these include:
Preparing is the first stage where the department would carry out essential activities to help prepare all levels of CyStresSolutions to manage its security and privacy risks using the RMF. The end goal of this stage is to identify key risk management roles, to establish an organizational risk management strategy, and to carry out an organization-wide risk assessment. 
Categorising is the second stage which involves informing organizational risk management processes and tasks by determining the adverse impact with respect to the loss of confidentiality, integrity, and availability of systems and the information processed, stored, and transmitted by those systems. The outcome of this stage should be that system characteristics are documented, security categorization of the system and information are completed, and categorization decisions have been reviewed and approved by an authorising official. 
The select step is supposed to select, tailor, and document the controls necessary to protect the system and organization commensurate with risk. This should lead to control baselines being selected and tailored, controls designated as system-specific, hybrid, or common, controls allocated to specific system components, and the development of a system-level continuous monitoring strategy.
The next stage is where the department implements controls in the security and privacy plans for the system and CSS. The outcome of this stage is that controls will be specified in security, privacy plans will be implemented, and both will be updated to reflect controls as implemented.
The assessment stage determines if the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security and privacy requirements for the system and the organization. The outcome of this stage should be that an assessment team should be selected, assessment plans should be developed, planned and approved, assessments should be conducted in accordance with assessment plans, and assessment reports should be developed.
The authorise stage should provide accountability by requiring a senior official to determine if the security and privacy risk based on the operation of a system or the use of common controls, is acceptable. Once this stage has been carried out, risk determination should be rendered, risk responses should be provided, and authorization for the system should be approved or denied.
The final stage involves maintaining ongoing situational awareness about the security and privacy posture of the system and organization to support risk management decisions. This should allow ongoing assessments of control effectiveness to be conducted in accordance with continuous monitoring strategy, processes should be put in place to report security and privacy posture to management, and ongoing authorisations should be conducted using results of continuous monitoring activities.
Once all 7 stages of the NIST RMF have been followed, a disciplined, structured and flexible process for managing security and privacy risk should be established with all departments involved having a clear understanding of their roles and responsibilities in regard to risk management within CSS.

Contingencies Planning
Contingency plans are vital in minimizing the impact of disruptions and damage caused during cyber-attacks, they provide a coordinated strategy involving plans, procedures, and technical measures that enable the recovery of information systems, operations, and data after a disruption. 
The NIST SP 800-34 Rev.1 is a contingency planning guide for information systems which provides instructions and recommendations for information systems contingency planning.
There are a variety of plans provided by the NIST SP 800-34 Rev.1 guide which include:
Business Continuity plan – Provides procedures for sustaining mission/business operations while recovering from a significant disruption.
Continuity of Operations Plan- Provides procedures and guidance to sustain an organization’s MEFs at an alternate site for up to 30 days
Crisis Communication Plan - Provides procedures for disseminating internal and external communications; means to provide critical status information and control rumors 
Cyber Incident Response Plan – Provides procedures for mitigating and correcting a cyber attack, such as a virus, worm, or Trojan horse.
Disaster Recovery Plan – Provides procedures for relocating information systems operations to an alternate location.
Information System Contingency Plan - Provides procedures and capabilities for recovering an information system.
[image: ]
Figure 4: NIST SP 800-34 Rev.1 Types of Plans

Protection Mechanisms
Protection Mechanisms are vitally important in protecting CSS and its customers, there are a variety of mechanisms which can not only just be used to protect CSS files and data, but also be recommended for their customers to use during their consultancy with CSS.
One protection mechanism which is recommended is encipherment which deals with the hiding and covering of data. this helps data become confidential and is achieved by applying mathematical calculations or algorithms which reconstruct information into not readable, this is vital for anyone selling an online service like CSS. There are two common techniques used to go about this which are cryptography and encipherment. 
Access controls are also another mechanism which is recommended to CSS and their customers as it is used to stop unattended access to data which the user is sending. It can be achieved by various techniques such as applying passwords, using firewall, or even something as simple as adding a password to data.
A further protection mechanism is notirisation which involves the use of trusted third party in communication. It acts as mediator between sender and receiver so that if any chance of conflict is reduced. This mediator keeps record of requests made by sender to receiver for later denied.

I. Conclusion
The provided case study will outline the relevant structure, frameworks, mechanisms and government legislation to enable CSS to create an effective information security unit. The information provided throughout this case study can also be used during CSS’ consultancy services as it will provide the right tools and frameworks for their customers organisation.
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