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Abstract
The following report will discuss different types of malicious software. The report will provide a brief overview about viruses, trojans & ransomware. The report will also provide a further overview on a type of ransomware, called CryptoWall. There will also be discussion on how the malicious software targets & infects computers and the procedures on how to remove the infection. 
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The internet has never been so popular than it is today, and the popularity and usage of the internet is going to be every increasing. From a customer doing online banking, to a company having a corporate network that span the world, more of our working and daily lives are going to include the internet. The negative aspect of this surge in usage of the internet is that there are criminals that will try to exploit, steal, take advantage, cause damage and disruption and by using malicious software like Trojans, Viruses and Ransomware. 
[bookmark: _Toc29317885]Torjan, Viruses & Ransomware
There are different types of malicious software that can cause damage, disruption, theft or hold to ransom to a user or companies’ data. Avast which provides anti-virus software to businesses and consumers provides an excellent brief descriptions of the types of malicious software that threaten user’s every day and their characteristics  [1]; 
Trojans behave like a Trojan horse in Greek mythology. The soldiers hid inside of the horse to penetrate the city wall of Troy and waited until nightfall to attack. A Trojan works in a similar way. It disguises itself as a trusted software program or application to get into your system and attack later. Trojans offer disguise themselves as a computer game download from a hijacked website.
A Virus acts similar to how viruses spread in people, a computer virus is software that attaches itself to a program or application in order to be activated and can be passed from computer to computer or across an entire network. Once attached, each time that application or program is opened or runs, the virus runs as well and can infect other programs or documents.”
Ransomware locks your files and demands you pay a ransom to unlock and access them again. This type of malware is rapidly becoming more advanced. It can immediately start deleting files as soon as you are infected, pressuring you to pay up. One of the most common ways that ransomware can access your computer is through phishing. Phishing uses email as a weapon, disguising itself as a legitimate email and tricking the user into opening the email or attachment.”
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In their article, The National Cyber Security Centre discusses anti-viruses and why it’s needed [2], noting that having the latest anti-viruses is crucial to protecting a computer today. They explain that today’s anti-virus updates themselves and provide active protection and can automatically scan downloads from the internet or when USB stick, external hard drive, SD card, or other type of removable media are connected to the internet. 
Other ways to protect a computer is also to update the operating system and application installed with the latest updates so that software exploits discovered are patched as discussed by Norton Security’s [3].
Avoiding fake malicious emails, fake downloads, torrent websites and using the correct software publisher is a way of avoiding infection. 
[bookmark: _Toc29317887][bookmark: _GoBack]CryptoWall Trojan
[bookmark: _Toc29317888]Overview of CryptoWall
CryptoWall is a sophisticated encryption ransomware program that was first noticed in April 2014, as discussed on Bleeping Computer’s CryptoWall information guide [4]. Sophos explains on its CryptoWall article [5], that CryptoWall appears under different names, such as Cryptorbit, CryptoDefense, CryptoWall 2.0 and CryptoWall 3.0 and CryptoWall 4.0. 
Bleeping Computer’s & Meskauskas discussing in their CryptoWall articles [4] [6], that CryptoWall ransomware targets operating systems through fake software downloads, on torrent websites and infected email messages that have zip or pdf attachments pretending to be invoices, purchase orders, utility bills, complaints, or other types of business correspondences. 
Bleeping Computer’s explains further that when the infected attachment is opened, or the fake software is downloaded, that CryptoWall installs malware files either in the %AppData% or %Temp% folders. 
Once infected the installer will start to scan the computer’s hard drive, removable storage, network drives and cloud storage mapping for popular file formats like .xls, .wpd, .wb2, .txt, .tex, .swf, .sql, .rtf, .RAW, .ppt, .png, .pem, .pdf, .pdb, .PAS, .obj, .msg,.mpg, .mp3, .lua, .key, .jpg, .hpp, .gif, .eps, .DTD, .doc, .docx .der, .crt, .cpp, .cer, .bmp, .bay, .avi, .ava, .ass, .asp, .js, .py, .pl, .db, .cdr, .c, .h, .ps, .cs, .m, .rm and other types of formats stored on Windows 7,8 & 10 and encrypt the data using RSA 2048 type of encryption as further explained Jeff Petters on his article ‘The State of CryptoWall in 2018’ [7].
Once encrypted, a notepad window will appear on the screen with instructions on how to access the CryptoWall Decryption Services. This will prompt the user to pay the ransom and to be able to decrypt the program as explained by Meskauskas [6].
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Removing CryptoWall from the infected computer is not a difficult task as there are number of anti-ransomware software, e.g. HitmanPro, Malwarebytes Anti-Malware, Spyhunter or Malwarebytes Anti-Ransomware Beta as mentioned by Meskauskas [6] and Pilici CryptoWall removal article [8].
Meskauskas [6] states that, “Manual threat removal might be a lengthy and complicated process that requires advanced computer skills.”. 
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Once CrytpoWall ransomware has been removed from the computer, the user’s data will still encrypted and Meskauskas states [6], “There were no known tools capable of decrypting files encrypted by CryptoWall without paying the ransom.”. 
Pilici explains that [8], CryptoWall will attempted to delete the shadow copies of the user’s data but CryptoWall does not always succeed. Pilici further explains [8] that recovery software like ShadowExplorer, Recuva, EaseUS Data Recovery or Windows System Restore might be able to recover the shadow copies of the data. 
These methods of recovery are not always successful in recovering all or a percentage of the data, as the ransomware attempts to delete the Windows shadow copies once full installed on the computer as discussed by Sophos [5].
For the user to have successfully recovered all data from the CrytoWall infection, the user will have had to have a backup in place before the infection. As CryptoWall scans for external and internal storage, the backup will have had to be disconnected from the computer. As Sophos explains [5], CryptoWall and other ransomware attack backups to prevent the user from restoring the data.
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Once the encryption is completed there will be a text file left for the user with instructions on how to make payment as explained by Sophos [5]. Sophos further notes that CryptoWall generates a Tor link and a user specific ID to identify each infected user.
The Beeping Computers guide notes that [4], the Tor link will take the user CryptoWall Decryption Service site that allows the user to get information about the users infected files, offers a free decryption of one file, pay the ransom, support page and a frequently asked question page.
The user will be required to pay for the ransom by sending $500 worth of bitcoin to a specified address. The Bleeping computer explains what happens after payment has been made by the user [4];
“Once a payment is made it must have a certain amount of bitcoin confirmations before your private key and a decrypter will be made available for download. Once these confirmations have occurred a download link will be displayed that will allow you to download a standalone decrypter. This decrypter can be used to scan for and decrypt encrypted files.”.
Law enforcement agencies do not recommend paying the cyber criminal as decryption of the users’ data is not guaranteed, even with the offer of one file being decrypt for free is done. For a user or an organisation that has no backup of their data, payment of the ransom might be the only way to recover data, if the data is urgently needed.
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Users can take steps to avoid and be vigilant for CryptoWall ransomware. Sophos explains [5], that install Windows and other application updates provides the users the best chance of avoiding exploits attacks and remove vulnerabilities in software which are  known for installing ransomware like CryptoWall. These types of software known for installing ransomware are Adobe Flash, Microsoft Silverlight and web browsers like Firefox, Internet Explorer, Chrome and Safari. 
Petters explains [7] that using an anti-virus will help provide users from CryptoWall and other malicious software. As discussed earlier in the report, The National Cyber Security Centre [2]explains that anti-viruses can keep themselves and their threat databases up to date can provide active protection and can automatically scan external storage connected to the device. Newer versions of anti-viruses come with ransomware protection to help the user recover from a ransomware threat.
In an article by The National Cyber Security Centre [2], there is a discussion on anti-viruses and why it’s needed, and that by having the latest anti-viruses is crucial to protecting a computer today. They explain that today’s anti-virus updates themselves and provide active protection and can automatically scan downloads from the internet or when USB stick, external hard drive, SD card, or other type of removable media are connected to the internet. 
CryptoWall is known to infect computers through malicious links and attachments on fake emails pretending to be general type of correspondents, this is discussed by Meskauskas [6]. It is vital for users to exam the emails carefully and to instead open attachments or click on a link to go directly to the company’s website and if applicable to login and check their account. Good example of this is emails such as purchase orders, banking or emails explain issues with an account as the user should know if they have an account with this company or bank and will be able to login to verify the email.
Sophos further quotes [5] about protection from ransomware emails;
 “Most ransomware arrives via spam email either by clicking the links or as attachments. Having a good email anti-virus scanner would also proactively block compromised or malicious website links or binary attachments that lead to ransomware.”. 
Installing or enabling a firewall and blocking connections to L2P and Tor servers will block CryptoWall from send a call-home server via the network and can disarm an active ransomware as discussed by Sophos [5]. Sophos further explains that disabling remote desktop connections when not required can stop malicious authors cannot accessing your machine remotely. 
Sophos also states [5], that blocking binaries running %APPDATA% and %TEMP% paths will prevent CryptoWall from installing the ransomware in these files. 
Sophos further states [5], that disabling active x content in Microsoft Office. This is because CryptoWall has been seen in malicious documents that contain macros which can further download ransomware silently in the background. 
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