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ACMA 6001
Task 1

PLCs, or programmable logic controllers, have been pivotal in developing automation and control in the industry. Since their introduction, PLCs have significantly advanced technologically, replacing hardwired relay logic devices and becoming necessary in contemporary industrial and process control contexts. Below is a historical synopsis of the development and significant turning points in using PLC systems. 
[bookmark: _Toc177924633]1960s: The Birth of PLCs
[bookmark: _Toc177924634]The PLC concept was invented primarily for the automotive industry, specifically General Motors (GM), in the United States. The company's Hydramatic division, which made automated gearboxes, sought to displace labour-intensive, expensive, and complex relay control systems. 
The first PLC was created in 1968 by Bedford Associates, a small engineering firm in Massachusetts (called the "084" being the firm's 84th project). To satisfy GM's demands, the first PLC was developed. It was a solid-state gadget that could be configured using relay ladder logic, facilitating adaptation by technicians and electricians. The development of the initial stages of PLC systems throughout the 1960s and ’70s is conveyed perfectly through (F.P, 2010) (Petruzella, 2016)1970s: Initial Commercialisation and Adoption of PLC systems 
The 084 model from Bedford Associates, later rebranded the Modicon (MODular DIgital CONtroller), was commercialised in the 1970s. This marked the official entry of PLCs into the industrial sector.
Following the success of the Modicon 084, rival companies like Allen-Bradley (now part of Rockwell Automation), Siemens, and GE entered the market, developing their own PLCs and communication systems. 
Early PLCs used physical switches or punch cards for programming. However, in the late 1970s, advances in programming were developed, including handheld programmers with simple displays, which allowed for more accessible programming utilising ladder logic diagrams.



[bookmark: _Toc177924635]1980s: Technological Advances and Industry Standardisation
In the 1980s, microprocessors were integrated into PLCs, significantly increasing their computational power, functionality, and reliability.
The need for standardised communication protocols arose as PLCs became more widely adopted across the motoring industry. The Modbus protocol, developed by Modicon in 1979, became one of the first widely adopted communication protocols for PLCs, enabling interoperability between differing devices released by all major parties involved with the initial introduction of PLC systems. 
PLCs began to support networking, allowing multiple PLCs to communicate within a distributed control system (DCS). This led to more sophisticated and coordinated control of large-scale industrial processes, evolving from its initial purpose at GM in the 1960s. 
[bookmark: _Toc177924636]1990s: Enhanced Functionality and Global Standardisation
By the early 1990s, PLCs could be programmed externally, leading to the development of more sophisticated programming environments. Graphical programming tools, such as ladder logic editors, became standard. Petruzella, F. D. (2016), and Webb, J. W., & Reis, R. A. (2002) provide a detailed history of the evolution of PLCs during the 1980s and 1990s, discussing how these systems advanced from simple relay logic replacement systems to more powerful, flexible, and scalable automation tools. It covers critical technological innovations such as improved processing power and the adoption of new programming languages like Structured Text and Function Block Diagram.
The International Electrotechnical Commission (IEC) published the IEC 61131 standard in the mid-1990s, which provided a framework for PLC programming languages, such as Ladder Diagram (LD), Function Block Diagram (FBD), Structured Text (ST), Instruction List (IL), and Sequential Function Chart (SFC). This standardisation helped unify programming practices and improved interoperability between different manufacturers' PLCs. Unlocking more advanced features such as data logging, real-time diagnostics, and enhanced networking capabilities (e.g., Ethernet/IP, PROFIBUS).


[bookmark: _Toc177924637]2000s: Integration with IT Systems and the Rise of Industrial Automation
The 2000s marked a shift towards integrating PLCs with IT systems, leading to open standards such as OPC (OLE for Process Control) and increased Ethernet-based communication protocols. This allowed for seamless communication between the plant floor and enterprise-level systems. An article by Automation World (2019) covers the development of these systems, emphasising how they became the backbone of intelligent factories and industrial automation with increased processing power, better communication capabilities, and cloud integration throughout the early 2000s and 2010s.
As PLCs became more powerful, they were used in more complex applications such as motion control, robotics, and process safety systems. Advances in software development tools supported this, allowing for better simulation, testing, and debugging.
The integration of PLCs with HMIs allowed for improved visualisation and control of industrial processes. This integration enhanced operators' ability to monitor and control processes in real-time, locally or externally, leading to better decision-making and process optimisation.

[bookmark: _Toc177924638]2010s: The Era of Smart PLCs and Industrial IoT
The advent of Industry 4.0 and the Industrial Internet of Things (IIoT) led to developing "smart" PLCs with embedded intelligence, such as machine learning algorithms, cloud connectivity, and predictive maintenance capabilities. With increased connectivity came concerns about cybersecurity, which Colbert, E. J. M., and Kott, A. (2016) quantified in their book on Industrial Automation and Control System Security Principles. 
To protect against cyber threats, PLCs were equipped with enhanced security features, including encryption and secure communication protocols.
PLCs became more modular, allowing for easier expansion and reconfiguration to adapt to rapidly changing industrial needs. This flexibility was critical for manufacturers seeking to implement lean and agile manufacturing processes.




[bookmark: _Toc177924639]2020s: AI Integration, Edge Computing, and Future Trends
Recent research and advancements have seen the integration of artificial intelligence (AI) and machine learning capabilities directly into PLCs. For example, Zhao, L. (2019), PLC Aburdene, L. M., & Behdad, S. (2021), with their books on The Future of Programmable Logic and AI integration, allow for real-time decision-making and optimisation at the edge of the network. This reduces the need for centralised control and enhances system resilience and performance.
Adopting open standards and open-source PLC software has accelerated, enabling greater customisation and innovation. This shift fosters more collaborative development among manufacturers, developers, and users.
PLCs are increasingly being managed through cloud platforms, allowing remote monitoring, diagnostics, and updates. This shift is enabling predictive maintenance and reducing downtime in industrial environments.

[bookmark: _Toc177924640]Key Milestones in PLC Development
These milestones within the history of PLC development showcase the rapid integration of new technology, competitively supplying large companies like the automotive industry with streamlined systems that can consistently match growing demands. 
1. 1968-1970: Bedford Associates for General Motors developed the first PLC (Modicon 084).
2. 1979: Introduction of the Modbus communication protocol.
3. 1980s: Integration of microprocessors and the beginning of networking capabilities.
4. 1993: Publication of the IEC 61131-3 defining PLC programming languages.
5. 2000s: Convergence with IT systems and the rise of Ethernet-based communication protocols.
6. 2010s: Emergence of smart PLCs, Industry 4.0, and Industrial IoT.
7. 2020s: Integration of AI, edge computing, and transition to cloud-based management.




Task 2 
Developing a Functional Design Specification (FDS) for a Programmable Logic Controller (PLC) control system involves several key stages and considerations. An FDS is a comprehensive document that details a control system's required functions and operations to ensure it meets the project objectives, regulatory standards, and client requirements. Gruhn, P., & Cheddie, H. (2017, book on Functional Safety for the Process Industry, research the necessary processes and regulations to conduct an FDS for a PLC system. 
[bookmark: _Toc177924641]key stages and considerations in developing an FDS
[bookmark: _Toc177924642]Define the System Requirements:
Understand the Objectives: Identify the purpose of the control system, such as the processes it will control, the expected performance, and the end goals.
Collect User Requirements: Gather input from all stakeholders, including operators, maintenance personnel, safety officers, and management, to understand their needs and expectations.
Scope Definition: Clearly define the system's boundaries, including the processes to be controlled, the interface points with other systems, and the physical limits (such as machinery or plant layout).
[bookmark: _Toc177924643]Regulatory requirements for an FDS:
· IEC 61508 and IEC 61511- The standard for ensuring functional safety in industrial automation systems.
· FDA 21 CFR Part 11—This standard applies to batch process control, which is commonly used in industries such as pharmaceuticals and food manufacturing.
· IEC 61131- This international standard defines programming languages and best practices for PLC systems.
· ISA-95- Provides guidelines for integrating industrial control systems, including PLCs, with enterprise systems.
· ISO 13849-1- This standard specifies safety requirements for machinery control systems, including PLCs.

[bookmark: _Toc177924644]Conduct a Preliminary Risk Assessment:
Safety Requirements: Identify any safety-critical elements, including emergency stops, safety interlocks, fail-safe operations, and compliance with relevant safety standards (e.g., IEC 61508, ISO 13849).
Hazard Analysis: Perform a preliminary hazard analysis to determine potential risks and how the control system will mitigate or control those risks.
Regulatory Compliance: Ensure the design adheres to local, national, and international standards and regulations.
[bookmark: _Toc177924645]Develop the Functional Specification:
Process Descriptions: Provide detailed descriptions of the processes to be controlled, including the sequence of operations, conditions for starting/stopping, and expected outputs.
Input/Output Requirements: List all inputs (e.g., sensors, switches) and outputs (e.g., motors, actuators) the PLC will monitor and control. Specify their types, ranges, and response times.
Control Logic Descriptions: Describe the control logic, including algorithms, calculations, set points, timers, counters, and interlocks. Define how different control system parts interact and how the PLC will handle these operations.
System Modes and States: Detail the different control system modes (e.g., automatic, manual, maintenance) and states (e.g., idle, running, fault), including transitions between these modes and states.
[bookmark: _Toc177924646]Design the Human-Machine Interface (HMI):
Operator Interface Requirements: Specify the requirements for the HMI, including screen layouts, control elements, alarms, notifications, and data logging. The importance of HMIs within the PLC system defines how operators will interact with the system, including navigation, access levels, and command alarm management philosophy, including alarm priorities, acknowledgements, and historical records. Aldrich, C. P., & Fitzpatrick, L. J. (2017) communicate this by designing effective HMIs for PLC-Based Systems Journal.
[bookmark: _Toc177924647]Define Communication Requirements:
Network Design: Specify the communication architecture, including protocols (e.g., Modbus, Ethernet/IP, Profinet), network topology, and data flow between PLCs, HMIs, and other systems.
Data Exchange: Define the data exchange requirements, including the data types, frequency, and amount of data transferred between the PLC and other systems (e.g., SCADA, DCS).
[bookmark: _Toc177924648]Document the Functional Safety Requirements:
Safety Integrity Level (SIL): Based on the risk assessment, determine the required SIL or Performance Level (PL).
Fail-Safe and Redundancy Requirements: Define fail-safe operations, redundancy requirements, and how the PLC system will handle faults and failures.
[bookmark: _Toc177924649]Develop Testing and Validation Criteria:
Factory Acceptance Test (FAT): Specify the criteria for FAT, including test procedures, expected results, and documentation requirements.
Site Acceptance Test (SAT): Define the criteria for the SAT, which will include on-site testing of interfaces, performance, and safety checks.
Performance Verification: Outline the methods for verifying that the system performs as specified, including stress tests, load tests, and reliability tests.
[bookmark: _Toc177924650]Review and Approval:
Stakeholder Review: Conduct reviews with all stakeholders to ensure that the FDS aligns with project goals, user needs, and regulatory requirements.
Document Approval: Obtain formal approval from all relevant parties, including the client, engineering team, and safety officers.

[bookmark: _Toc177924651] Critical factors in an FDS document specification

1. Purpose and scope: Provide an overview of the FDS, allowing for the correct planning and system implementation. 

2. System requirements: Detail all the system's functionalities, including inputs, processes, and outputs. These are often broken down into specific use cases or modules.

3. System architecture: Provide a detailed breakdown of the system's architecture, including hardware, software, and network components. Include block diagrams to illustrate how the system is structured.

4. User interface (UI) and user experience (UX): Provide wireframes or mock-ups to show how users will interact with the system. Detail the user journey through various functions and processes.


5. System logic and control: Detail the system's control logic, including decision-making processes, automated tasks, and any business rules the system must enforce.
6. Data requirements: Specify the data the system will collect, process, store, and generate. Define each data type, format, and source. It also highlights how the information will be stored, managed, and backed up. 

7. Operational requirements: Describe any physical or environmental conditions required for the system. Outline the requirements for system maintenance, including updates, backups, and how support will be provided. Define the system’s ability to scale regarding users and data. 


8. Non-functional requirements: Mention any non-functional standards the system must adhere to (e.g., ISO 27001 for information security, GDPR for data privacy). Define any compatibility requirements for operating systems, browsers, or mobile devices. Specify how user-friendly the system must be, including response times, ease of navigation, and user satisfaction goals. And the system's expected speed, efficiency, and resource utilisation performance. 

9. Testing and validation: Define clear criteria for testing the system’s functionalities to meet user and business needs. Specify any validation protocols required, mainly if operating in regulated industries (e.g., pharmaceutical or aviation industries), and specify parameters for testing to ensure the system meets business needs. 

10. Assumptions, risks, and constraints: Clearly state any assumptions made during the system's design, such as technology availability, user behaviour, or operational conditions. Identify potential risks in the design and development phases, along with mitigation strategies to minimise their impact, and list any constraints, such as timeframe, budget, and hardware limitations.
 
11. Development and installation requirements: Detail how the system will be deployed. Specify the hardware and software installation processes, including configurations, dependencies, and setup procedures. Include requirements for user manuals and training sessions.

12. Project timeline and milestones: Provide a high-level project timeline, including critical milestones such as design completion, development phases, testing, and deployment. Whilst defining deadlines for deliverables and outlining dependencies between different stages of the project








[bookmark: _Toc177924652]Real-world examples 
Large PLC (Programmable Logic Controller) systems are critical in various industries that require complex automation, precise control, and high reliability. These systems are used in large-scale manufacturing, processing, and infrastructure projects. Below are real-world examples of industries and the PLC systems they use:
Toyota: Uses Siemens and Allen-Bradley PLCs to control automated welding, material handling, and paint systems. Liker, J.K., 2004. The Toyota Way.
Ford: Employs Allen-Bradley ControlLogix for body shop automation, engine production, and material flow systems. Ford Automation Team, 2015.  Case Study, implementing PLCs in the Automotive Assembly Line. 
[bookmark: _Toc177924653]Best Practices & Issues 
When implementing PLC (Programmable Logic Controller) systems in the automotive industry, it’s crucial to follow best practices to ensure efficiency, reliability, and scalability while considering the common issues that arise during the implementation.
The use of PLC systems within the automotive sector stems from the moving production line first introduced by Ford in the late 1960s. The idea of a moving product drove the development and continued to strive for efficiency and continuous improvement throughout the industry. 
In today’s automotive environment, PLC systems control complex production lines, robots, and assembly. To develop an efficient and effective PLC system, the following practices should be (followed). 
Critical issues within systems include power supply and memory corruption. With either of these issues, the entire operation grinds to a halt, turning off any production and any ability for external problem-solving. These issues can be amended by using uninterruptible power supplies with a backup power supply and ensuring all data is backed up onto a redundant storage device kept away from interference and extreme conditions. 
Standardised programs, ensuring systems can be broken down into manageable sizes, are a core practice to follow as they assist with maintaining detailed documentation for the system, including hardware and software configurations. This will avoid network and communication issues by maintaining cables and protocols. 
Error handling and fault tolerance also play a pivotal role within the system, allowing for bugs and faults to be found before the full roll-out of the system is dispatched. Following this, testing and validation are crucial to maintaining the plant's efficiency throughout the system, ensuring faults such as electrical noise interference and environmental factors can be isolated whilst maintaining total capacity is essential and is controlled by the PLC system. 
With assembly lines designed for external and automated use, safety measures are crucial to ensuring the system's and its operators' safety. This can be achieved by performing regular audits and ensuring compliance with safety standards. Failures in I/O modules can disrupt communication between the PLC and external devices. This can be remedied by regularly inspecting and testing I/O modules and ensuring proper configuration and secure connections. 

[bookmark: _Toc177924654]Design and implementation improvement 
The design and implementation of PLC systems can be a very open and broad topic, covering everything from I/O modules to fault finding and power delivery. All these factors are needed for the system to run smoothly. 
Research has shown several initiatives to strengthen these processes and make the PLC implementation more rigid, allowing for easier fault finding, development, and standardisation. 
The worst faults related to PLC implementation are power supply, software/ hardware, and communication. These hindrances also link to minor issues that can be tackled using existing technologies and panaceas.
Regarding power supply and connectivity issues, using uninterrupted power supplies can be a viable option. The (UPS) provides backup power during outages and conditions like voltage drops or surges. It ensures that the PLC and associated devices maintain control for a period, allowing for controlled shutdowns or continued operation. This also ties up with conditioned voltage, as voltage spikes, surges, and noise in the power line can cause the PLC system to malfunction or be damaged. These issues can also be treated by ensuring correct shielding of cables, especially in noisy environments, to minimise electromagnetic interference (EMI) and radio frequency interference (RFI). 
To improve the industry's hardware and software weaknesses, ensuring all industry-grade systems and components are new or have the latest issues is essential. This prevents redundant components from being an obstacle when facing repairs or planned maintenance. 
Reinforcing PLC Software and Firmware is also essential to keeping an extensive system and pushing for efficiency within the plant.  Introducing software redundancy actions can help with design flaws and errors within the system and software with multiple failover states to switch to backup systems in case of failure automatically.  Using fault-tolerant programming methods (e.g., watchdog timers) to detect and recover from software or logic failures enhances system reliability and reduces the risk of total failure during software faults. This also ties in with regular firmware updates, essential for any system using external or continuously modified systems, reducing system vulnerabilities and improving security fixes.
Communication and External Access have only become pivotal within PLC systems over the last few years, with developing technology and the ability to make most modifications, problem-solve, and communicate. Strengthened connections are a must and can be accomplished in several ways. 
VPNs, implementing Virtual Private Networks (VPNs) to securely connect external devices to the PLC network, provide secure, encrypted access to PLC systems over the internet, protecting against unauthorised access. This is achieved through setting a VPN gateway to allow authorised users to access the PLC network remotely and then using secure encryption (e.g., AES-256) to protect data transmitted over the VPN. Using robust authentication methods will allow limited remote access to authorised users only.
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