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[bookmark: _Toc197082926]1 Task 1 Introduction
In an evolving world where working from home is becoming increasingly more and more popular. Since the commence of the global pandemic ‘Covid-19’ and ‘lockdown’ in 2020, There has been a spark in rise of the human race’ population transitioning from an office setup to their very own setup [1] To do this Employees are required to have all the components and software to adhere to their specific needs. To do this task, the first step is to understand what the setup will be used for to ensure a suitable arrangement of components for ease of use and a smooth transition as they adjust to their new environment. This task focuses on designing a custom-built desktop tailored to meet the needs of an Electrical engineer. The computer must not only provide high processing power and graphical capabilities but also ensure seamless video conferencing, enhanced data security, and multitasking support for professional productivity tools. Each component of the system will be carefully chosen and justified according to their capacity to fulfil these engineering and professional requirements.


[bookmark: _Toc197082927]2 Desktop Specifications
[bookmark: _Toc197082928]2.1 Central Processing Unit 
The CPU of choice is The AMD Ryzen 9 7900X. The AMD Ryzen 9 7900X is an ideal CPU choice for an electrical Engineer transitioning to a work-from-home setup due to its exceptional balance of high single-thread and multi-thread performance. With the AMD Ryzen 9 7900X homing 12 cores and 24 threads it has sufficient processing powder to efficiently manage intensive engineering tasks such as simulations in Pspice, circuit design in SolidWorks Electrical and control system development in LabVIEW [2]. The AMD Ryzen 9 7900X is perfect for an electrical engineer and stands out as a top choice. When compared to other CPUs like the Intel core i7-13700K, the AMD Ryzen 9 7900X delivers better multi-core performance, making it more effective for multitasking across numerous engineering tools. Also, when compared to the older Ryzen 9 5950X even though it possesses more cores, it lacks support for DDR5 and PCIe 5.0 making the AMD Ryzen 9 7900X a better longer-term investment with modern platform support and excellent speed [3].



[bookmark: _Toc197082929]2.2 Motherboard 
To go along with the CPU a reliable, feature-rich and future-proof motherboard is required. This is why the ASUS ProART X670E-Creator Wi-Fi was selected as it is specifically designed for professional workloads that require high reliability, precision and performance. It also supports DDR5 memory and PCIe 5.0, which enables fast data access and storage speeds. It is also crucial for simulation tools such as Pspice, SolidWorks and LabVIEW making it suitable for an electrical engineer. Also, on the motherboard there is multiple ports such as thunderbolt 4 ports, USB-C ports so it is ideal for engineers who are working with external devices [4]. Compared to the ASUS ROG Crosshair X670E Hero, which offers similar specs, the chosen motherboard is better suited for engineering as it prioritizes stability, clean I/O layout, and professional focused connectivity instead of features optimised for entertainment or overclocking. Therefore, making the ASUS ProART X670E-Creator Wi-Fi a more practical and efficient choice for an electrical engineers’ professional workflow.


[bookmark: _Toc197082930]2.3 Storage 
For Storage, the Samsung 980 PRO 1TB NVMe SSD is a highly suitable option for an electrical engineer. It offers fast read speeds of up to 7,000 MB/s and write speeds of up to 5000 MB/s, which significantly reduces load times for large simulation software like Pspice, SolidWorks and LabVIEW. Its 1TB capacity also provides generous space for storing design projects, software and datasets. Furthermore, it also delivers reliable high-speed performance and ensures compatibility with modern motherboards like the ASUS ProArt X670E-Creator Wi-Fi [5].

[bookmark: _Toc197082931]2.4 Input/Output Ports and Features
An Electrical Engineer requires a computer setup with a range of input features to support technical work and connectivity with external devices. One key input feature an electrical engineer may need is USB ports, these may include USB 3.2 and USB-C for connecting instruments, equipment for testing and even for saving documents for portable storage with a USB stick. Another input feature which also may be beneficial is thunderbolt 4 for high-speed data transfer [6]. A built in ethernet port may also be useful to ensure stable network for a quick and reliable connection. Audio input may be needed for online meetings and voice recordings for presentations. On the output side, support for multiple high-resolution displays via HDMI ports. This can be essential for using multiple screens at once allowing for multitasking across CAD, Simulations and documentation tools.

[bookmark: _Toc197082932]2.5 Graphics Card 
For an Electrical engineer, The NVIDIA GeForce RTX 3060 12GB is a highly suitable graphics card that offers strong performance for technical workloads without. It possesses 12GB of VRAM which allows it to handle complex CAD designs, simulations as well as multitasking across multiple applications like SolidWorks Electrical, LabVIEW and PSpice. The NVIDIA GeForce RTX 3060 12GB also offers support for multiple high-resolution monitors. In comparison The NVIDIA RTX A20000 is also a good choice for Electrical Engineers however it only offers 6GB of VRAM causing overall lower performance making it a less suitable graphics card for an Electrical engineer with a need to use various software.


[bookmark: _Toc197082933]2.6 Case and Power Supply
The Fractal Design Meshify 2 is an ideal case for electrical engineers due to its excellent airflow, spacious interior, and design. It comfortably supports full-size motherboards and large GPUs like the NVIDIA RTX 3060, ensuring compatibility with high-performance components. The Case also features a mesh front panel allowing for efficient cooling during extended use and design sessions. It also allows for external use with front I/O ports including USB, USB-C and audio jacks. 
The Corsair RM750x is a great power supply for an Electrical Engineers setup, providing a balance of performance, efficiency and reliability. With 750 watts of power and an 80+ Gold efficiency rating, the Corsair RM750x ensures stable operation for high-end components like the Ryzen 9 7900x and RTX 3060, while minimizing energy waste which can be important for extended simulation and design workloads. The design also accommodates for clean cable management and improved airflow [7]. Compared to the cooler Master MWE 650 Bronze, which offers lower efficiency and power capacity, the RM750x provides more allowance for general upgrades and better long-term reliability, making it a more superior choice for Electrical Engineers.



[bookmark: _Toc197082934]2.7 Monitor, Webcam, Keyboard and Mouse
To complete the engineering workstation, high quality peripherals are essential for productivity and comfort. The AOC 24B2XH monitor offers a 24-inch HD, perfect for good quality graphics, Viewing simulations and technical drawings. In addition, the Logitech C920 HD Pro webcam offers clear 1080p video quality and dependable audio, making it suitable for online meetings and presentations. To reduce costs while maintaining functionality the keyboard chosen is the Logitech K120 is a simple and durable keyboard perfect for everyday tasks like report writing and coding. Paired with the Logitech M330 Silent plus, a quiet and comfortable mouse.

[bookmark: _Toc197082935]2.8 Network Connectivity 
For network connectivity a wired ethernet connection will be used to provide a fast and stable connection which is ideal for downloading large files, accessing remote serves, or running cloud-based simulations.

[bookmark: _Toc197082936]2.9 Software
An Electrical Engineer requires a range of specialised software to support design and simulation. These being SolidWorks Electrical, PSpice and LabVIEW. SolidWorks Electrical is used for creating detailed electrical schematics and managing complex wiring systems. PSpice is essential for analogue and mixed-signal circuit diagram. LabVIEW is used for data acquisition, instrument control and automation.









[bookmark: _Toc197082937]3 Shopping List
	Components 
	Component Name 
	Specifications
	Price 
	Image 

	CPU
	AMD Ryzen 9 7900X 
	Zen 4, 12 cores, 24 Threads, boost clock: up to 5.6 GHz, Base clock:4.7 GHz
	£309.97
	[image: AMD Ryzensets 9 7900X Processor (integrated Radeon Graphics, 12 cores/24  threads, 170W TDP, AM5 Socket, 76MB cache, up to 5.6 GHz max boost, no ...]

	Motherboard
	ASUS ProART X670E-Creator Wi-Fi 
	Socket: AM5, Chipset: X670E, Memory: DDR5 RAM, Storage: M.2 slots, SATA slots [4]
	£475.99
	[image: ProArt X670E-CREATOR WIFI｜Motherboards｜ASUS United Kingdom]

	Storage 
	Samsung 980 PRO 1TB NVMe SSD
	Capacity: 1TB, Form factor:M.2 2280, Interface: PCIe Gen 4.0 [5]
	£131.00
	[image: Samsung 980 PRO (MZ-V8P1T0BW) | NVMe M.2 Internal Solid State Drive, PCIe  4.0, 1 TB, Intelligent Thermal Control]

	Input/Output Ports
	3 USB ports, 1 Ethernet port, 2 HDMI ports, 1 Thunderbolt 4 port
	
	£89.00
	[image: How Many Different Ways Do You Use the USB Ports? – Paleblue][image: Differences between Thunderbolt 4, USB 4, Thunderbolt 3, and USB 3 -  Liliputing][image: Which Is Better: DisplayPort or HDMI? – iVANKY][image: Ethernet Definition - What is ethernet?]

	Graphics Card
	The NVIDIA GeForce RTX 3060 12GB 
	3584 CUDA Cores, Boost clock (GHz) 1.78, Memory size 12GB , Memory Type GDDR6 [8]
	£248.99
	[image: MSI GeForce RTX 3060 VENTUS 2X 12G OC Gaming Graphics Card - 12GB GDDR6,  1807 MHz, PCI Express Gen 4, 192-bit, 3x DP (v1.4), HDMI 2.1 (Supports 4K)  : ...]

	Case 
	Fractal Design Meshify 2 
	Expansion slots: 7+2, Total Fan mounts: 9x 120/140 mm, Front interface 1x USB 3.2 Gen 2x2 type-C (20 Gbps), 2x USB 3.0, Audio I/O, power button, Reset button [9]
	£132.80
	[image: Meshify 2 — Fractal Design]

	Power Supply
	Corsair RM750x
	Power: 750 watts, SATA connector: 9, Fan size: 140mm

	£134.99
	[image: CORSAIR RM750x Fully Modular Low-Noise ATX Power Supply – ATX 3.1 Compliant  – PCIe 5.1 Support – Cybenetics Gold Efficiency – Native 12V-2x6 Connector  – Black : Amazon.co.uk: Computers & Accessories]

	Monitor 
	AOC 24B2XH
	24 inch, 75Hz ,Hd
	£90.00
	[image: AOC 24B2XH/EU 24" Full HD IPS Monitor]

	Webcam
	Logitech C920 HD Pro webcam
	1080p, 30fps
	£59.99
	[image: Logitech HD Pro Webcam C920 | SHI]

	Keyboard
	Logitech K120
	
	£10.00
	[image: Logitech K120 toetsenbord]

	Mouse 
	Logitech M330 Silent Plus
	
	£15.00
	[image: Logitech M330 Silent Plus - Zwart | Paradigit]

	
	
	Total
	£1697.73
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[bookmark: _Toc197082939]4 Task 2 introduction
In an increasingly digitised world, cyber security has become a critical concern for organisations, particularly those involved in the design and manufacturing of electronic devices. This report focuses on evaluating cyber security risks and proposing mitigation strategies for an electronics manufacturing company that develops IoT products, sensors and industrial electronics. As the company works with sensitive technology and depends on a large and complex supply chain, it is very important to protect its systems, data and manufacturing processes. This report also looks at the main cybersecurity risks the company faces, explains how serious they are, and suggest practical solutions to reduce these risks and improve overall security.



[bookmark: _Toc197082940]5 Identification and Evaluation of Cybersecurity Risks
Companies are exposed to several cybersecurity risks that could negatively affect its operations, data security and reputation.
[bookmark: _Toc197082941]5.1 Outdated firewall configurations 
Using Outdated firewall settings causes the company’s network more vulnerable to modern cyber threats. An improperly configured firewall may fail to detect or block malicious traffic like hackers, malware, phishing or other threats, allowing attackers to gain access to sensitive systems and data [10]. This could result in data breaches, intellectual property theft, and financial or legal consequences.
[bookmark: _Toc197082942]5.2 Outdated Firmware and Default Passwords
Many devices in the manufacturing facility still run outdated firmware and use default login credentials. These are well-known vulnerabilities that attackers can exploit to take control of equipment or gain deeper access to the internal network. This could lead to production disruption, third party breaches, legal risks and exposure of confidential data [11].
[bookmark: _Toc197082943]5.3 Weak Cybersecurity practices by international suppliers
The company sources components from international suppliers, some of whom may not follow strong cybersecurity standards. This creates the risk of supply chain attacks, where compromised hardware or software could introduce malware into the company’s systems. These risks include cyber inequity, limited visibility on supply chains, software vulnerabilities introduced by third parties [12].
[bookmark: _Toc197082944]5.4 Limited Employee Cybersecurity Training
Employees that have not received adequate cybersecurity training, increase the risk of human error. Without the awareness of threats such as phishing and malware, staff may unintentionally provide attackers with access to company systems causing increased vulnerability to cyber-attacks, data breaches and loss of sensitive information which could then lead to financial consequences [13].

[bookmark: _Toc197082945]6 Prioritisation of Cybersecurity Risks
To manage the identified risks effectively, it is important to prioritise them based on two key factors: the likelihood of the risk reoccurring and the potential impact it could have on the business.
[bookmark: _Toc197082946]6.1 Limited Employee Cybersecurity Training – High Priority 
This risk is both highly likely and potentially damaging. Human error is a leading cause of security breaches, and without proper training, employees are more likely to fall for phishing, use weak passwords, or mishandle sensitive information. This makes it the most immediate and likely threat to the company.
[bookmark: _Toc197082947]6.2 Outdated Firmware and default passwords – High Priority 
Devices with Outdated firmware and default credentials are common targets for attackers. The impact could include loss of control over manufacturing equipment and access to internal systems. Due to the severity of potential disruptions and data exposure, this is also a top priority. 
[bookmark: _Toc197082948]6.3 Outdated Firewall Configurations – Medium Priority 
While outdated firewalls are a serious concern, this risk is slightly less likely than the above due to its dependency on external attack attempts. However, if exploited, it could lead to significant third-party breaches causing business and functional disruption and a risk to Internet of things such as webcams, sensors and smart devices [14].
[bookmark: _Toc197082949]6.4 Weak Supplier Cybersecurity Practices – Low Priority
Insufficient cybersecurity measures among international suppliers could introduce vulnerabilities into the supply chain. These weaknesses may take the form of compromised hardware or insecure software updates. Although the likelihood is lower compared to internal risks, the potential impact could be significant if malicious components are introduced. A robust supply chain risk management program is recommended to monitor and manage processes to avoid risks of supply chain cyberattacks [15].
[bookmark: _Toc197082950]7 Mitigation Strategy for Cybersecurity Risks
To reduce the likelihood and impact of the identified risks, the following mitigation strategies are recommended. Each approach is tailored to address the specific weaknesses identified in the company’s systems and operations.
[bookmark: _Toc197082951]7.1 Employee Cybersecurity Training 
Introduce regular and mandatory cybersecurity training for all employees. This should include awareness phishing, secure password practices, data handling, and how to report suspicious activity. Simulated phishing campaigns can help measure and improve staffs’ responses to real world threats [16].
[bookmark: _Toc197082952]7.2 Firmware Updates and Password Management
Establish a routine schedule for updating firmware on all devices. Implement a strict policy that requires changing default passwords immediately upon installation using strong, unique credentials. Multi-factor authentication can also be enabled to increase protection.
[bookmark: _Toc197082953]7.3 Firewall Management
Firewalls should be checked and updated regularly to block any unwanted or harmful traffic. Rules must be reviewed to make sure only necessary connections are allowed, and security updates should be applied as soon as possible.
[bookmark: _Toc197082954]7.4 Supplier Cybersecurity Standards 
Develop a formal supplier assessment process that includes cybersecurity as a key criterion. Require suppliers to meet minimum security standards and provide documentation of their practices. An agreement could be made that holds suppliers accountable for cybersecurity failures [17]. 
[bookmark: _Toc197082955]7.5 Summary of Mitigation Strategies 
These strategies aim to create a layered security approach, improving both internal defences and external security. Implementation can be monitored through audits and regular reviews to ensure effectiveness.
[bookmark: _Toc197082956]8 Incident Response Plan
An effective incident response plan helps limit damage during a cyber-attack and supports quick recovery. The company should begin by preparing clear response procedures, assigning roles, and ensuring all staff are aware of their responsibilities [18]. Monitoring tools should be used to detect unusual activity, and employees must know how to report incidents quickly. If an attack occurs, the affected systems should be isolated to prevent further harm, and any malicious software must be removed [19]. Systems can then be restored from clean backups, with checks to ensure they are secure before returning to normal use. After resolving the issue, the company should review what happened, assess the response and make any necessary improvements to its processes. This approach ensures faster recovery, reduces long-term impact and strengthens the organisations overall cybersecurity quality.


[bookmark: _Toc197082957]9 Conclusion
In summary, a company’s cybersecurity risks can affect its systems, data and daily operations. By improving staff awareness, securing infrastructure, and ensuring stronger supplier practices, these risks can be reduced. Having a clear incident response plan also allows a company to react quickly to cyber threats. These steps can help strengthen a company’s overall cybersecurity and safety.
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