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In this report it is required to analyse the concept of virtualisation as well as the implementation of virtual machines in the context of Cloud Computing. Furthermore, the report explores the benefits and drawbacks of the Cloud and the different service models which are additionally discussed in the context of given case scenarios. Evaluation of available resources and evaluation of security are observed as well.
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	Virtualisation is a technology that converts physical IT resources into virtual by creating simulated version of machine’s hardware and software components like servers, desktops, storage, operating system or networks. Virtualisation is also the force that makes cloud computing possible because it enables users easily to access a shared pool of online resources with the main idea that the user could run different operating systems and applications simultaneously on the same hardware and software. [2]
 Virtualisation was developed on IBM mainframe in 1960s and is considered as a significant breakthrough in computer technology because it enabled users to work with a computer without actually owning one. Nowadays many big companies and data centres use virtualisation techniques to create abstraction of various IT resources and use these resources in the form of scalable and agile virtual machines that could run multiple independent operating systems at the same time. [1] Figure 01 below shows some different types of virtualization.


(Figure 01)



	
	In cloud computing server virtualization is one of the most common types of virtualization where the physical server is divided into multiple virtual machines. Each of these virtual machines runs its own operating system and applications which enables multiple workloads on a single physical server. [3]
	Considering the storage virtualization, physical storage devices are abstracted by storage virtualization and are presented as a single storage pool. As a result, cloud service providers can dynamically distribute storage capacity to users and applications. Additionally, it makes replication, backup and data movement easier. [4]
	Desktop virtualization is also familiar as Virtual Desktop Infrastructure and provides to end-users virtualized desktop environments. It securely delivers through the network some resources like desktops, applications and data by allowing users to access them remotely from thin clients or other devices. [5]
	Network virtualization allows the creation of virtual networks on top of a physical network infrastructure. It makes it possible for network traffic to be isolated and segmented which is critical for multi-tenant cloud environments. Virtual networks can be personalized to satisfy the unique needs of different users or applications. [6]
	Operating system virtualization allows multiple isolated user-spaces to run on a single operating system kernel. It works on the OS layer and is often used for virtual hosting environments and lightweight but efficient isolation between applications and services. [7] 
	There are many reasons to use virtualisation in the context of cloud computing. It can significantly reduce operational costs as it provides savings on hardware, maintenance costs, electricity, etc. This can be achieved by using multiple virtual machines that share one particular physical resource. This method is economic and efficient, therefore many of today’s companies are working on cloud-based resources. Additionally, due to the multiple protocols and by adding firewalls and other security features, it is proved to offer excellent security. [2] Virtualization brings several benefits to cloud computing which are enlisted in Figure 02.

			(Figure 02)
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Virtual machines are fundamental component of virtualization. They are the software simulation of a physical computer within a virtualized environment. This software runs programs and applications without the need of an actual connection to the physical machine.  A useful feature is that virtual machines are not dependent on one another because they all have their own operating system, therefore function on their own. Multiple virtual machines can run simultaneously on one physical server and these virtual machines can run many different operating systems supporting many different applications. [2]
[image: A screenshot of a computer

Description automatically generated]In order to work properly with the hardware of the host machine, the virtual machine uses hypervisor. Hypervisor is the transporter and the regulator of resources. It functions by fooling the guest operating system to believe that the hypervisor is the actual hardware. The hypervisor is responsible for managing both the physical hardware and the virtual machines. Hypervisors exist in two types: [2] [8](Figure 03)

	Type 1 – Bare Metal Hypervisor
	Type 2 – Hosted Hypervisor

	Runs directly on the system
	Installed on the operating system of the host

	Guest operating system and application run on the hypervisor
	Runs as an application on the host operating system

	More secure
	Less secure because any problem on the base OS affects the hypervisor too

	Good scalability
	Not so scalable because it relies on the underlying OS

	Examples: VMware ESXi, Citrix XenServer, Hyper-V
	Examples: VMware, Oracle VirtualBox, Microsoft Virtual PC


                                                                                                                                     
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                     

Cloud Services

Cloud computing provides a variety of services that are able to accommodate different computing needs and requirements. These services can be categorized into several types:
Infrastructure as a Service (IaaS) provides users with virtualized resources like virtual machines, storage, networking over the internet. A benefit of IaaS is that the users can manage those virtualized resources according to their needs and they have more control over the infrastructure when compared to other cloud service models. Examples of IaaS providers are Amazon Web Services, Microsoft Azure virtual machines, Google Cloud Compute Engine. [9]
On the other hand, Platform as a Service (PaaS) offers a platform which includes infrastructure as well as the services and tools needed to build, deploy and manage the applications. This model allows developers to focus mainly on writing the code because the platform handles the other operational tasks. Examples of PaaS providers are Microsoft Azure App Service, Google App Engine, Heroku, etc. [9]
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Description automatically generated]Software as a Service (SaaS) offers fully functional software applications over the internet and users are able to access and use the applications without being concerned about the infra, maintenance and updates. SaaS is a great option for users looking for ready to use software without installation or management. [9]
		(Figure 04)
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