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Network Infrastructure Implementation Report
Birmingham and London Enterprise Network
[bookmark: _Toc228127260]Introduction
This report outlines the design, configuration, and implementation of a multi-site enterprise network connecting Birmingham and London infrastructures. The objective of this project is to establish a secure, scalable, and fully functional Windows Server-based environment that supports routing, domain services, DHCP, VPN connectivity, and web services.
The network is divided into two primary locations: Birmingham and London. Birmingham acts as the central hub hosting critical services such as Active Directory Domain Services (AD DS), DHCP, DNS, and IIS, while London operates as a remote site connected securely via a Site-to-Site VPN.
Each section of this report explains the configuration tasks performed, supported by references to screenshots (figures) that demonstrate the practical implementation of each step.

[bookmark: _Toc228127261]Task 1
[bookmark: _Toc228127262]1. Routing
[bookmark: _Toc228127263]1.1 Routing in Birmingham Network
To enable communication between different subnets and external networks, routing services were configured on the Birmingham server.
Figure 1: Add Server Role “Remote Access”
[image: ]
This screenshot shows the Server Manager interface where the “Remote Access” role is selected during the Add Roles and Features Wizard. This role is essential because it enables the server to function as a router and VPN endpoint. The selection indicates that the administrator is preparing the server to manage incoming and outgoing network traffic. [image: ]
Figure 2: Activate DirectAccess and VPN (RAS), Routing

This screenshot displays the configuration stage where “DirectAccess and VPN (RAS)” and “Routing” services are enabled. This step is critical because it activates Routing and Remote Access Services (RRAS), allowing the server to handle packet forwarding and VPN connections.
After installation, the server must be restarted to fully activate these services. Once enabled, RRAS allows Birmingham to act as a gateway, directing traffic efficiently within the network.

[bookmark: _Toc228127264]1.2 Routing in London Network
In the London network, routing was configured to support persistent IP forwarding and communication with Birmingham.
Persistent IP forwarding ensures that packets are continuously routed even after system reboots. Additionally, firewall rules were customized to allow only necessary traffic such as VPN protocols, DNS, and Active Directory communication.
This configuration ensures secure and efficient communication between both sites while maintaining network protection.
[image: ]

[bookmark: _Toc228127265]2. Domain Server (Birmingham)
[bookmark: _Toc228127266]2.1 Creating the Forest
[image: ]
A new Active Directory forest named yourname.acca was created on the Birmingham Domain Controller (B-DC). This forms the foundation of the network’s identity and authentication system.
The forest represents the top-level structure in Active Directory and allows centralized management of users, computers, and resources.

[bookmark: _Toc228127267]2.2 DNS A Records
[image: ]
DNS A records were created for all servers in both Birmingham and London networks. These records map hostnames to IP addresses, enabling devices to locate services easily. This ensures seamless name resolution across the network.

[bookmark: _Toc228127268]2.3 Reverse Lookup Zone (PTR Records)	
[image: ]
[image: ]
A reverse lookup zone was configured to map IP addresses back to hostnames using PTR records.
This is important for:
Network troubleshooting
Security verification
Logging and auditing
A properly configured DNS system enhances both reliability and manageability.

[bookmark: _Toc228127269]3. Encrypted Connection Between Birmingham and London
[bookmark: _Toc228127270]3.1 Site-to-Site VPN Configuration
[image: ]
A Site-to-Site VPN was established to securely connect Birmingham and London networks over the internet.
The VPN uses encryption protocols such as IKE (Internet Key Exchange) to ensure secure data transmission. This prevents unauthorized access and protects sensitive data.
A persistent connection was configured so that the VPN automatically reconnects if disrupted. This guarantees continuous communication between both sites.

[bookmark: _Toc228127271]4. Users
[bookmark: _Toc228127272]4.1 User Account Creation
User accounts were created in the Active Directory domain based on the provided Excel file.
Naming convention used:
[image: ]
For efficiency, PowerShell scripts can be used to bulk-create users instead of manual entry. This reduces errors and ensures consistency.
Each user account includes:
Username
Password
Organizational Unit placement
Group memberships
This structured approach ensures proper access control and scalability.

[bookmark: _Toc228127273]5. Domain Membership
[bookmark: _Toc228127274]5.1 Joining Systems to the Domain
The following machines were joined to the domain:
[image: ]
This process allows centralized authentication through Active Directory.
Once joined:
Users can log in using domain credentials
Policies can be applied via Group Policy
Resources can be shared securely
Successful domain integration is essential for enterprise-level network management.

[bookmark: _Toc228127275]6. DHCP Server
[bookmark: _Toc228127276]6.1 DHCP Configuration on B-DC
The Birmingham Domain Controller was configured as the DHCP server.
IP address ranges were defined:
[image: ]This allows automatic IP assignment to client machines.
Additional DHCP options include:
Default Gateway
DNS Server
Lease Duration
[image: ]
[bookmark: _Toc228127277]6.2 DHCP Relay on L-CD
Since DHCP requests cannot cross routers by default, the London server (L-CD) was configured as a DHCP Relay Agent.
This allows client devices in London to receive IP addresses from the Birmingham DHCP server.

[bookmark: _Toc228127278]6.3 Automatic IP Assignment
All client machines successfully received IP addresses automatically. This confirms proper DHCP configuration and communication across the network.

[bookmark: _Toc228127279]7. Testing and Troubleshooting
[bookmark: _Toc228127280]7.1 Connectivity Testing
Network connectivity was tested using tools such as:
[image: ]Successful results indicate that
[bookmark: _Toc228127281]8. Disk Drive Configuration
[bookmark: _Toc228127282]8.1 Shared Storage Setup
A secondary disk was mounted as:
[image: ]
E:\BirminghamFiles
This drive was shared across the network with specific permissions:
Domain Users → Full Control
Other users → Read-onlyx
This ensures secure file sharing while maintaining controlled access.
The shared drive is accessible from both Birmingham and London, demonstrating successful network integration.
[image: ]

[bookmark: _Toc228127283]9. IIS Server
[bookmark: _Toc228127284]9.1 Website Configuration
An IIS website was created:

[image: ]
Windows Authentication was enabled so that only domain users can access the site.
This confirms:
IIS is functioning correctly
Authentication is integrated with Active Directory
DNS resolution is working
[image: ]
For higher quality implementation, HTTPS should be enabled using SSL certificates.

[bookmark: _Toc228127285]10. Remote Desktop Services
[bookmark: _Toc228127286]10.1 Remote Access Configuration
Remote Desktop Services (RDS) were configured on the Birmingham server.
[image: ]
This allows administrators to: 
Access the server remotely
Perform maintenance tasks
Manage network services
The login page verifies domain credentials before granting access, ensuring security.

[bookmark: _Toc228127287]Conclusion
This project successfully demonstrates the deployment of a multi-site enterprise network using Windows Server technologies. The Birmingham site acts as the central infrastructure hub, while London operates as a connected remote branch via a secure VPN.
Key achievements include:
Implementation of routing and RRAS
Creation of Active Directory domain and DNS infrastructure
Secure Site-to-Site VPN connectivity
Automated IP management using DHCP
Centralized user and device management
Web hosting using IIS with authentication
Remote administration via RDS
Each configuration step contributes to a robust, secure, and scalable network environment that reflects real-world enterprise practices.
The screenshots included in the original document support each stage of the implementation by visually confirming configuration steps and successful outcomes.
Overall, the network is fully operational, secure, and aligned with industry standards, demonstrating both technical competence and practical understanding of enterprise networking concepts.
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