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Introduction

For the purpose of this assignment the subject of network programmability has been thoroughly explored and discussed following the required report format. Topics like network automation, different tools and frameworks as well as APIs and their significance in today’s world have been further analyzed. A reflection of the DevNet learning courses has been provided as well.


Network Programmability

Network programmability refers to the ability to deploy, manage and control network services and devices using automation-based software tools. Network programmability plays a very important part of modern networks because it allows network administrators to deploy changes to the network with reduced risk, time and cost. [2]
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Description automatically generated]One of the first attempts for network programmability was SNMP - Simple Network Management Protocol in 1990. It is an Internet Standard protocol for managing and monitoring network devices which are connected over an IP. This protocol follows a client-server model where a software center (SNMP manager) collects information from the software client (SNMP agent). However, later in 2010 after creating SDN – Software Defined Networking, multiple new protocols have made network programmability easier. SDN allows administrators to manage the networks by controlling centrally all aspects of the network [2]. SDN includes Controller which acts as the “brain” of the network and communicates with the enabled devices using protocols such as OpenFlow. SDN also includes Southbound and Northbound APIs. Southbound interfaces enable communication between lower-level components such as switches and controllers, then lets the router identify the network and implement the request from the northbound interfaces. Southbound APIs allow end-users to gain control over the network in real-time traffic demands. On the other hand, northbound interfaces allow communication to be performed among higher-level components. Northbound APIs make the life of network operators easier in terms of innovating, customizing and processing tasks. [3] [4]
The illustration on Figure 02 below represents the SDN architecture. 

							(Figure 02)
Network Programmability Dimensions

Network Programmability has different dimensions which represent various aspects defining its capabilities. Examples of such are Network Automation, Network APIs, Orchestration, etc. 

Network Automation
Automation Frameworks and Tools
Network automation refers to the process of using software tools to automatically manage, configure, test, optimize, deploy, etc. network devices and services. The aim of network automation is to reduce or totally replace the manual handling of such processes. Network automation enables businesses to run their networks with improved effectiveness, consistency and great scalability and is valuable to modern network environments such as data centers, large-scale networks, cloud environments, etc.
Automation frameworks and tools are essential components from software development field especially when there are automating repetitive tasks involved. They ensure quality services of highest standards, speed, agility, scalability,  eliminate chances of human error and provides better predictable outcomes[5].
Based on the specific goals and needs of the organizations, network automation can be specifically combined and customized to fit all requirements. Therefore, there are various types of network automation such as data collection, migration, device provisioning, configuration management, compliance, reporting, troubleshooting, etc. [5] 
Good examples of automation tools are Ansible, Chef, Puppet, etc. They are so popular because they are considerably easy to learn, offer to the users open-source versions and are compatible with many types of resources. 
Ansible is probably the most popular automation solution. Ansible’s architecture is very simple and lightweight. It can connect with multiple Linux devices using SSH, or WinARP protocol when connecting with Windows hosts. Different programming languages could be used such as Python and YAML scripts. Ansible has a free as well as paid versions but offers no status tracking, whereas Puppet offers more detailed state tracking. Additionally, Ansible’s learning curve is not steep and it leaves no environment footprint, whereas Puppet leaves a huge footprint including a library of DevOps reports [6].







	Application Programming Interface (API), Standards and Architecture

APIs allow one software to interact with another software. They are called application programming interfaces because they are built to be used by other applications or humans who wish to interact with the application manually. APIs are popular nowadays and there is a growing number of publicly available APIs. [7] [8] Typical examples of applications using APIs are cloud app, mobile apps, web apps, etc. APIs are considered simple and approachable and provide reusable interface which is easy to be connected by the other applications. APIs do not offer a user interface to the end user because the end user will not interact with them directly but rather through another application. Only the developers are interacting with APIs directly when creating applications or different solutions. [9]
Considering the design style APIs could be synchronous and asynchronous types. Each design serves its own purpose and has its own set of difficulties. Synchronous APIs respond directly to the request by providing the requested data immediately. In such cases data is stored and readily available so the server can instantly fetch and respond immediately. Benefit of this type is that the application will perform quickly if the API is designed correctly. Respectively, if the API is not designed correctly then the application will wait for the response. On the hand, asynchronous APIs are the ones that provide a response to notify that the request has been received. However, this response does not carry any actual data. Then the request is being processed by the server which sends a notification that it has been processed. Asynchronous APIs are used when the data is not readily available, but the server has to make a request to a remote service to fetch the data. Using this type of APIs allows the application to multi-task and take additional requests. [7]
Popular architectural API styles are SOAP, REST and RPC. SOAP is an example of a messaging protocol and is mainly used with HTTP transport, but can be used with other protocols as well. It is considered as independent, neutral and extensible because it has been designed to the way it can communicate with all types of applications and more extensions can be build on top of it. It is XML-based developed by Microsoft. [7]
ILT 2 Analysis
Cisco Networking Academy provides a great variety of free courses for anyone who might be interested in developing skills in the field of Software Development, Network Programmability and Automation, Cybersecurity, Internet of Things and Analytics, etc. There are multiple resources available including study materials, videos, virtual events, labs and the so-called sandboxes which offer isolated testing environments enabling users to develop, run, test programs without affecting the system they run. 
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Description automatically generated]One of the courses that has been made available to us is the DevNet Associate course which is the first of a four available Cisco DevNet certifications followed by DevNet Specialist, Professional and Expert. DevNet Associate course combines both software development with networking and automation. It also benefits by refreshing Python and Linux skills with the included Review labs. All modules are easy to navigate and contain extensive well-structured information as well as multiple graphics for better illustration and understanding. This course also contains useful labs at the end of every module and quizzes to test everyone’s knowledge. 
(Figure 01)
Another two courses that have been offered to us in the DevNet platform are Python Essentials, Linux Essentials and Linux Unhatched. Python Essentials is divided into two parts – Basics and Intermediate. Each part consists of four modules filled with practice materials, quizzes, labs and real-life programming situations and tasks. Linux Essentials is an extensive course which briefly explores different types of operating systems before focusing specifically on Linux with all of its characteristics. Linux Unhatched course on the other hand offers a brief introduction into the world of Linux and is intended for beginner learners with no previous Linux training.
Overall Cisco DevNet courses encourage students’ creativity and by issuing certifications per completed courses, it validates this specialized gained knowledge and skills and prepares us students for better future employment.
Some additional solutions on Cisco Developer website are Code Exchange, Sandbox, Ecosystem Exchange. Code Exchange, as the name suggests allows users to collaborate on various open-source projects using thousands of code repositories. One basic requirement is the user to be publicly available on GitHub and have a clear README documentation file. Sandbox is Cisco’s packaged testing lab environment and is being offered in two types: Always-On Labs and Reservation Labs. Always-On sandboxes are always available, provide instant access with no setup time and are shared between all users. Reservation sandboxes on the other hand provide private environment with administrative access but require reservation and VPN connection and their setup takes 10 to 40 minutes. Ecosystem Exchange is a platform that connects global Cisco partners who are building different services and solutions using Cisco API’s and customers who are looking for such solutions for their business. Ecosystem Exchange has a rapidly growing catalog of over 1500 business solutions covering all technology platforms. Another solution by Cisco is called API Insights and enables organizations to manage versioned APIs for different services. It is also offered as a Visual Studio Code extension and helps developers to improve API’s quality and security. [1]
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