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Introduction Aim
During the project multiple penetration tests were performed on a Cisco 3560 To analyse and document the process of penetration testing various security
switch using a wide range of tools. Results were analysed and documented. configurations of a Cisco 3560 Layer 3 switch.

Testing @

nmap
Penetration Notes
Test Scenario 1 Testing Penetration Notes
Result Test Scenario 2 Testing
_ - - Result
Test 1: No available ports Failure No open ports detected on the switch
_ _ Test 1: Success CDP packets viewable in Wireshark. Cisco
Test 2: NMAP scan after SSH Success $35H port viewed as open. Potential attack CDP Enabled as Default device and software version also viewable
enabled angle on the open SSH port. Test 2: CDP Disabled on non- Failure No CDP packets are sent therefore no
Test 3: In depth network scan Detailed network information gathered management interfaces viewable CDP packets in Wireshark.
Success including MAC address, OS details, I0S
versions and more detailed port information

Test Scenario 4 Penetration Notes

VLAN Hopping Testing Result
Test 1: Default Attacking PC able to act as a switch creating
configuration, DTP a trunk link to the targeted switch. VLAN
enabled, dynamic Success hopping achieved with access to all VLANs.
desirable/auto Ping to PC outside VLAN successful.
Test 2: Nonegotiate Failure Unable to negotiate with targeted switch to
command used form trunk link, spoofing unsuccessful
Test 3: End user ports set Failure Unable to launch attack due to non-dynamic
to “Access” mode port configuration

] Penetration Notes _
Test Scenaflo 3 Testing e e PEI-'IetI"atIOI‘I Notes
Mac Flooding Testing Result
el Test 1: Brute The brute forcing went ahead however the attacking
Test 1: Success No port security, MAC table vulnerable to forcing a weak Failure PC was unable to finish the attack due to a problem
No Port security flooding. password: cisco arising with the key exchanging method.
Test 2: Port shut down on a violation MAC address Test 2: Brute Similar to the previous test the brute force attack was
Violation Mode: Shutdown Failure table is safe. Violating MAC address logged to forcing stronger launched, however was cancelled early due to time
allow manual blocking. D 7 g l password: restraints using old equipment. Using the crack times
Test 3: Violating MAC address rejected, normal _— S1 s2 mf y cisco12345 of the weaker password cracking attempt, the
Violation Mode: Protect Failure operation is resumed. No logging of violating PC-A Failure estimated time to finish a 10-character brute force
Test 4 ::I(;tai::rh::sc address rejected, normal ThIS iS the base network Conﬁguration fOf eaCh Test ::u:l o Tpm'ﬂmatetli 2joo+ T::l':(s Ito compl:te-
: s . . . . e key exchanging method would likely preven
Violation Mode: Restrict Failure operation is resumed, violation counter is Scenario COﬂSIStlng Of Cisco 3560 Iayer 3 SWItCheS conne:tion simi?ar?o the first test unde:rtlra\e same
increased to allow monitoring of violations. and a CiSCO 1941 Router. The attaCking PC iS PC'A- conditions.
Conclusion

The project was an overall success. Due to the clearly thought out testing scenarios, multiple penetration testing
tools and techniques were utilised during the project. Each scenario achieved success in showing the vulnerabilities
of default and/or weak security configurations, and also demonstrated the strength of the security configurations put
in place to stop the attacks that were previously successful. Results were analysed and presented clearly.
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