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[bookmark: _Toc164689146][bookmark: _Toc164763935]Introduction
In the rapidly evolving landscape of modern technology, data security and [1]compliance stand as paramount concerns for organisations across industries all over the world. As the digital realm becomes increasingly intertwined with our daily lives, the safeguarding of sensitive information has become a critical for businesses, governments, and individuals alike. This report delves into the multifaceted realm of data security and compliance within the context of industry focusing key technologies and methods aimed at fortifying digital assets against a backdrop of evolving threats and regulatory requirements.
In today’s interconnected world, where data flows seamlessly across networks and boarders, the need for robust security measures has never been more pressing. Cyberattacks, data breaches, and privacy violations represent persistent threats that can have far-reaching consequences, ranging from financial losses and reputational damage to legal liabilities and compromised trust. In response, organisations must adopt a proactive stance towards safeguarding their data assets, implementing a comprehensive array of security technologies and protocols to mitigate risks and ensure compliance with regulatory standards.
Central to the discourse of data security are diverse array of technologies designed to protect digital infrastructure and sensitive information from unauthorised access and malicious exploitation. From the foundational principles of firewalls and access controls to the advanced capabilities of Virtual Private Networks (VPNs) and encryption algorithms, the arsenal of security tools available to today’s practitioners in both sophisticated and versatile. Each technology plays distinct role in the broader landscape of data protection, offering unique functionalities and deployment strategies tailored to diverse organisational needs and threat landscapes.
Furthermore, in addition to technical safeguards, compliance with regulatory frameworks and industry standards represents a critical dimension of data security governance. Legislation such as the General Data Protection Regulation (GDPR), the Health Insurance Portability and Accountability Act (HIPAA), and the Payment Card 
Data Security Standard (PCI DSS) impose stringent requirements on organisations regarding the collection, storage, and transmission of sensitive data. Adherence to theses mandates not only help mitigate legal risk but also fosters a culture of transparency and accountability in data handling practices.


[bookmark: _Toc164689147][bookmark: _Toc164763936][bookmark: _Hlk164689518]What is access control?
[bookmark: _Hlk161741447]Access control is a security technique the IT used to regulating [2] and managing who can access specific resources and perform certain actions in a computer system, networks, files and data. There are two types of access control. Physical and logical.
Physical security focus on protecting the physical assets of an organisation, including infrastructure and data centres, from unauthorised entry, theft, vandalism, and natural disaster. This involves implementing access control systems such as, surveillance camaras, and environmental controls like fire suppression systems (server rooms) and temperature controls.
Logical access control on the other hand protects the digital access of the organisation computer system, networks, and data. It involves implementing authentication and authentication mechanics to verify users’ identity and determine the level of access based on their roles, permissions, and privileges. Logical access controls also track and audit employee activity for unauthorised or suspicious behaviour. Multifactor authentication (MFA) is often used as a layered strategy to minimise the risk of unauthorised access.
[bookmark: _Toc164689148][bookmark: _Toc164763937]Why is access control important?
Access control is important to the IT industry because it protects an organisations physical and logical asset from exploitation, while also complying with regulatory requirements. 
[bookmark: _Hlk161657498]Different access control models are available based on an organisation’s compliance needs and security levels, this helps to reduce the legal and financial risks associated with data breeches and non-compliance. Overall, a robust access control plan is essential for safeguarding the confidentiality, integrity, availability resources, instilling a sense of pride and confidence in an organisations security policy towards data protection.
[bookmark: _Toc164689149][bookmark: _Toc164763938]Access control software
When a company is looking for an access control software there are three types to consider [3]
[bookmark: _Toc164689150][bookmark: _Toc164763939]On-premise access control: 
This is when all the access control is installed in one building on-site. No external access only access allowed is from inside the building. The advantages of this system are that all the data is kept in one place so no need to be concerned about a remote attack. As all the access control software are on servers, the company has total control, this means it can be customised to fit the needs of the organisation easily. The biggest disadvantage of having on-site access control is the cost of maintenance, as the equipment and hiring of the technical staff needed to install it is expensive. Plus, once the software is installed your IT team would need to upskilled to keep the system operational, also another disadvantage is the scalability, as you add more employees you will need purchase additional hardware and software licences. This takes time and another considerable input of money. 

[bookmark: _Toc164689151][bookmark: _Toc164763940][bookmark: _Hlk164689545]Cloud-based access control:
In this System all the software and data are stored on a server in the cloud. This means that it’s not on-site and is not connected to your company by the internet. The main advantages of cloud-based access control are that it is cheaper than having it onsite, due to the fact that there is no need to invest in expensive servers and software. All you have to do is register with a company that offers this service and subscribe to a plan that suites your business needs no need for expensive IT staff to support or maintenance. Interacting with a web-based interface allows a user to access they system from a computer, laptop, or any other device. This also means as long as there is access to the internet, the cloud is accessible from anywhere. As an organisation expands the cloud-based system can be easily upgraded to suite the expansion, without the need to disrupt and or purchase expensive equipment, all that is needed is to upgrade you subscription package to add more users and storage. The one of the main disadvantages of using a cloud-based access control system is, that they are not customisable only allowing a limit the choice of templates and features that are available to you and your users. Another disadvantage is most cloud-based systems authorise and encrypt data through third a third party. If this third party is compromised in any way, then, your company or organisations data is also potentially compromised also.
[bookmark: _Toc164689152][bookmark: _Toc164763941]Hybrid-cloud access control:
This combines the functionality of an on-site system and a cloud system in a single solution, with the ability to switch between the two. This means you are able to run access control applications on the cloud and servers on-site, simultaneously, making it easier to manage users and devices on-site to resources in the cloud and vice versa. There are three benefits to this system, the cost is cut down considerably as there is no purchasing of equipment or the hiring of expensive staff to maintain the infrastructure. The flexibility of this system means that your access control system could be moved to an on-site or cloud-based infrastructure depending on business needs. And when the company or organisation expands, there is no need to buy expensive equipment just add new users to the organisations account on the cloud. The disadvantages of the hybrid system are. They are susceptible to on-line attacks as their security features are not as strong as an on-site system, also it might be prone to performance issues when authenticating users as latency might become a problem slowing the other systems on the network down. 
[bookmark: _Toc164689153][bookmark: _Toc164763942]Key features of Access control software
When it comes to choosing the right access control software for your business or organisation, you need to look beyond what the “types” are. You need to look at and think about what features the software has to offer. Here are some of the features to look for when choosing an access control software package for your business or organisation. A centralised management tools these allow you to manage all users, access credentials, control hardware devices all from one place making it easier to find and fix any problems when they occur. A logging and reporting tool this function allows you to look at log in information and create and generate system reports.


[bookmark: _Toc164689154][bookmark: _Toc164763943][bookmark: _Hlk164689600]Computer networks
Computer networks are comprised of computer, servers, routers and switches that are connected to each other and communicate with each other through wired or wireless connections. They are the backbone of modern communication and information exchange. The network architecture has many different topologies and configurations, such as bus, ring, mesh, and star. Each configuration has its advantages in regards of its expandability, dependability and performance. For all this to work properly it needs a set of rules to govern how these exchanges of information and communication are dealt with. These rules are broken down into seven layers and it’s commonly referred to as the OSI Model (Open System Interconnection). [4] All the layers are important to the security and of a computer network. In subsequent sections, we will explore some of these security measures in more detail illustrating their critical role in maintaining network security.
[bookmark: _Hlk164689628][bookmark: _Toc164763944][image: ]Diagram1 Types of topologies
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[bookmark: _Toc164689157][bookmark: _Toc164763946][bookmark: _Hlk164689769]Firewalls
Firewalls [5]are found in the network layer (Layer3) or transport layer (Layer4) of the OSI mode and some advanced firewalls operate at a higher layer (Layer7) and they are called Proxy-firewalls and Next-Generation Firewall (NGFW). They have been the main line of defence for network security for over 25 years.
[bookmark: _Toc164763947]The network layer (Layer3)
On this layer firewalls given a set of instructions configured by network administrators, these rules state what information (packets) the firewall is allowed to let through or block, this filtering process is based on the IP address from the source of the information (packet) and the IP address for the (packets) end destination. Firewalls in this layer are commonly called packet-filtering firewalls.
[bookmark: _Toc164689158][bookmark: _Toc164763948]Transport layer (Layer4)  
 These firewalls are called dynamic-packet-filtering firewalls, operate by monitoring ongoing connections and remember previous ones, by inspecting data(packets) TCP or UDP port numbers. And logging them in a state table. They are unique from the layer 3 firewalls as now they can monitor many layers including the application layer (Layer7). On the whole they operate in a similar way to the network layer, but they also can make their own decisions based on previous interactions it has “learned” from.  As an example, if traffic had caused disruption in the past in would be filtered out in the future. 
[bookmark: _Toc164689159][bookmark: _Toc164763949]Application Layer (Layer7)
On this layer of the OSI there are two fire walls operating.  An Application-Level Gateway fire wall (ALG) or most commonly called a Proxy firewall, these firewalls act in the middle between client and servers, inspecting traffic and filtering traffic based on predetermined security polices, they also provide another level of security as they are hidden in the internal network structure of the external clients IP address.  The Next-Generation Firewall (NGFW) have some elements of a traditional firewall they also offer more advanced features with a deeper packet inspection, intrusion prevention, application awareness because they can operate over multiple layers, they also designed to identify specific threats such as advanced malware. 









[bookmark: _Toc164763950][image: ]Diagram 3 Network and Host based firewall 


[bookmark: _Toc164689161][bookmark: _Toc164763951][bookmark: _Hlk164689907]What Is a data loss Prevention System?
Data Loss Prevention [6] (DLP) has become a vital part of IT security. DLP refers to the strategies, tools and processes that are aimed at protecting sensitive information from purposefully or accidentally being lost or leaked. These strategies, tools and processes include encryption, access controls, monitoring and policy and best practice enforcement to prevent any data breeches and leakage. DLP organises and identifies the data to protect it across a wide range of networks in line with regulatory requirements. DLP implementation the workspace not only used technology but combines it with employee training and organisation polices to address data security threats and maintain stakeholders’ confidence in its ability to manage critical information assets.
[bookmark: _Toc164689162][bookmark: _Toc164763952]How DLP works
DLP works by automation and security polices to monitor the flow of data through an organisation. Identifying it and classifying its potential risk, this helps security teams flag any suspicious activity, stopping any alteration to files, and block users’ actions. There are four steps to this.
[bookmark: _Toc164763953]Prevention: allows security teams to review real time data streams and block suspicious activity.
Detection: Using a machine learning algorithm to help Security team to spot suspicious activity.
[bookmark: _Toc164763954]Incident response: by cross referencing intelligence feed with known indicators of suspicious activity it can priorities any potential threats.
[bookmark: _Toc164763955]Analytics: By constantly analysing data the security teams can improve prevention measures and security. Reducing the risk of data breeches in the future. 
[bookmark: _Toc164689163][bookmark: _Toc164763956]Injection attacks on web applications 
Injection attacks are the second most vulnerability to affect web applications, potentially leading to such things as service denial, data theft, data loss and other forms of attack. According to market research, 94% of web applications had suffered some sort of injection attack in 2023. [7]
[bookmark: _Toc164689164][bookmark: _Toc164763957]How do they work?
[bookmark: _Toc164689165]Injection attacks are a type security exploitation [8] where an attacker “injects” malicious code or a command into an application with the intent of altering its behaviour. There are many types of injection attacks, but the most common form they take is. SQL injection inserts a piece of malicious code into a statement for the input fields, or parameters of a web application that links with a data base. When the statement is executed and it is not properly validated the SQL code will be executed by the database, this could lead to unauthorised access to the database, loss of data through deletion and data manipulation, depending on what on what the “injected” code instructions were.



[bookmark: _Hlk164690078][bookmark: _Toc164763958][image: ]Diagram 4 Example of SQL injection

[bookmark: _Hlk164762467]Consider the example above (Diagram 4) is a script for a login form where the users have to enter their username and password. If an attacker uses this SQL indicated in RED the application will fail and will return all the records of the user from the table, bypassing all authentication processes. There is a way to prevent this from happening and it’s called a “prepared statement”.
[bookmark: _Toc164689167][bookmark: _Toc164763959][bookmark: _Hlk164690190]Prepared statements
[bookmark: _Hlk164520434]Prepared statements [9] are SQL queries with placeholder and parameters. And theses place holder and parameters will be filled in when the user provided the correct value. As opposed to it being directly embedded into the query string that the user inputs. 
[bookmark: _Hlk164690268][bookmark: _Toc164763960][bookmark: _Hlk164690249]Diagram 5[image: ] Example of Prepared statement 

[bookmark: _Hlk164690310]In this example see (diagram 5) the same script for a login form was used as see (diagram 4) but this time if you look the at the parts indicated in RED you will see that the placeholders (‘?’) are used to in the SQL string and also the user input has been bound to them using ‘bind_param’ method. This will now prevent any malicious SQL injection attempts now as the parameters are considered part of a string rather than a SQL query.
[bookmark: _Toc164689168][bookmark: _Toc164763961][bookmark: _Hlk164690328]Behavioural Analytics
Behavioural analytics [10] has been used in the IT security sector for several decades now, but it grew significantly in the 2000’s 2010’s, due to a noticeable shift in more sophisticated and dynamic cyber-attacks. Prior to this period IT securities main focused was signature-based detection methods, as these relied on well-established patterns of malicious behaviour to identify threats. But as technology advanced, so did the sophistication of the malicious attacks. Before it emerged in the IT security sector behavioural analytics was applied in a wide field such as psychology, market research, finance and the healthcare
[bookmark: _Toc164689169][bookmark: _Toc164763962]Enhancing Cybersecurity Using Behavioural Analytic Tools.
As the world moves increasingly into the digital space, our reliance on technology grows both in the office and at home. With click, search query, and online transactions, vast amounts of data are generated, building up a digital footprint. This data is examined and analysed to look for patterns, preferences and tendencies. Cybersecurity professionals are always looking for better ways to keep our digital assets safe and protected, so by using methods and tools developed from Behavioural analytics they can analyse this data and detect potential threats. User and Entity Behaviour Analytics (UEBA) software, such as Darktrace and Splunk, are examples of this approach using machine learning and algorithms to track and document suspicious behaviour on a network. Similarly, Security Information and Event Management systems (SIMEM) such as Splunk play a role also as they collect and analyse log data to identify security threats and policy violations. Since 2019 the market size of (UEBA) has increase from $890.7million to a predicted $1.1billion by 2025 according to a  2022 Market Data Forecast research [11] .




[bookmark: _Toc164689170][bookmark: _Toc164763963][bookmark: _Hlk164690412]Case Scenario Stress Solutions Ltd
Stress Solutions is an IT security consultancy company that assists business with on-line services to protect organisations form the ever-increasing threat form cyber-attacks. Stress Solutions mission is to provide expert cybersecurity services that will safeguard and protect the digital assets and information of an organisation against cyber-threats and data breeches. With a commitment to excellence and integrity tailored to meet the needs of our clients. With proactive risk assessment, comprehensive security solutions and on-going support, we will give the business confidence in its ability to exists on-line and focus on their core objectives while we handle the complexities of cybersecurity.
[bookmark: _Hlk164690427][bookmark: _Toc164763964][bookmark: _Hlk164690441]Diagram 4 Organisation chart of Stress SolutionsChief Information Security officer 
Security Operations
SOC admin 
Security Analysis
Incident responder
Security Administration
Systems Admin
Network Admin
Security Architect/Engineering 
Security Architect
Security Engineer
Governance Risk and Compliance
Risk management
Compliance management 



[bookmark: _Toc164689171][bookmark: _Toc164763965][bookmark: _Hlk164690628]Policies & Procedures [12]
[bookmark: _Toc164689172][bookmark: _Toc164763966]Access control Policy
This policy is the framework for governing access to Stress Solutions digital resources.
Procedures:
· This policy will apply to ALL employees, contractors and third party-vendors.
· All employees must undergo access training upon joining the organisation and periodically thereafter.
· Access rights to Sensitive data and systems will be granted on the principle of “least privilege”.
· Authentication and Passwords are the responsibility of the User and they must comply with the minimum length of 10 characters, and must contain at least one number and one special character example (password@1) passwords are Case sensitive, also the word password is prohibited in the creation of your password. And your username will be a combination of your staff number and your Sir name and will be given to you on start of your employment.
· Your password and login credentials are not to be shared with anyone.
· Access rights will be revoked on termination of employment and in a change of roles.
· Regular access reviews will be conducted to ensure compliance with access control policy.
· Failure to comply may result in the termination of contract of employment.
[bookmark: _Toc164689173]
[bookmark: _Toc164763967]Network and security policy
This policy is the framework for securing Stress solutions computer networks.
Procedures:
· [bookmark: _Hlk164174883]This policy will apply to ALL employees, contractors and third-party vendors
· All devices must be configured to industry best practice
· Network traffic will be monitored for suspicious activity using the latest (IDS) and (IPS).
· Regular testing will be conducted to identify and rectify any security weakness.
· All remote access to the network must be encrypted using (VPNs) and (MFA).
· Failure to comply may result in the termination of contract of employment.
[bookmark: _Toc164689174]
[bookmark: _Toc164763968]Firewall Policy
This policy covers the managing and configuring of the organisations firewalls.
Procedures:
· This policy will apply to ALL employees, contractors and third-party vendors.
· Firewalls must be configured to re-enforce access control polices based on IP addresses, ports and protocols.
· Regular reviews must be conducted to ensure best practice and security compliance.
· Login and monitoring will track activity and detect any potential security risks.

· [bookmark: _Hlk164690679]Regular backup of the firewall configurations will be conducted to facilitate a recovery of the systems in case configuration change or failures.
· Failure to comply may result in the Termination of contract of employment. 
 
[bookmark: _Toc164689175][bookmark: _Toc164763969]Data loss prevention policy (DLP)
This policy will cover the measures taken to prevent unauthorised disclosure of sensitive data and information
Procedures:
· This policy will apply to ALL employees, contractors and third-party vendors
· All data will be classified based on its level of sensitivity and access controls applied accordingly.
· Encryption of sensitive data at rest and in transit to limit the risk of data being accessed by an unauthorised person.
· DLP monitoring will be deployed to monitor data flow and detect policy breeches and also to prevent data exfiltration.
· Incident response will be established for responding to alerts and investigate any incidents that get flagged to mitigate against data breeches.
· Failure to comply may result in the termination of contract of employment.

[bookmark: _Toc164689176][bookmark: _Toc164763970]Behavioural analytics policy:
This policy is going to cover the analysing user’s behaviour to detect and prevent security threats.  
Procedures:
· This policy will apply to ALL employees, contractors and third-party vendors.
· A baseline of the users’ profile will be established at the point of employment.
· Algorithms will be deployed to monitor any deviations from the normal baseline patterns, that may indicate a potential security threat.
· Security teams will be trained to respond promptly to any anomalies, and investigate any incidents and act appropriately.
· Behavioural models will be updated regularly based on the evolving threat landscape and user behaviour.




[bookmark: _Toc164689177][bookmark: _Toc164763971][bookmark: _Hlk164763361]Governance & Compliance Policy [13] [14]
[bookmark: _Toc164689178][bookmark: _Toc164763972]Policy statement:
 At Stress Solutions we think that governance compliance plays a pivotal role in the protection of our digital assets. This is why we are committed to upholding the highest standards and adhere to regulatory requirements, mitigate risks and maintain ethical best practice. By building a robust frameworks and structures, the business can effectively manage its governance, risks and compliance activities.
Objectives:
· Create a framework to manage the governance of the IT security practices.
· To recognise, evaluate and reduce risks associated with data security regulatory compliance.
· Ensuring all relevant laws, and regulations are adhered to.
[bookmark: _Toc164689179][bookmark: _Toc164763973]Roles & responsibilities:
· The Chief Information Security Officer (CISO) is responsible for the implementation and overseeing the governance and compliance policy.
·  A compliance office is responsible for coordinating the company’s compliance objectives across the organisation.
· Each head of department will be responsible enforcing policies in their individual departments.
· ALL employees responsible for complying with compliance and governance policies and must report any potential violations and security incidents immediately. 
Framework:
· Risk management framework must be set up to recognise and evaluate any potential risks with data security compliance. This could include things like regular risk assessments, implementing controls and monitoring.
· Compliance monitoring with regular assessments and audits will be conducted to make sure that all relevant laws regulations are adhered to.
· Regular reviews of the compliance policies must be done periodically to keep up to date and effective at dealing with emerging threats and regulation changes.
·  Training and awareness must be given on compliance and governance to ALL employees so that they can maintain a high standard of data security compliance and governance in their day-to-day roles. Security awareness programmes should be conducted regularly to reinforce and promote the culture of best practice.

Regulatory Compliance:
· Stress Solutions is committed to General Data Protection Regulation (GDPR) and to protect the right to privacy of an individual. This means that consent must be sought out when processing or obtaining data, implementation of date protection measures, responding to data subject requests.
[bookmark: _Hlk164763378]Reporting & Escalation:
· Any suspected violation of compliance & governance policies must be reported promptly to the Compliance officer or the CISO.
· Security incidents and breeches must be recorded in line with Stress Solutions indecent response procedure. Notifying the appropriate management and regulatory authority as required.
Review & Revision:
· An annual review will be undertaken of the compliance & governance policies and updated if necessary to reflect the changes in any regulatory, environment, organisational structure or business operations. 
· Regula feedback from audits, risk assessments and security incidents will be used to inform any policy revisions and improvements moving forward. 

[bookmark: _Toc164689180][bookmark: _Toc164763974]Conclusion
In conclusion Stress solutions Ltd.’s approach of using multi layered data security combined with robust policies and procedures, a dynamic and proactive risk management strategy. Demonstrates a commitment to upholding the highest standards to ensure that Stress Solutions remains effective in tackling the ever-changing world of data security. By prioritising data security and compliance, Stress Solutions can safeguard a organisations digital asset and maintain client and stakeholders’ trust.
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// Safe code using prepared statements
Susername = $ POST['username'];
Spassword = $ POST|['password'];

// Create a prepared statement
Sstmt

$connection->prepare ("SELECT * FROM users WHERE usernamef? D passwofd=2")

// Bind parameters
$stmt->bind param("ss", S$username, S$password);

// Execute the statement
S$stmt->execute () ;

// Store the result
Sresult = $stmt->get result();

// Check if there are any results
Fif (Sresult->num rows > 0) {
// User exists, proceed with login
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// User does not exist or credentials are incorrect
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