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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an
investigation, collecting and analyzing digital evidence. It is also managing the case from the
reporting of the crime till the case’s conclusion. The process takes place in a computer
forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals.
The process includes acquisition, inspection, and reporting of information stored across
computers and networks related to a civil or criminal incident. Forensic investigators are
trained professionals who can extract, analyze, report, and investigate cases that involve
technology as the source or the victim of a crime.

As a computer forensics investigator, it is important to have knowledge of the process
involved during a forensics investigation, such as collecting digital evidence, building a
computer forensics lab, recovering the deleted data, etc.
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Task 1:

Sign in www.tryhackme.com

Go to Hacktivities > select free only from the show pop down list 2 walkthrough from
the Type pop down list.

Select Forensics and attempt a lab of your choice. Each week try to complete a
different one.

Task 2: Generating MD5 Hashes using MD5 Calculator

MD5 Calculator is a simple application that calculates the MD5 bash of a given
Jile. 1t can be used with big files with sizes measured in GBs. If features a progress
counter and a text field from which the final M5 bash can be copied easily to the
dipboard.

Lab Scenario

During an investigative process, a forensics examiner was successful in extracting
some programs from a target computer. The examiner uses MD35 hash values to
check the presence of similar file across a malware database and finds the malicious

file.

To be an expert computer forensic investgator,one must have sound knowledge of
wols used for computng hashes and checking the checksums.

Lab Objectives

This lab will give vou experience encrypting data and show you how to do it. It

will teach vou how to:

Use encrypting commands.

Calculate the MD5 value of selected files.

Lab Environment

This lab requires:

MD5 Calculator, which is located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EnzTNmxJT11Lm
Ky1hW3nF5QBU3Y8mJDi24Sgh05g05711Q?e=nSTky9

A computer running Windows Server 2012 or 2016 virtual machine.

Administrative privileges to run tools
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You can also download the latest version of MD5 Calculator

from
htep:/ /www.bullzip.com/download.php.

Kindly note that, if you decide to download the latest version,
screenshots shown in the lab might differ.

Overview of MD5 Calculator

then

MD5 Calculator is a bare-bones program for calculating and comparing MD5 files.
While its lavout leaves somerhing to be desired, its results are fast and simple.

Lab Tasks

1. Navigate to folder for MD5 Calculator: https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EnzZTNmxJT11lLm
Kyl1hW3nF5QBU3Y8mJDi24Sgh05905711Q?e=nSTky9

Double-click mdS5eale(1.0.0.0).msi o launch the setup, and then follow the
wizard-driven installadon steps to install the applicaton.

Note: If an Open File - Security Waming pop-up appears, click Run.

Welcome to the MDb5 Calculator Setup Wizard &
3

The installer will guide you through the steps required to install MDS Calculator on your computer

WARNING: This computer program is protected by copyright law and international treaties
Unauthorized duplication or distribution of this program. or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.
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3. Navigate for the evidence file at: https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EsWoEgmixRFGu
PaibErStZEBYelJzohgihOyiludn8qVB8Q?e=mBUdhl

Home Share View

‘é * ¢ I |, « CHFl-Tocls » EvidenceFiles » Image Files v ¢ Search Image Files

-

Yr Favorites Mame Date modified Type

B Desktop
@8 Downloads

= Anna.jpg 9/20/2011 10:21 PM  JPEG image
R Blackberry.png 10/7/2010 200 AM  PNG image
B Building.png 12/21/201010:39 ...  PNG image
B Buildingl.png 9/20/2011 352 AM  PNG image
{8 This PC B Care-Enc.png 7/26/2010 7:21 AM  PNG image

w
i

(¥,
N O w

& Recent places

[TYRY

9/2011 10:26 PM  GIF image

L

[T=J

/2011 10:41 PM  Bitmap image
9/2011 10:25PM  GIF image
0/2011 10:23 PM  JPEG image
6/2011 5:16 AM  JPEG image
7/2011 6:03 AM  RAW File

/2011 7:00 AM File

% P & computer.bmp
5 Dog.gif
= Fashion-Magazine-modlesjpg
= Flowers,jpg
| Girl Model.raw

| Horse

© e ww®

|| Images 1.txt 9/28/2011 3:.09 AM Tedt Document
<|

28 items

4. To calculate the MD5 hash of a file, first select a partcular file, right-click on
it and then select MD3 Calculator from the context menu.

Home Share View Manage

i(- v P l |, « CHFI-Tools » EvidenceFiles » Image Files earch Image Files

-

Y Favorites MName Date modified Type
B Desktop & computer.bmp 9/19/2011 10:41 PM  Bitmap image
i Downloads 3" Dog.gif 9/19/2011 10:25PM  GIF image
4. Recent places = Fashion-Magazine-modies.jpg 9/20/2011 10:23 PM  JPEG image
= Flowersjpg Edit
f! This PC 1] Girl Model.raw I MD5 Calculator
|_| Horse Set as desktop background
€ Network [ Images 1.t Open with
|| Images 2.ba B | Addto archive...

L Images.ba B  Add to "Fashion-Magazine-modies.rar”
__| Korean girl a
By Medona.png

B model.png

Compress and email...
Compress to "Fashion-Magazine-modles.rar” and email
Restore previous versions

& mona_lisabmp

<| Send to
2Bitems  1item selected 45.9 KB
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5. The MD5 Calculator window will subsequentdy appear, displaving the
MD5hash value for the selected file as shown in the following screenshot:

File Tools Help

Fie Name

I \CHFI-Tools\Evidence Files\Image Files\Fashion-Magazine modies | B
Calculate

MD5 Bh;_pd Compare To

TdacH65740a1d14649816c0bbfId 764 | |

(] Upper case

Note: When the tool is used for the first time, it displays the result of the
selected file directly under the MD5 Digest column and there is no need to
dick the Calculate button.

6. If you want to calculate the hash value of another file, click the ellipsis
button corresponding to the File Name field.

\CHFI-Tools\Evidence Files\Image Files\Fashion-Magazine modles jpg

MD5 Digest
|7dac9'6574031d14649816c£bb(3d75d

(] Upper case
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7. The select file to calculator MD5 hash window will pop up. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EsWoEgmixRFGuPaibErStZEBYel

zohgihOyiludn8gVB8Q?e=mBUdhl, select a file other than the previous selected file, (in the below

screenshot Building.png file was selected) and click open.

(€) * b [ |, <« Evidence Files » Image Files

ey

Organize v  New folder

Name

W Favorites
Il Desktop __ Amrita_Rao.raw
% Downloads =] Annajpg
. Recent places [Rs| Blackberry.png

Date modified
9/27/2011 6:03 AM
9/20/2011 10:21 PM
10/7/2010 9:00 AM

RAW File
JPEG image

PNG image

E Building.png

12/21/2010 10:39 ...

PNG image

1™ This PC B Buildingl.png
| Care-Eric.png
€ Network 5 Catl.gif
& computer.bmp
% Dog.gif

[5] Caelninm Ahila

9/20/2011 3:52 AM
7/26/2010 7:21 AM
9/19/2011 10:26 PM
9/19/2011 10:41 PM
9/19/2011 10:25 PM

00011 10. 32 DA

PNG image
PNG image
GIF image
Bitmap image

GIF image

<1

File name: |Building.png

8. The selected file will be displayed in the File Name field, click the

Calculate burron to calculate the MD5 hash of the file.

File Tools Help

File Name

IC \CHFl-Tools\Evidence Files\Image Files\Building png
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9. MD5 Calculator displays theMD5 Digest (hash value) for the selected
file as shown in the following screenshot:

File Tools Help

Fie Name
|C\CHFI-Tools\Evidence Fies\Image Files\Buiding.png

MD5 Digest
[c04c2ebse 2200197da5c 5058 ca 26827

[] Upper case

Lab Analysis
Analyze and document all the calculated hash values related to this lab exercise by
using MIDD5 calculator.

1. Now try to use another Calculator such as HashCalc to repeat the process.
2. Analyse and document all the calculated hash values from the chosen

calculator used.
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