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Introduction 
 
The Computer Forensics investigation is a methodological approach of preparing for an 
investigation, collecting and analyzing digital evidence.  It is also managing the case from the 
reporting of the crime till the case’s conclusion.  The process takes place in a computer 
forensic lab. 
 
Computer forensics plays a vital role in the investigation and prosecution of cyber criminals. 
The process includes acquisition, inspection, and reporting of information stored across 
computers and networks related to a civil or criminal incident. Forensic investigators are 
trained professionals who can extract, analyze, report, and investigate cases that involve 
technology as the source or the victim of a crime.  
 
As a computer forensics investigator, it is important to have knowledge of the process 
involved during a forensics investigation, such as collecting digital evidence, building a 
computer forensics lab, recovering the deleted data, etc. 
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Task 1: 
• Sign in www.tryhackme.com 
• Go to Hacktivities select free only from the show pop down list  walkthrough from 

the Type pop down list. 
• Select Forensics and attempt a lab of your choice. Each week try to complete a 

different one.  
 
 
 
Task 2: Generating MD5 Hashes using MD5 Calculator 
 

 
 

 
 MD5 Calculator, which is located at https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11Lm
Ky1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9 

 A computer running Windows Server 2012 or 2016 virtual machine. 
 Administrative privileges to run tools 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
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Lab Tasks 

1. Navigate to folder for MD5 Calculator: https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11Lm
Ky1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9  
 

 
 
 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnzTNmxJT11LmKy1hW3nF5QBU3Y8mJDi24Sgh05qo5Z1IQ?e=nSTky9
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3. Navigate for the evidence file at: https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGu
PaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI  
 

 

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
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7. The select file to calculator MD5 hash window will pop up. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJ
zohgih0yiludn8qVB8Q?e=mBUdhI, select a file other than the previous selected file, (in the below 
screenshot Building.png file was selected) and click open.    

 

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EsWoEgmixRFGuPaibErStZEBYeJzohgih0yiludn8qVB8Q?e=mBUdhI
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1. Now try to use another Calculator such as HashCalc to repeat the process. 
2. Analyse and document all the calculated hash values from the chosen 

calculator used. 
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