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1. [bookmark: _Toc27157013]Introduction 
The world’s population is increasing on a daily basis and cities are urbanizing rapidly. Currently, around 50 percent of the world's population lives in cities and this number will increase to be around 70 percent by 2050 [1]. Therefore, the form of these cities in the future and what will make them easily liveable in for all humans need to be considered. Furthermore, we can see the extent to which technology is growing and how fast our world has been changed by using it and, therefore, we should expand and link this technology to our cities to make them ‘smart’. In this report, the author has defined what smart cities are and discussed their history and what their benefit might be in the future, then what the definition of the Internet of Things (IoT), with its history, was in this field and how it affects the industry currently. In addition, because the smart campus is part of a smart city, the author has included a brief discussion of what the former is and why it is important. in the last part of this report, there is an explanation and description of a smart campus simulation who is made using Cisco Packet Tracer, showing the future of the smart campus and how the IoT devices will interact and communicate with each other by controlling and managing these devices.

2. [bookmark: _Hlk25922117][bookmark: _Toc27157014]Smart Cities
According to the author's research, there are many different definitions of smart cities but, in fact, there is no one exact definition as the smart city label is considered to be a fuzzy concept. It has also been used in many different concepts and the different definitions amongst them will be dependent on the level of resources, the development and aspirations of its citizens and even the differences between countries. The focus has been on the significance of new information and communication technologies (ICT) with regard to modern infrastructures within cities and, in that time, the concept was to focus more on the importance of the new ICT at the same time that the smart city concept was introduced [2] and its possible impact, in relation to modern infrastructures, on the community [1][3].
[image: ] Fundamentally, it can be said that the definition of a smart city is an urban area that uses smart physical devices to collect data around the city, including devices in streets, parking areas and from citizens, and then analyses this data and processes it to monitor, control and manage the traffic and transportation systems, utilities, water supply networks, power plants, crime detection [4], libraries, schools, hospitals, information systems [4][5] and other services to improve the quality of life in an efficient way, providing a wide range of benefits to everyone around the city [6]. According to the McKinsey Global Institute (MGI), the smart city applications can enhance and improve performance in some key quality of life indicators, such as education or health and safety, by 10 to 30 percent [7]. [bookmark: _Toc27156994]Figure 1: Percentage of EU population living in urban areas,
 1950-2050 (forecast) [2]

Currently, we can observe how the popularity of smart city programs and projects has increased in such countries as China, India, South Korea, the United Arab Emirates (UAE) and in other small places, such as Mauritius [8][9][10][11][12].

[bookmark: _Toc27157015]2.1 The benefits of smart cities 
The growth of smart city technology can produce efficient and effective cities, which is important given the huge increase in population. Therefore, smart cities that leverage connected technology across their processes provide a wide range of benefits, for example:
· Improved transportation:
This technology can optimize traffic flow by using smart traffic signals, which leads to relieving congestion at peak times. In addition, by using smart transportation technology in cities, it can help to reduce energy use by using smart streetlights for cars on the motorway, or even for humans on the streets, and, by using intelligent parking systems, congestion around the city can be reduced and extra profit can be capitalised on [13].
Automation and environmental impact: 
By turning most of the resources around the city ‘smart’ by using the IoT technology automation, significant amounts of money will be saved from electricity and water and even in companies and industries [14].
Improved infrastructure:
A smart sensor can transmit data that shows the negative changes in structure, to recognize if there are any cracks or tilts in the building or structure and to notify the maintenance department, which can save significant sums of money for the government and citizens [13].
A sustainable ecosystem:
By reducing the environmental footprint, with smart cities relying on smart technology and using smart devices, emissions will be reduced, making the cities cleaner. Standards of living and happiness will greatly increase, leading to a better quality of life and new economic development opportunities with economic prosperity [14].
Quality of life:
Everyone worldwide is seeking to improve their life quality and, by improving the whole community, quality of life will be improved. More efficient transport services, digitized government services, smart parking applications, and even charging points or street furniture and public Wi-Fi for all around the city, which might be small or simple but which meet the people’s needs, make big differences, with positive impacts on people’s lives [15]. A major example of a smart city, and how it affects quality of life, is Barcelona [16].
Many other benefits have been included under the smart city concept, such as efficient public utilities, safer communities, more effective, data-driven decision-making, new economic development opportunities, economic prosperity and increased workforce engagement [17][18].
[image: Image result for benefit of smart cities]
[bookmark: _Toc27156995]Figure 2: The Benefits of Gaining SMART City Status[19]

3. [bookmark: _Toc27157016]Smart Campus
Education is a very important part of life and we need to care more about the educational environment and build it in an intelligent way that that will positively affect the students’ mentality and lives and will lead to ease of gaining more skills and experience. Therefore, in this section, we need to identify exactly what a smart campus is and why it is important for students in their education. 
It is considered that a smart campus is the merger of smart cities and smart homes and the smart campus concept is to enable new services or experiences to provide the best operational efficiency by linking devices, applications and people. These services or experiences might include smart parking, wayfinding, information on waiting times in the canteen or fitness equipment availability inside the campus and even the recording or transfer of remote live lectures. This entails the availability of the IoT networks, which include sensors, access technologies and gateways to set up the smart campus infrastructure on the Internet Protocol (IP) network, such as the building lighting, outdoor lighting, security surveillance and physical access systems, controlling the power system, such as the cooling and heating, smart parking facilities, and much more, that can benefit the students. When all the devices, applications and people share the same technology infrastructure it leads to information and data interacting with each other, which provides more experiences and efficiencies, making the campus stand for innovation in creating new services and efficiencies [20][21][22].
Benefits of smart campus: 
· Provides Better Student and Visitor Experiences
· [bookmark: _GoBack]Provide more quality of indoor environments like comfort, noise levels, lighting, natural ventilation and other
· Raise sustainability
· Lowers Operational Costs and time 
· Occupancy detection and tracking
· Protect the environment
· Automate maintenance
· Smart learning by the effective of the library management 
· Enhanced reliability 
· Power management system[23][24][24][25].
Also, the smart campus can do much more things such as measuring Efficiency, Automated Control,  Peak Usage, Consumption, Savings, Humidity, Water, Occupancy, Revenue, Advanced Analytics, Energy Prices, Total Cost, Reporting, Carbon Emissions, Operating Hours, Tenant Satisfaction, Cash Flow, Renewables, Utility Rates, Demand, Supply, Electric, Billing, Smart Grid, Vacancy Rates, Solar, LEED, temperature, Wind, kWh, Engineering, Energy Storage, Marketing and Leasing, Load Shedding, Worker Productivity, Budget Projections, Natural Gas,  Benchmarking and others [26].

4. [bookmark: _Toc27157017]The Internet of Things 
The most common definition of the IoT is a system of interrelated computing devices that can connect and communicate to the internet, such as lights, plugs, refrigerators, phones, laptops, speakers or any other devices or objects that can be provided with unique identifiers. These objects should have the ability to collect, exchange and transfer data over the network without interference or interaction from human-to-computer or human-to-human [27][28].
The IoT concept goes back a long way, but the first person to use the term was Kevin Ashton (Co-Founder of the Massachusetts Institute of Technology) in late 1999 [29], while he was presenting radio-frequency identification (RFID) technology and how this technology could manage the communication between computers or chips to another machine using wireless networks [30][31]. 
[bookmark: _Toc27157018]4.1 Current applications and devices
In this the section, the author defines a few examples of current IoT applications that are used in the real world [32]: 
Smart home: This is considered the most popular application for its availability among users and includes devices such as the Amazon Echo, which can provide the user with the weather, order an Uber taxi etc.
Smart cities: This application solves many problems that can face the people in their lives, such as reducing energy waste, noise, pollution and traffic congestion, as in Barcelona, which provides many devices to solve parking issues and help the environment.
Connected car: This relates to the provision and equipping of more applications and functionalities between the internet and users that can use the wireless network at work or home, for example, AT&T, with a total number of connected cars reaching 9.5 million.
Wearables: Devices such as Fitbit and Jawbone can provide information and data for users who want to monitor their workouts, for instance, by tracking the user’s steps or calories burned and monitoring sleep quality and syncing the data to a smartphone or to a personal computer (PC).
[bookmark: _Toc27157019]4.2 The industries affected by IoT
The future of the IoT in industry will be affected in one way or another, no matter how large its impact among companies, and its impact will not only affect small industries, but will affect the largest companies in the world, and governments, citizens, consumers and ecosystems. including the manufacturing, agriculture, retail, banking, hospitality, healthcare, utilities and logistics sectors. 
Currently, we can see hundreds of huge companies starting to link to the IoT, like Microsoft (MSFT), Google, Cisco, Amazon, IBM, GE, BlackRock (BLK) and many other companies.
5. [bookmark: _Toc27157020]Security
The Confidentiality – Integrity – Availability (CIA) concept arose in the United States (US) as a method to ensure that documents were safe from being changed or accessed by someone who was unauthorized to access them, especially confidential information [33].
[bookmark: _Toc27157021]5.1 CIA security principles
There are some principles or components that security relies upon that are considered as the basis of Data Protection legislation and industry standards for Information Security (InfoSec) [33][34][35]:
· Confidentiality: This simply means that the data is not available for unauthorized people to see or to access and, if anyone accesses the information, this will be breaking the principle of confidentiality.
· Integrity: This refers to the trustworthiness of the information or data and that it hasn't been changed or tampered with in the organization in an unauthorized manner.
· Availability: This refers to the people who are authorised to access and see the data and that they can access the information or resources whenever they want to use them.
In general, security means the protection of assets against attack, which might be protection from Interruption (as in a lost asset becoming unusable or unavailable), Modification (if anyone can access the asset without permission), Interception (an unauthorized party gaining access to an asset) and Fabrication (which means that the asset has been counterfeited).
What Cisco defines as InfoSec refers to the tools and processes that are designed and deployed to protect and save sensitive and important data from disruption, modification, inspection and destruction [36]. The theory is that access is allowed to certain information for authorized persons and protected from unauthorized persons. Furthermore, InfoSec does not just concern the information contained on computers [37][34]. 
[bookmark: _Toc27157022]5.2 Security threats and attacks 
Threats: any possible violation of the security in the computer system is considered a threat, which can take advantage of a vulnerability or from flaws in design, implementation or operation to breach security and negatively alter, which leads to loss or erase any information or data inside the system [38][39][40].
Types of threats:
· Security threat: stealing of system data,  attack by virus, exploitation of data etc.
· External: like anything, starting from lighting till natural disaster such as earthquake, flood
· Internal: like the power supply or any fault in the hardware
· Physical threat: Physical loss or damage to the system
· Non-physical threat: data corruption, cybersecurity breaches , Loss of information
· Human: vandalism, theft
Attacks: are malicious software programs, like Trojan and Horses and so on, causing loss of data in the system or any other damage[41][42].
Types of attacks:
· Virus: a type of computer program, used to damage and steal data.
· Phishing: A type of fraud used in e-mail and presents itself as a trustworthy entity to steal sensitive information
· Spyware: a type of malicious software, that is installed in the system without any permission of the end-user and used to steal sensitive data like passwords or bank information
· Spam: random emails
· Worms: a type of malicious software program, self-replicating to spread itself from system to another
· DoS attacks: a cyber-attack used to make the network resource or machine unavailable to the internet
· Botnets: is a group of computers connected to each other used to malicious purposes like performing distributed denial-of-service attack (DDoS attack) which the attacker can send spams, steal data or access the system's user [34][41][43].
[bookmark: _Toc27157023]5.3 Security in IoT
The security methods in IoT take many ways depending on the IoT application and where the application will be and which place. The security hacks can happen in any industry in the smart technology field and the severity of impact vary greatly on the individual system, the information it contains and/or the data collected, so for example if the attack disabling the brakes of a connected car the user will be not able to control it or decrease the speed of the car, or even if the hacker can attack to lock or unlock the smart doors which could potentially allow a burglar to enter the building or home. so it is very important for the IoT to be secure, therefore the most common IoT security measures [44][45][46]:
· Incorporating security at the design phase
· API security
· PKI and digital certificates
· Network security.
· Network access control.
· Security gateways
· Identity management.
· Patch management/continuous software updates.
· Hardware security.
· Consumer education
· Integrating teams.
6. [bookmark: _Toc27157024]Design and Implementation
In this section, the author has chosen the Smart Campus solutions and he designed and implemented the practical side by using Cisco Packet Tracer [47] to simulate the system in Smart Campus.
So, the author implements four sensors:
1- Temperature Control System
2- Motion Control system and security
3- Fire system
4- Smoke sensor with Carbon gas detected
5- Humidity system
6- Car Park Management system
[image: ]
and because of the word count is limited by certain amount, the author has included the whole design and implementation to the appendix section(7.1) with a description of the implementation, how it works, what the benefit of each one of them, the connection between the devices and what security methods that implemented in the design.
7. [bookmark: _Toc27157025]Conclusion
According to this research, we can see how technology can changing our world to make it more sustainable and smart, and how powerful and impact this technology in the education field and how can it make the campus more effective for the occupiers by providing smart technology in many different sides in the human life, and describing how important the Internet of Things as well and how the Internet Will Become More of an Ecosystem, and finally describing, in brief, the security definition, principles and how security important in human life.
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[bookmark: _Toc27157027]7. Appendixes 
[bookmark: _Toc27157028]7.1 Design and implementation:
[image: ]In the practical side, the author has chosen to implement a simulation of smart campus using Cisco Packet Tracer that showing how the sensors interact and communicate with other devices, using some resources to implement his work[48][49][50][51][52] 
In (figure 3) the main server has been set in separate cluster, and connected to switch then the switch give the connection to the main modem in the smart campus by the cloud, the modem (Figure 4) sent the connection to the main gateway(CampusGateway), which all the sensor or detectors have been set the SSID to this gateway to link and show the state of this devices, then the author added a laptop and connected to gateway to show and control the devices if necessary.[bookmark: _Toc27156996]Figure 3: The connection between the server switch then to cloud.



[image: ]
[bookmark: _Toc27156997]Figure 4: The connecting from cloud to main Campus gateway then to other devices.
[bookmark: _Toc27157029]7.1.1 Control System and Security
[image: ] The author has followed few methods to implement the security in this simulation, for example: 
To enter the control system, first, the user needs to unlock the door, from the control system.
To access the devices that linked to the CampusGateway the user needs to access the CampusGateway’s IP address through the web browser then inserts the username (admin) and the password (admin).
 In (CampusGateway) the authentication set to WPA2-PSK with a password (password) to secure the system.[bookmark: _Toc27156998]Figure 5: Accessing devices.

Also, another security has been set to the switch as well by adding a username (admin) and password (admin)


[bookmark: _Toc27157030]7.1.2 Temperature Control System:
[image: ]The temperature sensor has been connected to a NodeMCU and set the programming section in the NodeMCU to read the current temperature from the sensor using "analogRead", which that can give us a value between 0 to 1023 mapping between (-100 to 100) Celsius 
Then the author added a heating element to increase the temperature, and another Air Cooler element to reduce the temperate by using for both a "digitalWrite".
To show the user the current temperature, an LCD display has been added as well, and it shows the current status of the temperature or if the heating or air cooler switched on or off[bookmark: _Toc27156999]Figure 6: How temperature sensor works.

· How it is work:
The temperature range has been set in the NodeMCU to be between 10C to 20C for example, and while the room temperature between those numbers the heating and cooler will both turned off. if the temperature goes less than 10C the heating will turn on and the LCD will display the message, and if the temperature goes more than 20C the Air Cooler will turn on with a message displayed in LCD.
· Benefits
By using this sensor we can manage to reduce the energy use and wasting the energy by leaving the heating or the Air cooler working all the time or without control .
· Connection to NodeMCU:
var heating = D0;	// heating element
var airCooler = D1;	// Air Cooler element
var LCD = D2;		// LCD to display the current stat with temperature
var tempSensor= D3;	// The temperature sensor

[image: ]
[bookmark: _Toc27157000][bookmark: _Hlk26820843]Figure 7: The implementation of temperature sensor with the code.

[bookmark: _Toc27157031][image: ]7.1.3 Motion sensor:
The motion sensor is a motion detector, and in this scenario the motion sensor has been connected to the NodeMCU then the lights inside the room connected as well to NodeMCU, so if anyone enter the room the lights will turn on, and if there is no one at all around the room, all the lights will turn off.
For the security, if no one should enter the campus in certain times(like server room or staff room), the controller can set the alarm in that time and if anyone entered, the lights and sound alarms will turn on. 
· Benefits
The benefits of using a motion sensor are not just confined to reduce the energy, it helps in security and congestion traffic by managing the parking area availability.[bookmark: _Toc27157001]Figure 8: Motion sensor devices.

· Connection to NodeMCU:
var heating = D0;	// heating element
var airCooler = D1;	// Air Cooler element
var LCD = D2;		// LCD to display the current stat with temperature
var tempSensor= D3;	// The temperature sensor

[image: ]
[bookmark: _Toc27157002]Figure 9: The implementation of motions sensor for light and security with the code.







[bookmark: _Toc27157032]7.1.4 Fire system:
The fire system basically is about a fire monitor which can monitoring and deducting the fire in certain area, the fire monitor linked to the NodeMCU and if there is any fire the NodeMCU switch on the celling sprinkler to put out the fire, and there is an alarm to alert the people in this area and a LCD to display the status if it is safe or not.
· [image: ]Connection to NodeMCU:[bookmark: _Toc27157003]Figure 10: Fire system.

var monitorSensor = 0;	// Motion Sensor
var LCD = 1;	//LCD to display the current stat with temperature
var alarm = 2;	//alarm
var sprinkler1 = 3;	// Ceiling Sprinkler
var sprinkler2 = 4;
var sprinkler3 = 5;
var sprinkler4 = A0;
var sprinkler5 = A1;
var sprinkler6 = A2;
var sprinkler7 = A3;

[image: ]
[bookmark: _Toc27157004]Figure 11: the implementation of the fire system.

[bookmark: _Toc27157033]7.1.5 Smoke sensor with Carbon gas detector:
[image: ]In this cluster, a smoke sensor will detect if there any smoke or the air is not clean enough for the human, and this sensor is linked to the NodeMCU to read the value, there are some windows connected to the NodeMCU with a door, ceiling fan and alarm. if the gas has hit the limit the smoke sensor will read the value and send it to the NodeMCU and then the NodeMCU will switch on the windows, door and ceiling fan to change the air inside this area, once the smoke value has reduced, the other actuators will switch off[bookmark: _Toc27157005]Figure 12: Carbon gas system.

also, there is a carbon monoxide detector and a smoke detector device added to the system to show the user the value through his laptop
· Connection to NodeMCU:
var alarm= 0;	
var door = 1;
var wind1 =2;
var wind2 =3;
var wind3 =4;
var wind4 =5;
var smokeSensor = A0;
var cilingFan= A1;

[image: ]
[bookmark: _Toc27157006]Figure 13: The implementation of the Smoke sensor with Carbon gas detector



[bookmark: _Toc27157034]7.1.6 Humidity system
[image: ]Because the humidity important for the human as well, the author has added a humidity system to the campus, which will adjust the humidity to suit the required humidity needed by the human body
which and lead to increase the Psychological comfort for the student. 
So the implementation was by connecting the humidity sensor to the NodeMCU to control the humidity in certain value, and the NodeMCU has linked to humidifier which will switch on when the value inside the sensor hit the limit, also a humidity monitor has been added to the system to show the user the accurate humidity in the are[bookmark: _Toc27157007]Figure 14: Humidify system.


· Connection to NodeMCU:
var humidSensor = A0;
var humidifer = 0;
var LCD = 1;
var humidity;

[image: ]
[bookmark: _Toc27157008]Figure 15: The implementation of the Humidity system.


[bookmark: _Toc27157035]7.1.7 Car Park Management system
 In another cluster, the author has created a car park management system for the campus, which the user can see the available spaces in the car park and also reserve a space by turning the red light.
The car park has been implemented by using motion sensor to detect if there is any object in this space, and the motion sensor linked to the NodeMCU to programme it and control, there is an RGB light has been connected to the NodeMCU which it job just to switch the light red when the car has left and red when some car has parked in this place.

[image: ]
[bookmark: _Toc27157009]Figure 16: The implementation of the car park management system.




[bookmark: _Toc27157036]7.1.8 Another implementation method for smart campus:
This part is an example to show the connecting between the sensors straight away to switch then the Server
without using The Campus Gateway 
The user can control the temperature from the Laptop by accessing the web browser and entering the IP address for the server 
then entering the username and password (admin, admin) to login to the page controller 
which the user can control and switch between Cooling, Heating, Auto or set the temperature range.

[image: ]
[bookmark: _Toc27157010]Figure 17: Another implementation method for smart campus.
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