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[bookmark: _Toc237381202][bookmark: _Toc237383053]Introduction
Cybersecurity has become an important area for modern organisations because businesses now depend heavily on digital systems, cloud services and online communication. Organisations store large amounts of sensitive information including customer details, financial records and business data. As technology develops, cyber attackers also use more advanced methods to exploit weaknesses in systems and networks. This means organisations need strong security strategies that can prevent attacks, detect threats quickly and respond effectively.
Traditional security approaches that mainly focused on protecting the network boundary are no longer enough because employees, applications and data are now located in different environments. Remote working, cloud computing and mobile devices have increased the number of possible attack points. As a result, organisations need modern security approaches that focus on continuous verification, strong access control and protecting information wherever it is located.
This report explores modern cyber security challenges and how organisations can create stronger protection against cyber threats. Task 1 focuses on Zero Trust Architecture and evaluates how this approach can improve security compared with traditional security models. It explains the main principles of Zero Trust, including identity verification, least privilege access, continuous monitoring and network segmentation. It also discusses the benefits, challenges and importance of Zero Trust in supporting data protection and compliance requirements.
Task 2 applies the knowledge from Task 1 to the 2017 Equifax data breach case study. The breach showed how poor vulnerability management, weak governance and ineffective security processes can lead to serious consequences. This report designs a cyber security programme for preventing similar incidents. It covers organisational accountability, security policies, governance using the NIST Cyber security Framework 2.0, risk assessment, compliance requirements, incident response and technical security controls.
The purpose of this report is to demonstrate how organisations can develop a proactive cyber security approach that protects valuable information, reduces risks and improves resilience against future cyber threats.
[bookmark: _Toc237381203][bookmark: _Toc237383054]TASK 1 
[bookmark: _Toc237381204][bookmark: _Toc237383055] 1.0 THE ZERO TRUST ARCHITECTURE
[bookmark: _Toc237381205][bookmark: _Toc237383056]1.1 What is Zero Trust Architecture
Zero Trust Architecture is a cybersecurity approach based on one simple idea. Never trust, always verify. Every user, device and application must be verified before access is allowed[1]. Trust is not automatically given because someone is inside the company network.
Traditional security assumes that internal users are trustworthy. Zero Trust assumes that every request could be dangerous until it has been checked. This helps prevent attackers from moving through the network if they manage to steal passwords or gain access to one system.
Zero Trust also works well because modern businesses no longer operate from a single office. Employees often work from home, travel between locations and use cloud applications. These changes mean organisations cannot rely only on firewalls around the office network. Security must follow the user and the data wherever they are located.
Zero Trust protects information by checking several factors before allowing access. These include the user's identity, the device they are using, their location, the time of access and the sensitivity of the information being requested. If something appears unusual the system may deny access or request additional verification.
[bookmark: _Toc237381206][bookmark: _Toc237383057]1.2 Why organisations need Zero Trust
Modern organisations face many different cybersecurity threats. Attackers constantly search for weaknesses in software, networks and employee behaviour. Many successful cyber attacks begin with phishing emails that trick employees into revealing passwords. Other attacks exploit software vulnerabilities that have not been patched.
Cloud computing has also increased security challenges. Many organisations now store sensitive information on cloud platforms instead of local servers[2]. Employees access these services from different countries and different devices. Traditional security models cannot always provide enough protection in these situations.
Remote working became much more common after the Covid nineteen pandemic. Employees often connect from home networks that may not have strong security. Some also use personal laptops or mobile phones for work. These devices may not receive regular security updates, making them attractive targets for attackers.
Zero Trust helps organisations solve these problems because security decisions are based on continuous verification instead of location. Whether an employee works in the office or at home they must still prove their identity before receiving access.
Another important reason for adopting Zero Trust is the increasing number of ransomware attacks. Ransomware can spread quickly through a network if attackers gain access to one computer. Zero Trust reduces this risk by limiting access between systems and users.
Organisations also need to meet legal and regulatory requirements. Many laws require businesses to protect personal information and demonstrate strong security controls. Zero Trust supports these requirements by improving access control and reducing the chance of data breaches.

[bookmark: _Toc237381207][bookmark: _Toc237383058]1.3 Main principles of Zero Trust Architecture
Zero Trust is built on several important principles that work together to improve security[3].
[bookmark: _Toc237381208][bookmark: _Toc237383059]1.3.1 Verify every user
Every person requesting access must prove their identity. Usernames and passwords alone are no longer enough. Many organisations also require Multi Factor Authentication[4]. This means users must provide another form of verification such as a mobile phone notification or fingerprint.
[bookmark: _Toc237381209][bookmark: _Toc237383060]1.3.2 Verify every device
The system also checks the device being used. It confirms that security software is installed, updates are current and the device follows company security policies. Devices that fail these checks may be denied access[5].
[bookmark: _Toc237381210][bookmark: _Toc237383061]1.3.3 Least privilege access
Users only receive the minimum access needed for their job[6]. They should not have permission to view or change information that is unrelated to their responsibilities.
For example a receptionist should not have access to payroll records. An accountant should not have access to software development systems.
This principle limits the damage if an attacker steals user credentials.
[bookmark: _Toc237381211][bookmark: _Toc237383062]1.3.4 Continuous monitoring
Security does not stop after login. User activity is monitored continuously[7]. If unusual behaviour is detected the system can automatically block access or request additional authentication.
Examples include
· Logging in from another country. 
· Downloading thousands of customer records. 
· Accessing systems outside normal working hours. 
[bookmark: _Toc237381212][bookmark: _Toc237383063]1.3.5 Micro segmentation
Instead of allowing free movement across the network, Zero Trust divides the network into smaller secure sections. Even if attackers enter one part of the network they cannot easily move to other systems.
This greatly reduces the impact of cyberattacks.
[bookmark: _Toc237381213][bookmark: _Toc237383064]1.3.6 Protecting data
Zero Trust focuses on protecting data itself rather than simply protecting the network. Sensitive information should be encrypted during storage and while being transmitted. Access should also be monitored and recorded.
[bookmark: _Toc237381214][bookmark: _Toc237383065]1.4 How Zero Trust differs from traditional security
Traditional security follows a perimeter based approach[8]. Firewalls and network security devices create a protective boundary around the organisation. Users inside this boundary are generally trusted.
This model worked well when employees used office computers connected directly to company servers. However modern businesses now use cloud services, remote workers and mobile devices. The network perimeter has become much larger and much harder to protect.
Zero Trust removes this assumption of trust. Every request is verified regardless of where it comes from. Even users inside the office must authenticate before accessing systems.
Traditional security often allows broad access after login. Zero Trust limits access according to business needs.
Traditional security mainly protects networks. Zero Trust protects identities, devices, applications and data together.
Traditional security reacts after attackers enter the network. Zero Trust attempts to prevent attackers from moving through the network in the first place.
Because of these differences many organisations are replacing traditional security with Zero Trust or combining both approaches.
[bookmark: _Toc237381215][bookmark: _Toc237383066]1.5 Benefits of Zero Trust Architecture
Zero Trust provides many important benefits for organisations.
The first benefit is improved protection against cyber attacks. Continuous verification makes it more difficult for attackers to use stolen passwords.
Another benefit is reduced insider threats. Employees only receive access needed for their jobs. This reduces both accidental mistakes and intentional misuse.
Zero Trust also improves cloud security. Since access decisions are based on identity rather than location employees can securely access cloud services from anywhere.
Another important advantage is better visibility[9]. Security teams can monitor who accesses systems, what data is used and when activities occur. This makes suspicious behaviour easier to detect.
Zero Trust also supports compliance with privacy regulations because it provides stronger access controls, better monitoring and improved protection of sensitive information.
Businesses can also reduce financial losses caused by cyber attacks because incidents are detected earlier and attackers have fewer opportunities to spread throughout the network.
Finally Zero Trust improves customer confidence. Customers expect organisations to protect their personal information. Strong cybersecurity helps build trust and maintain a good reputation.
[bookmark: _Toc237381216][bookmark: _Toc237383067]1.6 Challenges of implementing Zero Trust Architecture
Although Zero Trust provides many security advantages, implementing it can be difficult for many organisations. Moving from a traditional security model to Zero Trust requires major changes in technology, processes and organisational culture.
One of the biggest challenges is the complexity of existing systems[10]. Many organisations have older applications and systems that were not designed to work with modern identity based security. Some older systems may not support Multi Factor Authentication or detailed access control. Updating or replacing these systems can require significant time and financial investment.
Another challenge is the cost of implementation. Zero Trust requires new security technologies such as identity management systems, monitoring tools, security analytics platforms and automated response solutions. Smaller organisations may find it difficult to afford these technologies compared with larger companies that have bigger cybersecurity budgets.
However, the cost of implementing Zero Trust should be compared with the potential cost of a major data breach. A successful cyber attack can result in financial losses, legal penalties, reputation damage and loss of customer trust. Therefore, investment in Zero Trust can provide long term benefits.
Another challenge is employee resistance. Some employees may feel that additional security checks make their work more difficult. For example, requiring Multi Factor Authentication every time they access a system may seem inconvenient. Organisations need to provide training and explain that these controls protect both employees and company information.
Zero Trust also requires strong planning. Organisations cannot simply purchase a security tool and consider the problem solved. They need to understand their assets, identify important data, review user permissions and create clear security policies.
Poor implementation can create problems. If access rules are too strict employees may struggle to complete their work. If rules are too relaxed the organisation may not receive enough security benefits. Finding the correct balance is important.
Another challenge is continuous monitoring. Zero Trust depends on collecting and analysing large amounts of security information. Organisations need skilled cybersecurity professionals who can understand alerts and respond quickly. Without trained staff, security tools may not provide the expected protection.

[bookmark: _Toc237381217][bookmark: _Toc237383068]1.7 Importance of identity and access management in Zero Trust
Identity and Access Management is one of the most important parts of Zero Trust Architecture. Since Zero Trust does not automatically trust users based on network location, identity becomes the main method of controlling access.
Strong identity management ensures that only authorised users can access company resources[11]. Organisations should maintain accurate records of employees, contractors and third party users.
A good identity management system should include
· Unique user accounts. 
· Multi Factor Authentication. 
· Regular review of user permissions. 
· Removal of access when employees leave. 
· Monitoring of suspicious login activities. 
For example, if an employee normally accesses systems from the United Kingdom but suddenly attempts access from another country, the organisation can investigate the activity before allowing access.
Identity management also supports the principle of least privilege. Users receive only the permissions required for their role. This reduces the risk of attackers gaining access to sensitive information.
[bookmark: _Toc237381218][bookmark: _Toc237383069]1.8 Zero Trust and data protection
Protecting data is the main goal of any cybersecurity programme. Zero Trust improves data protection by controlling who can access information and monitoring how information is used.
Organisations should classify data according to its importance. Sensitive information such as customer records, financial information and personal data should receive stronger protection than general information.
Data protection controls within Zero Trust include:
· Encryption. 
· Data Loss Prevention systems. 
· Access control. 
· Activity monitoring. 
· Secure backups. 
Encryption protects information by converting it into an unreadable format. Even if attackers steal encrypted data, they cannot easily use it without the correct encryption keys.
Data Loss Prevention systems help organisations detect and prevent unauthorised sharing of sensitive information. For example, a system can block an employee from sending a large customer database to an external email address.
These controls are especially important for organisations that handle personal information because data breaches can result in legal consequences under regulations such as GDPR.

[bookmark: _Toc237381219][bookmark: _Toc237383070]1.9 Relationship between Zero Trust and compliance requirements
Cybersecurity regulations require organisations to protect personal and business information. Zero Trust supports compliance because many regulatory requirements focus on access control, monitoring and risk management.
The General Data Protection Regulation requires organisations to protect personal data and use appropriate security measures. Zero Trust supports this by reducing unnecessary access and improving protection of sensitive information.
The Network and Information Systems Directive and other cybersecurity regulations also encourage organisations to improve resilience against cyber threats. Zero Trust helps organisations demonstrate that they have strong security controls.
Compliance should not only be viewed as a legal responsibility. Strong security practices also protect business operations and customer relationships.
A company that fails to protect customer information may face financial penalties and lose public trust. Therefore cybersecurity and compliance should be connected to business strategy.

[bookmark: _Toc237381220][bookmark: _Toc237383071]1.10 Critical evaluation of Zero Trust Architecture
Zero Trust is a powerful security approach, but it is not a complete solution for every cybersecurity problem. It should be considered as part of a wider security strategy.
One major strength of Zero Trust is that it matches the modern digital environment. Businesses now operate across cloud platforms, remote working environments and multiple locations. Traditional perimeter security is no longer enough. Zero Trust provides protection based on identity and continuous verification.
Another strength is that Zero Trust reduces the impact of successful attacks. Even if attackers obtain user credentials, they may only gain limited access. Segmentation and least privilege controls make it harder for attackers to move across systems.
However, Zero Trust does not completely remove cyber risks[12]. Human mistakes, phishing attacks and advanced malware can still affect organisations. Security awareness training and other controls are still required.
Another limitation is that Zero Trust can become complicated. Organisations with many applications and large amounts of data may find implementation difficult. Poor planning can lead to unnecessary complexity and increased costs.
Zero Trust also requires continuous improvement. Threats constantly change, so security controls must be reviewed regularly. Organisations cannot implement Zero Trust once and assume they are fully protected forever.
Overall, Zero Trust is more effective than traditional security models for modern organisations because it reduces unnecessary trust and improves visibility. However, successful implementation requires careful planning, investment and strong management support.
[bookmark: _Toc237381221][bookmark: _Toc237383072]1.11 Zero Trust lessons from the Equifax data breach
The Equifax data breach in 2017 shows why organisations need stronger security approaches. Attackers gained access through an unpatched vulnerability in Apache Struts[13]. Once inside the network, they were able to access sensitive customer information.
A Zero Trust approach could have reduced the impact of this incident.
Firstly, continuous verification could have identified unusual activity from attackers accessing systems they normally would not use.
Secondly, least privilege access could have limited the amount of information available after the initial compromise.
Thirdly, network segmentation could have prevented attackers from moving easily between different systems.
Finally, continuous monitoring could have detected suspicious behaviour earlier and reduced the time attackers remained inside the network.
The Equifax incident shows that cybersecurity is not only a technical issue. It also involves governance, responsibility, risk management and security culture. Zero Trust supports these areas by creating stronger accountability and better visibility.
[bookmark: _Toc237381222][bookmark: _Toc237383073]1.12 Recommendations for organisations adopting Zero Trust
Organisations planning to adopt Zero Trust should follow a structured approach.
First, they should identify their important assets and sensitive information. Before protecting systems, organisations need to understand what they have and where important data is stored.
Second, organisations should improve identity security. This includes implementing Multi Factor Authentication and regularly reviewing user permissions.
Third, companies should introduce strong monitoring solutions. Security teams should continuously analyse activity and investigate unusual behaviour.
Fourth, organisations should use network segmentation. Systems containing sensitive information should be separated from general systems.
Fifth, employees should receive cybersecurity training. Technology alone cannot protect organisations if users do not understand security risks.
Finally, senior management should support cybersecurity programmes. Security should be treated as a business priority rather than only an IT responsibility.
[bookmark: _Toc237381223][bookmark: _Toc237383074]Task 2 
[bookmark: _Toc237381224][bookmark: _Toc237383075]Designing a Structured Cyber security Programme Based on the 2017 Equifax Data Breach
[bookmark: _Toc237381225][bookmark: _Toc237383076]2.0 Organisational Structure and Accountability
The Equifax breach demonstrated the importance of having clear security responsibility throughout an organisation. When cybersecurity responsibilities are unclear, important issues such as vulnerability management and software updates may not receive enough attention. A strong governance structure ensures that security decisions are managed properly and that individuals are responsible for protecting organisational information[14].
Cybersecurity should be managed as a business risk rather than only an IT problem. The board of directors should have visibility of cybersecurity risks because major security incidents can affect the organisation’s reputation, financial performance and customer trust.
The proposed cybersecurity structure places the Board of Directors at the highest level, followed by executive leadership and operational security teams.	
The Board of Directors should receive regular reports about cybersecurity performance, current risks and improvement plans. This allows senior leaders to understand security problems and make decisions about investment and priorities.
The Chief Executive Officer is responsible for ensuring that cybersecurity supports the organisation’s overall objectives. The CEO should ensure that security receives enough resources and that cybersecurity is included in business planning.
The Chief Information Security Officer plays the main leadership role for cybersecurity. The CISO should manage security strategy, coordinate security teams and report major risks to senior management. The CISO should have direct communication with the board because cybersecurity decisions require independent oversight.
The Security Operations Centre is responsible for continuous monitoring and threat detection. The SOC team reviews security alerts, investigates suspicious behaviour and responds to incidents. In the Equifax case, stronger monitoring could have helped identify unusual activity earlier.
The Security Architect is responsible for designing secure systems and networks. This role is important because modern organisations require security designs that support cloud services, remote working and Zero Trust principles. The Security Architect ensures that systems are protected before they are introduced into the organisation.
The Secure Development Team is responsible for ensuring that software is created securely. Developers should follow secure software development practices and perform security testing before applications are released. This could reduce the risk of vulnerabilities similar to the Apache Struts issue.
The Risk and Compliance Team ensures that cybersecurity activities meet legal and organisational requirements. This team performs risk assessments, supports audits and checks whether security policies are being followed.
This structure improves accountability because every area of cybersecurity has a responsible team. Problems can be identified faster because reporting lines are clear. If this type of structure had existed at Equifax, responsibility for patch management and vulnerability handling may have been clearer.
[bookmark: _Toc237381226][bookmark: _Toc237383077]2.1 Policies and Procedures
A successful cybersecurity programme requires clear policies that explain how security should be managed. Policies must be measurable and regularly reviewed to ensure they are effective. They should also support business objectives and reduce risks identified through security assessments.
The first important policy is a Patch Management Policy[15]. The purpose of this policy is to ensure that software updates and security fixes are installed within an appropriate timeframe. Organisations should regularly check systems for missing updates and prioritise critical vulnerabilities. The Equifax breach happened because a known vulnerability was not patched, therefore patch management should be one of the highest security priorities.
A Vulnerability Management Policy should also be implemented. This policy ensures that weaknesses in systems are discovered, assessed and corrected. Regular vulnerability scans should be performed, especially on internet facing systems. Vulnerabilities should be ranked based on their possible impact and urgent problems should be fixed quickly.
A Secure Software Development Lifecycle policy is required to make sure applications are developed securely. Security checks should be included during every stage of software development. Developers should perform code reviews, security testing and vulnerability checks before software is released. This reduces the possibility of applications containing weaknesses that attackers can exploit.
An Asset Management Policy is also necessary because organisations must know what systems they own. The organisation should maintain an updated record of servers, applications, databases and network devices. Without accurate asset information, security teams cannot properly protect important systems.
A Data Protection Policy should be created to protect sensitive information. Customer information should be classified according to its importance and protected using encryption, access controls and monitoring. Only authorised users should be able to access sensitive information.
A Security Monitoring Policy should ensure that systems are continuously monitored. Security teams should collect information from networks, applications and devices to identify unusual activity. Automated monitoring can help detect attacks earlier and reduce the time attackers remain inside the environment.
	Policy
	Purpose
	Measurement

	Patch Management Policy
	Ensure vulnerabilities are fixed quickly
	Percentage of systems patched

	Vulnerability Management Policy
	Identify and reduce security weaknesses
	Number of unresolved vulnerabilities

	Asset Management Policy
	Maintain visibility of systems
	Updated asset records

	Secure Development Policy
	Create secure applications
	Security testing results

	Data Protection Policy
	Protect sensitive information
	Protect sensitive information

	Monitoring Policy
	Detect suspicious behaviour
	Detection and response time



[bookmark: _Toc237383078][bookmark: _Toc237381227]3 Governance and Strategic Alignment
Cybersecurity governance is important because security decisions must support the goals and activities of the organisation. The Equifax breach showed that cybersecurity cannot be managed only by technical teams. Senior leaders must understand cyber risks and make sure that security is included in business decisions.
A strong cybersecurity strategy should be connected with business continuity, customer trust and long term organisational resilience. If an organisation protects its information effectively, it can maintain normal operations during cyber incidents and reduce damage to its reputation.
The National Institute of Standards and Technology Cybersecurity Framework 2.0 NIST CSF 2.0 can be used to create a structured approach for managing cybersecurity risks.
[image: C:\Users\User\Downloads\cybersecurity_governance_framework.png]
 The framework provides six main functions, which are Govern, Identify, Protect, Detect, Respond and Recover. These functions help organisations understand their security responsibilities and create a continuous improvement process.
The Govern function focuses on establishing cybersecurity leadership and accountability. The organisation should create security policies, define responsibilities and ensure that cyber risks are considered at executive level. In the Equifax case, stronger governance could have improved communication between security teams and senior management.
The Identify function focuses on understanding important assets, systems and risks. Organisations need to know what information they hold, where it is stored and which systems are critical. Asset management and risk assessments help organisations identify weaknesses before attackers discover them.
The Protect function focuses on implementing security controls to reduce risks. This includes identity management, access control, encryption and security training. Zero Trust principles support this function because users and devices are continuously verified before receiving access.
The Detect function focuses on finding security problems quickly. Continuous monitoring, vulnerability scanning and security analytics allow organisations to identify unusual activities. If Equifax had stronger detection capabilities, the attackers may have been discovered earlier.
The Respond function explains how organisations should manage cybersecurity incidents. A response plan should define who is responsible, how communication should happen and what actions should be taken to control the incident.
The Recover function focuses on restoring normal operations after an attack. Organisations should have backup systems, disaster recovery plans and processes for learning from incidents.
Using the NIST framework helps organisations create a balanced cybersecurity programme. Instead of focusing only on preventing attacks, it creates a complete approach that includes preparation, detection, response and recovery.
Cybersecurity strategy should also support business objectives. For example, protecting customer data improves customer trust, reducing downtime supports business continuity and strong security controls help meet regulatory requirements. This shows that cybersecurity is not only a technical requirement but also an important part of business success.

[bookmark: _Toc237381228][bookmark: _Toc237383079]4. Risk Management and Assessment
Risk management is an essential part of cybersecurity because organisations need to understand which threats could cause the greatest damage. The Equifax breach happened because a known software vulnerability was not managed correctly. A structured risk assessment process could have identified the vulnerability and reduced the possibility of exploitation.
A risk assessment involves identifying important assets, analysing threats, measuring the possible impact and selecting suitable security controls. Organisations should regularly review risks because technology and threats continue to change.
The first important risk identified from the Equifax case is unpatched software. Internet facing systems are often targeted by attackers because they provide a possible entry point into an organisation. If security updates are not installed quickly, attackers can exploit known weaknesses.
The second risk is poor asset visibility. Organisations cannot protect systems that they do not know exist. Without accurate records of applications, servers and devices, security teams may miss important vulnerabilities.
The third risk is weak network segmentation. If attackers gain access to one system, they should not be able to move easily to other areas. Network segmentation limits attacker movement and reduces the impact of a breach.
The fourth risk is third party and supply chain exposure. Many organisations depend on external software providers and services. Vulnerabilities in third party products can create security risks for the organisation.
The fifth risk is insufficient monitoring. Attackers remained inside Equifax systems for a long period because suspicious activity was not detected quickly. Continuous monitoring is needed to identify unusual behaviour.
Risk Assessment Table
	Risk
	Description
	Impact
	Likelihood
	Risk Level
	Recommended Control

	Unpatched software
	Attackers exploit known vulnerabilities
	High
	High
	Critical
	Automated patch management and vulnerability scanning

	Poor asset visibility
	Unknown systems remain unprotected
	High
	Medium
	High
	Maintain updated asset inventory

	Weak network segmentation
	Attackers move between systems
	High
	Medium
	High
	Apply network segmentation and Zero Trust access

	Supply chain vulnerabilities
	External software creates risks
	Medium
	Medium
	Medium
	Vendor security assessments

	Limited monitoring
	Attacks remain undetected
	High
	High
	Critical
	SIEM and continuous monitoring


[bookmark: _Toc237381229][bookmark: _Toc237383080]Risk Prioritisation and Mitigation
Risk prioritisation allows organisations to focus resources on the most dangerous threats. Risks with high impact and high likelihood should be addressed first.
The unpatched Apache Struts vulnerability would receive the highest priority because it affected an internet facing application and attackers could use it to access sensitive information. The organisation should have immediately applied the available patch or temporarily removed the vulnerable service until the issue was resolved.
Poor monitoring would also be considered a high priority because attackers can remain hidden for long periods without detection. Implementing Security Information and Event Management systems and automated alerts would reduce detection time.
Network segmentation should also receive attention because limiting attacker movement reduces the damage caused by successful attacks. Even if one system is compromised, attackers should not automatically access the entire network.
Example
	
	Low Impact
	Medium Impact
	High Impact

	High Likelihood
	Medium Risk
	High Risk
	Critical Risk

	Medium Likelihood
	Low Risk
	Medium Risk
	High Risk

	Low Likelihood
	Low Risk
	Low Risk
	Medium Risk


This risk assessment approach supports better decision making because security teams can focus on the areas that create the greatest danger to the organisation.
[bookmark: _Toc237381230][bookmark: _Toc237383081]5. Compliance, Incident Response and Protection Controls
Organisations must follow legal and regulatory requirements when protecting personal information. The Equifax breach involved sensitive personal data, therefore strong compliance processes were required.
The General Data Protection Regulation is important for organisations that process personal information of individuals. GDPR requires organisations to apply appropriate security measures, protect personal data and report serious breaches within the required timeframe.
A cybersecurity programme should include clear breach notification procedures. When an incident occurs, the organisation should quickly investigate what happened, identify affected information and communicate with relevant authorities and affected individuals.
Organisations operating in critical sectors may also need to consider regulations such as NIS2, which focuses on improving cybersecurity and resilience of important services.
Compliance should not only be viewed as a legal requirement. It should be connected with security improvement. Following regulations helps organisations create better protection practices and reduce cyber risks.
[image: C:\Users\User\Downloads\cybersecurity_compliance_framework (1).png]
[bookmark: _Toc237381231][bookmark: _Toc237383082]Incident Response and Disaster Recovery Planning
An effective incident response plan helps organisations control cyber attacks quickly. Without a clear plan, teams may waste valuable time deciding what actions to take.
The first stage is preparation. The organisation should create response procedures, train employees and test security plans regularly.
The second stage is detection and analysis. Security teams should identify unusual activity and confirm whether an incident has occurred.
The third stage is containment. The organisation should limit the spread of the attack by isolating affected systems.
The fourth stage is eradication. This involves removing malicious software, fixing vulnerabilities and improving security weaknesses.
The fifth stage is recovery. Systems should be safely restored and monitored to ensure attackers cannot return.
The final stage is lessons learned. The organisation should review the incident and improve security controls to prevent similar events.
[bookmark: _Toc237381232][bookmark: _Toc237383083]Technical Protection Controls
A strong cybersecurity programme requires technical security controls that can prevent attacks, detect threats and reduce the damage caused by security incidents. The Equifax breach showed that having security technology alone is not enough. Controls must be correctly implemented, monitored and connected with effective security processes.
One important control is continuous security monitoring. Organisations should monitor networks, applications and user activity at all times. Security monitoring tools collect information from different systems and identify unusual behaviour. For example, if a user account suddenly downloads a large amount of sensitive information, the system should create an alert for investigation.
Continuous monitoring reduces the time attackers remain inside an organisation. This is important because attackers who stay undetected for a long period can collect more information and cause greater damage.
Another important control is automated vulnerability scanning. Organisations should regularly scan their systems to identify weaknesses before attackers discover them. Vulnerability scanners can detect missing security updates, insecure configurations and outdate software.
Automated scanning is especially important for internet facing systems because these systems are constantly targeted by attackers. In the Equifax case, regular vulnerability scanning could have identified the Apache Struts vulnerability and helped security teams fix the problem before exploitation.
Endpoint Detection and Response solutions are also important. Endpoint Detection and Response tools monitor computers, servers and other devices for suspicious activity. They can identify malware, unusual processes and unauthorised access attempts.
For example, if an attacker uses stolen credentials to access a system and begins collecting customer information, Endpoint Detection and Response tools can detect abnormal behaviour and alert security teams.
Encryption is another important protection control. Sensitive information should be encrypted when it is stored and when it is transferred between systems. Encryption ensures that stolen information cannot easily be used by attackers.
For an organisation like Equifax, encryption of sensitive customer data would reduce the impact of a breach because attackers would have difficulty using the stolen information.
Strong authentication is also required to protect user accounts. Passwords alone are not enough because attackers can steal passwords through phishing attacks or data leaks. Multi Factor Authentication adds another security layer by requiring users to provide additional verification.
For example, after entering a password, a user may need to approve a login request on a mobile device. This makes it much harder for attackers to access accounts even if they know the password.
Access control is another important security measure. Organisations should apply the principle of least privilege, meaning users should only receive access required for their job role. This reduces the amount of information attackers can access if an account becomes compromised.
Network segmentation should also be implemented. Instead of allowing all systems to communicate freely, the network should be divided into secure areas. Sensitive systems should have stronger protection and limited access.
This reduces the possibility of attackers moving across the organisation after gaining access to one system.
[bookmark: _Toc237381233][bookmark: _Toc237383084]Reducing Attacker Dwell Time
Attacker dwell time refers to the amount of time attackers remain inside an organisation before they are detected and removed. Reducing dwell time is one of the main goals of modern cybersecurity programmes.
The Equifax breach showed the danger of long dwell times because attackers remained active for more than two months. During this time, they were able to collect large amounts of sensitive information.
The proposed cybersecurity programme reduces dwell time through several methods.
Continuous monitoring allows security teams to detect suspicious activity quickly. Automated alerts help identify possible attacks without waiting for manual investigation.
Vulnerability management reduces the opportunity for attackers to enter systems through known weaknesses.
Strong authentication reduces the chance of attackers using stolen credentials.
Network segmentation prevents attackers from moving easily between systems.
Incident response procedures ensure that security teams know what actions to take when an attack occurs.
Together, these controls improve the organisation’s ability to detect and stop attacks before major damage occurs.
[bookmark: _Toc237381234][bookmark: _Toc237383085]Disaster Recovery and Business Continuity
Cybersecurity planning should also include disaster recovery and business continuity because cyber attacks can affect normal business operations.
A disaster recovery plan explains how systems and information will be restored after an incident. The organisation should maintain secure backups of important information and regularly test recovery procedures.
Backups should be stored securely and protected from attackers. If ransomware or another destructive attack occurs, the organisation should be able to restore systems without paying criminals.
Business continuity planning ensures that important services can continue during and after a security incident. Organisations should identify critical business processes and create alternative methods for operating if systems become unavailable.
For a company that manages large amounts of customer information, maintaining availability and trust is extremely important.
[bookmark: _Toc237381235][bookmark: _Toc237383086]Conclusion
Cybersecurity is now a major responsibility for every organisation because cyber threats continue to increase in complexity and impact. The analysis of Zero Trust Architecture shows that modern organisations cannot depend only on traditional security methods that trust users based on their location. A stronger approach is required where every user, device and application is continuously verified before access is provided.
Zero Trust improves security by applying principles such as least privilege access, identity verification, continuous monitoring and network segmentation. Although implementing Zero Trust can create challenges such as cost, complexity and organisational change, the benefits include improved protection, better visibility and reduced impact from cyber attacks.
The Equifax data breach demonstrated the importance of having strong cybersecurity governance and effective risk management. The incident was not only caused by a technical vulnerability but also by failures in accountability, patch management and monitoring. The proposed cybersecurity programme shows how organisations can improve security through clear leadership roles, effective policies, recognised frameworks and advanced technical controls.
By combining strong governance, risk assessment, compliance management and security technologies, organisations can detect threats earlier and respond more effectively. Cybersecurity should be viewed as a continuous process that requires regular improvement rather than a one-time solution. A proactive security approach helps organisations protect sensitive information, maintain customer trust and achieve long term resilience in an increasingly digital environment.
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